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switch# configuration terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# username mynewuser role san-admin password ciscol23
switch (config) # show user-account
user:admin

this user account has no expiry date

roles:network-admin
user:mynewuser

this user account has no expiry date

roles:san-admin
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Nexus 5000 Switch

login: mynewuser

Password:

Bad terminal type: "xterm-256color". Will assume vt100.

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2012, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch# ?

clear Reset functions
configure Enter configuration mode
copy Copy from one file to another
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debug Debugging functions

show Show running system information
end Go to exec mode

exit Exit from command interpreter
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switch# configuration terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# feature ?
fcoe Enable/Disable FCoE/FC feature
fcoe-npv Enable/Disable FCoE NPV feature
switch(config)# feature fcoe
FC license checked out successfully
fc plugin extracted successfully
FC plugin loaded successfully
FCoE manager enabled successfully
FC enabled on all modules successfully
Enabled FCoE QoS policies successfully
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switch# configuration terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch(config)# role name newsan-admin

switch (config-role)# rule 1 permit read-write feature snmp

switch (config-role)# rule 2 permit read-write feature snmpTargetParamsEntry

switch (config-role rule 3 permit read-write feature snmpTargetAddrEntry

switch (config-role rule 4 permit read-write feature trapRegEntry

switch (config-role rule 5 permit read-write feature interface

switch (config-role rule 6 permit read-write feature fabric-binding

switch (config-role 7

switch (config-role 8

switch (config-role 9

switch (config-role
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switch (config-role)
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#
#
#
#
# permit read-write feature vsanIfvsan
# rule permit read-write feature vsan
# rule permit read-write feature wwnm
# rule 10 permit read-write feature zone
# rule 11 permit read-write feature span
switch (config-role) #
switch (config-role) #
switch (config-role) #
switch (config-role) #
switch (config-role) #
switch (config-role) #
switch (config-role) #
#

switch (config-role

rule 12 permit read-write feature fcns
rule 13 permit read-write feature fcsp
rule 14 permit read-write feature fdmi
rule 15 permit read-write feature fspf
rule 16 permit read-write feature rscn
rule 17 permit read-write feature rmon
rule 18 permit read-write feature copy
rule 19 permit read-write feature port-security
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switch (config-role rule 20 permit read-write feature fcoe
switch (config-role rule 21 permit read-write feature port-track
switch (config-role rule 22 permit read-write feature fcfe
switch (config-role rule 23 permit read-write feature fcmgmt

switch

switch (config-role rule 25 permit read-write feature rdl

switch (config-role rule 26 permit read-write feature fcdomain
switch (config-role rule 27 permit read-write feature install
switch (config-role rule 28 permit command configuration terminal; slot 1

) #
) #
) #
) #
config-role)# rule 24 permit read-write feature trunk
) #
) #
) #
) #
) #

switch (config-role rule 29 permit read
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Nexus 5000 Switch

login: newsanadmin

Password:

Bad terminal type: "xterm-256color". Will assume vt100.

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2012, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch# configuration terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# slot 1

switch (config-slot)# port 16-32 type fc

switch (config-slot)# copy running-config startup-config

[H#f# 44 ) 1008

Copy complete, now saving to disk (please wait)...
switch(config-slot)# install all kickstart
bootflash:n5000-uk9-kickstart.5.2.1.N1.0.211.bin system
bootflash:n5000-uk9.5.2.1.N1.0.211.bin

Verifying image bootflash:/n5000-uk9-kickstart.5.2.1.N1.0.211.bin for boot variable
"kickstart".

[##dddaftta4H4##4444]) 1005 —— SUCCESS

Verifying image bootflash:/n5000-uk9.5.2.1.N1.0.211.bin for boot variable "system".

=1 —] -
A—4 O—)ILDHREDRT
ORI, 22— m— L EENENOHREDOR T FEEZRLTNET,
switch# show role

Role: network-admin
Description: Predefined network admin role has access to all commands
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on the switch

1 permit read-write

Role: network-operator
Description: Predefined network operator role has access to all read
commands on the switch

1 permit read

Role: vdc-admin
Description: Predefined vdc admin role has access to all commands within
a VDC instance

1 permit read-write

Role: vdc-operator
Description: Predefined vdc operator role has access to all read commands
within a VDC instance

1 permit read

Role: san-admin
Description: Predefined system role for san administrators. This role
cannot be modified.
vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity

27 permit read

26 permit read-write feature fcdomain

25 permit read-write feature rdl

24 permit read-write feature trunk

23 permit read-write feature femgmt

22 permit read-write feature fcfe

21 permit read-write feature port-track
20 permit read-write feature fcoe

19 permit read-write feature port-security
18 permit read-write feature copy

17 permit read-write feature rmon

16 permit read-write feature rscn

15 permit read-write feature fspf

14 permit read-write feature fdmi

13 permit read-write feature fcsp

12 permit read-write feature fcns

11 permit read-write feature span

10 permit read-write feature zone

9 permit read-write feature wWwnm

8 permit read-write feature vsan

7 permit read-write feature vsanIfvsan

6 permit read-write feature fabric-binding
5 permit read-write feature interface

4 permit read-write feature trapRegEntry
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3 permit read-write feature
2 permit read-write feature
1 permit read-write feature

Role: priv-14
Description:
vsan policy:
Vlan policy:

This is a system defined privilege
permit (default)
permit (default)

Interface policy: permit (default)
Vrf policy: permit (default)

snmpTargetAddrEntry
snmpTargetParamsEntry
snmp

role.

1 permit

Role: priv-13
Description:
vsan policy:
Vlan policy:

read-write

This is a system defined privilege
permit (default)
permit (default)

Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-12
Description:
vsan policy:
Vlan policy:

This is a system defined privilege
permit (default)
permit (default)

Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-11
Description:
vsan policy:
Vlan policy:

This is a system defined privilege
permit (default)
permit (default)

Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-10
Description:
vsan policy:
Vlan policy:

This is a system defined privilege
permit (default)
permit (default)

Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-9
Description:
vsan policy:
Vlan policy:

This is a system defined privilege
permit (default)
permit (default)

Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-8
Description:
vsan policy:
Vlan policy:

This is a system defined privilege
permit (default)
permit (default)

Interface policy: permit (default)
Vrf policy: permit (default)

Role: priv-7
Description:

This is a system defined privilege

vsan policy: permit
Vlan policy: permit

(default)
(default)

Interface policy: permit (default)

Vrf policy: permit

(default)

role.

role.

role.

role.

role.

role.

role.

#i
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Role: priv-6

Description: This is a system defined privilege role.

vsan policy: permit
Vlan policy: permit
Interface policy: permit
Vrf policy: permit

Role: priv-5

(default)
(default)
(default)
(default)

Description: This is a system defined privilege role.

vsan policy: permit
Vlan policy: permit
Interface policy: permit
Vrf policy: permit

Role: priv-4

(default)
(default)
(default)
(default)

Description: This is a system defined privilege role.

vsan policy: permit
Vlan policy: permit
Interface policy: permit
Vrf policy: permit

Role: priv-3

(default)
(default)
(default)
(default)

Description: This is a system defined privilege role.

vsan policy: permit
Vlan policy: permit
Interface policy: permit
Vrf policy: permit

Role: priv-2

(default)
(default)
(default)
(default)

Description: This is a system defined privilege role.

vsan policy: permit
Vlan policy: permit
Interface policy: permit
Vrf policy: permit

Role: priv-1

(default)
(default)
(default)
(default)

Description: This is a system defined privilege role.

vsan policy: permit
Vlan policy: permit
Interface policy: permit
Vrf policy: permit

Role: priv-0

(default)
(default)
(default)
(default)

Description: This is a system defined privilege role.

vsan policy: permit
Vlan policy: permit
Interface policy: permit
Vrf policy: permit

0 permit
permit
permit
permit
permit
permit
permit
permit
permit

(default)
(default)
(default)

(default)
Type Scope Entity
command traceroute6 *
command traceroute *
command telnet6 *
command telnet *
command ping6 *
command ping *
command ssh6 *
command ssh *
command enable *
read

PN W 0oy J 0 0

permit

Role: priv-15

Description: This is a system defined privilege role.

>

vav
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vsan policy: permit (default)
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

permit read-write
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