setaggressive-mode client-endpoint " i5 show
content-scan &£ T

* show aaa servers, 2 ~N—3

* show access-lists, 10 ~X—

* show authentication interface, 13 ~X—3

* show authentication registrations, 16 ~~—3°

* show authentication sessions, 18 ~X—37
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set aggressive-mode client-endpoint /* 5 show content-scan & T I

B show aaa servers

show aaa servers

AAA B — SMIBIZ L > THIREN A, TX_XTONRTY v 7 BLORNS T4 ~_— NREE, FFa], 7
BT 427 (AAA) RADIUS — N E ORI CRZEINDL 7 v hDAT—H A LEiE FoR
T 51213, =—Y EXEC F 7213454 EXEC & — R T show aaa servers =~ > R&{HH L F4,

show aaa servers [private| public]

WX D5 private ULE) 754~k AAA H— D% TR
LE7T., AAAHF— " MIBIZ L > THFEREIN
i‘a‘o
public L) 7Y v 7 AAA B — DB EFRL
9, AA AV —AMIBIZL > THFrRENE
7
aAvU R E—F 2 —4 EXEC (>) it EXEC (#)
A FRE Yu—2 LENE
12.2(6)T Zoawry RRNEASHE LT,
12.3(7)T Z D3 RS, Cisco IOS Release 12.3(N)T IZHA S E LTz,
12.2(33)SRE Zda~ R, Cisco IOS Release 12.2(33)SRE 2 A & v L7z,
15.1(1)S Zoavwr RNEFINE L7, CISCO-AAA-SERVER-MIB O~ F A

~— K RADIUS Y— "D R — FBEME L E L=,

15.1(HM Zoavwr RINEFREINE L=, CISCO-AAA-SERVER-MIB O~ F A
~— K RADIUS — _"DHR— 2B ENE Lz,

15.2(4)S1 Toawy RREFEINE L, a~vy REAIC, #EO, BLO
28y hVERTENT oY ay (TIBRETHY YT 400 %
R CTERTHITR— N BINENE L,

FRALDHA K542 show aaaservers =~ > K Tld. RADIUS — RO BBV HE— kS ET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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set aggressive-mode client-endpoint /* 5 show content-scan & T

a< 2 R, $XTDAAA VT T 7 v ar 247 (GREE.
FENT= Ty MIETERERRLET,

1

show aaa servers

T, THTT 4 T) THEZ

RIZ, showaaaserversprivate 2~ > FOHIFlZRLET, RARORYIDATOIRNT T A ~—
N RADIUS $— "DARBEICBIRT D720, RO ZDOES O 7 4 —/v FEROFXTHPIL F

D

Router# show aaa servers private

RADIUS: id 24, priority 1,
State: current UP, duration 375742s,
Dead: total time 0Os, count 0
Quarantined: No
Authen: request 5, timeouts 1,

Response: accept 4, reject O,

Response: unexpected 0,

Transaction: success 4,

Throttled: transaction O,

request 0, timeouts O,

Response: accept 0, reject O,

Response: unexpected 0,

Transaction: success 0,

Throttled: transaction O,

request 5, timeouts O,

Request: start 3, interim O,

Response: start 3, interim O,

Response: unexpected 0,

Transaction: success 5,

Throttled: transaction O,

Author:

Account:

Elapsed time since counters last cleared:

host 172.31.164.120,
previous duration Os

failover 0,
challenge 0
server error O,
failure O
timeout O,
failover O,
challenge 0
server error O,
failure 0
timeout O,
failover 0,
stop 2
stop 2
server error O,
failure O
timeout O,

auth-port 1645, acct-port 1646
retransmission 1
time 1l4ms

incorrect 0,

failure 0
retransmission 0

incorrect 0, time Oms
failure O
retransmission 0

incorrect 0, time 12ms

failure O
4d8h22m

Estimated Outstanding Access Transactions: 0
Estimated Outstanding Accounting Transactions: 0
Estimated Throttled Access Transactions: 0O
Estimated Throttled Accounting Transactions: 0

Maximum Throttled Transactions:

Requests per minute past 24 hours:
high - 8 hours,
low - 8 hours,
average: 0

access 0,

22 minutes ago:
22 minutes ago:

accounting 0

0
0

TORT, TOHHTERENDIEER T 41—V RIZOWTHHALTHET,

%% 1: show aaa servers D 7 1 —)L KDEiAA

J4—ILK EoL)

id L—HCEZRINTNDTRTD AAA F—N
D E AT+

priority 7 N—T N — O fE AR,

host 75 4 ~_— | RADIUS #— N RA RO IP T K
Lz,

auth-port FREE & FFATELRICAE 45 AAA H—/30 UDP
SeSEAR— b, T 7 4V MEIL 1645 T,

Ciscol0S zH )T AT FYIT7LUR:
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B show aaa servers

set aggressive-mode client-endpoint /* 5 show content-scan & T

TJ4—IJLF

BLL

acct-port

T T 4 TERIEAT S AAA F—
® UDP ZicR— b, T 7 4V MEIL 1646 T
—a—o

State

AAA P — OBUEDIREE, [ — B2 DR
RBZHET TV oK (BHAD) | BROFEY—
PRISLARTOAREE 258 1T TN IR (RVEEAL) %
RLET,

ROIRFEDRSIVET,

*DEAD : = \RBHEX T LTnD D
L. BIT 2= A — =D Y —
ININT N—T N TEZITTR S T2 — /3T
FudEm s Z L E R LET,

* duration : V— XPNHEDIREE (UP L7212
DEAD DWWy ThdD E R INDEE
i,

* previous duration : P— 3 LLRTOIRAEIC
bolok Rip S bk,

*UP: Y= "BBERB L TV D L RS
N, TOY—NEDBEIRALLND Z L
wRLET,

Dead

P—="DBEEH L TN e~ —7 Szl
L. ORI B DI A BB L TRV AL TR
]\/iﬁ—o

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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set aggressive-mode client-endpoint /* 5 show content-scan & T

show aaa servers B

TJ4—IJLF

BLL

Authen

Ciscol0S ¥ 1) T4 ARV KYT7LUR: AT KSHi Z, Ciscol0S XE Release 3SE (Catalyst
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B show aaa servers

set aggressive-mode client-endpoint /* 5 show content-scan & T

TJ4—IJLF

BLL

P NEEZE LGN v b, BLORD)
FIRITRMUIFEBRE N T Y7 va T 5
WAL Ed, 2074 —L FTIE. KD
BB HEIET,

* request : AAA Y — N|ZIE[E SN RRREE
RO,

* timeouts : = DYV — N~DIEEFENH o 7B
WCHERESNT-ZA LT 7 b &R L) O
.

* Response : Z DY — /N THER SN2 JSEIT
B4 o #EHE#, ROLVA— MR EENLE
o

* unexpected : TH] L2RWSEDOE, X

Ty OEALT T NHIHOHIRE
W E T TAG SNTISEIE, TH
LanWb e RARENET, 72& R
. =DV 7 PRRHEL TV
DA ENTRELET, Fio, Y—
AR BRI 7 < RE R ERC L T2
Bab. THILZRWEERER S
LHENnH0 T,

*servererror : v — N T T —D, =

DATAVIE, WiOHT Y DOV
NICHLYTIEES VT — Uy
D Ty vyFA—v) TT,

* incorrect : NIEZRINE D, WEDIE
AN, e I ABTHET L E DL
HOARIERERTHIUR, RIERIG
BLRZRINET, RERP—A
XD —HICEEINTVWDGE
WCHRAEDOREMENRE L 2 £7,

* time : Rl N7 v MINE T A72012
FE LM (2 VBN |

* Transaction : ZALH D7 4 —/L RiL, $—
ANICEET HFERE, FFR. T T v
7 NT W v a BT AR A R
LET, FTUo¥Tvaiid, AAAE

Ya—b, £TIZAAA Y T A T (PPP

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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set aggressive-mode client-endpoint /* 5 show content-scan & T

show aaa servers B

TJ4—IJLF

BLL

728 I2 L5 TAAA 7' u k2L (RADIUS
F721E TACACSH) 121615 SN 2 FRGEE L.
TSR, 3T T 4 o TIERD
FRE L CERINE T, Z0HA, #K
DOy MIEEB X OHRENM TN S
ENRHVES, bTUF T3 TIL

DRIEFMECN (ER T Yt o) el Rol/))

Y= T N—FND1>EITEE DY —
NSOy NREENLERGERH Y
F9, B EITRMIL. RADIUS B X
NTACACS+ 7' 12 ha Ll k> T, kD &
I AAA ITHRE SN ET

*success : N7 W T UHRRRINT
LewmLEd,

* failure : Y—/X ZL—T DRHID P —N
SOy N EREE DRI E 72T
DyLiginol=ii e, "I o%7
arBNRBTHEEMLES, T
IR AR E, T v AR
THEENRISEFX, T rva
VORI E LTRSS NET,

Author

OB TIIDOT 40—V KX, Authen: 7 4 —
JREBRITWET, L. TEREEHRN
RADIUS 7'& s /L DFERE/ N v b TEE S
%72, RADIUS LT 2545260
74—V RIZHEM L2V ERRKRES R
7

Account

ZOHTIY DT 4 —)V KX Authen: 7 4 — IV
RERTHETN, T T 4T FT0H
Ja ey FokmEHER RIS 58T
e 4,

Elapsed time since counters last cleared

N ENRBEC VT ST bRkE L2
B, BHE. BLUODEEFRTRLET,
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B show aaa servers

A

set aggressive-mode client-endpoint /* 5 show content-scan & T I

G¥)

Intelligent Services Gateway (ISG) D&, HERT T 7 WO T4 o7 N7 g id
Pl s ETITRHA»2Y £9, Zhid, THTAV T 4 v ZERITEICT v — 2B
HBHTEHTT,

show aaa servers =~ > NH /1D ~7 ¢ —/L KL, Cisco AAA-SERVER-MIB Of§ 5 %~ bV — 7 &
H7a b=z (SNMP) A7 Y= MI~wy B 7 XL, SNMP LAR— hCEH S ET, show
aaa servers 2~ > RO IHFIOHEFDIT (RADIUS: id 24, priority 1, host 172.31.164.120, auth-port
1645, acct-port 1646) (X, KD X 51T Cisco AAA-SERVER-MIB |2~ v B> 7 & E T,

*id I casIndex ~~ v 7

* priority (& casPriority ~~ v 7’

* host I casAddress ~~ v 7

* auth-port /% casAuthenPort ~~ v 7

* acct-port maps (% casAcctPort ~~ 7

Cisco AAA-SERVER-MIB ¥ »» 712U A F S TWHIRD AT V=7 hDtE > h %, showaaaservers
v RCRRSIND T 4 — /LRI~y 7 T5Z L1, KOEHETY, 72& 2IE, casAuthenRequests
74—/ RIL, LA — h® Authen: request 357 1Z%f i L, casAuthenRequestTimeouts (X L AR — kD
Authen: timeouts #§53 (ZxHit LE T, LT BRI TT,

* casAuthenRequests

+ casAuthenRequestTimeouts

+ casAuthenUnexpectedResponses
* casAuthenServerErrorResponses
« casAuthenIncorrectResponses

* casAuthenResponseTime

* casAuthenTransactionSuccesses

+ casAuthenTransactionFailures

* casAuthorRequests

* casAuthorRequestTimeouts

+ casAuthorUnexpectedResponses
+ casAuthorServerErrorResponses
+ casAuthorIncorrectResponses

* casAuthorResponseTime

* casAuthorTransactionSuccesses

* casAuthorTransactionFailures

* casAcctRequests

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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I set aggressive-mode client-endpoint /* 5 show content-scan & T

BEEavT YR

* casAcctRequestTimeouts
* casAcctUnexpectedResponses
* casAcctServerErrorResponses

* casAcctlncorrectResponses

* casAcctResponseTime

« casAcctTransactionSuccesses

« casAcctTransactionFailures

« casState

« casCurrentStateDuration

« casPreviousStateDuration

« casTotalDeadTime

« casDeadCount

show aaa servers B

HIRL7ZT7 Ty b 74—, CiscolOS VU —RA, BIXO7 4 —F+ &> MNMIBET 5 MIB 5%
BIOF U m— RT25T01%, http://www.cisco.com/go/mibs {Z & % MIB Locator Zffi ] L T< 72 &

Wy,

av Uk

Bl

radius-server dead-criteria

—FEIELM S OREYEME (RADIUS Hh— 3 %45
REEE LT~ —F 2 7 F B30I H) %,
FBE O EEAEIRHA IR E L ET,

server-private

B D7 A ~_— k RADIUS J— /3% EF 1 4
DY =3 T —F BT £,
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set aggressive-mode client-endpoint /* 5 show content-scan & T
[l showaccess-lists

show access-lists

BEOT 782 YA NDONEEZFRRT HITIEL, =—% EXEC E— NE I35 EXEC E— R T
show access-lists =~ > RZ i L £,

show access-lists [access-list-number| access-list-name)

X DA access-list-number EE) #r-T27 78R YA NOETT,

T 4N TE, VAT ALY TRTOT Y
TR YA IBEIRENET,

access-list-name (EE) BRTHIPTI7EAURANDLALREIT
ba‘o

ARURTIHILE  DRFAE, TRCOT VA VR NEFERLET,

avY K E—F = —H EXEC $§# EXEC
I~ FRE Yy—2 EENE
10.0 Zoavwry RBREAINE L,
12.0(6)S HATar A/ ACL Zfi TE L X ICEFEENE L,
12.1(1)E ZDa= R Cisco 7200 ¥V — RZFEEI N E LT,
12.1(5)T awy RHATar A rEniz ACL ##BI TE& 2 LY ICEEINE
L7,
12.1(4)E ZPa< RN Cisco7100 > ) —RICEESNE LT,
12.22)T a< Y RHAICIPV6 77 B A U A NOERPERSIND LI LTS
nWE LT,
12.2(14)S Z O K73, Cisco I0S Release 12.2(14)S I/ S E LT,
12.2(33)SRA Z Mz~ K73, Cisco [0S Release 12.2(33)SRA IZHA Sk L7z,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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set aggressive-mode client-endpoint /* 5 show content-scan & T

FEREDHA K4V

1

show access-lists B

)1)—=x EHEAR
12.28X Z O a< K, CiscolOS Release 12.2SX b LA ' CTHAHR— I E

T, ZORLAUDEED122SX Y UV —RAIZBITHYHR— ML, 71—
Fy Yy M I 74 —5 BXOF Iy b T4 —L"—FKU=x
TIE - TERY 5,

show access-lists 2~ KiZ, L —F TEHEL CWAEHMED ACL 2 F7- 4 H7-0EH L E T,
EH L SN ACL & LTEMEL CWDET 7 A U A ML, Compiled #/RrZHEHALT7 T/
DTSR ET,

ZOFRRITIE, ACLHNDHZT Y Y L= LTy FOEERINDT2D, 2—Hid, #FaE
TIHEG SNTERED ATy heE= S THZENTEET, Fh, Zoaxr N, 7’7?7\
YRR NANINEZT 7EA VARE LTETINTHDINE I NbRLET,

Wi, 77€Z2 U Z K101 BEEZIILTWVAEAS D, showaccess-lists 2~ > RO HHlZ R LFE
KR

Router# show access-lists 101
Extended IP access list 101
permit tcp host 198.92.32.130 any established (4304 matches) check=5
permit udp host 198.92.32.130 any eqg domain (129 matches)
permit icmp host 198.92.32.130 any
permit tcp host 198.92.32.130 host 171.69.2.141 gt 1023
permit tcp host 198.92.32.130 host 171.69.2.135 eqg smtp (2 matches)
permit tcp host 198.92.32.130 host 198.92.30.32 eg smtp
permit tcp host 198.92.32.130 host 171.69.108.33 eq smtp
permit udp host 198.92.32.130 host 171.68.225.190 eqg syslog
permit udp host 198.92.32.130 host 171.68.225.126 eq syslog
deny ip 150.136.0.0 0.0.255.255 224.0.0.0 15.255.255.255
deny ip 171.68.0.0 0.1.255.255 224.0.0.0 15.255.255.255 (2 matches) check=1
deny ip 172.24.24.0 0.0.1.255 224.0.0.0 15.255.255.255
deny ip 192.82.152.0 0.0.0.255 224.0.0.0 15.255.255.255

deny ip 192.122.173.0 0.0.0.255 224.0.0.0 15.255.255.255
deny ip 192.122.174.0 0.0.0.255 224.0.0.0 15.255.255.255
deny ip 192.135.239.0 0.0.0.255 224.0.0.0 15.255.255.255
deny ip 192.135.240.0 0.0.7.255 224.0.0.0 15.255.255.255
deny ip 192.135.248.0 0.0.3.255 224.0.0.0 15.255.255.255

TIERVRAN AT 2T, T78A YR MDZITIZE Y, (AED7 > MB3FFR] SN=E
H R LET, ZOHFITFH LKL L TERENET, Checkld. 1 DDy 3T 7
A UAREE, B Lo EERLET,

RIZ., Turbo Access Control List (ACL) HEFENR KR DT 7 A YA TR TCTREINTNS & &
@ show access-lists =T~ > ROHNFIZ R LET,

G¥)

show access-lists 2~ > RIZ L > TERINDFFAIE L CHESROEHRIL, access-list 2~ K%
FERLTALEZIERE R CTIZARWATREMN H D £,

Router# show access-lists

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst
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show access-lists

BEEavTY R

set aggressive-mode client-endpoint /* 5 show content-scan & T

Standard IP access list 1 (Compiled)
deny any
Standard IP access list 2 (Compiled)
deny 192.168.0.0, wildcard bits 0.0.0.255

permit any

Standard IP access list 3 (Compiled)
deny 0.0.0.0
deny 192.168.0.1, wildcard bits 0.0.0.255

permit any
Standard IP access
permit 0.0.0.0

list 4 (Compiled)

permit 192.168.0.2, wildcard bits 0.0.0.255

WIZ, X BT —27 TIPv6 B E SN TWAHEIT,

show access-lists =~ > FOH HfFlZ R~ LET,

Router# show access-lists
IPv6 access list 1list2

IPv6 77t A UANDEREFRT S,

deny ipv6 FEC0:0:0:2::/64 any sequence 10

permit ipv6 any any sequence 20

av Uk

Bl

access-list (IP #i3R)

WRIPT7T 7R VA MEERELET,

access-list (IP 1Z#£)

AP 772 VA MNEERLET,

clear access-list counters

TI7RAVAMDAY L ZEH27 VT LET,

clear access-template

HAF I TIVEA VAN T 7 ®
AYVAMDOZ NI EFEITZ YT LET,

ip access-list

IP77%A URRNELARITERLET,

show ip access-lists

BEDTXCTOIP T Z7EA UANONFEE
/ji\‘ L/\i—g—o

show ipv6 access-list

BHEDOTXTOIPV6 T 7 A X NONKE%E
FRLET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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I set aggressive-mode client-endpoint /* 5 show content-scan & T
show authentication interface  [JJJ]

show authentication interface

FEDA 2 =T 2 A ADRFEY X — T ¥ (T D E @A R T 5T, FibE EXECE— R T
show authentication interface =~ > K& {# L £,

show authentication interface type number

HX D5 tpe UV H T el R AT, MO T
B () oA ~LTHRRERSEA L E
j‘o
number A B =T 2 AFTFERELET, v b

U—% 0 7 TS IR BE SISO
AW TIE, BRI (7)) oF T4~
THEREZ L T &,

av YR E—F F5HE EXEC (#)
av Y FERE Jyy—x EERNR
12.2(33)SXI Zoavy RBNEAINE LT,
152(2)T Z D~ KA, Cisco IOS Release 15.2(2)T IZHEA SN E L

77

EREDHA K542 show authentication interface =~ > RAEHEH LT, FFEDA v ¥ —7 = A ADRIF~vF—I ¥ T
BT aEWmasRrLET,

1 &Iz, show authentication interface =~ > ROH /2~ L £,

Switch# show authentication interface gl1/0/23
Client list:
MAC Address Domain Status Handle Interface
000e.84af.590d DATA Authz Success O0xE0000000 GigabitEthernetl/0/23
Available methods list:
Handle Priority Name
3 0 dotlx
Runnable methods list:

Ciscol0S ¥ 1) T4 ARV KYT7LUR: AT KSHi Z, Ciscol0S XE Release 3SE (Catalyst

3850 21 ¥ F)
| -“



set aggressive-mode client-endpoint /* 5 show content-scan & T I

show authentication interface

Handle Priority Name
3 0 dotlx

FORT, ZOMNTERRINDGEERT A= FICOVTHALTOET, Z0ho7 —1

RIZAA2 < THEMETE £7,

% 2 : show authentication interface ® 7 « —)L K M ExBA

Z4—ILF Bl
MAC Address 74T ROMACT KL A,
Domain JIAT RO RAAL L (DATA F720%
VOICE) ,
Status WAk v Y a Y DAT—=H A, ROEDFTHET
j‘o
* Authc Failed : Z0%® v g o TG
MNIIT I, BRI RM L E LT,
* Authc Success : D& v > g U THRIEHT R
MNIITII, BRI L E LT,
* Authz Failed : BEREN AL, By v a v
BT LE LT,
* Authz Success : T X TOMERENE v 3 >
WCHEH S, By a W T T 47T
7,
*ldle: 2Dty a VFMEIEENTWE
TN, WAEHFANEITSINETEATLE,
Z AU OAREE T,
*Nomethods : DY arOEREEZH L
T-RGERFRIIH 0 FHA,
*Running : ZDE v a OIS E
1799,
Interface kA VA —T 2 A ADX A T L FKF,
Available methods list A B —T A ATHERATE ATV~
U — I,
Runnable methods list AR —T A ATETTE AR TV~
U —IEH,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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set aggressive-mode client-endpoint /* 5 show content-scan & T

BEa<w> R

show authentication interface B

avyU R

BLL

show authentication registrations

FRRE~ R — U v (B ST D RBRET AU B
THEMEFRLET,

show authentication sessions

BEORIE~Y 32—V v £ v a BT D 1EH
FFRRLET,
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set aggressive-mode client-endpoint /* 5 show content-scan & T I
B show authentication registrations

show authentication registrations

ARE~ P — 2 Y DB STV D RBRET U B T 22 2R 21218, ### EXEC ©— KT
show authentication registrations =~ > Nz L £,

show authentication registrations

EXDEREA ZOawy RIS ELIEIF—T— RiEdb v 8 A,
avY R E—F Kt EXEC (#)
vy RERE yyy—2x EERNE
12.2(33)SXI Zoavy REASNE L,
15.2(2)T ZDa~r R, Cisco I0S Release 15.2(QQ)T IZHAINE L
77

HERALEDHA FS 4> show authentication re gistrations =~ > R L C, @i~ 3— Vv SN TNDLTRT
DFRICEHT D EREFRLET,

1 RIZ. show authentication registrations =~ > RO H /12~ L £,

Switch# show authentication registrations
Auth Methods registered with the Auth Manager:

Handle Priority Name
3 0 dotlx
2 1 mab
1 2 webauth

TORT, TOHNTERINDIEERT 4 —/L FIZOWTHEHHALTWET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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set aggressive-mode client-endpoint /* 5 show content-scan & T

show authentication registrations ]

5% 3 show authentication registrations ® 7 « —JL K D &RBA

J4—ILE ZEA

Priority DT Z A4 VT 4, authentication priority
avwr REFEHLCGGRREF RO T I 44V 7«
DRESNTWRWGE, T 74V DT T4
VT 4 BERINET, BHEPORIEKETD
5 7 %V MM dotlx, mab, 3 XU\ webauth T
T,

Name AR O4 AT, fElL. dotlx, mab, BL O
webauth T3,

BEa<T R a2 U R =8

show authentication interface

BrEDA B —T 2 A4 ADOFFE~ IR — T ¥ (14
THERELERLET,

show authentication sessions

BEORIA~ 32—V x £y a SIET H1ER
BRI LET,
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B show authentication sessions

show authentication sessions

set aggressive-mode client-endpoint /* 5 show content-scan & T I

BHEORFE~ R —V v By a VICETAE#RERRT DHIT1E, F7i EXEC &— R T show

authentication sessions =~ > RZfEH L £7,

MY

GE) Cisco 10S Release 12.2(33)SXI 725, show dotlx =~ > N{X show authentication sessions ==~ >~
RTHiZES L E T, showdotlx =~ NI 802.1X AL RO ICEA O N & FKRT 57
OIZTFRIZINTUWET, show authentication sessions 2~ > RiE, X CTORIEH & FF kg

REDEMEF T LET,

Cisco 10S XE Release 3SE and Later Releases

show authentication sessions [[database]| [handle handle-number| interface type number| mac mac-address|
method method-name [interface type number]| session-id session-id]] [details]

All Other Releases

show authentication sessions [handle iandle-number| interface type number| mac mac-address| method
method-name interface type number| session-id session-id|

BX DA

database

fEE) Byvary T—2_R—R|BFEENTE
tyvvarsy—2EFRRILET, ZOF—TU—
KEMFHTHZ LT, ARy v = Shic
VLANID 72 EOfE#H AR - TEET, By s
VT AR AN S LT BT — X ISNERIC
Xy vadInNT—FE B L2V EAIT, &
A vE—UNEREINET,

handle /andle-id

UEE) BFE~vRX— U X EREFRTTDRHEEDN
VRAVERELET,

interface type number

(EE) #FE~ R — Yy HFlRE R T DREDA
VH=T 2 ADHATBLOESERELE
T, A UE—T oA AHTDEDRF—T—FK
BILOBI¥EFRRT DI, T () 2XkD
Fo T4 ~VTHERREERLET,

mac mac-address

(EE) Mz F£RT 28 ED MAC T L A%

[ Ciscol0S X2 T 4 a2 RYT7LUR AR RSHBL
3850 X A v F)
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I set aggressive-mode client-endpoint /* 5 show content-scan & T
show authentication sessions ]

method method-name (EE) iF~ 2 — T v ERAEFTT 2B EDR
AEHREE LET. AHRSRAKOVT A
<9,

* dotlx : IEEE 802.1X &7,
*mab : MAC Z83F N1 %2 (MAB) 72,
* webauth : Web ZRFFH T,

HRERETDHEF, A F =7 oA ABEE
TEET,

session-id session-id EE) BiF~ X — Y v ER e TR T 2HED
TyrarERELET,

details EE) By va ic¥El351700~ —%%
AT HMRDVIC, HEyya COFEMERE R
LET,
ARV R E—F KikE EXEC (%)
vy PR Yy—2 LERE
12.2(33)SXH ZDawy RRYR—FENRDL LRV ELE,
12.2(33)SXI Z Dz~ RiX. handle handle ¥ —7 — FB L UBIH%AZEBML T

HATHE S AR 57 DICAE S E LT,

15.22)T Zda< RN, Cisco I0S Release 15.2(2)T ICHEA S E LT,

Cisco I0S XE Release 3.2SE Toa=wy RIREREINE L7, database ¥ — 7 — K & details
F—U— RGBS E L,

HERAEDH A K542 showauthenticationsessions =~ > RA& i L C, BU/EDRIE~R—V v £y a v _CIcflT
HiEMRERRLET, FEORIMEYFR—T Y By a VT AEMRER T HITE, 1 DLLE
DF—T— REFEHLET,

Ciscol0S ¥ 1) T4 ARV KYT7LUR: AT KSHi Z, Ciscol0S XE Release 3SE (Catalyst

3850 21 ¥ F)
| -“



set aggressive-mode client-endpoint /* 5 show content-scan & T I
show authentication sessions

il W, AL v F EOTRCOBIAL v a v 2 ERTHHERLET,

Device# show authentication sessions

Interface MAC Address Method Domain Status Session ID

Gil/48 0015.63b0.f676 dotlx DATA Authz Success 0A3462B1000000102983C05C
Gil/5 000f.23c4.a401 mab DATA Authz Success 0A3462B10000000D24F80B58
Gil/5 0014.bf5d.d26d dotlx DATA Authz Success O0A3462B10000000E29811B94

WIZ, £ —TTx2A A EOTXTORGEE YV a 2R R-THH2R~LET,

Device# show authentication sessions interface gigabitethernet2/47

Interface: GigabitEthernet2/47
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: Dboth
Authorized By: Guest Vlan
Vlan Policy: 20
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0A3462C8000000000002763C
Acct Session ID: 0x00000002
Handle: 0x25000000
Runnable methods list:
Method State
mab Failed over
dotlx Failed over
Interface: GigabitEthernet2/47
MAC Address: 0005.5e7c.da05
IP Address: Unknown
User—-Name: 00055e7cda05
Status: Authz Success
Domain: VOICE
Oper host mode: multi-domain
Oper control dir: Dboth
Authorized By: Authentication Server
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0A3462C8000000010002A238
Acct Session ID: 0x00000003
Handle: 0x91000001
Runnable methods list:
Method State
mab Authc Success
dotlx Not run

iz, FBELI-EYy 3 IDO

iAlEt v v Y EFRITRT LB R LET,

Device# show authentication sessions session-id 0B0101C70000004F2ED55218

Interface: GigabitEthernet9/2
MAC Address: 0000.0000.0011
IP Address: 20.0.0.7
Username: Jjohndoe
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: Dboth
Authorized By: Critical Auth
Vlan policy: N/A
Session timeout: N/A
Idle timeout: N/A

Common Session ID:

0B0101C70000004F2ED55218

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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I set aggressive-mode client-endpoint /* 5 show content-scan & T
show authentication sessions ]

Acct Session ID: 0x00000003
Handle: 0x91000001
Runnable methods list:
Method State
mab Authc Success
dotlx Not run

WIZ, FEE LTZFRAEF RIC Ko THAI ENTT RTCD I TA4 7 v VaRrnT 502 R LET,
Device# show authentication sessions method mab

No Auth Manager contexts match supplied criteria

Device# show authentication sessions method dotlx

Interface MAC Address Domain Status Session ID
Gi9/2 0000.0000.0011 DATA Authz Success 0B0101C70000004F2ED55218

FOXT, ZOMATIRENDEELRT 4L FIZOWTHII L ET,

3K 4 : show authentication sessions ® 7 4 —)L KM&xBA

J4—IL K A

Interface FOREA H—T 2 A ADEA T LFR,

MAC Address 77A4T 2 FOMACT KL X,

Domain KA A D451 (DATA £721% VOICE) .

Status EEE vy v a VDA T—H A, IROMENAIHET
D

* Authc Failed : Z D& v g o CTEREEHT
MIIT I, BAETRI L E LT,

* Authc Success : Z D& v > g U THRIEHT
MIEAT S, IR L FE L7,

* Authz Failed : #§RENBE L., By v a3 v
NIET LE LT,

* Authz Success : T X TCOMERENRN B v g v
WWEHASHh, EyvarnT s 47T
7

‘Idle : ZDOtE vz AFPHfbEh T E
T, BAEHFRADBETINERATLE,
Z M oIRE T,

* Nomethods : Z D v g DFEEAH L
TRGE I H Y T/ A,

*Running : ZDF& v a OIS E
1THTT,

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst

3850 21 ¥ F)
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B show authentication sessions

EEav >R

set aggressive-mode client-endpoint /* 5 show content-scan & T I

TJ4—IJLF

BLL

Handle

AT HARNDNY R,

State

LAv— F SNTREREE v v a COEMERE, &)
DIEAFIRE T,
*Notrun : 2D v arDOFENETEN
FHATLE,
*Running : 2D v a rOFRNRFETH
‘(\\ﬁ—o
* Failed over : & D HFDNREL ., RDF
THREREZRMETZ LEEENTOET,
*Success : ZDOFXIE, By a Rk
L7-dBGERs R atefit U E L7,

* Authc Failed : Z 05U, v aro
KE U7 RBRERE ARt U L,

avU R

BLL

show access-sessions

tyvarxtinry hU—F Ty g il
B2 EWmaER~LET,

show authentication registrations

FRAE~ R — U v (TR S T D RBRET U B
THEMEFRLET,

show authentication statistics

R~ X — % £ v 3 L ORIHERE 27 L
ER

show dotlx

02 IX L RNDFERICEADT AT T 4
T4 T T ANVDFEMEFR R LET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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