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B X

sa ipsec A 5 sessions maximum E T 1
server  (Diameter) 2
server (RADIUS) 4
server name (IPv6 TACACS+) 7
server-private (RADIUS) 9
server-private (TACACS+) 12
service password-encryption 15
service password-recovery 17
set aggressive-mode client-endpoint /* 5 show content-scan & T 25
show aaa servers 26
show access-lists 34
show authentication interface 37
show authentication registrations 40
show authentication sessions 42
show diameter peer 5 5 show object-group &£ T 47
show dotlx 48
show ip access-lists 53
show ip admission 57
show ip interface 64
show ip ssh 74
show ipv6 access-list 76
show mab 80
show mac-address-table 83
show parameter-map type consent 7\ 5 show users &= T 95
show port-security 96
show privilege 99
show radius statistics 100

show ssh 106
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show vlan group /"5 switchport port-security violation & T 109
single-connection 110
source 111
ssh 113
switchport port-security 120
tacacs-server administration 5 15 title-color & T 123
tacacs server 124
tacacs-server host 126
telnet 129
test aaa group 136
timeout (TACACS+) 14
traffic-export 5\ 5 zone security & T 143
username 144

username secret 152
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sa ipsec H\ 5 sessions maximum E T

server  (Diameter) , 2 ~X—3

* server (RADIUS) , 4 _—

* server name (IPv6 TACACS+) , 7 ~_X—
* server-private (RADIUS) , 9 ~X—¥

* server-private (TACACS+) , 12 ~<X—¥
service password-encryption, 15 ~X—73/

service password-recovery, 17 ~X—3
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saipsec 1 5 sessions maximum & T

B server_ (Diameter)

server_ (Diameter)

Diameter ¥ —/3% Diameter i®ilE. 777/, 7T T 47 (AAA) Y— X7 )—F\ZBEEAA T 5
121X, Diameter Y — X L —F a7 4 Fal—T g BT E— R Tserver 2~ R L
FT, PN T NN—T 0T —NEHIERET LR, Zoavr FOon BEXEAN LET,

server name

no server name

BX DA

name Diameter —/34 O E T 5 CF5,

GE) Zoavy RIZHRE LIZ4ARNE,
diameter peer =~ > R& i L T
2Z 7= Diameter ©'7 D4 & —F$
BYVERHYD F9,

AT R TI4ILE  Diameter AAA Y— 3 Z L —FICBEMT DTV AF— N3 Hh 0 8 AL

v kRE—F Diameter & —/X J)L—F a7 4 ¥ a2 L — g
vy FER Uy—2 EENE
12.4(9)T Zoavy RPEAINE LT,
FEREDHA FS4 2 server 2~ > FZ&H LT, Diameter —/3% Diameter h—/3 7 )L — 7 |ZBifIF 5 = L3 T

£,

1

&IZ. Diameter %—/3% Diameter %—/\ 7 /L — 7 \ZBEHE AT D42~ LE T,

Router (config-sg-diameter)# server
dia_peer 1
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| saipsec & > sessions maximum % T

EpE g

~

server_ (Diameter) .

> >

avwo kR

BLL]

aaa accounting

HeFidtx=U T o BIOZOIZ, R
NIV —CADAAAT I T 4 o T A F—
TN LET,

aaa authentication login

7 A UEED AAA FRGFEERTE L E T,

aaa authorization

Py NI —=7 ~D2—H T 7 & 2 & HIIRT 5%
TA—BERELET,

aaa group server diameter

Diameter DOV —/ J)L—T R ELFT,
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B server (RADIUS)

saipsec 1 5 sessions maximum & T

server (RADIUS)

B DEREA

AU R TFI4ILE

O R E—F

avwy FERE

T—"TF H— kLT, RADIUS — "D IP 7 RL AZHETHITIL, =T —F =
T4 X2l —T a3 F—RFRTserver 2~ REEHLET, BENTONZ— ZFIE, #F
W, T T 47 (AAA) 70— =0 bHIBRT 5121, Zoa<y RO ne TEXA&1#
ALET,

server ip-address [auth-port port-number] [acct-port port-number]

no server ip-address [auth-port port-number] [acct-port port-number]

ip-address RADIUS #—/N7RA D IP 7 RV AT,

auth-port port-number (L8 FEREECRICH - 22— F—4 7T A
7w k2L (UDP) %E5ER— FEfREL £7,
port-number 5 [#01%, FBREERICH T HR— M
FEEELET, ZOMMBICHESNTND
B, TOFRAMIGRRECEA S NEE A,

acct-port port-number L) ThorT 4 FERICET 5 UDP
SR — N ZfEE L E T, portnumber 51
TAD T 4 TERIIHT HR— NEBER
ELET, ZOMEPOICHESNLTVDIHE,
EDHRANMIT IO T 4 7 P— BRI
SNEHEA,

R— FBHENEZRSNTWARWEES, T 740 MIKD X 5120 £,
* FBFFEAR— b : 1645
CTHIT 47 R— b 1646

Y= —T a7 4 Fal—g

)1y—= EENE
12.0(5)T Zoavwr RPREAINE L,
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sa ipsec H 5 sessions maximum & T

server (RADIUS) B

)= EERAE
12.0(NT ROFLNF—U—REgIEMBMshE L,

 auth-port port-number

* acct-port port-number

12.2(33)SRA Z D= K73, Cisco IOS Release 12.2(33)SRA IZHEA SN E LTz,
12.28X Z O a< KL, CiscolOS Release 12.2SX b LA » THR— KN E

T, ZORLAUOFEED122SX Y U —RIZBITF L5V R —ME, 74—
Fy¥y vy b, IV bT7r—L, BIOT Ty b T7r—Lb N—RU=x
Tk o TRARY £,

ERLDHA LS4 server 2~ FEHEH LT, BEOF—NEERFELD VL —TF F— BT 5 2 LR TE

il

1

F9, V= "ZET D HET. AAA Y —EAZREET 2 HEOSCC2HEEHY £9, IP T
RV RAZMHEH L CHEMIZ— 2353 5 Hik s, A7 3 > auth-port ¥—7V — REB LV
acct-port ¥ — U — REMHH L CTEHEDOKRA N A v AZ U AEF 2 b 258312 HERH Y
£9

FFrarDxF—U—RFEHATLIE, XY VT T IR AYF— LD, IPT KL R EFE
@ UDP 7" — R FIZEESWT T —7 P — AT 50TV 5 RADIUS E¥ = U 7 ¢ H—
NRBEOEA N AZ U ANEIESNET, IPT FL AL UDPR— FESDOMAEDEIZL -
T—EOIDEEKRL, FFEDAAA Y —ERAZ#MET 5 RADIUSHFA F = hU & LTHA— b
A2 EFRTEET, 1 BDORADIUS Y — R EICHDHELDL2OOKA N = FUR 12D
=R (THATT 473 E) ITHESNTHDIHE, RESNTWDH2HFEHDOHA R =
FUIWEHRPIORA N = M) DT == VA== RNy 7T v 7 LTEELET, ZOF%
B HAIDOEA N NINRT AT T 47— AR T 5 &, FUT 3 AR
EINTNDE2FBODRAN T NI EFALCT IV T 4 07— RAE#RMT DL 51,
Xy U= TIEAY—A"BRFEITLET BTS2 RADIUS AR b =~ U OJEEIL, &%
E STV DIEFIZHENET) o

W, WU IP 7 RLAZESHEEO RADIUS A A b =2 MY 28k 5, vy hUV—2 7 7%
A =D flE R LET, [E U RADIUS —NEIZHDB2ODFA S = bUE, RUH—E
A GRREET IO T 4V 7) OEDICHRESNTNET, RESNTNDI2HEHDOHRA kT
MU, 1 BOHOZ NIDT 2— VA — "= RNy 777X LTEHELEST GEITEND
RADIUS AR A b = b U DNEFIL, &FE SN TV DIEFIZHENET) |

! This command enables AAA.
aaa new-model

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst
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. server (RADIUS)

1

EEa<w> R

saipsec 1 5 sessions maximum & T

! The next command configures default RADIUS parameters.

aaa authentication ppp default radius

! The next set of commands configures multiple host entries for the same IP address.
radius-server host 172.20.0.1 auth-port 1000 acct-port 1001

radius-server host 172.20.0.1 auth-port 2000 acct-port 2000

WOFITIE, v hT—2 T8RS — TR/ 5 2 50 RADIUS 7 )V—7 $— 234 5
IricREESNET, —FHDOINAV—T"Th D groupl IZ1F, [Al L RADIUS $—/ N EICFEI UH—E
AHICHEESINTZ 2 OOFRA N = FNIRHDFET, HEINLTWVL2HFODORA N = MY
X, 1 BDOZ L NV DT 2= F—R_R— Ry 77 v LTEELET

! This command enables AAA.
aaa new-model
! The next command configures default RADIUS parameters.
aaa authentication ppp default group groupl
! The following commands define the groupl RADIUS group server and associates servers
! with it.
aaa group server radius groupl
server 172.20.0.1 auth-port 1000 acct-port 1001
! The following commands define the group2 RADIUS group server and associates servers
! with it.
aaa group server radius group?2
server 172.20.0.1 auth-port 2000 acct-port 2001
! The following set of commands configures the RADIUS attributes for each host entry
! associated with one of the defined group servers.
radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
radius-server host 172.20.0.1 auth-port 1000 acct-port 1001
radius-server host 172.31.0.1 auth-port 1645 acct-port 1646

avy kR Bl

aaa group server BFEOY— B FEREO Y 2k EREO S
K/ n— L4,

aaa new-mode | AAAT 7 kA ar ha—)LEFLEAL F—T
M LET,

radius-server host RADIUS — N 7R A hEFEE LT,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst

3850 X A v F)




| saipsec & > sessions maximum % T
server name (IPv6 TACACS+) .

server name (IPv6 TACACS+)

IPv6 TACACS+ Y — R ZHET H1CiE, TACACS+ Z NV —F — R a7 4 Fal— g F—
RCservername 2~ REZFHLET, a7 14X =21 —3 3056 [Pv6 TACACS+ H— %
i+ 5123, 2o~y FOno BREHHLET,

server name server-name

no server name server-name

X D5 server-name 3 % IPv6 TACACS+ H—/3,

ARVETIHIE  H—RLTIEESRTOER A,

ATV kK E—F TACACS+ 7 )V—7 % —n a7 4 ¥ 2 L—3 3 (config-sg-tacacst)
AR Y y—2 EENE
Cisco I0S XE Release 3.2S ZOavwy RPREAINE L,

BEREDHA RSMY —oa~vr F&RET HR1IC. aaa group server tacacs =~ > REABRETHMLENRH Y 3,
IPv6 TACACS+ #— " ZH57E T 5I2IF, server name 2~ > FZ AL £ T,

1 WIZ. serverl &34 BITOD IPv6 TACACS+ H— &5+ 56127 LET,

Router (config) # aaa group server tacacs+
Router (config-sg-tacacs+)# server name serverl

avU R ERBA

aaa group server tacacs 1Pv6 i 71—: % IPv4 c:;d' LT TACACS+ 4%%/*‘7&
BREL T, TACACS+H— " ar 7 1 X¥al—
var E'E—RFERBLET,

Ciscol0S ¥ 1) T4 ARV KYT7LUR: AT KSHi Z, Ciscol0S XE Release 3SE (Catalyst
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saipsec /5 sessions maximum =T |
B server name (IPv6 TACACS+)

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
3850 XA v F)



| saipsec 7 > sessions maximum % ©
server-private (RADIUS) [ |

server-private (RADIUS)

TN—TF =kt LT, T4 = RADIUS —/ "D IP 7 KL AZFRTET HITIE, —
TN—"T a7 4 Fab— 3 E— RTserver-private 2~ > RZfEH L ¥ 9, BEMIT 5N
72T T AR—= NP —NEFEGE, FFAl, THUrT 027 (AAA) T A—T =" BHIRT 51
X, Zoa~r Rono FERXEHEHL T,

server-private ip-address [auth-port port-number| acct-port port-number| [non-standard] [timeout seconds]
[retransmit retries] [key string]

no server-private ip-address [auth-port port-number| acct-port port-number]| [non-standard] [timeout
seconds] [retransmit retries] [Key string]

EX DA ip-address 75 A ~_— | RADIUS #— X R A FD P 7 R
|7
auth-port port-number (EE) FIrERICKHT H2—YFT—H T T A
“'va k= (UDP) %% — b, 774/ MAE
1% 1645 T,
acct-port port-number EE) THhY T 1 v 7ZRAO UDP 56t

R— k., F7 4V MiIZ 1646 T,

non-standard (&) RADIUS Y— N, _U X —[EHHFD
RADIUS J@tE& i/ L TWE 7,
timeout seconds (fE&) /L— ¥ R RADIUS Y — D& & 5%

L. HXET 2 ECorRRIME (FEA) T
T, ZOFXEIL. radius-server timeout 2~ 2 K
DT —UEE PEELET, FALT UL
EPEE SN T RWGEIE, 7 e — UL ER
fEHSET,

retransmit retries () = NS L0, EHI3& s
WA, & OH— /I RADIUS R % f1 %415
T 50, ZOFTEIX. radius-server retransmit
avy Ror7u—r Vs EEE LET,

key string (fE) N—% & RADIUS #—/3 L CEIfET %
RADIUS 7 —E o & O] T F &4 5 785EE &
VD E¥—, ZOF—|X, radius-server key =
VU RO =R FEEELET, F—X
FHNEFRE LW E, 7 e — U ENMER &
ET,
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saipsec 1 5 sessions maximum & T
. server-private (RADIUS)

ARVEFTIHILE  serverprivate /87 A — X RIEINTVWARNWES, Za— L a7 ¥ a2 Lb— g URMER S

NET, Zr—bar74F¥a b= URRESILTWRWES, 7740 MEBER S

£7

avv R E—F Y= =T a7 4 X2l — g

AR~ R Yy—2 EENE
12.2(1)DX Z D= R Cisco 7200 3V — X3 KT Cisco 7401 ASR (2 A &

NE Lz,

12.2(2)DD Z D~ KA, Cisco I0S Release 12.2(2)DD IZHiA & E LT,
12.2(4)B Z D3> RS Cisco I0S Release 12.2(4)B ([ZflAA TN E LTz,
12.2(13)T Z D=z~ K3, Cisco 10S Release 12.2(13)T IZHiA S E Lz,
12.2(28)SB Z D=z~ K73, Cisco I0S Release 12.2(28)SB IZHiA S E Lz,
12.2(33)SRC Z M3 K2, CiscolOS Release 12.2(33)SRCIZHA &N F LT,
12.2(33)SXH Zda< K23, CiscolOS Release 12.2(33)SXH IZHE& &N E L=,
12.2(33)SXI

Z D= KA, CiscolOS Release 12.2(33)SXIIZHEA SV E LT,

EREDAHA BS54 server-private ==~ > R&MH LT, HEDT T A _— b F—=REERELOY—1 ZL—T|Z
BHEfHF 5 Z &3 C& £ 9, Virtual Route Forwarding (VRF) I COF 74 X— K 7 KL ADHEH
BEHIET D720, TIA =k =R (FTA =} T RLAEFOV—R) 2P —n 7
N—TWNIZEZRL, O N—TDHIEAZRVREIZL TR ZENTEET, Z0%AD.
7ra—r L 7= (T 74 hD [radius] =T V—7) [ZHDHH—NE, IPT KL R EAR—
FESTERTEET, 20X, Y= AN—=THNOY— DU X ML, Fr—rUL 2
Y7 4F L= a BT LRA NOBRIERE ST A N— b = R"OERNEFENET,

MY

GE) radius-server directed-request =~ > RV E S AL TV 5455, server-private (RADIUS) =1+
YRERELT, 77A4X—=F RADIUS =& 7 —7 $— "L L THEMNT 52 LITTE
FHEA,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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| saipsec & > sessions maximum % T

451 RIZ, sg water RADIUS 7' /L— 7" H— "% EHK L,

~LET,

aaa group server radius sg water
server-private 10.1.1.1 timeout 5 retransmit
server-private 10.2.2.2 timeout 5 retransmit

server-private (RADIUS) [ |

3 key xyz
3 key xyz

THIET T A R—= | =" EBEMT 55 %

EEav >R S

BLL]

aaa group server

FREOY—/SB A b ZRHED Y X ERIEDTT

R/ —A LET,

aaa new-mode |

AAAT 7B A 2 ha—L EF LA A ST

U LET,

radius-server host

RADIUS — X AR A M &RELET,

radius-server directed-request

2 —H M Cisco Network Access Server (NAS) (2
07 A L., #EFIZRADIUS h— R A2 &R 5

ZEEFRLET,
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sa ipsec 1\ 5 sessions maximum & T |

B server-private (TACACS+)

server-private (TACACS+)

B DEREA

TN—T P— Rk LT, FTA_X— F TACACS+ H—/ 3D IPv4 7213 IPv6 7 R L 2R &R ET
HI2iE, =T —F a7 4 F a2 b— g F— K Tserver-private 2~ > R & L £1,
BERHT 6N T T A _X—= N P —NEREE, T, TATT 47 (AAA) T —T7 P —r3)
SHIFRT AI21E, 2oa<wy RO ne BREMHH L ET,

server-private {ip-address| name| ipv6-address} [nat] [single-connection] [port port-number]| [timeout
seconds] [key [0| 7] string]

no server-private

ip-address 75 A ~_X— | RADIUS % 721 TACACS+ #—
RARDIP T FL A,

name 7F A _— k RADIUS % 7213 TACACS+ #—
RA N D4R,

ipv6-address 75 A4 ~_— | RADIUS ¥ 7213 TACACS+ H—
RARDIPV6 7 KL A,

nat (EE) VE—FFAAL Z2OFE— b Ry bT—
7 7 RLUAZLH (NAT) 7 RLAZHEELE
T, ZOT KL ZALTACACS+H— T &
nET,

single-connection (£E) N—& & TACACS+ V— [l CTH—»
=T Ul R RSF L E T,

port  port-number LE) Y—"OR— I NEZEEBELET, =
DEEIZEL ST, T 74/ FDOFR— b 4913k
EXINET,

timeout seconds (EE) A4 L7 7 MEZFEELET, ZOE

|2 & - T, tacacs-server timeout =~ . K CiX
ELETa— L B A LT 7 MERZ O —N
WCRRY EEEINET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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| saipsec & > sessions maximum % T

server-private (TACACS+) .

key [0]7]

(EE) WREB XU —2fEL£3, Z
DHF—[X TACACS+ T —FE L THEA IS F—
LB OMENHY ET, ZOF—FIFET
LE, ZOF—=NZRY, Tr—L
tacacs-serverkey =~ > R CRE SN TUVNDF—
N EEXINET,

CEEDAT SN T W, 0BATTEN
TWAEAE, ANISNTZA N o737
L—Y TFARNTHDLERRSNET,
TRATTEINTWDEAE, AJTSEA B
U 73R LT X2 R ThDH ERREN
7,

string

(EE) FRRER KON 5% — 28 Ed 50T
Hl,

AU RTIFIE

ATV R E—F

avy FERE

server-private /37 A —Z PEE SN TWRWEE, ZJe— L a7 4 Fa Lb—va URMERS
NET, Fr—Ubar 74 X2 b—va UREESLTWRWEE, 7740 MERER S

ij—o

P—=NRT =T 27 4 Fa2l—3 3 (server-group)

J1)—2 EEANE

12.3(7)T Zoavy RPEAINE LT,

12.2(33)SRA1 ZDa< K23, CiscolOSRelease 12.2(33)SRA1 IZHEA SNLE L
72

12.2(33)SXH ZMa~=y RA3, Cisco I0S Release 12.2(33)SXH (ZHi & S E L
7=

12.2(33)SXI Z D z= > K73, Cisco IOS Release 12.2(33)SXI A SN E L
776

12.2(54)SG Z DO a~w R)3, Cisco I0S Release 12.2(54)SG IZHA SN E L

7“7
—o

Cisco IOS XE Release 3.2S

Zoa~vwy RNERINE L, 518 ipv6-address 73 B0 S #U
F L7
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sa ipsec 1\ 5 sessions maximum & T |

B server-private (TACACS+)

ERLEDHA ES 42 server-private 7~ > &AL T, FEDT T A N— b F—NZERFHDOY— ZL—F(C

1

BMEaTUR

BT % Z & 23 C& £9, Virtual Route Forwarding (VRF) I THOF 74 X— | 7 KL ADHE
BEIET D701, TTA_X—F =R (FTTA =} T KL AEFOV—N) 2H—nR 7
=T NITER L, O N—TPEEFERRVREBICLTE 2R TEET, 2056,
Ju—rIL F = (T7 4V D [TACACS+] =" 7 —T) [ZH oI —NF, IPT FLA
LR—FEBTERETEET, 20X, =N ITA—THOH— DY X ML, 7 a—
VAT 4 X2 b= a IBITLRANOBRIGERE T T A N— b = NDEENPFENE
R

&Iz, tacacs] TACACS+ 7' /V—7" H—NEEFR L., ZIUIT T A X— |k b— "ZHHEfHT 5 6%
%L/iﬁ‘o

aaa group server tacacs+ tacacsl
server-private 10.1.1.1 port 19 key cisco
ip vrf cisco
rd 100:1
interface Loopback0
ip address 10.0.0.2 255.0.0.0
ip vrf forwarding cisco

avy kR B

aaa group server BREOY— SRR NERIEO Y A K ERIEO S
R/ n—A L x4,

aaa new-mode | AAAT V7 ER av ha— )L ET)NVEALRX—T
M LET,

ip tacacs source-interface T _TOR{E TACACS+ N7 v Mxf LT, $5
ESNIZA LV H—T 2 ADIPT KL A%
HLET,

ip vrf forwarding (server-group) AAA RADIUS F 721X TACACS+ H—/3 71—

7O VRF Z2REZFRTE L ET,

tacacs-server host TACACS+ — N KX R EFEELET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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| saipsec & > sessions maximum % T
service password-encryption B

service password-encryption

RAT — REELT 5121, Fe— L a7 4 ¥ al— g F— KT service
password-encryption =2~ > RZEfA LET, 7740 MIERTHAIL., 2O~ RO no B
EANNLET,

service password-encryption

no service password-encryption

B DEREA ZOawy FIESIBELITF—TV—NIH Y A,

ARURETIAHILE AU — REEE LS EE A,

ATV R E—F ya—sr)ary 7 4 F¥al—ig

av Y RERE

)= EEAR

10.0 Zoavwy RREAINE LT,

12.2(33)SRA Z D~ K73, Cisco I0S Release 12.2(33)SRA IZHEA & E L7z,
12.28X Z®oa<r Ki, CiscolOS Release 12.2SX b LA T HR— I E

T, ZOMLAORFED122SX V V—RAZBITFDHHHR—ME, 74—
Fx kY M 77974 —4b BXOTF Ty M 74— —FU=x
TIZE->THERY £7,

12.2(33)SB Z M~ KA, Cisco IOS Release 12.2(33)SB IZ#i & ShvE Lz,

EREDAA RSA4Y EEORK ST ut 2T, BEORTEMEFSND L&, ERRINRT— IBRESND L X
1ToivEd, RRATU— RS {kIL, ==L AT — R @BEEXF— AU — R ffEa~ K
NR2AT— R, ary—)BIOMRBIRERT 7 A RZATU— R, BIOR—F—4~— oA
7°D Faj XA NR—R2AT— &G, T _XTOART—RICEHENET, Zoa~vr T
IR 2—FR a7 4 Fal—rary 77 A NVNONRAT — RERET L2052 <Te0
Txifbiﬁ—o

INAT— ROK 5 b % A % —7 W2 L7234 . more system:running-config =~ > K% A /175
L. RRAT—= RO F L ENTHEADRRTINET,

Ciscol0S ¥ 1) T4 ARV KYT7LUR: AT KSHi Z, Ciscol0S XE Release 3SE (Catalyst

3850 21 ¥ F)
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[l service password-encryption

>

sa ipsec 1\ 5 sessions maximum & T |

Zoawy RTIX
AT AL, Fofiox

ROy FU—7 X2 ) T o 3R ENFERA, Do R
FY—2 X2 VT 4 FELEUDAIMLERH D 7,

A

GE)

e b AT — FE2ENT-5HA. BEIFXTEEFA, NVRAM ZHEL, HFTLWIAT—FK

ERETHLENPDH Y £7,

151 Iz, 7SR T — ROl

service password-encryption

ALEFATT DB R L ET,

EEav >R

avwo kR

BLL

enable password

SEIERMERLANNVA~DT 7 & 2 ZHHT S

=L

n—HhN RAT— RERELET,

key-string (EZEI)

F—DRFELTFHNEFELET,

neighbor password

220 BGP ¥ 7 DD TCP #5: T MD5 32EE %
A RX—T Mz LET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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| saipsec & > sessions maximum % T

service password-recovery ]

service password-recovery

RAY— REERRER A X — 7 T HIE, Za— b ar7 4 F¥al—2 3 F—RT
service password-recovery =~ RZMH L £9, AU — RNEEKELZT 12— IZT 51
IZ. no service password-recovery =~ > R&fifH L £,

service password-recovery

no service password-recovery

B DEREA ZOawy FIESIBELITF—TV—NIH Y A,

ARV ETIAIE X2 U— REHEHREIEA R — 7 LT,

avY R E—F Ja—) a7 4 F¥Fal— g
12.3(8)YA Zoavy RpEAINE LT,
12.3(14)T

Z Oz~ KM, CiscolOSRelease 12.3(14)T IZHA S E Lz,

15.1(1)SY Z oz~ KA, CiscolOS Release 15.1(1)SY I/ S FE Lz,

EREDHA F‘N/
]

GE) Zoa<wry RNE, —EOT Ty 74— A TIEHERTE E¥ A, Feature Navigator Z i L
T, BEWVWOT Ty b7 — A THEHTELZNE I DEHERL TSN,

no service password-recovery 2~ > RZ i L T/XA U — REEHEEE T « B — 7 WIZT 554
I3, TAAALEHIOBINC L AT L ar T 4 Falb—vay Ty A D3 E—ERIELTHL
ZEEMERELET, VIPF 7 U AXT Ly b E— RCEET 27 22 LTS 5E. 7
N ZETHIOBFTFIC, viandat 7 7 A LD A —FRAFTH 2 L BHEEL TV E T,

Ciscol0S ¥ 1) T4 ARV KYT7LUR: AT KSHi Z, Ciscol0S XE Release 3SE (Catalyst

3850 X A v F)
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sa ipsec 1\ 5 sessions maximum & T |

service password-recovery

>

ek

no service password-recovery 2~ K& a2~ KT A NZANTBH L NRRATU— REENT ¢
=T IR ET, NAV— FEEEEZ VR —F LRWNA A—VIZF T T L— T %
Baid, AU L— RRIIANAT = REEETER R LD, XU 7 L—REicZ o=
v RET 4 =TI L TLTEEN,

TDaAvy RRRESN TS & XIZ. ROMMON #Bis4 5 HiExa < 7-H, a7 ¥
L—yval LUAX T—h By e X —TWITHMLERHY 9, CiscolOS Y 7 bo =T
W, 2= LDa 74 X2 —va LU RZDT— T 4 —/)L RORE &I IE9 5 0%E)N
&)@ i—g‘o

AF— T arZs Falb—raryz8 T8y b6, BLOTLV—7 %4 x—TNIT
HEY NS ERETHLENHY 7,

J—Z OiEdE X, Break ¥—%T 4 B—7 ML, ZOMEEEZ A 2 —T LI L TWBEEIL.
CiscolOS Y7 R =7 CT 4 B—TMITHMERDY 77,

no service password-recovery =~ > K% AJ) 3 2 H1Z, config-register 7' 02— /3L 227 ¢ ¥ =
L—Yaravsy REHALT, ar74Xalb—yar LYZZRABNICERT5L91CL
TBLLZENUERBESELH Y £9, show version EXEC 2~ > ROREZEOITIX, 27 4 F =2
L—yay LYRAZDOERELEFRLET, showversionEXEC 2~ REHH L THED a7 ¢
Fal—vay LYVRAXEZREG L, MEIZE U T config-register 2~ > K& L CT/L—Z M7
HENEEI T2 X 5 IZF%E L TH 5, no service password-recovery 2~ > R&E AT LET,

T 4 =7 MIZF B L noservice password-recovery 1~ RTCIIRDa > 7 4 Fal—va v
VYA ZEN NI T,

* 0x0

*0x2002 (B k 8 ilfR)

* 0x0040 (&' |~ 6)

* 0x8000 ("> h 15)

Catalyst X 1 v FEIE

NRAT— REERA = AL EFEA X—T IV (T 7 4/V ) 12T HITIE, service password-recovery
av  REMHLET, ZORAB=XATHE, A v FIPEHICT 7B AT H2—Hix, A
A > FOBFRARIZ Mode RZ 2L TT— b T 22HiliL, HrLLS2AT—REHED
BTHIEMTEET, NRAU— NEERELT 1 E—7 2T 21I2E,. Z0a~vr RO no B
KEFEHLET,

RAT— REA B = X BRT (=T MR B L, 2 PRY AT DR T T 4 b NEEIC T
ZLICRBLESGRET, 77— et Ra2fcE LY, AL vy FTARRAY— REIENA F—
TN, T 4 BT N ERERT HITIE. show version EXEC =~ > REMHEH L £,

service password-recovery =~ F|X, Catalyst3550 7 7 A k 4 —H%Fx v b AL v FTETHLD
T, ¥ATEY A=V Ry b A v FTIHIEHTEETA,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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il

1

1

sa ipsec H 5 sessions maximum & T

service password-recovery ]

&K\(:ﬁﬂfﬁﬁﬁtﬁumﬁéﬂfwé)3V74¥:V~V5VVVX5%E%WH
L, /NAU— REMEEREZ BN L THE, FEN VAT LD n— RE LM IS 2 &% hk
BT B EOHZR L ET, noconfirm F— ‘7_1\ WX, R e ML VLE S m - R
W22 &xHIELET,

Router# show version

Cisco Internetwork Operating System Software

IOS (tm) 5300 Software (C7200-P-M), Version 12.3(8)YA, RELEASE SOFTWARE (fcl)
TAC Support: http://www.cisco.com/tac

Copyright (c) 1986-2004 by Cisco Systems, Inc.

Compiled Wed 05-Mar-03 10:16 by xxx

Image text-base: 0x60008954, data-base: 0x61964000

ROM: System Bootstrap, Version 12.3(8)YA, RELEASE SOFTWARE (fcl)

BOOTLDR: 7200 Software (C7200-KBOOT-M), Version 12.3(8)YA, RELEASE SOFTWARE (fcl)
Router uptime is 10 minutes

System returned to ROM by reload at 16:28:11 UTC Thu Mar 6 2003

125440K bytes of ATA PCMCIA card at slot O (Sector size 512 bytes).
8192K bytes of Flash internal SIMM (Sector size 256K).

Configuration register is 0x2012

Router# configure terminal

Router (config) # no service password-recovery noconfirm

WARNING:

Executing this command will disable the password recovery mechanism.

Do not execute this command without another plan for password recovery.
Are you sure you want to continue? [yes/no]: yes

Router (config) # exit

Router#

Router# reload

Proceed with reload? [confirm] yes

00:01:54: $SYS-5-RELOAD: Reload requested

System Bootstrap, 12.3(8)YA

Copyright (c) 1994-2004 by cisco Systems, Inc.
C7400 platform with 262144 Kbytes of main memory
PASSWORD RECOVERY FUNCTIONALITY IS DISABLED

iz, TR HEET HE0 L. P EHEE LA AT U s Es 5 LE T,

PASSWORD RECOVERY FUNCTIONALITY IS DISABLED
program load complete, entry point: 0x80013000, size: 0x8396a8
Self decompressing the image :
T

[OK] !'The 5-second window starts.
telnet> send break

Restricted Rights Legend

Use, duplication, or disclosure by the Government is subject to restrictions as set forth
in subparagraph (c) of the Commercial Computer Software - Restricted Rights clause at FAR
sec. 52.227-19 and subparagraph (c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.
Cisco Systems, Inc.

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst
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sa ipsec 1\ 5 sessions maximum & T |

service password-recovery

170 West Tasman Drive
San Jose, California 95134-1706
Cisco I0S Software, C831 Software (C831-K903SY6-M), Version 12.3(8)YA
Copyright (c) 1986-2004 by Cisco Systems, Inc.
Compiled Fri 13-Aug-04 03:21
Image text-base: 0x80013200, data-base: 0x81020514
PASSWORD RECOVERY IS DISABLED.
Do you want to reset the router to factory default configuration and proceed [y/n]?
!The user enters "y" here.
Reset router configuration to factory default.
This product contains cryptographic features and is subject to United States and local
country laws governing import, export, transfer and use. Delivery of Cisco cryptographic
products does not imply third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for compliance with U.S. and
local country laws. By using this product you agree to comply with applicable laws and
regulations. If you are unable to comply with U.S. and local laws, return this product
immediately.
A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html
If you require further assistance please contact us by sending email to export@cisco.com.
Cisco C831 (MPC857DSL) processor (revision 0x00) with 46695K/2457K bytes of memory.
Processor board ID 0000 (1314672220), with hardware revision 0000 CPU rev number 7
3 Ethernet interfaces
4 FastEthernet interfaces
128K bytes of NVRAM
24576K bytes of processor board System flash (Read/Write)
2048K bytes of processor board Web flash (Read/Write)
--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]l: no
!'Start up config is erased.
SETUP: new interface FastEthernetl placed in "up" state
SETUP: new interface FastEthernet2 placed in "up" state
SETUP: new interface FastEthernet3 placed in "up" state
SETUP: new interface FastEthernet4 placed in "up" state
Press RETURN to get started!
Router> enable
Router# show startup configuration
startup-config is not present
Router# show running-config | incl service
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption !The "no service password-recovery" is disabled.

PASSWORD RECOVERY FUNCTIONALITY IS DISABLED

telnet> send break

program load complete, entry point: 0x80013000, size: 0x8396a8
Self decompressing the image

[OK]

telnet> send break
Restricted Rights Legend

Use, duplication, or disclosure by the Government is subject to restrictions as set forth
in subparagraph (c) of the Commercial Computer Software - Restricted Rights clause at FAR
sec. 52.227-19 and subparagraph (c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706
Cisco I0S Software, C831 Software (C831-K903SY6-M), Version 12.3(8)YA
Copyright (c) 1986-2004 by Cisco Systems, Inc.
Compiled Fri 13-Aug-04 03:21
Image text-base: 0x80013200, data-base: 0x81020514
PASSWORD RECOVERY IS DISABLED.
Do you want to reset the router to factory default configuration and proceed [y/n]?
!The user enters "n" here.
This product contains cryptographic features and is subject to United States and local
country laws governing import, export, transfer and use. Delivery of Cisco cryptographic

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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sa ipsec H 5 sessions maximum & T

service password-recovery ]

products does not imply third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for compliance with U.S. and
local country laws. By using this product you agree to comply with applicable laws and
regulations. If you are unable to comply with U.S. and local laws, return this product
immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to export@cisco.com.
Cisco C831 (MPC857DSL) processor (revision 0x00) with 46695K/2457K bytes of memory.
Processor board ID 0000 (1314672220), with hardware revision 0000 CPU rev number 7

3 Ethernet interfaces

4 FastEthernet interfaces

128K bytes of NVRAM

24576K bytes of processor board System flash (Read/Write)

2048K bytes of processor board Web flash (Read/Write)

Press RETURN to get started! !The Cisco IOS software boots as if it is not interrupted.
Router> enable

Router# show startup configuration

Using 984 out of 131072 bytes

|

version 12.3

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

no service password-recovery

|

hostname Router

|

boot-start-marker

boot-end-marker

|

memory-size iomem 5
!

no aaa new-model

ip subnet-zero

|

ip ips po max-events 100
no ftp-server write-enable
|

interface EthernetO

no ip address

shutdown

|
interface Ethernetl

no ip address

shutdown

duplex auto

|
interface Ethernet?2

no ip address

shutdown

|
interface FastEthernetl
no ip address

duplex auto

speed auto

|
interface FastEthernet2
no ip address

duplex auto

speed auto

|
interface FastEthernet3
no ip address

duplex auto

speed auto

|
interface FastEthernet4
no ip address

duplex auto

speed auto
!

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst
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sa ipsec 1\ 5 sessions maximum & T |

[l service password-recovery

1

ip classless
|

ip http server
no ip http secure-server
|

control-plane
!

line con O

no modem enable
transport preferred all
transport output all
line aux 0

line vty 0 4

|

scheduler max-task-time 5000

end

Router# show running-configuration | incl service
no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

no service password-recovery

no service password-recovery =~ > NI, /L—XDar 7 4 Fal— a3y LYRAZPNABLE)
THEICHESNTND Z L ZMELTVET, noservice password-recovery =2~ > K% AJj
FTHENZ, a7 4 Falb—rvary LURZPHBEBHLUIMNIRES N TV L HEE. kOBl
LT e T FNBERREIL, config-register 7 2 —/N)L 2T X2 lb—T gy avy REff
MLTHREZELT DL IR NET,

Router (config) # no service password-recovery
Please setup auto boot using config-register first.

G¥)

oo~y Ro#EIC BB LRWEERNAET D Z & A ERET 511X, show version =1~
Y R LT, ﬁf®:/74%;v~ya/v/z&ﬁ%ﬁﬁbiﬁ H BN BOE
S TWRWEEA | no service password-recovery 2 < > K& AJJ9 B HiIZ, config-register =

~U REERALT, v F ZHEEENICRET 20ERH D £7,

NRAT—KREEEZT 4= T B &, By b 2X¥— 1A% 0x40, 0x8000, F7-1% 0x0 (B &)
EBZT 4 E—7 k) ICRETEEHA, KRIZ, XAT—REEZT =7 I LTV —4
T, BHpar 7 4 X2l —vay LUVRAKZRENSITINZBEICEREIND A vE—TDH)
ERLET,

Router (config) # config-register 0x2143
Password recovery 1s disabled, cannot enable diag or ignore configuration.

o<y RiZES ey hXF—0 % Uty bL, BB E Y XX~ OB T ETA LT £
T, ar74Xal—vay LIYRAXOMEIZREIOV AT A Va—RIFZox3 12V ky h&ER
*9, T, showversion 2~ RO TOREDITA2F 2 v /352 & THERTEET,

Configuration register is 0x2012 (will be 0x3 at next reload)

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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| saipsec & > sessions maximum % T

il

BEaTUR

service password-recovery ]

WOFEITIE, AL T ETRRAT—=REEZT 4 =T WIT B HEERLET, 2—FET 7+
NVIEREICRT ZEICRETAHEOHRNRRAT—RE )2y N TEET,

Switch (config)# no service-password recovery
Switch(config)# exit

RAYU— R FIEEZ FEITT 56, AL v FIIWEICT 78 AT 52—V iL, A vFDE
FRAR LR — M 1IX D EICHD LED BT LTHH 1 ~2BBICMode RZ U ZMLET, &R
ZokRTE VAT AR ER T ET, AU —=KREEA D =XLNT =T VDA
X, ROA v E—IUDBEREINET,

The password-recovery mechanism has been triggered, but is currently disabled. Access to
the boot loader prompt through the password-recovery mechanism is disallowed at this point.
However, if you agree to let the system be reset back to the default system configuration,
access to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?

VAT LET 7 ANV RREICT Y FLANWI AR LA IE. Mode R ¥ S &
ERICEHIC, BEOES o ANETINET, VAT LAET 74V REECYV Y b T D
A, 7993 a AEIRNDa Ly 74 F¥al—ar 77 AR HIBEEN, VLANTF —& _X—2%
7 7 AV flash:vlandat (FFET D5E) BHIBRS L ET,

WIZ, XA —REENT 48 —TNLDT /34 ATD, show version =~ FOH B ZR~ L F
7,

Switch# show version

Cisco Internetwork Operating System Software

IOS (tm) C3550 Software (C3550-I9Q3L2-M), Version 12.3(8)YA, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-2004 by cisco Systems, Inc.

Compiled Wed 24-Oct-01 06:20 by xxx

Image text-base: 0x00003000, data-base: 0x004C1864

ROM: Bootstrap program is C3550 boot loader

flam-1-6 uptime is 1 week, 6 days, 3 hours, 59 minutes

System returned to ROM by power-on

Cisco WS-C3550-48 (PowerPC) processor with 65526K/8192K bytes of memory.
Last reset from warm-reset

Running Layer2 Switching Only Image

Ethernet-controller 1 has 12 Fast Ethernet/IEEE 802.3 interfaces
Ethernet-controller 2 has 12 Fast Ethernet/IEEE 802.3 interfaces
Ethernet-controller 3 has 12 Fast Ethernet/IEEE 802.3 interfaces
Ethernet-controller 4 has 12 Fast Ethernet/IEEE 802.3 interfaces
Ethernet-controller 5 has 1 Gigabit Ethernet/IEEE 802.3 interface
Ethernet-controller 6 has 1 Gigabit Ethernet/IEEE 802.3 interface
48 FastEthernet/IEEE 802.3 interface (s)

2 Gigabit Ethernet/IEEE 802.3 interface(s)

The password-recovery mechanism is disabled.

32K bytes of flash-simulated non-volatile configuration memory.
Base ethernet MAC Address: AA:00:0B:2B:02:00

Configuration register is 0x10F

av VR Bl
config-register AT 4 X2l =T ar LVRAIDOREEER
l_/\i‘jr‘o

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst
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sa ipsec 1\ 5 sessions maximum & T |
[l service password-recovery

avy kR ZEA
show version N R 27BN T 7 =L =T D=3
UiEHERRLET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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setaggressive-mode client-endpoint " i5 show
content-scan &£ T

* show aaa servers, 26 ~X—3

* show access-lists, 34 ~X—

* show authentication interface, 37 ~<—3

* show authentication registrations, 40 ~<—<3°

* show authentication sessions, 42 ~X—3

Ciscol0S ¥ 1) T4 ARV KYT7LUR: AT KSHi Z, Ciscol0S XE Release 3SE (Catalyst
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set aggressive-mode client-endpoint /* 5 show content-scan & T I

B show aaa servers

show aaa servers

AAA B — SMIBIZ L > THIREN A, TX_XTONRTY v 7 BLORNS T4 ~_— NREE, FFa], 7
BT 427 (AAA) RADIUS — N E ORI CRZEINDL 7 v hDAT—H A LEiE FoR
T 51213, =—Y EXEC F 7213454 EXEC & — R T show aaa servers =~ > R&{HH L F4,

show aaa servers [private| public]

WX D5 private ULE) 754~k AAA H— D% TR
LE7T., AAAHF— " MIBIZ L > THFEREIN
i‘a‘o
public L) 7Y v 7 AAA B — DB EFRL
9, AA AV —AMIBIZL > THFrRENE
7
aAvU R E—F 2 —4 EXEC (>) it EXEC (#)
A FRE Yu—2 LENE
12.2(6)T Zoawry RRNEASHE LT,
12.3(7)T Z D3 RS, Cisco IOS Release 12.3(N)T IZHA S E LTz,
12.2(33)SRE Zda~ R, Cisco IOS Release 12.2(33)SRE 2 A & v L7z,
15.1(1)S Zoavwr RNEFINE L7, CISCO-AAA-SERVER-MIB O~ F A

~— K RADIUS Y— "D R — FBEME L E L=,

15.1(HM Zoavwr RINEFREINE L=, CISCO-AAA-SERVER-MIB O~ F A
~— K RADIUS — _"DHR— 2B ENE Lz,

15.2(4)S1 Toawy RREFEINE L, a~vy REAIC, #EO, BLO
28y hVERTENT oY ay (TIBRETHY YT 400 %
R CTERTHITR— N BINENE L,

FRALDHA K542 show aaaservers =~ > K Tld. RADIUS — RO BBV HE— kS ET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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set aggressive-mode client-endpoint /* 5 show content-scan & T

a< 2 R, $XTDAAA VT T 7 v ar 247 (GREE.
FENT= Ty MIETERERRLET,

1

show aaa servers

T, THTT 4 T) THEZ

RIZ, showaaaserversprivate 2~ > FOHIFlZRLET, RARORYIDATOIRNT T A ~—
N RADIUS $— "DARBEICBIRT D720, RO ZDOES O 7 4 —/v FEROFXTHPIL F

D

Router# show aaa servers private

RADIUS: id 24, priority 1,
State: current UP, duration 375742s,
Dead: total time 0Os, count 0
Quarantined: No
Authen: request 5, timeouts 1,

Response: accept 4, reject O,

Response: unexpected 0,

Transaction: success 4,

Throttled: transaction O,

request 0, timeouts O,

Response: accept 0, reject O,

Response: unexpected 0,

Transaction: success 0,

Throttled: transaction O,

request 5, timeouts O,

Request: start 3, interim O,

Response: start 3, interim O,

Response: unexpected 0,

Transaction: success 5,

Throttled: transaction O,

Author:

Account:

Elapsed time since counters last cleared:

host 172.31.164.120,
previous duration Os

failover 0,
challenge 0
server error O,
failure O
timeout O,
failover O,
challenge 0
server error O,
failure 0
timeout O,
failover 0,
stop 2
stop 2
server error O,
failure O
timeout O,

auth-port 1645, acct-port 1646
retransmission 1
time 1l4ms

incorrect 0,

failure 0
retransmission 0

incorrect 0, time Oms
failure O
retransmission 0

incorrect 0, time 12ms

failure O
4d8h22m

Estimated Outstanding Access Transactions: 0
Estimated Outstanding Accounting Transactions: 0
Estimated Throttled Access Transactions: 0O
Estimated Throttled Accounting Transactions: 0

Maximum Throttled Transactions:

Requests per minute past 24 hours:
high - 8 hours,
low - 8 hours,
average: 0

access 0,

22 minutes ago:
22 minutes ago:

accounting 0

0
0

TORT, TOHHTERENDIEER T 41—V RIZOWTHHALTHET,

%% 1: show aaa servers D 7 1 —)L KDEiAA

J4—ILK EoL)

id L—HCEZRINTNDTRTD AAA F—N
D E AT+

priority 7 N—T N — O fE AR,

host 75 4 ~_— | RADIUS #— N RA RO IP T K
Lz,

auth-port FREE & FFATELRICAE 45 AAA H—/30 UDP
SeSEAR— b, T 7 4V MEIL 1645 T,

Ciscol0S zH )T AT FYIT7LUR:

av > K S, Z, CiscolOS XE Release 3SE (Catalyst
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B show aaa servers

set aggressive-mode client-endpoint /* 5 show content-scan & T

TJ4—IJLF

BLL

acct-port

T T 4 TERIEAT S AAA F—
® UDP ZicR— b, T 7 4V MEIL 1646 T
—a—o

State

AAA P — OBUEDIREE, [ — B2 DR
RBZHET TV oK (BHAD) | BROFEY—
PRISLARTOAREE 258 1T TN IR (RVEEAL) %
RLET,

ROIRFEDRSIVET,

*DEAD : = \RBHEX T LTnD D
L. BIT 2= A — =D Y —
ININT N—T N TEZITTR S T2 — /3T
FudEm s Z L E R LET,

* duration : V— XPNHEDIREE (UP L7212
DEAD DWWy ThdD E R INDEE
i,

* previous duration : P— 3 LLRTOIRAEIC
bolok Rip S bk,

*UP: Y= "BBERB L TV D L RS
N, TOY—NEDBEIRALLND Z L
wRLET,

Dead

P—="DBEEH L TN e~ —7 Szl
L. ORI B DI A BB L TRV AL TR
]\/iﬁ—o
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set aggressive-mode client-endpoint /* 5 show content-scan & T

show aaa servers B

TJ4—IJLF

BLL

Authen
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B show aaa servers

set aggressive-mode client-endpoint /* 5 show content-scan & T

TJ4—IJLF

BLL

P NEEZE LGN v b, BLORD)
FIRITRMUIFEBRE N T Y7 va T 5
WAL Ed, 2074 —L FTIE. KD
BB HEIET,

* request : AAA Y — N|ZIE[E SN RRREE
RO,

* timeouts : = DYV — N~DIEEFENH o 7B
WCHERESNT-ZA LT 7 b &R L) O
.

* Response : Z DY — /N THER SN2 JSEIT
B4 o #EHE#, ROLVA— MR EENLE
o

* unexpected : TH] L2RWSEDOE, X

Ty OEALT T NHIHOHIRE
W E T TAG SNTISEIE, TH
LanWb e RARENET, 72& R
. =DV 7 PRRHEL TV
DA ENTRELET, Fio, Y—
AR BRI 7 < RE R ERC L T2
Bab. THILZRWEERER S
LHENnH0 T,

*servererror : v — N T T —D, =

DATAVIE, WiOHT Y DOV
NICHLYTIEES VT — Uy
D Ty vyFA—v) TT,

* incorrect : NIEZRINE D, WEDIE
AN, e I ABTHET L E DL
HOARIERERTHIUR, RIERIG
BLRZRINET, RERP—A
XD —HICEEINTVWDGE
WCHRAEDOREMENRE L 2 £7,

* time : Rl N7 v MINE T A72012
FE LM (2 VBN |

* Transaction : ZALH D7 4 —/L RiL, $—
ANICEET HFERE, FFR. T T v
7 NT W v a BT AR A R
LET, FTUo¥Tvaiid, AAAE

Ya—b, £TIZAAA Y T A T (PPP
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set aggressive-mode client-endpoint /* 5 show content-scan & T

show aaa servers B

TJ4—IJLF

BLL

728 I2 L5 TAAA 7' u k2L (RADIUS
£ 721Z TACACSH) 121615 SN 5 FRFEE L.
TSR, 3T T 4 o TIERD
FRE L CERINE T, Z0HA, #K
DOy MIEEB X OHRENM TN S
ENRHVES, bTUF T3 TIL

DRIEFMECN (ER T Yt o) el Rol/))

Y= T N—FND1>EITEE DY —
NSOy NREENLERGERH Y
F9, B EITRMIL. RADIUS B X
NTACACS+ 7' 12 ha Ll k> T, kD &
I AAA ITHRE SN ET

*success : N7 W T UHRRRINT
LewmLEd,

* failure : Y—/X ZL—T DRHID P —N
SOy N EREE DRI E 72T
DyLiginol=ii e, "I o%7
arBNRBTHEEMLES, T
IR AR E, T v AR
THEENRISEFX, T rva
VORI E LTRSS NET,

Author

OB TIIDOT 40—V KX, Authen: 7 4 —
JREBRITWET, L. TEREEHRN
RADIUS 7'& s /L DFERE/ N v b TEE S
%72, RADIUS LT 2545260
74—V RIZHEM L2V ERRKRES R
7

Account

ZOHTIY DT 4 —)V KX Authen: 7 4 — IV
RERTHETN, T T 4T FT0H
Ja ey FokmEHER RIS 58T
e 4,

Elapsed time since counters last cleared

N ENRBEC VT ST bRkE L2
B, BHE. BLUODEEFRTRLET,

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst

BO0Z21vF)



B show aaa servers

A

set aggressive-mode client-endpoint /* 5 show content-scan & T I

G¥)

Intelligent Services Gateway (ISG) D&, HERT T 7 WO T4 o7 N7 g id
Pl s ETITRHA»2Y £9, Zhid, THTAV T 4 v ZERITEICT v — 2B
HBHTEHTT,

show aaa servers =~ > NH /1D ~7 ¢ —/L KL, Cisco AAA-SERVER-MIB Of§ 5 %~ bV — 7 &
H7a b=z (SNMP) A7 Y= MI~wy B 7 XL, SNMP LAR— hCEH S ET, show
aaa servers 2~ > RO IHFIOHEFDIT (RADIUS: id 24, priority 1, host 172.31.164.120, auth-port
1645, acct-port 1646) (X, KD X 51T Cisco AAA-SERVER-MIB |2~ v B> 7 & E T,

*id I casIndex ~~ v 7

* priority (& casPriority ~~ v 7’

* host I casAddress ~~ v 7

* auth-port /% casAuthenPort ~~ v 7

* acct-port maps (% casAcctPort ~~ 7

Cisco AAA-SERVER-MIB ¥ »» 712U A F S TWHIRD AT V=7 hDtE > h %, showaaaservers
v RCRRSIND T 4 — /LRI~y 7 T5Z L1, KOEHETY, 72& 2IE, casAuthenRequests
74—/ RIL, LA — h® Authen: request 357 1Z%f i L, casAuthenRequestTimeouts (X L AR — kD
Authen: timeouts #§53 (ZxHit LE T, LT BRI TT,

* casAuthenRequests

+ casAuthenRequestTimeouts

+ casAuthenUnexpectedResponses
* casAuthenServerErrorResponses
« casAuthenIncorrectResponses

* casAuthenResponseTime

* casAuthenTransactionSuccesses

+ casAuthenTransactionFailures

* casAuthorRequests

* casAuthorRequestTimeouts

+ casAuthorUnexpectedResponses
+ casAuthorServerErrorResponses
+ casAuthorIncorrectResponses

* casAuthorResponseTime

* casAuthorTransactionSuccesses

* casAuthorTransactionFailures

* casAcctRequests
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I set aggressive-mode client-endpoint /* 5 show content-scan & T

BEEavT YR

* casAcctRequestTimeouts
* casAcctUnexpectedResponses
* casAcctServerErrorResponses

* casAcctlncorrectResponses

* casAcctResponseTime

« casAcctTransactionSuccesses

« casAcctTransactionFailures

« casState

« casCurrentStateDuration

« casPreviousStateDuration

« casTotalDeadTime

« casDeadCount

show aaa servers B

HIRL7ZT7 Ty b 74—, CiscolOS VU —RA, BIXO7 4 —F+ &> MNMIBET 5 MIB 5%
BIOF U m— RT25T01%, http://www.cisco.com/go/mibs {Z & % MIB Locator Zffi ] L T< 72 &

Wy,

av Uk

Bl

radius-server dead-criteria

—FEIELM S OREYEME (RADIUS Hh— 3 %45
REEE LT~ —F 2 7 F B30I H) %,
FBE O EEAEIRHA IR E L ET,

server-private

B D7 A ~_— k RADIUS J— /3% EF 1 4
DY =3 T —F BT £,
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http://www.cisco.com/go/mibs

set aggressive-mode client-endpoint /* 5 show content-scan & T
[l showaccess-lists

show access-lists

BEOT 782 YA NDONEEZFRRT HITIEL, =—% EXEC E— NE I35 EXEC E— R T
show access-lists =~ > RZ i L £,

show access-lists [access-list-number| access-list-name)

X DA access-list-number EE) #r-T27 78R YA NOETT,

T 4N TE, VAT ALY TRTOT Y
TR YA IBEIRENET,

access-list-name (EE) BRTHIPTI7EAURANDLALREIT
ba‘o

ARURTIHILE  DRFAE, TRCOT VA VR NEFERLET,

avY K E—F = —H EXEC $§# EXEC
I~ FRE Yy—2 EENE
10.0 Zoavwry RBREAINE L,
12.0(6)S HATar A/ ACL Zfi TE L X ICEFEENE L,
12.1(1)E ZDa= R Cisco 7200 ¥V — RZFEEI N E LT,
12.1(5)T awy RHATar A rEniz ACL ##BI TE& 2 LY ICEEINE
L7,
12.1(4)E ZPa< RN Cisco7100 > ) —RICEESNE LT,
12.22)T a< Y RHAICIPV6 77 B A U A NOERPERSIND LI LTS
nWE LT,
12.2(14)S Z O K73, Cisco I0S Release 12.2(14)S I/ S E LT,
12.2(33)SRA Z Mz~ K73, Cisco [0S Release 12.2(33)SRA IZHA Sk L7z,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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set aggressive-mode client-endpoint /* 5 show content-scan & T

FEREDHA K4V

1

show access-lists B

)1)—=x EHEAR
12.28X Z O a< K, CiscolOS Release 12.2SX b LA ' CTHAHR— I E

T, ZORLAUDEED122SX Y UV —RAIZBITHYHR— ML, 71—
Fy Yy M I 74 —5 BXOF Iy b T4 —L"—FKU=x
TIE - TERY 5,

show access-lists 2~ KiZ, L —F TEHEL CWAEHMED ACL 2 F7- 4 H7-0EH L E T,
EH L SN ACL & LTEMEL CWDET 7 A U A ML, Compiled #/RrZHEHALT7 T/
DTSR ET,

ZOFRRITIE, ACLHNDHZT Y Y L= LTy FOEERINDT2D, 2—Hid, #FaE
TIHEG SNTERED ATy heE= S THZENTEET, Fh, Zoaxr N, 7’7?7\
YRR NANINEZT 7EA VARE LTETINTHDINE I NbRLET,

Wi, 77€Z2 U Z K101 BEEZIILTWVAEAS D, showaccess-lists 2~ > RO HHlZ R LFE
KR

Router# show access-lists 101
Extended IP access list 101
permit tcp host 198.92.32.130 any established (4304 matches) check=5
permit udp host 198.92.32.130 any eqg domain (129 matches)
permit icmp host 198.92.32.130 any
permit tcp host 198.92.32.130 host 171.69.2.141 gt 1023
permit tcp host 198.92.32.130 host 171.69.2.135 eqg smtp (2 matches)
permit tcp host 198.92.32.130 host 198.92.30.32 eg smtp
permit tcp host 198.92.32.130 host 171.69.108.33 eq smtp
permit udp host 198.92.32.130 host 171.68.225.190 eqg syslog
permit udp host 198.92.32.130 host 171.68.225.126 eq syslog
deny ip 150.136.0.0 0.0.255.255 224.0.0.0 15.255.255.255
deny ip 171.68.0.0 0.1.255.255 224.0.0.0 15.255.255.255 (2 matches) check=1
deny ip 172.24.24.0 0.0.1.255 224.0.0.0 15.255.255.255
deny ip 192.82.152.0 0.0.0.255 224.0.0.0 15.255.255.255

deny ip 192.122.173.0 0.0.0.255 224.0.0.0 15.255.255.255
deny ip 192.122.174.0 0.0.0.255 224.0.0.0 15.255.255.255
deny ip 192.135.239.0 0.0.0.255 224.0.0.0 15.255.255.255
deny ip 192.135.240.0 0.0.7.255 224.0.0.0 15.255.255.255
deny ip 192.135.248.0 0.0.3.255 224.0.0.0 15.255.255.255

TIERVRAN AT 2T, T78A YR MDZITIZE Y, (AED7 > MB3FFR] SN=E
H R LET, ZOHFITFH LKL L TERENET, Checkld. 1 DDy 3T 7
A UAREE, B Lo EERLET,

RIZ., Turbo Access Control List (ACL) HEFENR KR DT 7 A YA TR TCTREINTNS & &
@ show access-lists =T~ > ROHNFIZ R LET,

G¥)

show access-lists 2~ > RIZ L > TERINDFFAIE L CHESROEHRIL, access-list 2~ K%
FERLTALEZIERE R CTIZARWATREMN H D £,

Router# show access-lists

Ciscol0S X1 )T4 aY K YUT7L2UR a7 KSHibZ, CiscolOS XE Release 3SE (Catalyst
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show access-lists

BEEavTY R

set aggressive-mode client-endpoint /* 5 show content-scan & T

Standard IP access list 1 (Compiled)
deny any
Standard IP access list 2 (Compiled)
deny 192.168.0.0, wildcard bits 0.0.0.255

permit any

Standard IP access list 3 (Compiled)
deny 0.0.0.0
deny 192.168.0.1, wildcard bits 0.0.0.255

permit any
Standard IP access
permit 0.0.0.0

list 4 (Compiled)

permit 192.168.0.2, wildcard bits 0.0.0.255

WIZ, X BT —27 TIPv6 B E SN TWAHEIT,

show access-lists =~ > FOH HfFlZ R~ LET,

Router# show access-lists
IPv6 access list 1list2

IPv6 77t A UANDEREFRT S,

deny ipv6 FEC0:0:0:2::/64 any sequence 10

permit ipv6 any any sequence 20

av Uk

Bl

access-list (IP #i3R)

WRIPT7T 7R VA MEERELET,

access-list (IP 1Z#£)

AP 772 VA MNEERLET,

clear access-list counters

TI7RAVAMDAY L ZEH27 VT LET,

clear access-template

HAF I TIVEA VAN T 7 ®
AYVAMDOZ NI EFEITZ YT LET,

ip access-list

IP77%A URRNELARITERLET,

show ip access-lists

BEDTXCTOIP T Z7EA UANONFEE
/ji\‘ L/\i—g—o

show ipv6 access-list

BHEDOTXTOIPV6 T 7 A X NONKE%E
FRLET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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I set aggressive-mode client-endpoint /* 5 show content-scan & T
show authentication interface  [JJJ]

show authentication interface

FEDA 2 =T 2 A ADRFEY X — T ¥ (T D E @A R T 5T, FibE EXECE— R T
show authentication interface =~ > K& {# L £,

show authentication interface type number

HX D5 tpe UV H T el R AT, MO T
B () oA ~LTHRRERSEA L E
j‘o
number A B =T 2 AFTFERELET, v b

U—% 0 7 TS IR BE SISO
AW TIE, BRI (7)) oF T4~
THEREZ L T &,

av YR E—F F5HE EXEC (#)
av Y FERE Jyy—x EERNR
12.2(33)SXI Zoavy RBNEAINE LT,
152(2)T Z D~ KA, Cisco IOS Release 15.2(2)T IZHEA SN E L

77

EREDHA K542 show authentication interface =~ > RAEHEH LT, FFEDA v ¥ —7 = A ADRIF~vF—I ¥ T
BT aEWmasRrLET,

1 &Iz, show authentication interface =~ > ROH /2~ L £,

Switch# show authentication interface gl1/0/23
Client list:
MAC Address Domain Status Handle Interface
000e.84af.590d DATA Authz Success O0xE0000000 GigabitEthernetl/0/23
Available methods list:
Handle Priority Name
3 0 dotlx
Runnable methods list:

Ciscol0S ¥ 1) T4 ARV KYT7LUR: AT KSHi Z, Ciscol0S XE Release 3SE (Catalyst
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set aggressive-mode client-endpoint /* 5 show content-scan & T I

show authentication interface

Handle Priority Name
3 0 dotlx

FORT, ZOMNTERRINDGEERT A= FICOVTHALTOET, Z0ho7 —1

RIZAA2 < THEMETE £7,

% 2 : show authentication interface ® 7 « —)L K M ExBA

Z4—ILF Bl
MAC Address 74T ROMACT KL A,
Domain JIAT RO RAAL L (DATA F720%
VOICE) ,
Status WAk v Y a Y DAT—=H A, ROEDFTHET
j‘o
* Authc Failed : Z0%® v g o TG
MNIIT I, BRI RM L E LT,
* Authc Success : D& v > g U THRIEHT R
MNIITII, BRI L E LT,
* Authz Failed : BEREN AL, By v a v
BT LE LT,
* Authz Success : T X TOMERENE v 3 >
WCHEH S, By a W T T 47T
7,
*ldle: 2Dty a VFMEIEENTWE
TN, WAEHFANEITSINETEATLE,
Z AU OAREE T,
*Nomethods : DY arOEREEZH L
T-RGERFRIIH 0 FHA,
*Running : ZDE v a OIS E
1799,
Interface kA VA —T 2 A ADX A T L FKF,
Available methods list A B —T A ATHERATE ATV~
U — I,
Runnable methods list AR —T A ATETTE AR TV~
U —IEH,
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set aggressive-mode client-endpoint /* 5 show content-scan & T

BEa<w> R

show authentication interface B

avyU R

BLL

show authentication registrations

FRRE~ R — U v (B ST D RBRET AU B
THEMEFRLET,

show authentication sessions

BEORIE~Y 32—V v £ v a BT D 1EH
FFRRLET,
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set aggressive-mode client-endpoint /* 5 show content-scan & T I
B show authentication registrations

show authentication registrations

ARE~ P — 2 Y DB STV D RBRET U B T 22 2R 21218, ### EXEC ©— KT
show authentication registrations =~ > Nz L £,

show authentication registrations

EXDEREA ZOawy RIS ELIEIF—T— RiEdb v 8 A,
avY R E—F Kt EXEC (#)
vy RERE yyy—2x EERNE
12.2(33)SXI Zoavy REASNE L,
15.2(2)T ZDa~r R, Cisco I0S Release 15.2(QQ)T IZHAINE L
77

HERALEDHA FS 4> show authentication re gistrations =~ > R L C, @i~ 3— Vv SN TNDLTRT
DFRICEHT D EREFRLET,

1 RIZ. show authentication registrations =~ > RO H /12~ L £,

Switch# show authentication registrations
Auth Methods registered with the Auth Manager:

Handle Priority Name
3 0 dotlx
2 1 mab
1 2 webauth

TORT, TOHNTERINDIEERT 4 —/L FIZOWTHEHHALTWET,

[ Ciscol0S X2 T 4 a2 RF)T7 LR : a7 KSHMHZ, Ciscol0SXERelease3SE (Catalyst
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set aggressive-mode client-endpoint /* 5 show content-scan & T

show authentication registrations ]

5% 3 show authentication registrations ® 7 « —JL K D &RBA

J4—ILE ZEA

Priority DT Z A4 VT 4, authentication priority
avwr REFEHLCGGRREF RO T I 44V 7«
DRESNTWRWGE, T 74V DT T4
VT 4 BERINET, BHEPORIEKETD
5 7 %V MM dotlx, mab, 3 XU\ webauth T
T,

Name AR O4 AT, fElL. dotlx, mab, BL O
webauth T3,

BEa<T R a2 U R =8

show authentication interface

BrEDA B —T 2 A4 ADOFFE~ IR — T ¥ (14
THERELERLET,

show authentication sessions

BEORIA~ 32—V x £y a SIET H1ER
BRI LET,
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B show authentication sessions

show authentication sessions

set aggressive-mode client-endpoint /* 5 show content-scan & T I

BHEORFE~ R —V v By a VICETAE#RERRT DHIT1E, F7i EXEC &— R T show

authentication sessions =~ > RZfEH L £7,

MY

GE) Cisco 10S Release 12.2(33)SXI 725, show dotlx =~ > N{X show authentication sessions ==~ >~
RTHiZES L E T, showdotlx =~ NI 802.1X AL RO ICEA O N & FKRT 57
OIZTFRIZINTUWET, show authentication sessions 2~ > RiE, X CTORIEH & FF kg

REDEMEF T LET,

Cisco 10S XE Release 3SE and Later Releases

show authentication sessions [[database]| [handle handle-number| interface type number| mac mac-address|
method method-name [interface type number]| session-id session-id]] [details]

All Other Releases

show authentication sessions [handle iandle-number| interface type number| mac mac-address| method
method-name interface type number| session-id session-id|

BX DA

database

fEE) Byvary T—2_R—R|BFEENTE
tyvvarsy—2EFRRILET, ZOF—TU—
KEMFHTHZ LT, ARy v = Shic
VLANID 72 EOfE#H AR - TEET, By s
VT AR AN S LT BT — X ISNERIC
Xy vadInNT—FE B L2V EAIT, &
A vE—UNEREINET,

handle /andle-id

UEE) BFE~vRX— U X EREFRTTDRHEEDN
VRAVERELET,

interface type number

(EE) #FE~ R — Yy HFlRE R T DREDA
VH=T 2 ADHATBLOESERELE
T, A UE—T oA AHTDEDRF—T—FK
BILOBI¥EFRRT DI, T () 2XkD
Fo T4 ~VTHERREERLET,

mac mac-address

(EE) Mz F£RT 28 ED MAC T L A%

[ Ciscol0S X2 T 4 a2 RYT7LUR AR RSHBL
3850 X A v F)
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I set aggressive-mode client-endpoint /* 5 show content-scan & T
show authentication sessions ]

method method-name (EE) iF~ 2 — T v ERAEFTT 2B EDR
AEHREE LET. AHRSRAKOVT A
<9,

* dotlx : IEEE 802.1X &7,
*mab : MAC Z83F N1 %2 (MAB) 72,
* webauth : Web ZRFFH T,

HRERETDHEF, A F =7 oA ABEE
TEET,

session-id session-id EE) BiF~ X — Y v ER e TR T 2HED
TyrarERELET,

details EE) By va ic¥El351700~ —%%
AT HMRDVIC, HEyya COFEMERE R
LET,
ARV R E—F KikE EXEC (%)
vy PR Yy—2 LERE
12.2(33)SXH ZDawy RRYR—FENRDL LRV ELE,
12.2(33)SXI Z Dz~ RiX. handle handle ¥ —7 — FB L UBIH%AZEBML T

HATHE S AR 57 DICAE S E LT,

15.22)T Zda< RN, Cisco I0S Release 15.2(2)T ICHEA S E LT,

Cisco I0S XE Release 3.2SE Toa=wy RIREREINE L7, database ¥ — 7 — K & details
F—U— RGBS E L,

HERAEDH A K542 showauthenticationsessions =~ > RA& i L C, BU/EDRIE~R—V v £y a v _CIcflT
HiEMRERRLET, FEORIMEYFR—T Y By a VT AEMRER T HITE, 1 DLLE
DF—T— REFEHLET,

Ciscol0S ¥ 1) T4 ARV KYT7LUR: AT KSHi Z, Ciscol0S XE Release 3SE (Catalyst
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set aggressive-mode client-endpoint /* 5 show content-scan & T I
show authentication sessions

il W, AL v F EOTRCOBIAL v a v 2 ERTHHERLET,

Device# show authentication sessions

Interface MAC Address Method Domain Status Session ID

Gil/48 0015.63b0.f676 dotlx DATA Authz Success 0A3462B1000000102983C05C
Gil/5 000f.23c4.a401 mab DATA Authz Success 0A3462B10000000D24F80B58
Gil/5 0014.bf5d.d26d dotlx DATA Authz Success O0A3462B10000000E29811B94

WIZ, £ —TTx2A A EOTXTORGEE YV a 2R R-THH2R~LET,

Device# show authentication sessions interface gigabitethernet2/47

Interface: GigabitEthernet2/47
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: Dboth
Authorized By: Guest Vlan
Vlan Policy: 20
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0A3462C8000000000002763C
Acct Session ID: 0x00000002
Handle: 0x25000000
Runnable methods list:
Method State
mab Failed over
dotlx Failed over
Interface: GigabitEthernet2/47
MAC Address: 0005.5e7c.da05
IP Address: Unknown
User—-Name: 00055e7cda05
Status: Authz Success
Domain: VOICE
Oper host mode: multi-domain
Oper control dir: Dboth
Authorized By: Authentication Server
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0A3462C8000000010002A238
Acct Session ID: 0x00000003
Handle: 0x91000001
Runnable methods list:
Method State
mab Authc Success
dotlx Not run

iz, FBELI-EYy 3 IDO

iAlEt v v Y EFRITRT LB R LET,

Device# show authentication sessions session-id 0B0101C70000004F2ED55218

Interface: GigabitEthernet9/2
MAC Address: 0000.0000.0011
IP Address: 20.0.0.7
Username: Jjohndoe
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: Dboth
Authorized By: Critical Auth
Vlan policy: N/A
Session timeout: N/A
Idle timeout: N/A

Common Session ID:

0B0101C70000004F2ED55218
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I set aggressive-mode client-endpoint /* 5 show content-scan & T
show authentication sessions ]

Acct Session ID: 0x00000003
Handle: 0x91000001
Runnable methods list:
Method State
mab Authc Success
dotlx Not run
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Device# show authentication sessions method mab

No Auth Manager contexts match supplied criteria

Device# show authentication sessions method dotlx

Interface MAC Address Domain Status Session ID
Gi9/2 0000.0000.0011 DATA Authz Success 0B0101C70000004F2ED55218