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show access-lists

show access-lists

AL v FICEESNTT 7R a2 ba— URX K~ (ACL) &7 5I121%, ¥ EXEC £ — R T
show access-lists =~ > F&{#HEH L £,

show access-lists [name | number | hardware counters | ipc]

X DA name (1) ACL O4HITY,
number (f£E) ACL % B TY, FBETX 5L 1 ~ 2699 TT,
hardware counters (EE) UvEzoh, V=T 73N ry b a— )1
N— K =7 ACL HEHE#HEERLET,
ipc (f£%) Yot Af@E IPC) FY'm haL 7/ EvA YA R a7y
Xal—TaroFyru— RNEREPERLET,
FI4I+ L
avY K E—F K¢ie EXEC
avy FEE Jyy—=x EENE
15.0(HEY IDawy RREASHE L,

HHEDHA K51y

~
()

ALy FITIPEHREBLOYEET 78X VAN EFR—NLET, LEB-T, FRISNDHE
Ik, 1~ 199 & 1300 ~ 2699 72 T,

Zoawy RTIE, ®ESNTZ MACACL R LET,

rate-limit x— 7V — F{X, a~ 2 FIA4 0O~V T AR Y U FERENTHETR, PR—FEh
TWEHA,
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Bl show access-lists

3l

Extended IP

10 permit 1.1.1.1
20 permit 2.2.2.2
30 permit any

wOFITix. show access-lists =~ > KD 152~ L £,

Switch# show access-lists
Standard IP access list 1

40 permit 0.255.255.255, wildcard bits 12.0.0.0

10 permit 1.1.1.1

Standard IP access list videowizard 1-1-1-1

Standard IP access list videowizard 10-10-10-10
10 permit 10.10.10.10
Extended IP access list 121

10 permit ahp host 10.10.10.10 host 20.20.10.10 precedence routine

Dynamic Cluster-HSRP

access list CMP-NAT-ACL

deny ip any any

10 deny ip any host 19.19.11.11
20 deny ip any host 10.11.12.13
Dynamic Cluster-NAT permit ip any any

10 permit ip host 10.
20 permit ip host 10.
30 permit ip host 10.
40 permit ip host 10.
.213.43.128 any

50 permit ip host 10

60 permit ip host 10.
70 permit ip host 10.
80 permit ip host 10.

Switch# show access-lists
L2 ACL INPUT Statistics

Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:

Bridge Only And Log:
Bridge Only And Log:

Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

L3 ACL INPUT Statistics

Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:

Bridge Only And Log:
Bridge Only And Log:

Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

99.100.128 any
46.22.128 any
45.101.64 any
45.20.64 any

91.28.64 any
99.75.128 any
38.49.0 any

wOFHTrx, show access-lists hardware counters =~ > KOH 12K L FE T,

hardware counters

All frame count: 855
All bytes count: 94143
All frame count: 0

All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 2121
All bytes count: 180762
All frame count: O

All bytes count: O

O O O O O O o

All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 13586
All bytes count: 1236182
All frame count: O

All bytes count: 0

O O O O O O o o o o
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L2 ACL OUTPUT Statistics
Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:
Bridge Only And Log:
Bridge Only And Log:
Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

L3 ACL OUTPUT Statistics
Drop:
Drop:
Drop And Log:
Drop And Log:
Bridge Only:
Bridge Only:
Bridge Only And Log:
Bridge Only And Log:
Forwarding To CPU:
Forwarding To CPU:
Forwarded:
Forwarded:
Forwarded And Log:
Forwarded And Log:

All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 232983
All bytes count: 16825661
All frame count: O

All bytes count: O

All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count:
All bytes count:
All frame count: 514434
All bytes count: 39048748
All frame count: O

All bytes count: 0

show access-lists W

O O O O O O o o o o

O O O O O O o o o o

pggEa<w R

avwyFk

i

access-list

Ay FIHEHEE L IIEZE ST 7 A VA M ERE LET, HE
WO\ TiX, [Cisco 10S Software Command Reference, Release
15.0] #ZB LT EEn,

ip access-list

AL v FIHRESNEZIP 72782 VA MedkELEd, HXERIC
DWW TCIE, [Cisco I0S Software Command Reference, Release 15.0]
AL TIIEEN,

mac access-list extended

ALy FIT, MESNTELEFEZOMFNVIEMAC T 7R VA NE
HELET,
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Bl show alarm description port

show alarm description port

TFXAROFRA LT T —LFEFER AT HI2IE. EXEC E— R T show alarm description port =~ -
FEHEALET,

show alarm description port

EX DA Zoavy FIZEGIEELITF—V—REbH Y £ A,
TI+IE 7L
avvFkF E—F EXEC
avy FERE yy—=x EEAR
15.0(1)EY Zoawy RBREASHE LT,
15 WROFITIL, show alarm description port =~ > RO HHlZRLET, HATIE, 77—4L1ID &%
NENICHIET 2T 7 —LOMHAEZRLET,
Switch> show alarm description port
1 Link Fault
2 Port Not Forwarding
3 Port Not Operating
4 FCS Error Rate exceeds threshold
EEa<UF avvk SiBA

alarm profile (/’m— 77 —AIDBIOT 77— AT arPN12UEEENET T —4 71
NV a7 4Xal— TrANLEERLET,
vayv)

show alarm profile TI—ALTaT7 7 ANTRCERIZBE LT 7—45 707 7y A VERR
L., ZnZEho7a 7y A ABREES TN TWAEAS VF—T =4 A%
A NFRLET,

Cisco IE 2000 R wF AT K Y77 LR
m. 0L-29596-01-J |



| £2% CiscolE 2000 XA v F Cisco I0S A= F

show alarm profile W

show alarm profile

VAT AIEREENTZTRTOTTI—b TurdrANVERIIBELETn 7740 E, TRERDT
a7 7 ANNEEMTONTWAAS U H—T = A A% FRT H121%, EXEC £— F T, show alarm
profile =~ F&HEH L £7,

show alarm profile [name]

B DA name LE) BESNTZARIDO TR 7 7 A NVDHEFRRLET,
T72XIE L
avv K E—F EXEC
avy FEE yy—= EEAR
15.0(1)EY Zoavry RRHEASHE L

#ERALDAHS RSAY T Ty AN EATILEWGE, BEEOT 7 —A a7 7 A NTXRTCOT a7 7 A4 MERNPERS
NEF, Zoa<wr FTlE, T 740 MREIERSINEE A,

T 7 4V N T, defaultPort 717 7 A VT TRTDA X —T oA RAZHA SN TWET, 2D
BT 7AMIE ST, A= rREELTHRY 3) TI—LDBRBA X—T MRV ES, 2071
T ANEERLTHOT 7 — L&A 3 —7 /W23 5121, alarm profile defaultPort 7 = — 3L =
V74X al—vay awy REFRLET,

i WOHITIL, show alarm profile =~ KO ZRLET,
COWNTEIRESNTZT 0 7 7 A VITEEMN T ONTZR— TN THRRINET,

Switch> show alarm profile GigE-UplinkPorts

Interface Gil/2
Alarms 1,2,3,4
Syslog 1,2,3,4
Notifies 1,2,3,4
Relay-major 4
Relay-minor 1,2

Cisco I[E 2000 R wF IRY K JI7 LR
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M show alarm profile

COHNTERESNZT 0 7 7 A VTR TRERENET,

Switch> show alarm profile
Alarm Profile my gig port:

Interface Gil/2
Alarms 1,2,3,4
Syslog 1,2,3,4
Notifies 1,2,3,4
Relay-major 4
Relay-minor 1,2
Alarm Profile my fast port:
Interface Fal/l
Alarms 1,2,3,4
Syslog 1,2,3,4
Notifies 1,2,3,4
Relay-major 4
Relay-minor 1,2

pgdEa<w R

avwyFk

&8

alarm profile (7@ — N1

ary74¥2l—vay) 77y ANVEERLET,

T7I7—LIDBLOT T =L AT arRN I OUEEENDT T — A

alarm profile (f V¥ —7 = AV X —T 2 A AT T—hb 7077 A BT ET,

LA Ay 74 F¥al—sa
V)
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0L-29596-01-J |



| £2% CiscolE 2000 XA v F Cisco I0S A= F

show alarm settings

show alarm settings

AA v FORET 7 — LR ET X TERRT HI1C1E, EXEC E— F T show alarm settings =~ > N %
EALET,

show alarm settings

BXDHH ZOavy RICEBIEEZEF—T7— FIdb v FH A,
T7AIEb 7L
avvFkF E—F EXEC
% FRE Yy—=x FTERE
15.0(DEY Zoavwy RRHEASRELE,
{5 WDFITIX, show alarm settings =~ > ROHFIZ R~ LET, HOTIE AL v F EORLvTF T
T LARET N THRERRINET,
Switch> show alarm settings
Alarm relay mode: Positive
Power Supply
Alarm Enabled
Relay MAJ
Notifies Enabled
Syslog Enabled
Temperature-Primary
Alarm Enabled
Thresholds MAX: 95C MIN: =-20C
Relay MAJ
Notifies Enabled
Syslog Enabled
Temperature-Secondary
Alarm Disabled
Threshold
Relay
Notifies Disabled
Syslog Disabled
BEavU K = e
alarm facility power-supply BT T—b AT va R ELET,
alarm facility temperature BETS—A X T arzZRELET,
power-supply dual 7 a7 VERE— FERELET.
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Bl show archive status

show archive status

HTTP £72IZ TFTP 72 ha /L TAAL v FIE o — RENTEZH LWA A=V DAT — X A TR
5121%. ¥ EXEC =— K T show archive status =~ > F&#H L £,

show archive status

EX DA Zoavy RIBIRERITF—TI—RIH O A,
TI4NLE L
avY kR E—F FetE EXEC
av Yy FERE Jy—= EERNE
15.0(1)EY Zoavwy FPNEAIHE L,

EREDHA KS1Y archive download-sw $## EXEC =2~ R&ZfH L CTA A—T % TFTP h—NiZF¥ v u— KT 548
4. archive download-sw =2~ ROHNTIE, Fv o —ROARAT—ZANERINET,

TFTP " — 27204, HITP 2 L CA A=Y % X v o n— K94 5121%. Network Assistant &
I3 AA IR T NA A 32—V v & LEJ, show archive status =~ FTlX, v o— Ko
HEPRIRW N FREINET,

i wOHFTix. show archive status =~ > RO 1R/ L £,

Switch# show archive status
IDLE: No upgrade in progress

Switch# show archive status
LOADING: Upgrade in progress

Switch# show archive status
EXTRACT: Extracting the image

Switch# show archive status
VERIFY: Verifying software

Switch# show archive status
RELOAD: Upgrade completed. Reload pending

P i=iedN S avwyvk B
archive download-sw TFTP 4 — B AL v FIZH LA A=A oa— R LET,

Cisco IE 2000 R wF AT K Y77 LR
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show arp access-list W

show arp access-list

T RUAfERZT v ka2 (ARP) OT 7k A av hr—/v U A MIBET M5 # % £RT 5120,
EXEC & — KT show arp access-list =~ > RZfHH L E 7,

show arp access-list [acl-name]

X DEREA acl-name (L&) ACL 04T,
TI+IE 7L
avy kK E—F EXEC
avy FERE yy—=x EFEANRE
15.0(1)EY Zoavy FNEAINE L,
il WOHITIL, show arp aceess-list =~ > KO HERLET,

Switch> show arp access-list

ARP access list rose
permit ip 10.101.1.1 0.0.0.255 mac any
permit ip 20.3.1.0 0.0.0.255 mac any

BEEa<UF avwUF SitEA
arp access-list ARPACL ZiEx L £,
deny (ARP 772X U AL Dynamic Host Configuration Protocol (DHCP) /SA > T 4 v 7 L D—
ar74Fal—vay) BUZHESWT ARP A7y P EERLET,
ip arp inspection filter vian 2% 5 ¢ 7/ [P 7 RLATREINTZAA DO ARP ZREB X
VIR EEFATLET,

permit (ARP 7272 YR DHCP A V7 1 7 ED—HIZHESWT ARP 7y b &FFAIL £
farvgasFab—vary) T,

Cisco I[E 2000 R wF IRY K JI7 LR
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W show authentication

show authentication

AA v T OFFE~YF—T ¥ A X2 MIBET D1EREF£/RT HI2i1E. show authentication =~ F %
EXEC £=— FCEMA L £,

show authentication {interface interface-id | registrations | sessions [session-id session-id]
[handle handle] [interface interface-id] [mac mac] [method method] | statistics [summary]}

X DEREA interface interface-id  f5ELI2A v H—T7 =2 A ADBIE~Y X —T v OFME TN TFERLET,
registrations SEE~ R — Vv DBREFEEFERLET,
sessions BEORIEYF—V ¥ Eyvay (VIAT U b TALRARE) OFME
FRLET, ATV arvDRETFEANLREVWE, BET /T4 Ty
A UBTRTCHERENET, BHEDEY 3y (Fidkyiarns
N—T) BFORTHITE, REFEZHIMT, F3MAEDETANTEE
‘d—o
session-id session-id LE) Rif~x—VryDEyiar#EELET,
handle handle (EE) 1 ~ 4294967295 o#HZfRE L £9,
mac mac (fE8) HHELE MAC 7 RLADRGEY R — Y ¥ H#E R R LET,
method method (B f5E L= (dotlx, mab, F7-1% webauth) 2 X > Tl
SN TAT hET_XTERRLET,
statistics PRREREHEROEME R R LET,
summary (EE) IR ERoOY~ ) —&2 R LET,
T4 2L
avy Rk E—F EXEC
avy FEE y1y—=x EERNE
15.0(1)EY Zoavy FNEASRE L,

RRALOHA RS54
~

GE)

# 2-18 ¢, show authentication =~ > RO NIZEKRENDEHE R T 4 — /L FIZHOWTHEBHLET,

oy va v OAT—HZRAMEHTEDEET—TNVIZRLET, BTAT—FDk® Yy 3 Tk, BE
L7 DB WA, Authz Success £ 7213 Authz Failed 7% No methods & & HIZFRRENFE T,

%= 2-18 show authentication a<> FOH A

J4—ILF BieA

Idle vy arPPifbanE L, FRFELEETINTHERA,
Running Dk vy arOERBETHTT,

No methods oty varyOfRENLIEFRIETH Y EHA,

Authc Success FRIckoT, 2oy a v OFERKEILE LT,

Il CiscolE2000 A1 vyF avvF JYI7 LR
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]

show authentication

= 2-18 show authentication a<> FOHA #EE)

Z4—ILF BieA

Authc Failed FHRICE-T, 2oy a r OFFFITRBLE L,
Authz Success TRy a TR, TRTOBENEFICEASNE L,
Authz Failed IOy a T, BREOBEMAIZKILE LT,

# 2-191c, FROAT—NMERATEHEZV A NLET, CTAT— b DBy 3 Tk, Authe
Success. Authc Failed. F 121X Failed over 33 /x SIVE T, Failed over 1%, BFE T AMNET I, K
DOFFRIZT == A ==L, FRIREESN o7 ZBEWRLET, Notrun i, AX 34T
Rt L7ty a v OBRGICERINET,

* 219 AT—hrARDOE
AT—hk LA
FXODRT—F | HL:
Not run Terminal IOty varoFRITFEITINTHERA,
Running el IOty varOHFRNETHTT,
Failed over Terminal TOFRITRLE L, ROFRAPEREH T LR TH X
nTnET,
Authc Success  |Terminal ZoFHNIT, By a v O LR R R L LT,
Authc Failed Terminal ZOHFRIE, By v a v ORBLUCRFERER R L E LT,

Z Dfli%, show authentication registrations =~ > RO HZRLET

Switch# show authentication registrations
Auth Methods registered with the Auth Manager:
Handle Priority Name

3 0 dotlx

2 1 mab

1 2 webauth

Z O, show authentication interface interface-id 2~ > KO E R L ET,

Switch# show authentication interface gigabitethernetl/2

Client list:

MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success 0xE0000000 GigabitEthernetl//2
Available methods list:

Handle Priority Name

3 0 dotlx

Runnable methods list:

Handle Priority Name

3 0 dotlx

Z OHliZ. show authentication sessions =~ KO EZRL ET,

Switch# show authentication sessions

Interface MAC Address Method Domain Status Session ID

Gi3/45 (unknown) N/A DATA Authz Failed 0908140400000007003651EC
Gi3/46 (unknown) N/A DATA Authz Success 09081404000000080057C274

ZoBNE, fBEESNT-A v Z—7 = A AD show authentication sessions =~ FOH 1R L £,

Switch# show authentication sessions int gigabitethernet 1/4

| oL-29596-01-J
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W show authentication

Interface: GigabitEthernet0/46 GigabitEthernetl/4
MAC Address: Unknown
IP Address: Unknown
Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: both
Authorized By: Guest Vlan
Vlan Policy: 4094
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 09081404000000080057C274
Acct Session ID: 0x0000000A
Handle: 0xCC000008
Runnable methods list:
Method State
dotlx Failed over

Z ORI, ¥ED MAC 7 KL A ® show authentication sessions =~ > ROH N ZR L E7,

Switch# show authentication sessions mac 000e.84af.59%bd
Interface: GigabitEthernetl/4

MAC Address: 000e.84af.590d

Status: Authz Success

Domain: DATA

Oper host mode: single-host
Authorized By: Authentication Server
Vlan Policy: 10

Handle: 0xE0000000

Runnable methods list:

Method State

dotlx Authc Success

Z oM. f8E &N 7= 5D show authentication session method =~ > R /1A~ L £,

Switch# show authentication sessions method mab

No Auth Manager contexts match supplied criteria

Switch# show authentication sessions method dotlx

MAC Address Domain Status Handle Interface

000e.84af.59bd DATA Authz Success 0xE0000000 GigabitEthernetl/23

EEEESAY avwyk B
authentication R—F B— REHE—-FHEIIRGFEICHRE L ET,

control-direction
authentication event BEDBIFARNDOT 73 EHRELET,

authentication IEEE 802.1x FRiFEZHR—F LRV FA TV FHD 7 +— "y 7 FHR
fallback ELT WebiBiEEFEHT 2L IOAR—bERELET,

authentication R— FTRiF~vx—V % T— FRERELET,

host-mode

authentication open R—=FCTA—T v T2 BAZARX—TNELEFT 4 B—T NI LET,
authentication order  K— N CHEMAT ARSI ROMEFEZRE LET,

authentication R— N CHBHEAX—TINVEIZT =TI LET,
periodic
authentication A— NORFEARAT — O FEHIEEZ A R —7 I LET,

port-control

Cisco IE 2000 R wF AT K Y77 LR
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show authentication

avyk EL

authentication priority K—hk 7Z 44V 7 ¢ U A MIEFEHFXEZEBMLET,

authentication timer  802.1x xR — FDF A AT U b NT X —F LHBFENT XA — X Zi%E
LET,

Cisco I[E 2000 R wF IRY K JI7 LR
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W show auto qos

show auto qos

HE) QoS (auto-QoS) A FX—TNDA % —7 = A XA TAJENT Quality of Service (QoS) =+
v F&FRRT HITIE. show auto qos =~ K% EXEC E— FCEHL £,

show auto qos [interface [interface-id]]

(6=3) Zoavy REEATELDI. AA4 v F N LAN Base £ A —C &2 FEITLTWAHRATIT T,

BEX DA interface [interface-id] EE) HBEShiER— FEFIZTITOR— D auto-QoS 1§
EERRLET, BORA L E—T oA AITiE, WER— BN EF
nEJ,

FI+IEk L

avy kK E—F EXEC

avy FERE yyy—=x ETERNE

15.0(1)EY Zoawr RBNEASHELE,

BREDHA FS1Y show auto qos =~ FHAICIL, KA v H—T =4 AT AT SN auto-QoS =~ > RETNFRE
N E 9, show auto qos interface interface-id 2~ > RHIZ, FEDA VX —T7 = R ATTE T
auto-QoS =< RZHFRLET,

auto-QoS HER L W2 — W EH A2 KT 58413, show running-config f7#E EXEC =~ R %
LET,

show auto qos =~ > FH )i, Cisco IP Phone O —t 2 RV v —FH bR RSN ET,

auto-QoS DWBEAEZ T A FREMED B A HAED QoS DR EHRMEFRT HITIE, KOWFNNLD I~
KEHEHLET,

* show mls qos
¢ show mls qos maps cos-dscp
e show mls qos interface [interface-id] [buffers | queueing]

¢ show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-output-q]

e show mls qos input-queue

e show running-config

5 WROFITIL, auto qos voip cisco-phone ¥ L T auto qos voip cisco-softphone 1 > % —7 = A 2 =/
TA4F¥ 2l —vary avry NEANLESAO show auto qos =~ > RO HEZRLET,

Switch> show auto qos

Cisco IE 2000 R4 v F a2 K JI7 LR
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GigabitEthernetl/1

auto gos voip cisco-softphone

GigabitEthernetl/3

auto gos voip cisco-phone

GigabitEthernetl/2

auto gos voip cisco-phone

show auto qos WM

R DOFITIL, auto qos voip cisco-phone > ¥ —7 A X a7 4 Fal—ary avry Fe AL
72854 @ show auto qos interface interface-id =~ > NOH N ERLET,

Switch> show auto gos interface gigabitethernet 1/1

GigabitEthernetl/1

auto gos voip cisco-phone

ROFITIL, auto qos voip cisco-phone ¥ J T auto qos voip cisco-softphone 1 > % —7 = A 2 =
T74F¥alb—vary avy F&E AN L7%A O show running-config 5574 EXEC =2~ > RO )1 &R
LET.

Switch# show running-config
Building configuration...

mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls
mls

gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos
gos

map policed-dscp
map cos-dscp 0 8 16 26 32 46 48 56

srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
srr-queue
queue-set
queue-set
queue-set

input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
input
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output
output

24 26 4

bandwidth

6 to O

90 10

threshold 1 8 16
threshold 2 34 66

buffers 6
cos-map g
cos-map g
cos-map g
cos-map g
cos-map g
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
cos-map
cos-map
cos-map
cos-map
cos-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map
dscp-map

7 33
ueue
ueue
ueue
ueue

N NN P

ueue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
queue
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W show auto qos

threshold 50 100 75 400
threshold 100 100 100 100

mls gos queue-set output 1 4

mls gos queue-set output 2 1

mls gos queue-set output 2 threshold 2 35 35 35 35

mls gos queue-set output 2 threshold 3 55 82 100 182
2 threshold 4 90 250 100 400
1 buffers 15 20 20 45
2 buffers 24 20 26 30

mls gos queue-set output
mls gos queue-set output
mls gos queue-set output
mls gos

class-map match-all AutoQoS-VoIP-RTP-Trust
match ip dscp ef
class-map match-all AutoQoS-VoIP-Control-Trust
match ip dscp cs3 af3l
|
policy-map AutoQoS-Police-SoftPhone
class AutoQoS-VoIP-RTP-Trust
set dscp ef
police 320000 8000 exceed-action policed-dscp-transmit
class AutoQoS-VoIP-Control-Trust
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit
|
policy-map AutoQoS-Police-CiscoPhone
class AutoQoS-VoIP-RTP-Trust
set dscp ef
police 320000 8000 exceed-action policed-dscp-transmit
class AutoQoS-VoIP-Control-Trust
set dscp cs3
police 32000 8000 exceed-action policed-dscp-transmit

interface FastEthernetl/1

switchport mode access

switchport port-security maximum 1999
speed 100

duplex full

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

auto gos voip cisco-phone

interface GigabitEthernetl/1
switchport trunk encapsulation dotlg
switchport trunk native vlan 2
switchport mode access
speed 10
srr-queue bandwidth share 10 10 60 20
priority-queue out
mls gos trust device cisco-phone
mls gos trust cos
auto gos voip cisco-phone

interface GigabitEthernetl/2

srr-queue bandwidth share 10 10 60 20
priority-queue out

mls gos trust device cisco-phone

mls gos trust cos

mls gos trust device cisco-phone
service-policy input AutoQoS-Police-CiscoPhone
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show auto qos WM

<output truncated>

WDFITIX, auto qos voip cisco-phone f ¥ —T7 = A XA a7 4 Fal—var avrs ReAlL
72854 @ show auto qos interface interface-id =~ > NOH N ERLET,

Switch> show auto gos interface FastEthernetl/2

FastEthernetl/2
auto gos voip cisco-softphone

WOBITIE, Auto-QoS BNAA v FTTF 4 & —7 /L DHA D show auto qos =~ > ROHHZRLE
T

Switch> show auto gos
AutoQoS not enabled on any interface

ROBITIX, Auto-QoS 231 »F —7 = A ATT 4 B—T7 /LD D show auto qos interface
interface-id 2~ ROHNZERLET,

Switch> show auto gos interface gigabitethernetl/1
AutoQoS is disabled

RS avyk A
auto qos voip QoS KA A D Voice over IP (VoIP) (T QoS # HENREL 77,
debug auto qos auto-QoS RED T Ny V' H A X—T NI LET,

Cisco I[E 2000 R wF IRY K JI7 LR
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W show boot

show boot

show boot

BOOT BRIBEA DR EEF T HI21E. ¥#E EXEC £=— F T showboot 2~ F&2EHL £9,

EX DA Zoavy RIZEBIRERIETF—T—RIH Y A,
TI4NLE L
avY kR E—F FetE EXEC
av Yy FERE Jy—= EERNE
15.0(1)EY Zoavwy FPNEAIHE L,
Bl KOFITIE, show boot =~ > RO ZRLET, £ 22012, BRENDET 4 —/L ROFHZR

LET,

Switch# show boot
BOOT path-list
.150-0.27.EY.bin
Config file

Private Config file :
: yes
: no

Enable Break
Manual Boot
HELPER path-list
Auto upgrade
Auto upgrade path
Boot optimization
NVRAM/Config file
buffer size:
Timeout for Config
Download:
Config Download
via DHCP:
Switch#

: flash:/config.text

flash:/private-config.text

: yes

: enabled

65536

0 seconds

disabled

(next boot:

disabled)

: flash:/ie2k-universalk9-mz.150-0.27.EY/ie2k-universalk9-mz

Cisco IE 2000 R4/ vyF av>F YI7LYR
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show boot W
* 2-20 show boot ® 7 1 —JL FO&RHA
Z4—ILF ETLT

BOOT path-list

HEEBRIC = FBIOFITLE D ET2ETHET 7 A LD EIan XY Y
ANERRLET,

BOOT BRELEHMNHESNTWVRNGE, VAT AL, 7T7vva 77440 VAT A
BRI IR 2R B 21T - T, AN ENTFEITREEA A —Y & r— KL T
FITERALET, T4 V7 M) OHRIRZTIE, MRHE LSV 7T o7 b)) B5%Es
WHRBELTHLIEDT 4 L7 N ToOMmBEETET,

BOOT BEAB VR EIN TV THIHEEEINTZA A—TV 2 — R TERWVWEAIF, ¥
ATHI T Tvva T7A4 N VAT ATRMICADD-TT— N 77 A Vv EL#E) L
L£oELET,

Config file

CiscoIOS BNV AT A av 7 4 X al—va VORERMED Y —OFAES ITHAHT
L7 7 ANLERRLET,

Private Config file

CiscoIOS Ry AT L ar 74X alb— g VOREREa Y —0FHLEX ICHFHT
D77 ANGKERRLET,

Enable Break

EEBFTOT L —INARX—T N, ElFT o 8—T 0 %ERRILET, yes, on, F
IR TIZERESNTWAEAIEL, 77y va 7740 VAT A0 kkica Y —
)V ETC Break ¥—% 4 &, BEEH v A2 M cEET,

Manual Boot

Ay FRHBTEET 52, ELEFFEHTEESTI1E2RRLET, no 721301
RESNTVWDLHE, 7— e —Z 3V A7 02 HENICEBILES L LET, £
PR ESNTWDHAIT. 77— e —% T— R FnoFEHTAS v F 2 T D4
THRHY ET,

Helper path-list

T— =X O FIcENICr— FESnbsre— KA 7 A Ot 2w U XY)
DIVRARNERRLET, ~X— T7 AT, 7— b —XOMELILELED,
NoFedTi=y LET,

Auto upgrade

FHEHBDAAL vFIZH LTEHEBMIZY 7 by =T N=Varazabt =43 L5ICA
A YTFRBEEINTWEINEFRRLET,

Boot optimization

VAT LEEORERIC, AL v F ORI ZRELT DL DAL v FRRES
NTNDIMEI PERRFLET,

NVRAM/Config file buffer size

CiscoIOS RAEFEINDaYy 74 Xalb—ay 774D abt—5RET37-0I1C
BHTDZ RNy 77 $AXEELRLET, a7 4 Xalb—Taly TrAME, Ny
77 A REO L TCEBZDZLITTEEEA,

pggEa<w R

avwyk

g&

A

boot config-file

Cisco IOS NV AT ARED A BN A E—DRAEZ M T o7 7 41
LEREELET,

boot enable-break

HEEB) X2t E9,

boot manual

WOREY A 7 VIEOFENIA AL v FRENE A RF—T NI LET,

boot
private-config-file

Cisco [0S N7 T A N— FREDORHEM 2 B —DOFAFESEHNT D7 7
ANAERELET,

boot system

RO A 7Pz e—R$ 5 Cisco [0S 4 A—VHEELET,
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W show boot buffersize

show boot buffersize

Ty AN VAT ATYIa2b— kL NVRAM Oy 7 7 A XEFoRT HI21E, Rt EXEC £—
K show boot buffersize =~ > FZ&ff L £9,

show boot buffersize

B DEREA Zoavy RIBIRERITF—TI—RIH O A,
TI4NLE L
avY kR E—F FetE EXEC
av Y FER y1yy—=x EFENR
15.0(1)EY Zoavwy RPNEAIHE L,
5l WIZ, 77 AN VAT ALATYIab—hLEZNVRAM O 7 —h RNy 77 A4 Xegnd 56 %KL
7
Switch(config)# show boot buffersize
15000

Switch (config) #

BIEa< UK avwv kR By
boot buffersize Tr7AN VAT ALATYI2b—FLIENVRAM DRy 77 A &R EL
EJeaN

Cisco IE 2000 R4 v F a2 K JI7 LR
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show cable-diagnostics tdr

show cable-diagnostics tdr

S A I FAA CPESERGE (TDR) Ofs R a2 F£RT 5121%, Kt EXEC £— KT show
cable-diagnostics tdr =~ > REHEH L 7,

show cable-diagnostics tdr interface interface-id

ExX DA interface interface-id TDR RNEFENTNEA X —T = A A,
TI4NE L
avv R E—F K¢k EXEC
av Yy FERE yy—=x EEANRE
15.0(1)EY Zoavry RREAIRELL,

BEREDAL T4

3l

TDR OFHNZOWTIE, 2DV Y —RIIKIET DY 7 v 2T a7 4 Xalb—ar HA4 RasR

LTL7EENY,

W OFITIE, show cable-diagnostics tdr interface interface-id =~ > KO Z R LET,

Switch# show cable-diagnostics tdr interface gigabitethernetl/2
TDR test last run on: March 01 20:15:40

Interface Speed Local pair Pair length Remote pair Pair status

Gil/2 auto Pair A 0 +/- 2 meters N/A Open
Pair B 0 +/- 2 meters N/A Open
Pair C 0 +/- 2 meters N/A Open
Pair D 0 +/- 2 meters N/A Open

WOBITIL, show cable-diagnostics tdr interface interface-id 2~ > KOHAERLET,

Switch# show cable-diagnostics tdr interface fa0/1
TDR test last run on: March 01 01:05:40

Interface Speed Local pair Pair length Remote pair Pair status

Fa0/1 100M Pair A N/A Pair A Normal
Pair B N/A Pair A Normal
Pair C N/A Pair A N/A
Pair D N/A Pair A N/A
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Bl show cable-diagnostics tdr

% 2-21 12, show cable-diagnostics tdr =~ > R CHAEIND 7 4 — L ROBHEZRLET,

& 2-21 show cable-diagnostics tdr A< > FTHHEh D 7 1« —IL FOHHA

Z4—ILF  BHA

Interface TDR BRETINTA v F—T =4 R

Speed et ol

Local pair B—HN A2 B —T2AATTDR BT A MNEFETFTTETA Y T4

Pair length EAT AL v FITHONT, RIENREAE Ly —7 VO, ROWTANDEEIC

[RY . TDR I%LAT&FFECE £ T,

o F—TANRELLEREN, VIR T v AREBT, A2 —7 = A ZAHEN
1000 Mb/s Th 254

o TF—TNARWBRLTODEHEE
o F—TANTa—hrLTWEES

Remote pair

0—W N RTRERENTZ VA Y T4, 7= ARNELLBERENY V7B T v
FRETHLIEET T, TDRIZV E— K XTICHOWTHER L ET,

Pair status

TDR RETEINTNDLTA Y XTDAT—F R

e Normal : VA ¥ XT7THNELLEHRINLTHET,

e Notcompleted : 7 & MIFEITHF T, BT LTWEHA,

e Notsupported : ¥ —7 = A AXTDR ¥ KR —FLEHFA,
e Open: TA Y XTBEHRL TCWNET,

o Shorted: VA ¥ X7 N a—bFLTWET,

e ImpedanceMis : f V' E—X V AN—H L EH A,

e Short/Impedance Mismatched : f > E— &V AN—FH LR\ Tr—T LR 5 —
FLTWET,

e InProgress : W7 2 b BHEETH T,

WORFITIL, TDR NFEITE TV 5B & & D show interfaces interface-id 2~ OB 1R LET,

Switch# show interfaces gigabitethernetl/2
gigabitethernetl/2 is up, line protocol is up (connected: TDR in Progress)

W ORFITIL, TDR BTSN T2V & X O show cable-diagnostics tdr interface interface-id =2~ >
FOM %R LET,

Switch# show cable-diagnostics tdr interface gigabitethernetl/2

)

% TDR test was never issued on Gil/2

AV H =T 2 AT TDR BB —FEINR2WEHE, KORA ve—URNERINET,

)

% TDR test is not supported on switch 1

BEaYVF avwyFk

T

test cable-diagnostics tdr A2 =T 2 ATTDR 4 X —7 WL, FEITLET,

Cisco IE 2000 R4 v F a2 K JI7 LR
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show cip

Common Industrial Protocol (CIP) ¥ 73 27 AT 2IGEMAFRT H101%., ¥4 EXEC =— R T
show cip =~ > &AL ET,

showcip W

show cip {connection {count | explicit | implicit} | faults | file {config | eds | vlan}| miscellaneous
| object {assembly | dhcp instance instance| ethernet link| identity | switch {paramenter}|
sync | tep/ip {interface} }| security| session | status}

EX DA connection CIP #fifE e R LE T,
count CIP iz KR LE T
explicit R e CIP #fta Roam LE T,
implicit M BRHY 7 CIP it £Kom L E 7,
faults CIP EEIZHT A EHMER R LET,
file CIP 77 AN AV AZ R THEREFRLET,
config a7 4 Fal—vary TrANDA AR A EFRLET,
eds EDS 77 ANVDA VAR U AERRFLET,
vlan VLAN D7 7 A NVDA v AE v AxFrm LET,
miscellaneous ZFECIP > AT LEREFEFRLET,
object MEDCIP A7 Yz NCHETAERERRLET, A7 V27 MU, 7TF
VTV A=Y Ry N VT TATUT 4T 4 AL v TF RT A= FEH
AR L OV TCP/IP A7 ¥V =7 b G ENET,
assembly CIP7®2o7VDV vy A7V e LET,
dhep instance BEDA VAR AT S DHCP A7 V27 bEERLET, AR A A
instance 2 AE, 1~ 15 TY,
ethernet link CIPA—VFy N7V bEFRRLET,
identity CIPT7AT VT 4T 4 ATV bERRLET,
switch parameter =z { v F TG RXA—FE2HKRLFT,
sync CIP MR A 7P =7 FEFRLET,
tep/ip interface TCP/IP A7V =7 b EFRLET,
security CIPtX=2UT 4 Ug Ry AT —FABIUOHRTER R LET,
session TIT4T7BLOET I T 47 CIPEYy v a rB2RRLET,
status CIP A7 —H 2% R R LET (A X —TNVELET =T ),
T+ L
avvFkF E—F ¥5HE EXEC
avy FERE J1y—=x EERR
15.0(HEY Zoavwy RREAINE LT,
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Ml show cip

3l

WOFHITIE, show cip fault =~ > KOHAZRLET,

Switch# show cip faults

Major/Minor Recoverable Faults

MAC address flap : Normal
CDP native vlan mismatch : Normal
Storm control event : Normal
Port security violation : Normal
Port in error-disable state: Normal
Major Unrecoverable Faults

POST detected HW failure : Normal
SFP in error-disable state : Normal

W OBFITIL, show cip security =~ > FOHEZ R LET,

Switch# show cip security
State : Enabled

Password: abcl23

Window: Open

Owner IP: 172.20.140.147
Window timeout: 600 seconds
Window open tick: 17

avwyFk H L]

cip enable VLAN ETCIP %4 X —7 VI LET,

cip security ZA vFICCIP X2 VT4 7 a 2R ELET,
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show cisp

HEINTA 7 —T =4 ZAD CISP IR A KR T HITIL, F# EXEC £— RN T show cisp =2 v F%&

ML ET,

showcisp W

show cisp {[interface interface-id] | clients | summary}

WX DA interface interface-id ~ ({T7F) fEEINTA ¥ —7 A4 2D CISP 1A R R LET. Ao A
YHE=T A AL MR- ER— b FYRANEENLET,
clients CISP 7 A4 7 v bOFMERERLET,
summary T _TO CISO fffERRLET,
TI+INE 7L
avwykFE—F i EXEC
avwy FERE yy—=x EEANR
15.0(1)EY Zoavwy FPNEAIHE L,
] WOFITIE, show cisp interface =~ RO &R LET,
Switch# show cisp interface fast 0
CISP not enabled on specified interface
WOFITIL, show cisp summary =~ > FOHZ/RLET,
Switch# show cisp summary
CISP is not running on any interface
EEa<UF avv kR L

cisp enable

Client Information Signalling Protocol (CISP) %A *—7
M LET,

dotlx credentials (7 =7 —
NarvsgFal—ay)
profile

FaTrANEY I AN AL Yy FITHRELET,
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M show class-map

show class-map

NZT 4w 7 ESET DO EKEHER EFKT D Quality of Service (QoS) 7 7 A ~ v T EERRT

%1Z1X. show class-map =~ R4 EXEC E— RTEHLE 7,

show class-map [class-map-name]

WX DA class-map-name (ER) BEShi7 72 v~y T7ONE,
TI7AIE L
avY kK E—F EXEC
av Yy FERE yy—=x EEANRE
15.0(1)EY Zoavwy FNEAIRE L,
15l WO TIE, show class-map =~ > FOH N ZRLET,
Switch> show class-map
Class Map match-all videowizard 10-10-10-10 (id 2)
Match access-group name videowizard 10-10-10-10
Class Map match-any class-default (id 0)
Match any
Class Map match-all dscp5 (id 3)
Match ip dscp 5
BEaT YR avwyk E7L:)]
class-map AHIERE LT 7Ry NEDREIERIND 7 7 A
~ v T ERR L ET,

match (7 7 A~y 7 av74Xa "I 74 v 758 0BT 500K E2ERELET,

L—vav)
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show cluster

AL v FNBT DI TALZDAT —ZAB LY~ —%2F T 521X, EXEC ®£— KT show
cluster 2~ FEFEHALET, Z0a~vwr RNid, VI7AFX av L R AL vF LT TAE AN A

4y FTANTEET,

show cluster

show cluster

WX DA Zoawry RIESIEELEIF—U—RiZHV £ A,
T4 L
avv R E—F EXEC
av Yy FERE Jy—= EERNE
15.0(1)EY Zoavwy FPNEAIHE L,

HERHEDHA K51

]

TIGABDAUINTRNVWAAL v F L TCoDa~vwry FEANTSHE, 25— vt — ot a
management cluster member ] ﬁ‘ﬁ%éﬂi'@qo

JTAZ AN AL yF ETIDax L FeANTLHE V5 RAF ax R AL yFDID, £DX
AYF ANROFS, BLOVFRY a<v U R AL v TF LOPERERENRRRINET,

I IAL A R AL v F ETIOavy FeANTDHE 7T AFLBLIORA U ANORBPFRS
NET, o, AT —FRAERHRDI TAZDAT —FZAB LR bR RINET, TLEMEASA
F—TNOEFEF, TI7AIVBLIOED L FY avr K 2L v TFOFRPERINET,

WOBITIX, T2 T 4777 T AH a<w K AL vF LT show cluster =~ K& AN L7=HEDOH

NERLET,

Switch> show cluster
Command switch for cluster “clusterl
Total number of members:
Status:
Time since last status change:
Redundancy:
Standby command switch:
Standby Group:
Standby Group Number:
Heartbeat interval:
Heartbeat hold-time:
Extended discovery hop count:

5
1 members are unreachable
0 days, 0 hours, 2 minutes
Enabled

Member 1

clusterl standby

110

8

80

3
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W show cluster

WOFITIE, 7T AX AN 24 vF LT showcluster =~ REANLIZHEEDOH 12 R LET,

Switchl> show cluster
Member switch for cluster “cluster2”

Member number: 3
Management IP address: 192.192.192.192
Command switch mac address: 0000.0c07.acl4
Heartbeat interval: 8
Heartbeat hold-time: 80

WOBITIE, AFX NS, JTRAF a<xw R AL v TFELTRESINEZT TAL AN AL vF ET
show cluster =~ > R A L7=BEOH N E R LET,

Switch> show cluster
Member switch for cluster “hapuna”

Member number: 3 (Standby command switch)
Management IP address: 192.192.192.192

Command switch mac address: 0000.0c07.acl4

Heartbeat interval: 8

Heartbeat hold-time: 80

WOFHITIX, A1 EoEERENIENZY T AZ 2~ K 24 »F LT show cluster =~ K%
ANDhLiEBeEoEhERLET,

Switch> show cluster
Command switch for cluster “Ajang”

Total number of members: 7

Status: 1 members are unreachable
Time since last status change: 0 days, 0 hours, 5 minutes
Redundancy: Disabled

Heartbeat interval: 8

Heartbeat hold-time: 80

Extended discovery hop count: 3

WOBITIE, 7 TAL a<w K AL v FLOBERMPEUIINTT T AL 2N 24 »F ET show
cluster =~ KZ AN L7eBAEDOH N Z R LT,

Switch> show cluster
Member switch for cluster “hapuna”

Member number: <UNKNOWN>
Management IP address: 192.192.192.192
Command switch mac address: 0000.0c07.acl4
Heartbeat interval: 8
Heartbeat hold-time: 80
BREav VR avwyk HTL:)]
cluster enable A2 NEAA v FH I FAL a<vy B AL v F L LTS X—7
ML, 7 TAEL, BELXOA T a b LTRAUNESZEEID ST
£7
show cluster candidates BEAAA v TFDY XA 2R RLET,
show cluster members JTGAHE AUNICETAEHRERERLET,
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show cluster candidates Wl

show cluster candidates

BREAA v F DY R N EFRRTHITIEL, ¥4 EXEC E— R T show cluster candidates =t~ > F % f# [
LE7,

show cluster candidates [detail | mac-address H.H.H.]

EX DA detail (ER) T XTOBEMICET 2 EMIERER T LET,
mac-address H.H.H. UEE) 7T AZBEMHDO MAC 7 RLAEZEELET,

T4+ L
a<wv R E—F EXEC
av Yy RERE yy—x EERA
15.0(1)EY Zoavwy FPNEAIRE L,

ERALEDAHS RS54y Toav RE, V5 AZ avr R AL v F ECEFEHATEET,
AA v TFNI TAHK a<xw KR AL v FTRWGEAEIT, a7 MCEITRFERINET,

HIIND SN X, X7 v F X NFEEEWRLET, SNIIOMIZ ERBREINTZHAE. AL v FITHk
ERHIZE > THREBENTWET, SNAIOED E TRWIERE ., X7 v F XNEEDAAL vFIL, &
WAL v TFOT v T AR —LlFXANN—=TT, Ry T AU NI, 7TAX a<w K AL vTFhb
A A~ FETOT A 2T,

{1 W DFITIL, show cluster candidates =~ > FDOH &R LET,

Switch> show cluster candidates

00d0.7961.c4c0 StLouis-2 WS-IE2000-4TC Gil/1 2 1 Fal/l
00d0.bbf5.e900 1df-dist-128 WS-C3524-XL Fal/7 1 0 Fa0/24
00e0.le7e.be80 1900 Switch 1900 3 0 1 0 Fa0/11
00e0.1e9f.7a00 Surfers-24 WS-C2924-XL Fal/5 1 0 Fa0/3
00e0.1e9£.8c00 Surfers-12-2 WS-C2912-XL Fal/4 1 0 Fa0/7
00e0.1e9f.8c40 Surfers-12-1 WS-C2912-XL Fal/l 1 0 Fa0/9

WOFITIX, 7 FAF a<w K AL vy FICEHBEERINZ, 7 TAF AN AL yFDOMACT R
2 & L7284 @ show cluster candidates =~ > FOH I ZRLET,

Switch> show cluster candidates mac-address 00d0.7961.c4c0

Device 'Tahiti-12' with mac address number 00d0.7961.c4cO

Device type: cisco WS-IE2000-4TC

Upstream MAC address: 00d0.796d.2£f00 (Cluster Member 0)
Local port: Gil/1 FEC number:

Upstream port: Gi2/2 FEC Number:

Hops from cluster edge: 1
Hops from command device: 1

Cisco I[E 2000 R wF IRY K JI7 LR
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Bl show cluster candidates

WOBITIE, VTAX T IMEDRy S BT MR 3 THDLH, VTAX AN AL vFO MAC T
KU 2 & H L7854 @ show cluster candidates =~ > FOH J1E2 R L £,

Switch> show cluster candidates mac-address 0010.7bb6.1lccO
Device 'Ventura' with mac address number 0010.7bb6.1ccO

Device type: cisco WS-C2912MF-XL
Upstream MAC address: 0010.7bb6.1cd4

Local port: Fa2/1 FEC number:
Upstream port: Fa0/24 FEC Number:

Hops from cluster edge: 3
Hops from command device: -

WOHITIL, show cluster candidates detail =~ > FOH HZ R L E9,

Switch> show cluster candidates detail
Device 'Tahiti-12' with mac address number 00d0.7961.c4cO

Device type: cisco WS-C3512-XL

Upstream MAC address: 00d0.796d.2£f00 (Cluster Member 1)
Local port: Fa0/3 FEC number:

Upstream port: Fa0/13 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2
Device '1900 Switch' with mac address number 00e0.le7e.be80

Device type: cisco 1900

Upstream MAC address: 00d0.796d.2£f00 (Cluster Member 2)
Local port: 3 FEC number: 0

Upstream port: Fa0/11 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2
Device 'Surfers-24' with mac address number 00e0.1e9f.7a00

Device type: cisco WS-C2924-XL

Upstream MAC address: 00d0.796d.2f00 (Cluster Member 3)
Local port: Fa0/5 FEC number:

Upstream port: Fal0/3 FEC Number:

Hops from cluster edge: 1
Hops from command device: 2

BEEavwY R avwy kR HL
show cluster 2ATFNET DI TAFIDAT —HAABLOY~) —2F£RLE
S
show cluster members T T AR AUNICHETAEREF TR LET,

Cisco IE 2000 R wF AT K Y77 LR
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show cluster members W

show cluster members

T AL AT AERER ST DHI2IE. K EXEC E— R T show cluster members =~ >
FEALET,

show cluster members [# | detail]

EX DA n UER) 7T AZ AN\l T %S, BMETX2HHITZ0~ 15 TT,
detail (EE) T XTDIrTAHF AU NZBETEMEERLET,
T4+ 7L
avv kK E—F ¥5HE EXEC
avy REE Jyy—=x EENE
15.0(1)EY Zoavwy FPNEAIRE L,
BRLEDHS ES1Y Toavwr R, 79 RAZ av R AL vF ETEFHERATE £,
T TABZRIZA NP IRNGEEIR, 7T e 7 MIETRERREINET,
1 WOHFITiX. show cluster members 2~ > FOHNZ/RLET, HHINO SN X, X7 > FEFEELEE

L ET,

Switch# show cluster members

| -——Upstream---|
SN MAC Address Name PortIf FEC Hops SN PortIf FEC State
0 0002.4b29.2e00 StLouisl 0 Up (Cmdr)
1 0030.946¢.d740 tal-switch-1 Fa0/13 1 0 GioO/1 Up
2 0002.0922.7180 nms-2820 10 0 2 1 Fa0/18 Up
3 0002.4b29.4400 SanJuan2 Gi0/1 2 1 Fa0/11 Up
4 0002.4b28.c480 GenieTest Gi0/2 2 1 Fa0/9 Up

WOBTIL, 7T A% A3 Z%F % show cluster members D H %~ L £,

Switch# show cluster members 3

Device 'SandJuan2' with member number 3

cisco WS-IE2000

0002.4b29.4400

0030.946¢c.d740 (Cluster member 1)

Device type:

MAC address:

Upstream MAC address:
Local port: Gil/1 FEC number:
Upstream port: Gi2/3 FEC Number:
Hops from command device: 2

WOHITiL., show cluster members detail =~ FOH 12 R L F T,

Switch# show cluster members detail

Device 'StLouisl' with member number 0 (Command Switch)
cisco WS-ies
0002.4b29.2e00

Device type:
MAC address:
Upstream MAC address:

| oL-29596-01-J
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M show cluster members

Local port:
Upstream port:

FEC number:
FEC Number:

Hops from command device: 0

Device 'tal-switch-14"'
Device type:
MAC address:

with member number 1
cisco WS-C3548-XL
0030.946¢c.d740

Upstream MAC address: 0002.4b29.2e00 (Cluster member 0)

Local port:
Upstream port:

Fa0/13 FEC number:
Gi0/1 FEC Number:

Hops from command device: 1

Device 'nms-2820' with
Device type:
MAC address:

member number 2
cisco 2820
0002.0922.7180

Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)

Local port:
Upstream port:

10 FEC number: O
Fa0/18 FEC Number:

Hops from command device: 2

Device 'SandJuan2' with
Device type:
MAC address:

member number 3
cisco WS-ies
0002.4029.4400

Upstream MAC address: 0030.946c.d740 (Cluster member 1)

Local port:
Upstream port:

Gi0/1 FEC number:
Fa0/11 FEC Number:

Hops from command device: 2
Device 'GenieTest' with member number 4

Device type:
MAC address:

cisco SeaHorse
0002.4b28.c480

Upstream MAC address: 0030.946¢c.d740 (Cluster member 1)

Local port:
Upstream port:

Gi0/2 FEC number:
Fa0/9 FEC Number:

Hops from command device: 2
Device 'Palpatine' with member number 5

Device type:
MAC address:

cisco WS-C2924M-XL
00b0.6404.£8c0

Upstream MAC address: 0002.4b29.2e00 (Cluster member 0)

Local port:
Upstream port:

Gi2/1 FEC number:
Gi0/7 FEC Number:

Hops from command device: 1

e i=iedN S

avwy kR

A

show cluster

2L FNET DI TAZDAT —FZABI Y~ —

D

EFRRLFE

show cluster candidates

BAAA Yy TFDOY R M ERRLET,

Cisco IE 2000 R ¥F ARV F YI7L2R
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show controllers cpu-interface W

show controllers cpu-interface

CPU Xy hU—27 L Z—T x4 AASIC DAT— k& CPUICEET 537 v b OXRZAEOMEE

WEFRTT DL, F#E EXEC £ — R T show controllers cpu-interface =~ > &AL 9,

show controllers cpu-interface

EX DA Zoavy RIZBIRERITF—TI—REIH O A,
T4 L
avY kR E—F FtE EXEC
av Yy FERE Jy—= EERNE
15.0(1)EY Zoavwy FPNEAIHE L,

HERHEDHA K51

3l

ZOaw L REFEATLZZLET, YRAaDT I = BR— MEYN AL v TFDO N T TN 2 —T 4
VT EAT ) DITESOERDBE RIS NET,

W OHFITiX. show controllers cpu-interface =~ > FOH N ZR L E T,

Switch# show controllers cpu-interface

cpu-queue-frames retrieved dropped invalid hol-block
rpc 4523063 0 0 0
stp 1545035 0 0 0
ipc 1903047 0 0 0
routing protocol 96145 0 0 0
L2 protocol 79596 0 0 0
remote console 0 0 0 0
sw forwarding 5756 0 0 0
host 225646 0 0 0
broadcast 46472 0 0 0
cbt-to-spt 0 0 0 0
igmp snooping 68411 0 0 0
icmp 0 0 0 0
logging 0 0 0 0
rpf-fail 0 0 0 0
queueld 0 0 0 0
cpu heartbeat 1710501 0 0 0

Supervisor ASIC receive-queue parameters

queue 0 maxrecevsize 5EE pakhead 1419A20 paktail 13EAED4
queue 1 maxrecevsize 5EE pakhead 15828E0 paktail 157FBFC
queue 2 maxrecevsize 5EE pakhead 1470D40 paktail 1470FE4
queue 3 maxrecevsize 5EE pakhead 19CDDDO paktail 19D02C8

<output truncated>

Supervisor ASIC Mic Registers

| oL-29596-01-J
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Il show controllers cpu-interface

MicDirectPollInfo 80000800
MicIndicationsReceived 00000000
MicInterruptsReceived 00000000
MicPcsInfo 0001001F
MicPlbMasterConfiguration 00000000
MicRxFifosAvailable 00000000
MicRxFifosReady 0000BFFF
MicTimeOutPeriod: FrameTOPeriod: O00OOEA6 DirectTOPeriod: 00004000

<output truncated>

MicTransmitFifoInfo:

FifoO: StartPtrs: 038C2800 ReadPtr: 038C2C38
WritePtrs: 038C2C38 Fifo Flag: 8A800800
Weights: 001EO0O01E

Fifol: StartPtr: 03A9BCO0 ReadPtr: 03A9BC60
WritePtrs: 03A9BC60 Fifo Flag: 89800400
writeHeaderPtr: 03A9BC60

Fifo2: StartPtr: 038C8800 ReadPtr: 038C88EQ
WritePtrs: 038C88E0 Fifo Flag: 88800200
writeHeaderPtr: 038C88EQ

Fifo3: StartPtr: 03C30400 ReadPtr: 03C30638
WritePtrs: 03C30638 Fifo Flag: 89800400
writeHeaderPtr: 03C30638

Fifo4: StartPtr: 03AD5000 ReadPtr: 03AD50A0
WritePtrs: 03ADS50A0 Fifo Flag: 89800400
writeHeaderPtr: 03AD50A0

Fifo5: StartPtr: 03A7A600 ReadPtr: 03A7A600
WritePtrs: 03A7A600 Fifo Flag: 88800200
writeHeaderPtr: 03A7A600

Fifo6: StartPtr: 03BF8400 ReadPtr: 03BF87F0
WritePtrs: 03BF87F0 Fifo Flag: 89800400

<output truncated>

BeEaOT R avyk Bl
show controllers N R 2T FERFA v E—T oA ZADORNEPL P AXNLHPAEN S,
ethernet-controller BB —T 2 ADEZEOFKEREF R LET,
show interfaces TRTCOA v Z—T =2 AFEFRBESINA X —T oA ADEHR

F— B ABINEEAT — % 2% FR LET,

Cisco IE 2000 R wF AT K Y77 LR
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show controllers ethernet-controller W

show controllers ethernet-controller

N=FRT =T nb

MAPRENDEA L F—T = ADEZBEOMIHMEREFRT HI2IE, F—UV—F%&

BT I8 EXEC =— K T show controllers ethernet-controller =~ > F&#H L £,

show controllers ethernet-controller [interface-id] [phy [detail]] [port-asic {configuration |
statistics}] [fastethernet 0]

WX DA

T2+

avwv kR E—F

interface-id

B WA A —T A A (XAT, FEV 22—/, "= EEEET),

phy

UEE) AL RFERIZA B —T 2 A ZADAA v FOWEE (PHY) 5354 A
DHNEBL P AZDAT =B A% FKRLET, 4 ¥ —7 A AD Automatic
Medium-Dependent Interface Crossover (Auto-MDIX) #fEDENEA T — + %
ERIZEDET,

detail ({E&) PHY NEBL A X OFEHIEREZE R LET,

port-asic () F— b ASIC N L P A X DIERE R T LET,

configuration A— RO ASIC NEiL VA X OFREETR R LET,

statistics A— h D ASIC HFHEHR (Rx/Sup ¥ = —B L OZOMOBFHERE ETe) 2K

T~ LET,

fastethernet 0

(EE) 77 A A =¥y hORGEHEREZFTLET,

L

¥HE EXEC (EXEC £ — R interface-id BT LIZBEDOHFR— 1)

avy FEE

BERLEDAL FF1Y

Jy—2

EENRE

15.0()EY

Zoavry RPREAINE LR,

ZOawy RiE, T XTOA v Z—T =2 A AERIFBEINTA VF—T7 = A ADOFEARH7 RMON #i
FHESRZEL N T 7 4 v I REERE XS — U — R L TERLET,

phy £ 7203 port-asic ¥ —V — FZ AN L72HAIR, R RaoTr 7 =4 $AR— MLYEIZLD A
AVFDORNT TN a—TF 4V TITESDIHERNFTREINET,
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M show controllers ethernet-controller

i WOBITIE, DA% —7 xA AZxT 5 show controllers ethernet-controller phy =~ > KD H
NaERLET, & 2-22 12 Transmit 7 4 —/L RO EZR L, & 2-23 IZ Receive 7 1 —/V RO %
RLET,

Switch# show controllers ethernet-controller gigabitethernetl/1
Transmit GigabitEthernetl/1 Receive
0 Bytes 0 Bytes
0 Unicast frames 0 Unicast frames
0 Multicast frames 0 Multicast frames
0 Broadcast frames 0 Broadcast frames
0 Too old frames 0 Unicast bytes
0 Deferred frames 0 Multicast bytes
0 MTU exceeded frames 0 Broadcast bytes
0 1 collision frames 0 Alignment errors
0 2 collision frames 0 FCS errors
0 3 collision frames 0 Oversize frames
0 4 collision frames 0 Undersize frames
0 5 collision frames 0 Collision fragments
0 6 collision frames
0 7 collision frames 0 Minimum size frames
0 8 collision frames 0 65 to 127 byte frames
0 9 collision frames 0 128 to 255 byte frames
0 10 collision frames 0 256 to 511 byte frames
0 11 collision frames 0 512 to 1023 byte frames
0 12 collision frames 0 1024 to 1518 byte frames
0 13 collision frames 0 Overrun frames
0 14 collision frames 0 Pause frames
0 15 collision frames 0 Symbol error frames
0 Excessive collisions
0 Late collisions 0 Invalid frames, too large
0 VLAN discard frames 0 Vvalid frames, too large
0 Excess defer frames 0 Invalid frames, too small
0 64 byte frames 0 Valid frames, too small
0 127 byte frames
0 255 byte frames 0 Too old frames
0 511 byte frames 0 Valid oversize frames
0 1023 byte frames 0 System FCS error frames
0 1518 byte frames 0 RxPortFifoFull drop frame
0 Too large frames
0 Good (1 coll) frames
#* 2-22 Transmit M 7 1« —JL FOEEA
F4—ILE S
Bytes A BZ =T 2 A A LETRHEEINTZAAL N OREL

Unicast Frames

Z=F ¥ AR T RLRICEESNE 7 L— L0,

Multicast frames

“AFE Y AR T RLRACEEENTL T L—LDRE,

Broadcast frames

Tu—F&%x X LT FLRIZ

EEEINTET L— ADRE

Too old frames

Ny FRABIRIINADIZDH R — T Rr y 7S 7 L— LD,

Deferred frames

RERIZS 2% fg KX I 2B 272 CEE SN o T2 7 L— 2 D%,

MTU exceeded frames

RKFFAI 7 L—b A BRI 7 L — L DK,

1 collision frames

1 Bl 2244

A BZ =T x4 A LETIERICEESNTZT7 L—20D%,

2 collision frames 2 [DO@EE#, A FZ—T A AL TERICEESNTZT7 L —20H,
3 collision frames 3EIDOMEZES. A F—T 2 A FLTEBIEEINET L—LA20%,
4 collision frames 4 MDOFEEE, A4 —T oA A LTERICEEENTZT7 L—20H,

Il CiscolE2000 A1 vyF avvF JYI7 LR
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show controllers ethernet-controller W

® 2-22 Transmit ® 7 4 —J)L FOHBA EHE)

J4—ILF

B8

5 collision frames

SEIOEE%., A F—T A A ETEFICEEEINTZTL—L00H,

6 collision frames

6 BDEZE%, A v —Tx2A A ETEFICEEZENTZT L—20%,

7 collision frames

pafll

8 collision frames

8 MIDE L%, A v F—T = A A LTIEW EEaniz71r—u0¥k,

i

9 collision frames

23k
2%
7 EOERE, £ F—T =2 A ETEFICERFEENTZT L—20DH,
2%
2%

O MK, f v F—Tx2A A FLTEFICEEINTLZT L—L20DH,

10 collision frames

10 ElOEZE#%, A v 2 —T 2 A L TIEFICHEE SN T L—LDHK,

11 collision frames

11 B oEE%, A X —7 x4 A LTIER EEnr-71r—2r0¥,

12 collision frames

13 collision frames

13 BloOEZESE, A v F—7 A A ETIER FEanz7r—u0¥K,

14 collision frames

%
ik
12 FOfZES%, v F—T = A L TEFICEESNLET L—L20%,
%
%

14 BIO@E S, A F—7 A A ETIER FEahi-7 1L —2r0%,

15 collision frames

15 Bl DOfEizE#, A Z—7 oA A ETCEFICEEINTE 7L —20%,

Excessive collisions

16 BDOEREB, A Z—T A A LTEETERNST-T7 L—20DH,

Late collisions

TV —LAMBERFEINEZHRT, 7—20BEHICREINZLAS F 2V ParDidll Fey
77 L—AD¥,

VLAN discard frames

CFl' vty BB EINEZ LICE VA v F—T oA A LT Ruy FENET7 L—ADH,

Excess defer frames

RERI N RN N 2 2 722 TREE SN o727 L— AD#K,

64 byte frames

A B =T 2 A LETEEENTZ 64 X1 FDOT L— LD,

127 byte frames

A =T x4 ALETHEEINTZ 65~ 127 31 DT L— LD,

255 byte frames

A B =T 2 A4 A ETHEEENTZ 128 ~ 255 X4 F DT L— DRI,

511 byte frames

A B =T 2 A LETHEEENT 256 ~ 511 A F D7 L—LDE,

1023 byte frames

A B =T A A LETHEEENT 512 ~ 1023 X4 FD T L— LD,

1518 byte frames

A B =T A ALETEREFEINT 1024 ~ 1518 XA D7 L — L DREL,

Too large frames

AE =T 2 A A LTEEEINTEHRRFT I L —LA VA X EB2T-7 L—20%,

Good (1 coll) frames

1 BlOE%EE, £ v F—T7 x4 AETIERICEE SN 7 L—208, ZOMHEIZIE 1 BOHEEE,
A B =T 2 A LETIEFICEEENR Do T7 L—20HITEENTEA,

1. CFI = Canonical Format Indicator (7 #—~ v MEXFER)

= 2-23 Receive M7 14 —JL FD&EHA
Z4—ILF B
Bytes A B =T oA ALTCZEINTEZT V=L Lo THERENEAETY (IS4 ) O, FCS!

HERELOEFFEATRN T L—ab@BENET, ZOEICIE, 7b—Lh~yF—Ey FBREE
EHE A

Unicast frames

A B =T 2 A A LETEEIIZEINZ2=2%Y A8 7 FLRIZAT BN T L— LD,

Multicast frames

A BZ =T 2 A LTEBICZESNZALF XY X N 7T RLRIZMITONET L— LD,

Broadcast frames

A B =T 2 A AL TERICZEINTZTa—REY 2 M 7 RLAZAIT LN T L— LD
3,

Unicast bytes

AV E =T A A LTREENTE2=F v AN T =Ll Lo THERHINTZAEY (31 )
D, FCSHEBIVEFFEATRNWT L—AbFENET, ZOMICIE, 7L —L Ny ¥ —
By FRGENEEA,
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M show controllers ethernet-controller

#* 2-23 Receive W7 4 —JL FDOHBA #HEE)
J4—ILF HL|
Multicast bytes A B =T 2 A ZALETREESNTEZIAFFR Y AL ZL—AICE s THERENTZAETY (A )

V=]

D, FCSHEBLIVEEFATRNWTZ L—AbEBENEd, ZOMHEICITE. 7b—Lh ~y ¥ —
By FRGENEEA,

Broadcast bytes

AV E—T A A FPTEZEESNTETE—FRXy AN ZJL—AIZ Lo THERAINZATEY (N4
) O¥E, FCSHEBLVEFHERX TRV I L—AbEENET, TOMEIZIE, 7L—45 ~y
X — By MREENETA,

Alignment errors

ABE =T 2 A A LETZEEINEZTIA AV N 2T —%2F>7 L— LDk,

FCS errors

AP =T 2 A A LTREESNTZADBZES (O ) 285, EF2 FCSELZRLRVT
L — LD HL,

Oversize frames

A B =T 2 A A LETZEINTERRKFAZ7L—A A X227 L— A0,

Undersize frames

A HE =T 2 A4 XA LTRIEEINT 64 XA FRIEDO 7 L— L DHL,

Collision fragments

AL B =T 2 A A LTRESNTZaVTary 77720 o,

Minimum size frames

BN LU—Db A DT L — DO,

65 to 127 byte frames

65 ~ 127 "4 + D7 L— L DELL

128 to 255 byte frames

128 ~ 255 A F D7 L —ADRREK,

256 to 511 byte frames

256 ~ 511 XA + D7 L— L D#E,

512 to 1023 byte frames

512 ~ 1023 314 R D7 L— L DRI,

1024 to 1518 byte frames

1024 ~ 1518 /XA b D7 L — A D#RHL,

Overrun frames

AL B =T 2 A A LTRESNTEA—NR—=T L 7L —2DE,

Pause frames

A B =T 2 A LETZEEINEZR—X 7L —LADHK,

Symbol error frames

A B =T A A FTZEENTEY VRV T —%2 057 L—ADH,

Invalid frames, too large

BRHFFAIMTU2H AR (FCSEY FaEdh, 7L—Ah ~yX—%8FE7) 282, FCS =
F—FFETIAAL N ZF—DNT RN ERD, ZIEFLT L — LD,

Valid frames, too large

A B =T 2 A AL TZEEINTERRFAT 7L —L A X B2 7 L—L0%,

Invalid frames, too small

64 34+ (FCSEy h2EH, Zb—b ~yX—%EER\) KT, FCS =7 —%£72137
TAAY b ZT=DOWTNNEFRD, ZEHAT L— LD,

Valid frames, too small

64 XA b (£721Z VLAN # & 7 L— A TIL 68 /A 1) Rl T, A%h72 FCS EZ oA
B—T 2 f ATLEINTZTL—20H, 7L—A A X2F. FCSEY FAREFEN, 71—
L~y Z— By MIGERLEEA,

Too old frames

Ny SRAIREIADIZD ATIR—F TRy 7ENT27 L— LD,

Valid oversize frames

A F =T 2 A A ETREESNTHRRFFANT L—»b A X&lx, A7 FCSEEF>7 L —
LK, 7 V—h YA XL, FCSEAEFEN, VLAN ¥ 773G EhEE A,

System FCS error frames

AE=T A A LTRESNIAMBRES (A1) 2Rb, EER FCS a7
L — LD,

RxPortFifoFull drop
frames

ANF 2 =Bl THLZD Ny 7silc, AV F =T =24 A ETRFENLT7 L—LADHK
.

1. FCS = frame check sequence (7L —A Fx v v —47 2 R)
2. MTU = Maximum Transmission Unit (#z K5 1% BEL)

Il CiscolE2000 A1 vyF avvF JYI7 LR
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show controllers ethernet-controller W

WOFITIX, FFEDA > F—7 = A AIZxt9 5 show controllers ethernet-controller phy =~ > RK®
HWhxERLET,

Switch# show controllers ethernet-controller gigabitethernetl/l phy
GigabitEthernetl/1 (gpn: 1, port-number: 1)

Identifier : 0x03

Connector : 0x00

Transceiver : 0x00 0x00 0x00 0x08 0x00 0x00 0x00 0x00
Encoding : 0x01

BR Nominal : 0x0D

Vendor Name : CISCO-METHODE

Vendor Part Number : SP7041

Vendor Revision : 0x43 0x20 0x20 0x20

Vendor Serial Number : 00000MTC1017075F

Port asic num : 0
Port asic port num : 0
XCVR init completed : 0
Embedded PHY : not present
SFP presence index : 0
SFP iter cnt : 30
SFP failed oper flag : 0xO0
IIC error cnt : 0
IIC error dsb cnt : 0
IIC max sts cnt : 50
Chk for link status H.
Link Status : 1
Link Status Media HE

R OFITiX. show controllers ethernet-controller port-asic configuration =~ > FOH 2R L E
D

Switch# show controllers ethernet-controller port-asic configuration

Switch 1, PortASIC 0 Registers

DeviceType : 000101BC

Reset : 00000000

PmadMicConfig : 00000001

PmadMicDiag : 00000003

SupervisorReceiveFifoSramInfo : 000007D0O 000007D0O 40000000

SupervisorTransmitFifoSramInfo : 000001D0O 000001DO 40000000

GlobalStatus : 00000800

IndicationStatus : 00000000

IndicationStatusMask : FFFFFFFF

InterruptStatus : 00000000

InterruptStatusMask : 01FFE800

SupervisorDiag : 00000000

SupervisorFrameSizeLimit : 000007cC8

SupervisorBroadcast : 000AQFO1

GeneralIO : 000003F9 00000000 00000004

StackPcsInfo : FFFF1000 860329BD 5555FFFF FFFFFFFF
FFOFFFO0 86020000 5555FFFF 00000000

StackRacInfo : 73001630 00000003 7F001644 00000003
24140003 FD632B00 18E418E0 FFFFFEFFF

StackControlStatus : 18E418EQ
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M show controllers ethernet-controller

stackControlStatusMask : FFFFFFFF

TransmitBufferFreeListInfo : 00000854 00000800 0000O0FF8 00000000
0000088A 0000085D 00000FF8 00000000

TransmitRingFifoInfo : 00000016 00000016 40000000 00000000
0000000C 0000000C 40000000 00000000

TransmitBufferInfo : 00012000 OOOOOFFF 00000000 00000030

TransmitBufferCommonCount : 00000F7A

TransmitBufferCommonCountPeak : 0000001E

TransmitBufferCommonCommonEmpty : 000000FF

NetworkActivity : 00000000 00000000 00000000 02400000

DroppedStatistics : 00000000

FrameLengthDeltaSelect : 00000001

SneakPortFifoInfo : 00000000

MacInfo : OEC0801C 00000001 OEC0801B 00000001

00Cc0001D 00000001 O0COO0O01E 00000001

<output truncated>

WK DOFITiX., show controllers ethernet-controller port-asic statistics =~ > FOH /12~ L E T,

Switch# show controllers ethernet-controller port-asic statistics

Switch 1, PortASIC 0 Statistics

0 RxQ-0, wt-0 enqueue frames 0 RxQ-0, wt-0 drop frames
4118966 RxQ-0, wt-1 enqueue frames 0 RxQ-0, wt-1 drop frames
0 RxQ-0, wt-2 enqueue frames 0 RxQ-0, wt-2 drop frames
0 RxQ-1, wt-0 enqueue frames 0 RxQ-1, wt-0 drop frames
296 RxQ-1, wt-1 enqueue frames 0 RxQ-1, wt-1 drop frames
2836036 RxQ-1, wt-2 enqueue frames 0 RxQ-1, wt-2 drop frames
0 RxQ-2, wt-0 enqueue frames 0 RxQ-2, wt-0 drop frames
0 RxQ-2, wt-1 enqueue frames 0 RxQ-2, wt-1 drop frames
158377 RxQ-2, wt-2 enqueue frames 0 RxQ-2, wt-2 drop frames
0 RxQ-3, wt-0 enqueue frames 0 RxQ-3, wt-0 drop frames
0 RxQ-3, wt-1 enqueue frames 0 RxQ-3, wt-1 drop frames
0 RxQ-3, wt-2 enqueue frames 0 RxQ-3, wt-2 drop frames
15 TxBufferFull Drop Count 0 Rx Fcs Error Frames
0 TxBufferFrameDesc BadCrclé6 0 Rx Invalid Oversize Frames
0 TxBuffer Bandwidth Drop Cou 0 Rx Invalid Too Large Frames
0 TxQueue Bandwidth Drop Coun 0 Rx Invalid Too Large Frames
0 TxQueue Missed Drop Statist 0 Rx Invalid Too Small Frames
74 RxBuffer Drop DestIndex Cou 0 Rx Too Old Frames
0 SneakQueue Drop Count 0 Tx Too 0Old Frames
0 Learning Queue Overflow Fra 0 System Fcs Error Frames
0 Learning Cam Skip Count
15 Sup Queue 0 Drop Frames 0 Sup Queue 8 Drop Frames
0 Sup Queue 1 Drop Frames 0 Sup Queue 9 Drop Frames
0 Sup Queue 2 Drop Frames 0 Sup Queue 10 Drop Frames
0 Sup Queue 3 Drop Frames 0 Sup Queue 11 Drop Frames
0 Sup Queue 4 Drop Frames 0 Sup Queue 12 Drop Frames
0 Sup Queue 5 Drop Frames 0 Sup Queue 13 Drop Frames
0 Sup Queue 6 Drop Frames 0 Sup Queue 14 Drop Frames
0 Sup Queue 7 Drop Frames 0 Sup Queue 15 Drop Frames
Switch 1, PortASIC 1 Statistics
0 RxQ-0, wt-0 enqueue frames 0 RxQ-0, wt-0 drop frames
52 RxQ-0, wt-1 enqueue frames 0 RxQ-0, wt-1 drop frames
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show controllers ethernet-controller W

0 RxQ-0, wt-2 enqueue frames 0 RxQ-0, wt-2 drop frames

<output truncated>

BEa< R

avwyFk

&8

show controllers
cpu-interface

CPU & v b7 —2 ASIC DIRFE, 35 XN CPU (s < /37 v R DEZAZD
MartEHE R LES,

show controllers power
inline

VAT ANOFT T O Ternary Content Addressable Memory (TCAM)
LCAM =2 b —FTHDL TCAM A > H—T7 24 AASICDOL T AHK
AT —hEFERLET,

| oL-29596-01-J
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Bl show controllers power inline

show controllers power inline

$87& L 7= Power over Ethernet (PoE) =2 b —F DL Y A% D% FKxd 5121, show controllers
power inline =+ > N4 EXEC E— RTEH L 7,

show controllers power inline [instance]

B DEREA instance EE) BRaY b —FDA L ATV A, HA LV AX AT 4 DOOKR— MMTxt
ISLET, AV AZ U RAERE LRV EIE, TXTOA UV AF U ARRREN
E7,
avv kK E—F o —4 EXEC
i EXEC
avy FERE yy—=x EERAE
15.0(2)EY1 Toavr FABMERE LR,

BERLEDAA FF1 Y

il

ALAZ L ADEPIINTO0~1TT, 0~ 1UHNDA LV AF U ATIL, AL v FITHDZRELEEA,
A VAP UAPTRTCDOAL v FIZRRENETN, ZOa~r Rk, PoE AL v F LT THHTT,
a2 RKIZPoE Z VAR — K LAWRAS v FOBEHRITEREL T A,

Zoa<wy REHEHTLE, vRAAOT =N BR—-MAYBAAL v TFDO T TN a—T 4T
EAT O DITRSLDOERPFTRINET,

WOBITIEL, AA »FIZx3 2 show controllers power inline =~ > KO HZRLET,

Switch# show controllers power inline
Address 0x50

Controller Instance 0,

Standard Registers:
Interrupt
Intr Mask
Power Event
Detect Event
Fault Event
T-Start Event
Supply Event
Port 1 Status
Port 3 Status
Port 5 Status
Port 7 Status
Power Status
Pin Status
Operating Mode
Disconnect Enable
Detect/Class Enable
Reserved
Timing Config
Misc Config

Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg
Reg

0x0
Ox1
0x2
0x4
0x6
0x8
OxA
0xC
0xD
OxE
OxF
0x10
0x11
0x12
0x13
0x14
0x15
0x16
0x17

0x8
0xF6
0x0
0x1
0x0
0x0
0x0
0x6
0x6
0x6
0x6
0x0
0x20
0xAA
OxF
OxFF
0x0
0x0
0x80

Il CiscolE2000 A1 vyF avvF JYI7 LR
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show controllers power inline Wl

ID Revision Reg 0x1B = 0x41l
Extended Registers:
Port 1
Police Value Reg Ox1E = 0OxF
IEEE Typel Penable Reg 0x23 = no
IEEE Type2 Penable Reg 0x23 = no
IEEEF Power On Fault Reg 0x24 = No Fault
2XPow Enabled Reg 0x40 = no
ICUT Reg 0x2A = 352 mA
Current Reg 0x30/31 = 0
Voltage Reg 0x32/33 =0
Port 3:
Police Value Reg Ox1E = 0OxF
IEEE Typel Penable Reg 0x23 = no
IEEE Type2 Penable Reg 0x23 = no
IEEEF Power On Fault Reg 0x24 = No Fault
2XPow Enabled Reg 0x40 = no
ICUT Reg 0x2A = 352 mA
Current Reg 0x34/35 = 0
Voltage Reg 0x36/37 =0
Port 5:
Police Value Reg Ox1F = 0xF
IEEE Typel Penable Reg 0x23 = no
IEEE Type2 Penable Reg 0x23 = no
IEEEF Power On Fault Reg 0x24 = No Fault
2XPow Enabled Reg 0x40 = no
ICUT Reg 0x2B = 352 mA
Current Reg 0x38/39 = 0
Voltage Reg 0x3A/3B = 0
Port 7:
Police Value Reg Ox1F = 0OxF
IEEE Typel Penable Reg 0x23 = no
IEEE Type2 Penable Reg 0x23 = no
IEEEF Power On Fault Reg 0x24 = No Fault
2XPow Enabled Reg 0x40 = no
ICUT Reg 0x2B = 352 mA
Current Reg 0x3C/3D = 0
Voltage Reg O0x3E/3F = 0
MCU temperature Reg 0x2C = 86
Vee Voltage Reg 0x2E/2F = 9285
Firmware Revision Reg 0x41 = 32
WdogTimer Disable Reg 0x42 =11
WdogTimer Status Reg 0x42 =0
DeviceID Reg 0x43 =5
SiliconRevision Reg 0x43 =5
BEEav K =1 EEA

logging event
power-inline-status

PoE A/ X> bpuXr 7oA x—T/WIZLET,

power inline

BE L7z

£,

PoE R — FFE7ETRXTD PoE A— OB NEHE— REZREL

show profinet

BEeLk

£,

PoE R— M E721%F _XT?D PoE R— F®D PoE AT —#% 2% FK <L

| oL-29596-01-J

Cisco IE2000 R/ wF IRV F YI7LVR



$¥(2%F Cisco IE 2000 R4 ¥ F Ciscol0S a< Y F |

Bl show controllers tcam

show controllers tcam

AT L DF T O Ternary Content Addressable Memory (TCAM) &, CAM =2 tr—FThdHT
RTOTCAM A % —7 x4 ZAASIC DL AZDATF— NEFrT HITIE, ¥ EXEC E— R T
show controllers tcam =~ > REMHH L E T,

show controllers tcam [asic [number]] [detail]

B DA asic ({EE) A— b ASIC TCAM fE#z£m7 L £,
number (EE) fEE SR — b ASIC HBHOHEHRAEFR R LET, HETE DHFAIL 0
~ 15 T,
detail (&) TCAM L VA% OtfifEM a2 £ RLET,
TNk 7L
avvFk E—F ¥#E EXEC
avy FERE Jy—= EENE
15.0(1)EY Zoawy FPNEAIHE L,

HEREDHA K51

3l

ZOaw L REFEATLZZLET, YRAaDT 7= BR—MEYN AL v TFDO N T TN 2 —T 4
VT EAT ) DITESOERDE RS NET,

w’OFITix. show controllers tcam =~ > FOHHZRLET,

Switch# show controllers tcam

REV: 00B30103

SIZE: 00080040

ID: 00000000

CCR: 00000000_F0000020
RPIDO: 00000000 00000000
RPID1: 00000000 00000000
RPID2: 00000000 00000000
RPID3: 00000000 00000000
HRRO: 00000000 _EOOOCAFC
HRR1: 00000000_00000000
HRR2: 00000000_00000000
HRR3: 00000000 _00000000
HRR4 : 00000000_00000000
HRR5: 00000000_00000000
HRR6: 00000000 _00000000
HRR7: 00000000_00000000

<output tr

uncated>

Il CiscolE2000 A1 vyF avvF JYI7 LR

0L-29596-01-J |



| £2% CiscolE 2000 XA v F Cisco I0S A= F

show controllers tcam W

GMR31: FF FFFFFFFF FFFFFFFE
GMR32: FF FFFFFFFF FFFFFFFF

GMR33: FF _FFFFFFFF FFFFFFFE

TCAM related PortASIC 1 registers

LookupType:
LastCamIndex:
LocalNoMatch:

89A1C67D_24E35F00
0000FFEO
000069E0

ForwardingRamBaseAddress:

00022A00 O002FEOO0 00040600 0002FE0O0 0000D400
00000000 OO3FBAOO 00009000 00009000 00040600
00000000 00012800 00012900

avro kR

SiBA

show controllers
cpu-interface

CPU % v hU—7 ASIC OIKTE. LU CPU < /57 v b ORE(EOH
R RRLET

show controllers
ethernet-controller

N= Ry 2T EEA L F—T 2 ADHNEL DA Z NDaHrAEND,
A UE =T 2 A ADEZEOFAHERE KRR LET,
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M show controllers utilization

show controllers utilization

AA v T FETIIRFEDOR— b OFIFIHREZFRT 5121L,. EXEC £— KT show controllers
utilization =~ > F&{FEH L £,

show controllers [interface-id] utilization

BXOBH interface-id — ({Ef) AA v F A H—T = A A0 ID TT,
TI4IE L
avY kK E—F EXEC
av Y FER Jy—=x EENE
15.0(1)EY Zoavwr RREASRELRE,
5 K DOFL, show controllers utilization =~ > FOH &R L T &,

Switch> show controllers utilization

Port Receive Utilization Transmit Utilization
Fal/l 0 0

Fal/2 0 0

Fal/3 0

Fal/4 0 0

Fal/5 0 0

Fal/6 0 0

Fal/7 0 0

<output truncated>
<output truncated>

Switch Receive Bandwidth Percentage Utilization : 0
Switch Transmit Bandwidth Percentage Utilization : O

Switch Fabric Percentage Utilization : 0

WOHTIL, FFEDHR— b TOD show controllers utilization =~ FOH N Z R L FT,

Switch> show controllers gigabitethernetl/1l utilization

Receive Bandwidth Percentage Utilization : 0
Transmit Bandwidth Percentage Utilization : 0
= 2-24 show controllers utilization ® 7 1 —JL FO&EEA

J4—=ILFK EL

Receive Bandwidth Percentage |z ( v FOZEFHEFIHALRLFRLET, X, TXTOR—
Utilization DEAZE P T T 4 v I DEFEAL v FORBRERETHSTZHOTT,

Transmit Bandwidth AA v T ORBFHEBAALREZR R LET, 2L, T3CTOFR—F
Percentage Utilization DKENT T 4 v I DEHEAA T OREBRRETEHSTZHLDOTT,

Fabric Percentage Utilization |21 v FDE(E L ZEDOW FOEKAHBO L 2R R L ET,
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show controllers utilization W

avy kR L]
show controllers A B =T 2 ADNEL P AZ ZRKRLET,
ethernet-controller

Cisco I[E 2000 R wF IRY K JI7 LR
| oL-29596-01-J .m



¥ 2% CiscolE 2000 X1 v F Cisco10S a<w>F |

W show dotix

show dot1x

AA v T EITHRESINTZAR— O IEEE 802.1x MeHE#H., BHAT —X A, BMEAT —X A& FKR
T 512%, EXEC £— FTshowdotlx Za~> FEHALET,

show dotlx [{all [summary] | interface interface-id} [details | statistics]]

B DEREA all summary (£E) +_XToOFR— o IEEE 802.1x A7 —# 2 & F7 LET,
interface interface-id  ({Li&) #HEDOR—F (XA 7, FV2—/L, KR—1+FS%24ET) O IEEE
802.1x AT — X A& FE T LET,

details ({E£E) IEEE 802.1x f v Z— 7 = A ZADFME R R LET,
statistics (EE) feEsNn=AR— Fo IEEE 802.1x #aEH® L E R LET,
FI74I+ L
avv kR E—FK EXEC
avy FERE yyy—=x EENE
15.0(1)EY Zoawr RRNEASHELE,

BREDHA FS1Y R=FEZRELRWERIE, 77— RIA—EZRBLOY~ ) —DRRINET, A= E2HEET
%6, R— MNOHEMARRIINET,
H—H M FEIIFROHIE & LTR— MHIBEIARE I, ZOREN AL v FORE LT D55
% . show dotlx {all | interface interface-id} Fit EXEC =< RHICEDIFERB R R INET,

ControlDirection = In (Inactive)
i wDFITI%, show dotlx EXEC =~ RO HZERLET,
Switch> show dotlx
Sysauthcontrol Enabled
Dotlx Protocol Version 2
Critical Recovery Delay 100
Critical EAPOL Disabled

woFITiL. show dotlx all EXEC =~ > RO &AL £,

Switch> show dotlx all

Sysauthcontrol Enabled
Dotlx Protocol Version 2
Critical Recovery Delay 100
Critical EAPOL Disabled

Dotlx Info for GigabitEthernetl/1l

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

Cisco IE 2000 R wF AT K Y77 LR
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HostMode
Violation Mode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax
MaxReq

TxPeriod
RateLimitPeriod

<output truncated>

SINGLE HOST
PROTECT

= Disabled

60
30

= 30

3600 (Locally configured)
2

=2

30

=0

W OFHICIE, show dotlx all summary EXEC =~ RO AZERLET,

Interface PAE Client Status
Gil/1 AUTH none UNAUTHORIZED
Gil/2 AUTH 00a0.c9%08.0072 AUTHORIZED
Fal/l AUTH none UNAUTHORIZED

WOFHITIL, show dotlx interface interface-id EXEC =2~ > RO ERLET,

Switch> show dotlx interface gigabitethernetl/2
Dotlx Info for GigabitEthernetl/2

PAE

PortControl
ControlDirection
HostMode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax

MaxReq

TxPeriod
RateLimitPeriod

AUTHENTICATOR
AUTO

= In

SINGLE_ HOST
Disabled

= 60

30
30

= 3600 (Locally configured)

2
2

= 30
=0

show dotix M

W OFHICIL. show dotlx interface interface-id details EXEC =~ RO A ERLET,

Switch# show dotlx interface gigabitethernetl/2 details
Dotlx Info for GigabitEthernetl/2

PAE

PortControl
ControlDirection
HostMode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax

MaxReq

TxPeriod
RateLimitPeriod

AUTHENTICATOR
AUTO

Both
SINGLE_HOST
Disabled

60

30

30

3600 (Locally configured)
2

2

30

=0

Dotlx Authenticator Client List Empty
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show dot1x

WOHITIL, A— FBF A K VLAN IZHIY Y THAL, AA F E— K2 multiple-hosts E— FIZEHE

N7-%54 @ show dotlx interface interface-id details =~ > KO #/R L E7,

Switch# show dotlx interface gigabitethernetl/l details
Dotlx Info for GigabitEthernetl/1l

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = SINGLE_HOST
ReAuthentication = Enabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

Guest-Vlan = 182

Dotlx Authenticator Client List Empty

Port Status = AUTHORIZED
Authorized By = Guest-Vlan
Operational HostMode = MULTI_HOST
Vlan Policy = 182

W OFICIL, show dotlx interface interface-id statistics =~> RO HERLET, £ 2-2512, 2

DHANTEREND T 4=/ FOHMAEZRLET,

Switch> show dotlx interface gigabitethernetl/2 statistics
Dotlx Authenticator Port Statistics for GigabitEthernetl/2

RxStart = 0
RxInvalid

It
o

TxReq = 2

RxVersion = 2

& 2-25

RxResp =1
RxTotal = 2

RxLogoff = 0 RxRespID = 1
0

RxLenErr

TxReqID = 132 TxTotal = 134

LastRxSrcMAC = 00a0.c908.0072

show dot1x statistics ® 7 « —JL KDEHA

Z4—ILF

SitEA

RxStart

%1% &N 7= F %72 Extensible Authentication Protocol over LAN (EAPOL)
-Start 7 L — A D%

RxLogoff

%15 & 7= EAPOL-Logoff 7 L — A D¥k

RxResp

A8 SN 7= A %h7% Extensible Authentication Protocol (EAP) -Response 7 L —
2 (Response/ldentity 7 L —ALIAL) D%

RxResplD

%15 & 7= EAP-Response/Identity 7 L — A D%

RxInvalid

ZIEENZEAPOL 7L —2D 5L, 7L—h XA FHBHTERNT L —4
DI

RxLenError

ZEENT EAPOL 7L —AD 5L, A7y NAKOESZ 37T 70—/ KR
Wgh72 7 L— LD

RxTotal

ZEINTZTRTOXA TOHEZ R EAPOL 7 L — A DK

TxReq

%{5 S 7 EAP-Request 7 L'— 4 (Request/Identity 7 L — A LIS D3
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show dotix M

# 2-25 show dot1x statistics D7 4 —JL FOHHA FFE)

J4—ILF 5 BA

TxReqld %15 &N 7= Extensible Authentication Protocol (EAP) -Request/Identity 7 L —
UNOY§

TxTotal EEENTZT_TOHZ A 7D Extensible Authentication Protocol over LAN
(EAPOL) 7 L — A%

RxVersion IEEE 802.1x N— 3 v 1 B TZEINT/ Ty bk

LastRxSrcMac %2525 L7= EAPOL 7 L— A TR SN 7257 MAC 7 FL %

BiEav R avwyFk EL

dotlx default

IEEE 802.1x XT A —X %5 7 /)b MEIZRE L £,
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W showdtp

show dtp

AL o FFRITBESINTZA VI —T 2A ADEAF Iy 7 bTF 7 7 hanr (DTP) OF#
EHRATBHICIE, ¥ EXEC ©— R Tshowdtp =~ > REfMHHLET,

show dtp [interface interface-id]

X DA interface (EE) HHESNIEA L Z—T 2 A ZADKR—F BX2 U T A RELFRLET, A%

interface-id 7oA X —T = A ZIPHR— K (XA T, EV2—L, K= EERYE) 2854 %
7,

TIHILE L

avY K E—F EXEC

avy FEE yy—= EENE
15.0(1)EY Zoavy RN EAINE L,

£l WOHITIE, show dtp =~ > FOHHERLET,

Switch# show dtp

Global DTP information
Sending DTP Hello packets every 30 seconds
Dynamic Trunk timeout is 300 seconds
21 interfaces using DTP

W OBFITIL, show dtp interface =~ > KOHHZ/RL E7,

Switch# show dtp interface gigabitethernetl/1l
DTP information for GigabitEthernetl/1l:

TOS/TAS/TINS: ACCESS/AUTO/ACCESS
TOT/TAT/TNT: NATIVE/NEGOTIATE/NATIVE
Neighbor address 1: 000943A7D081
Neighbor address 2: 000000000000

Hello timer expiration (sec/state): 1/RUNNING

Access timer expiration (sec/state): never/STOPPED
Negotiation timer expiration (sec/state): never/STOPPED
Multidrop timer expiration (sec/state): never/STOPPED

FSM state: S2:ACCESS

# times multi & trunk 0

Enabled: yes

In STP: no

Statistics

3160 packets received (3160 good)
0 packets dropped
0 nonegotiate, 0 bad version, 0 domain mismatches, 0 bad TLVs, 0 other
6320 packets output (6320 good)
3160 native
0 output errors
0 trunk timeouts
1 link ups, last link up on Mon Mar 01 1993, 01:02:29

Cisco IE 2000 R wF AT K Y77 LR
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showdtp W

0 link downs

BEEa< Uk avwyFk Bl

show interfaces trunk A HE—T A A NTUIBEREPRRLET,

Cisco I[E 2000 R wF IRY K JI7 LR
| oL-29596-01-J .m



$¥(2%F Cisco IE 2000 R4 ¥ F Ciscol0S a< Y F |

W show eap

show eap

A2y FEITBESNT AR — FOYLERIET = F 2 (EAP) DLV YA FL—va UFEREB IO
Ty e U EREERT DI, i EXEC E— FTshoweap 2~ > FEHEHLET,

show eap {{registrations [method [rname] | transport [name]]} | {sessions [credentials name
[interface interface-id] | interface interface-id | method name | transport name)} }
[credentials name | interface interface-id | transport name]

BT DA registrations EAP LY A b —va U fEREFRLET,
method name (&) EAP FROL YA ML — 3 VIERERTLET,
transport name ({EE) EAP "IV AR— POV A ML —Y g UIEREBFRLET,
sessions EAP &y a UIFERERTLET,
credentials name (EE) EAP F ROV A ML —va  EaeERrLET,
interface interface-id (L&) EEDOR—F (XA, TEVa—, F—  EEE2ST) © EAP &
HERRLET,
TIALE L
avvFkF E—F ¥5HE EXEC
avy REE yy—=x EENE
15.0(1)EY Zoa<wy FREAIHE L,

BRLEDAA R34V WO F—T— R L LBz show eap registrations f7## EXEC =~ REHHT %6, 2~ R
IR OIERNE RS NET,

e None : EAP B LUK g S N7 EAP FRXTHAIN DT _XTO FALL~L

e method name ¥ —7 — R : B INHEOFX

e transport name ¥—V — N : BEI NI FFED AL L L
WD ¥ —T— K& &L show eap sessions #5# EXEC 2~ FEHEHTLHA, 2~ FHAKIZKO
HHRNRREINET,

e None: T XCDOT 7T 4772 EAP vy a v

e credentials name ¥—V— F : ffEINZEHBER T2 7 7 AV

* interface interface-id ¥ — UV — R : EESNTA LV F—T oA AD/INTF A —H

e method name ¥ —7 — N : {5 & 4172 EAP FKX

e transport name ¥— 7 — R JEEINT LAY

il WOHICIL, show eap registrations T X COFHE EXEC 2~ RO ZRLET,

Switch> show eap registrations
Registered EAP Methods:
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showeap H
Method Type Name
4 Peer MD5
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB
ROFITIL, show eap registrations transport 54 EXEC =~ FOH A EZRLET,
Switch> show eap registrations transport all
Registered EAP Lower Layers:
Handle Type Name
2 Authenticator Dotlx-Authenticator
1 Authenticator MAB
WROFITIL, show eap sessions Fi# EXEC =2~ FOH N ZRLET,
Switch> show eap sessions
Role: Authenticator Decision: Fail
Lower layer: Dotlx-AuthenticaInterface: Gil/1
Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 2s)
EAP handle: 0x5200000A Credentials profile: None
Lower layer context ID: 0x93000004 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None
Role: Authenticator Decision: Fail
Lower layer: Dotlx-Authenticalnterface: Gil/2
Current method: None Method state: Uninitialised
Retransmission count: 0 (max: 2) Timer: Authenticator
RegId Retransmit (timeout: 30s, remaining: 2s)
EAP handle: 0xA800000B Credentials profile: None
Lower layer context ID: 0x0D000005 Eap profile name: None
Method context ID: 0x00000000 Peer Identity: None
Start timeout (s): 1 Retransmit timeout (s): 30 (30)
Current ID: 2 Available local methods: None

<Output truncated>

WOBITIL, show eap sessions interface interface-id it EXEC 2~ > KO AZRLET,

Switch# show eap sessions interface gigabitethernetl/1

Role: Authenticator Decision: Fail

Lower layer: Dotlx-AuthenticalInterface: Gil/1

Current method: None Method state: Uninitialised

Retransmission count: 1 (max: 2) Timer: Authenticator

RegId Retransmit (timeout: 30s, remaining: 13s)

EAP handle: 0x5200000A Credentials profile: None

Lower layer context ID: 0x93000004 Eap profile name: None

Method context ID: 0x00000000 Peer Identity: None

Start timeout (s): 1 Retransmit timeout (s): 30 (30)

Current ID: 2 Available local methods: None
EER=ICa avwy kR L]

clear eap sessions AL v FEFITHESNTER—FDEAP DY v a U ERE 2 VT LE

j‘o
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H showenv

show env

AL v FBREFHAFR T HI1TIE, EXEC E— FTshowenv 2=~ REHEHLET,

show env {all | power | temperature [status]}

EX DA all Ty ERERERAT— 2 ZADWMERERSNET,
power 2A v FOBEBRKRELZELRLET,
temperature 2A v FOREAT —H A BFRLET,
status ({ER) A vy TFORNTREEZRRTLET,
T4 L
avy Kk E—F EXEC
avy FEE Jyy—=x EERNE
15.0(EY oAy RREASHELE,

HHEDHA K51y

3l

2> FIHA T, GREEN # L0 YELLOW %5 — k% OK & %75 L, RED 25— k% FAULTY &
FRLET,

ZDAA vFIZ showenv all =~ FaE AT 56, 2~ FHJ)iZ show env temperature status
A< FHAEREL T,

LEWVHE LT 23OV TIE, 20V ) —R RS T2V 7 2T ar7 1 Fab—
ar A REZRLTIZS N,

WOEITIL, showenvall =2~> FOHAZRLET,

Switch> show env all

TEMPERATURE is OK

Temperature Value: 48 Degree Celsius
POWER SUPPLY A is DC OK

POWER SUPPLY B is DC OK

W ORFITIL, show env power 2~ ROHJE/RLET,
Switch> show env power

Power supply A is DC OK

Power supply B is DC FAULTY

WOFITIL, show env temperature =~ > FOH T ERLET,

Switch> show env temperature
Temperature is OK

W OFITIX, show env temperature status =~ > KOH I ZRLET,

Switch> show env temperature status
Temperature Value: 48 Degree Celsius

Cisco IE 2000 R wF AT K Y77 LR
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show env alarm-contact Wl

show env alarm-contact

T T — AR DR E R T T HI21E. EXEC F— R T, show env alarm contact =~ F&HH L £
7,

show env alarm contact

B DA Zoawy RICEBIMELEIF—T—RiEZdH Y HA,
T7AIEb 7L
avv kK E—F EXEC
av Y FER yy—=x EFENE
15.0(1)EY Zoavwy FPNEAIHE L,
15 WOHFTIE, show env alarm-contact =~ > FHAZRLET,
Switch# show env alarm-contact
ALARM CONTACT 1
Status: not asserted
Description: line
Severity: minor
Trigger: closed
ALARM CONTACT 2
Status: not asserted
Description: external alarm contact 2
Severity: minor
Trigger: closed
Switch#
EEa<U KR avUFk BREA
alarm contact VAT AT T LEROBREEITOVET,
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Bl show errdisable detect

show errdisable detect

errdisable i A 7 — & 2 & FIRrT 5121%, EXEC *£— KT show errdisable detect =~ > K&t L
ESC

show errdisable detect

B DA ZOawy RICEBIEELETF -V —RiEdb Y £HA,
TIHNE mL
avY R E—F EXEC
avy FER Jy—=2 EENE
15.0(HEY Zoavy RPREAIShELE,

BALDAS RS54y  FRENTZ gbic-invalid =7 —OHMHE, %72 Small Form-Factor Pluggable (SFP) £ a2 —/L%

B LET,

{51 WOFITiX, show errdisable detect =~ RO )& R LET,
Switch> show errdisable detect
ErrDisable Reason Detection Mode
arp-inspection Enabled port
bpduguard Enabled vlan
channel-misconfig Enabled port
community-limit Enabled port
dhcp-rate-limit Enabled port
dtp-flap Enabled port
gbic-invalid Enabled port
inline-power Enabled port
invalid-policy Enabled port
12ptguard Enabled port
link-flap Enabled port
loopback Enabled port
lsgroup Enabled port
pagp-flap Enabled port
psecure-violation Enabled port/vlan
security-violatio Enabled port
sfp-config-mismat Enabled port
storm-control Enabled port
udld Enabled port
vmps Enabled port

Cisco IE 2000 R wF AT K Y77 LR
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show errdisable detect W

avy kR

T

errdisable detect cause

HEDERK, F7213 T X TOERIZx LT errdisable #H 2 1 x—7
Mz LET,

show errdisable flap-values

B INTWHIREBOZ T —ERERTLET,

show errdisable recovery

errdisable [F1H % A ~—DFREZFR T LET,

show interfaces status

AV H =T 2 ADAT —H AET-1L errdisable A7 — MZHBHA
B—T 2 A ZADY A NEFERLET,
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W show errdisable flap-values

show errdisable flap-values

HHFENE =T — L LTRSS T 2504 2%£"7 5121%, EXEC E— FT show errdisable
flap-values =~ > FZEHA L 7,

show errdisable flap-values

B DA ZOawy RICEBIEELETF -V —RiEdb Y £HA,
TIHNE mL
avY R E—F EXEC
avy FER Jyy—=2 EERE
15.0(HEY Zoavy RPREAIShELE,

BRLEDHA FSMY Zoa~vy RO Flaps FICix. fEE SN RERHRBANICA T — bA~OEFEZMELT D & =T —fH &
NTR—= BT A BT NVZRDIDODPNRERINET, Lz, 3204 FIv7 FForx T
7 h=ag DTP) A7 —h (R—h =K T27®R/ T ), EHEFR—MERNT 0 ha
(PAgP) 77 v 7N 30 BRI CER INZGA., £lE5 20007 ZA57— (Vo Ty 7/ &Y
V) BI0 BB CTEREINTZEAIE, 29— RRINTHR— BTy y "NETUTHZERmREn

£7
ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10
£l WOHITIL, show errdisable flap-values =~ > KO Z2RLET,
Switch> show errdisable flap-values
ErrDisable Reason Flaps Time (sec)
pagp-flap 3 30
dtp-flap 3 30
link-flap 5 10
EaT VR avwyk B
errdisable detect cause BEDFIR, £7213 T~ TORRICH LT errdisable fitz A % —7
Mz LET,
show errdisable detect errdisable R AT — % 2 & FK R L £,
show errdisable recovery errdisable [E % 4 ~— DR A TR S L ET,
show interfaces status B =Tz A ADAT—H AF 7213 errdisable A7 — MZH DA

B—T 2 A ZDY A 2R RLET,
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show errdisable recovery W

show errdisable recovery

errdisable [F118 % A ~ — 1 % R <3 5121L, EXEC £ — R T show errdisable recovery =~ > R4 ffi
MLET,

show errdisable recovery

B DA ZOawy RICEBIEELETF -V —RiEdb v £HA,
TIHNE mL
AT R E—F EXEC
avy FER Jy—=2 EENE
15.0(HEY Zoavy RPREAIShELE,

HERALEDHA RS54 Zoa~y FROMIIZERREN D gbic-invalid error-disable O FH X, 472 Small Form-Factor
Pluggable (SFP) ¥ a—/L f v X —T = AZEKRLET,

15 WROEITIL, show errdisable recovery =~ > RO 1ERLE T,
Switch> show errdisable recovery
ErrDisable Reason Timer Status
udld Disabled
bpduguard Disabled
security-violatio Disabled
channel-misconfig Disabled
vmps Disabled
pagp-flap Disabled
dtp-flap Disabled
link-flap Enabled
12ptguard Disabled
psecure-violation Disabled
gbic-invalid Disabled
dhcp-rate-limit Disabled
unicast-flood Disabled
storm-control Disabled
arp-inspection Disabled
loopback Disabled

Timer interval:300 seconds

Interfaces that will be enabled at the next timeout:

Interface Errdisable reason Time left (sec)

Cisco I[E 2000 R wF IRY K JI7 LR
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Bl show errdisable recovery

~

(G¥)  unicast-flood 7 « —/V Kid, HAOWZERTEINETHESTT,

BEEa<wU R avwyk BREA
errdisable recovery B A= R LB ERELET,
show errdisable detect errdisable i 2 T — % 2 2 FR L £7,
show errdisable flap-values 2SN TWAREOZ S —FHE2 R R LET,
show interfaces status AE =T 2 A ADAT —F AFE L errdisable A7 — MNMZhHbHA

B—Tx A ADY A N EFRLET,

Cisco IE 2000 R wF AT K Y77 LR
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show etherchannel W

show etherchannel

F ¥ %L ® EtherChannel ¥Rk % #/~9 5121%. EXEC =— KT show etherchannel =~ > K&fEH L
7,

show etherchannel [channel-group-number {detail | port | port-channel | protocol | summary} |
{detail | load-balance | port | port-channel | protocol | summary}

X DR channel-group-number (T8) Frv 3L JA—TOEECT. BECX LML ~6 ¢,
detail #EM 72 EtherChannel Iz R R L E 7,
load-balance A=K FrxXVHAOR— MEHOAR DB, 7237 L— Al =X
ERRLET,
port EtherChannel 7K — h DI A F R LET,
port-channel N—=F Fy¥ 2 EREFZRLET,
protocol EtherChannel Tl s b7 a ha Lz LET,
summary EF X)) TN—T DY~ —% [ TCERRLET,
TI4NE L
avwy kK E—F EXEC
avy FERE yy—= EEANA
15.0(1)EY Zoavy RN EAINE L,

BERLEDAA FF1 Y

]

channel-group-number fE% 8 7E L 72 WFEIX, T XTOTF ¥ 3 FNA—TFREREINET,

HWATIEZ, R—F UX D Passive 7 4 —/L RIZL A ¥ 3DR— K Fx¥pAEITTEREINET, =
DT 4 =)L RIZ, EEERE L TOWARWYER— M F v 1L ZJAL—FHNTHRESNTWSLZ L (B
OHERICTF v 1V J V=T NTHE—DR—K FrxVTHDHIE) ZBHRLET,

WwDOBITliL, show etherchannel 1 detail =~ > FOH 2R LET,

Switch> show etherchannel 1 detail
Group state = L2
Ports: 2 Maxports = 16
Port-channels: 1 Max Port-channels = 16
Protocol: LACP

Ports in the group:

Port: Gil/1

Port state Up Mstr In-Bndl

Channel group 1 Mode = Active Gcchange = -
Port-channel = Pol GC = - Pseudo port-channel = Pol
Port index =0 Load = 0x00 Protocol = LACP
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B show etherchannel

Flags: S - Device is sending Slow LACPDUs F - Device is sending fast LACPDU
A - Device is in active mode. P - Device is in passive mode.

Local information:

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gil/1 SA bndl 32768 0x0 0x1 0x0 0x3D

Age of the port in the current state: 01d:20h:06m:04s

Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 01d:20h:20m:26s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Ports in the Port-channel:

Index Load Port EC state No of bits

—————— et et

0 00 Gil/1 Active 0

0 00 Gil/2 Active 0

Time since last port bundled: 01d:20h:20m:20s Gil/2

WOFEITiE, show etherchannel 1 summary 2~ KO ZRLET,

Switch> show etherchannel 1 summary

Flags: D - down P - in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
u - unsuitable for bundling
U - in use f - failed to allocate aggregator
d - default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

—————— Rt e e e e e L L L e e
1 Pol (SU) LACP Gil/1(P) Gil/2 (P)

W OFHITIE, show etherchannel 1 port-channel =~ > FOH &R LET,

Switch> show etherchannel 1 port-channel
Port-channels in the group:

Port-channel: Pol (Primary Aggregator)

Age of the Port-channel = 01d:20h:24m:50s

Logical slot/port = 10/1 Number of ports = 2
HotStandBy port = null

Port state = Port-channel Ag-Inuse

Protocol = LACP

Cisco IE 2000 R wF AT K Y77 LR
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Ports in the Port-channel:

show etherchannel W

Index Load Port EC state No of bits

—————— B i S et e e LR

0 00 Gil/1 Active 0

0 00 Gil/2 Active 0

Time since last port bundled: 01d:20h:24m:44s Gil/2

K DOFITIL, show etherchannel protocol =~ > KOH /R LET,

Switch# show etherchannel protocol
Channel-group listing:

Protocol: PAgP

BEgEa<w K

avwy kR

Bl

channel-group

EtherChannel 7 v — 7124 —H% %> b A— F&E D B TET,

channel-protocol

Fx RV T ERERTH-0, A—F ETHEHINAS 2 F 3Lzl
fRLES,

interface port-channel

R—=F F¥rRNN~DT 7 BARL, R—h F¥ 2 VOEMEITNET,
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Bl show facility-alarm status

show facility-alarm status

AL v FICAERSNTZTRTOT F— L& EK 7T DI2IE, EXEC £— FT show facility-alarm status

avry FeHLES,

show facility-alarm status [critical | info | major | minor]

B DA critical UEE) 2 VT 4N T7 7 VT4 TIT—bDHEFRRLET,
info EE) 773074 79— T _XTERRLET,
major (8 EEAR 773074 77— EETXTERRLET,
minor UEE) ZER 773074 77—2UEETXTRRLET,

TIHIE L

avv Kk E—F EXEC

av Yy FEE yy—=x EERE
15.0(1)EY Zoavy RBREAINRE L,

] ORI TIiL, show facility-alarm status =~ > FOH N EZRLET, A v FOT 7 —AFERE LR
LET,
Switch# show facility-alarm status
Source Severity Description Relay Time
toyota S16 spsl MAJOR 1 Temp above max primary thresh MAJ Oct 06

Syslog Disabled

Switch> show facility-alarm status
Source Severity Description Relay Time
FastEthernetl/3 MINOR 2 Port Not Forwarding NONE Mar 01
1993 00:02:22

EEa<U KR avwUFk BTLL]

alarm facility power-supply

BIRT 7—h A7V araRELET,

alarm facility temperature

RETS—L X arE2RELET,

alarm profile (72— )L 2
T4 X2l —gV)

A B =T 2 A RZEENTFETT—2ID &7 T7—b A7 =
UREYMTENTETIT—A T T A NVEERLET,

Il CiscolE2000 A1 vyF avvF JYI7 LR
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show fallback profile H

show fallback profile

AA T TRESINTZTA—IV N7 a7y A NVERRTDHIZIE., ¥ EXEC £— KT show

fallback profile =~ > REHEH L 7,

show fallback profile

B DA ZOawy RICEBIEELETF -V —RiEdb v £HA,
TI4NE L
avY kR E—F H#HE EXEC
avy FER Jy—=2 EEANE
15.0(HEY Zoavy RPREAIShELE,

BEREDAL T4

AL v FTEREINTT T 7 A V%R KT HIZIE, show fallback profile £i# EXEC =~ > K&
ALET,

il KOFITIE, show fallback profile =~ > KO EZ R LET,
switch# show fallback profile
Profile Name: dotlx-www
Description : NONE
IP Admission Rule : webauth-fallback
IP Access-Group IN: default-policy
Profile Name: dotlx-www-lpip
Description : NONE
IP Admission Rule : web-lpip
IP Access-Group IN: default-policy
Profile Name: profilel
Description : NONE
IP Admission Rule : NONE
IP Access—-Group IN: NONE
BEa< R avwUFk B2L
dot1x fallback IEEE 802.1x #BiF2 VR — M LRWI TA T NHDO 7 =3y 7
AL LT Web BAEAEMT 2L IR —FaRELET,
fallback profile Web S8iED 7 +— Vv 7 Fu7 A VEEKLET,
ip admission AA v F HR— T Web BiEx A 2 —7 MZLET,
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M show fallback profile

avyk Bl

ip admission name proxy 2 v F T Web &if% 7/ 0 — NI X —T I LET,
http

show dotlx [interface BE &= A— @ IEEE 802.1x DIREEZF R L ET,

interface-id|
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show fcs-threshold

show fcs-threshold W

A9 F A H =T 2 A ADT VL —h Fxzv 7 =% (FCS) ¥y b =5 — L— NOREEETR
T 512i%. EXEC ®&— KT show fes-threshold =~ > F&H L F9,

show fcs-threshold

B DA ZOawy RICEBIEELETF -V —RiEdb v £HA,
TI4NE mL
avY kR E—F EXEC
avy FER Jy—=2
15.0(1)EY Zoavwr RREASRELRE,

BEREDAL T4

3l

A —H Ky MEHED EIRE Y b 25— L— KL 10® TF, A v F THEAMERE Y b =F— L—h
OFEFIL 100~ 10" T+, By b 25— L— 2 AL v FICANT BT, EORBEEHERLET,
HAOTIREDEENERENET, 9 tHhENEHBE, By b =5 — L— I 107 T,

W’ OHFITix, show fes-threshold =~ > FOHNEZ/RLET, ZZTiE. A= B TRXTT 74/ RO

FCS L & \WMEIZ

Switch# show fcs-threshold
FCS Threshold

Port

Fal/l
Fal/2
Fal/3
Fal/4
Fa2/1
Fa2/2
Fa2/3
Fa2/4
Fa2/5
Fa2/6
Fa2/7
Fa2/8
Fa3/1
Fa3/2
Fa3/3
Fa3/4
Fa3/5
Fa3/6
Fa3/7
Fa3/8
Gil/1
Gil/2

Ein=s

X &

8

O O O O W W W O W W O W W O W W W W W O ©

ShiHhaERLET,
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Bl show fcs-threshold

P i=iedN S avy kR B
fes-threshold A H—Tx A ATFCS LEVWEEZRELET,
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show flowcontrol W

show flowcontrol

To—HlE AT — 2 AR I OHHERE F R 5HI2iE. EXEC £— F T show flowcontrol =~ > N%
EALET,

show flowcontrol [interface interface-id | module number]

X DA interface interface-id (L&) BEDA v X — 7 =4 ZAD 7 a—HIfI AT —% 23 L OREHERE
FRLET,
module number EE) A v F EOTRTDOA v F =T 24 ZAD T u—HlIflI AT — 5 2 &
WAt HREER R LET, TEV2—AFFE1 T, 2O0OLF T a 0L, §F
EDA L E—T 2 A AID ZASA LT L EIIFIHTE A,
T4+ L
av K E—F EXEC
avy FERE y1y—2 EFEAR
15.0(1)EY Zoavwy FREAIRE L,

BEREDAL T4

]

AL FEIIFFEDA VX —T 24 AD 7 0 —Hflflil AT — X 2B L OHEFHE#RE R RTDITIE, 20
a<wr REFEALET,

A2 v F A v A —T oA AEFRETXTERT HI21E. show flowecontrol =~ > R&ZEH L E7,
show flowcontrol =~ > FOH /J#5 %1%, show flowcontrol module number =~ > FOH /it E L [
iz £9,

BEDA ¥ —7 2 A 2ADIER % FRT 5I21L, show flowcontrol interface interface-id 2~ > R %&{#
% IJ \i \j‘c

woOBTliL, show flowecontrol =~ FOH AR L E T,

Switch> show flowcontrol

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper

Gil/1 Unsupp. Unsupp. off off 0 0

Gil/2 desired off off off 0 0

Gil/3 desired off off off 0 0

<output truncated>

W OBITIL, show floweontrol interface interface-id =~ > RO A ERLET,

Switch> show flowcontrol interface gigabitethernetl/2

Port Send FlowControl Receive FlowControl RxPause TxPause
admin oper admin oper
Gil/2 desired off off off 0 0
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Hl show flowcontrol

avy kR Bl
flowcontrol AV B —T oA ADZETa—HHATFT— 2R TLET,
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show interfaces

show interfaces W

TRTCDOA L H =T 2 A AETFRELTZA VH—T oA ADEHAT — X ABIOEMERT — X 2 %
FoaRT DL, #i#E EXEC £ — F T show interfaces =~ > R&fH L £,

show interfaces [interface-id | vlan vian-id] [accounting | capabilities [module number] | counters
| description | etherchannel | flowcontrol | rep | pruning | stats | status [err-disabled] |
[backup | module number] | transceiver | properties | detail [module number] | trunk]

BX DA interface-id

(ER) B v —T7 =4 AT, WER—F (AT, EV2—1, B&
DR — B FEET) PR—F Fyx LR ETd, A— b F¥xLOFEMIT 1
~6 T,

vlan vian-id

(fE&) VLANID Z45E LEJ, fiE TS 2HPHIT 1 ~ 4094 T,

accounting

UEE) A F—T=2ARADTH T MER (T 27747 7Fa bhan, AN

DRy M, ATy Fegte) ERRLET,

GE) Y7 bhou=T7TUEINE Yy FMETREFERENET, N—FU=
TTCAA T T INDT7y MEIFRrRINERA,

capabilities

ER) T XCOA v H—T oA AFTIIREINTA X —T = A ADFEE
A =T AL TCREFRREESCT YV a v egt) 2R LET,
ZOFTvaNtav s RIA DIV TITERENE TN, VLAN ID (24
AT&EHEA,

module number

EE) A4 v F LOTRTOAL L Z—T oA ZADOBEEIZINT v —10
Rtk (EFLOXF—U— RIZxG) 2RBRLET, AHRED2—LFLZEFT 1O
BTT, ZOFTaid, BHEDA X —T7 A AID ZANT DL X1TH]
HTEEtHA,

counters

(IE7) 15 show interfaces counters 31 L F 7,

description

(FBE) A2 =T =2 ATRESNEERAAT - AB I OB EZR R LE
¥

etherchannel

&) A % —7 = A A EtherChannel 158 % £ =~ L £7,

flowcontrol

EE) A v F—Tx2A A7 u—HEERERRLET,

pruning

UEE) A F—T7 x4 A + 727 VTP PN —= JEREF R LET,

rep

({£%&) 1% show interfaces rep #F =~ L £,

stats

R AV E—T A RADAAL v F 7 NRAZLD ARy bERRFL
£,

status

LR A v —T = ZADREEFRRFTLET, Type 74 —/L KD
unsupported O A7 — & 2%, fhtt# > Small Form-Factor Pluggable (SFP)
FEV2—AREVa—/b Ay MIEESN TS ZLEZRLTWET,

err-disabled

({EE) errdisable A7 —bDA v H—T =2 A% F R LET,

backup

fFEE) AAvFLEOBRELIEA V=T 2A AFIETRATOAS VX —T =
A AD, Flex Link "o T7 v A L F—Tx2Af A aL 7 4Xal—ralpB
JORT—HZ 2B FKRLET,
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Bl show interfaces

transceiver detail | ({1.7#) CWDM % 72/% DWDM Small Form-Factor Pluggable (SFP) €3 = —

properties NAVE—=T oA ZAOWET 0T 4 2 FKRLET, ¥—T— ROBKRITKD
LBYTT,
o detail : ((£E) BEROE S, 77— AERESDWIET BT 4 Z#RRL
ESSRe
o properties : ((FE) AV F—T 2 A ZADHEE LT 27 L v I ADORTEH
RLET,
trunk A —=T AR NTUIERERTLET, AV F—T = ALHEELRD
BRI, T2 T4 7R N T xR A= FOEREIRERSINET,
TIAIE 7L
= ¥¢iE EXEC
avy FERE yy—2 EEANR
15.0(1)EY Zoavwy FNEAIIE LT,

BERLEDAA K1Y

GE)

3l

show interfaces capabilities =~ > NIZRR 52X —U— NZEETHZ LT, ROX I RFERICRY F
‘j—o
o AAvTF EORA U E—T A4 ADOWREEZ R RT HIZIL. show interfaces capabilities modulel
avy REfALET, ZRLSOFESOATNTES TS,
o HRESNTA LV H—T A ADOMEEZ E R T 512X, show interfaces interface-id capabilities %
HALET,

o AAvTF LEDTRTDA v Z—T = A ZADHREZ £ T 5121, show interfaces capabilities % {5
ALEST (BEVa2—AESERIEA v F—T oA A ID OIFERL),

crb. fair-queue. irb, mac-accounting. precedence. random-detect, rate-limit, 3 2 Uf shape
F—U—FRiX, a~v RIA DAV T AN D TICRRENET R, YR— SN TOEREA,

i, A ¥ —7 = A AD show interfaces interface-id =2~ > FOHIHI 2R L ET,

Switch# show interface GigabitEthernetl/2
GigabitEthernetl/2 is up, line protocol is up (connected)
Hardware is Gigabit Ethernet, address is 001e.1300.4882 (bia 001e.1300.4882)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive not set
Full-duplex, 100Mb/s, link type is auto, media type is 10/100/1000BaseTX
input flow-control is off, output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:01, output 00:00:00, output hang never
Last clearing of ''show interface'' counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
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show interfaces W

Output queue: 0/40 (size/max)

5 minute input rate 2000 bits/sec, 4 packets/sec

5 minute output rate 17000 bits/sec, 27 packets/sec
553226 packets input, 39772509 bytes, 0 no buffer
Received 530934 broadcasts (529980 multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 529980 multicast, 0 pause input
0 input packets with dribble condition detected
4031941 packets output, 317450903 bytes, 0 underruns
0 output errors, 0 collisions, 1 interface resets
0 babbles, 0 late collision, 0 deferred
0 lost carrier, 0 no carrier, 0 PAUSE output
0 output buffer failures, 0 output buffers swapped out

W OBFITIL, show interfaces accounting =~ FOH I Z R LET,

Switch# show interfaces accounting

Vlanl
Protocol Pkts In Chars In Pkts Out Chars Out
Ip 1094395 131900022 559555 84077157
Spanning Tree 283896 17033760 42 2520
ARP 63738 3825680 231 13860

Interface Vlan2 is disabled

Vlan7

Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.

Vlan31l

Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.

GigabitEthernetl/1

Protocol Pkts In Chars In Pkts Out Chars Out
No traffic sent or received on this interface.
GigabitEthernetl/2

Protocol Pkts In Chars In Pkts Out Chars Out

No traffic sent or received on this interface.

<output truncated>

L, A ¥ —7 = A AD show interfaces capabilities interface-id =~ > NOHIHlZRLET,

Switch# show interfaces GigabitEthernetl/2 capabilities

GigabitEthernetl/2
Model: IE-3000-4TC
Type: Not Present
Speed: 10,100,1000, auto
Duplex: half, full, auto
Trunk encap. type: 802.10
Trunk mode: on,off,desirable, nonegotiate
Channel: yes
Broadcast suppression: percentage (0-100)
Flowcontrol: rx-(off,on,desired), tx- (none)
Fast Start: yes
QoS scheduling: rx- (not configurable on per port basis),
tx-(493t) (3t: Two configurable values and one fixed.)
CoS rewrite: yes
ToS rewrite: yes
UDLD: yes
Inline power: no
SPAN: source/destination
PortSecure: yes
Dotlx: yes
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Bl show interfaces

Multiple Media Types: rj45, sfp, auto-select

WORTIX, deseription f v ¥ —T7 A A a7 4 Fal—vary avr REFERLT, A% —
7 = A A% Connects to Marketing & L CTI&/E L 72855 @ show interfaces interface description =~ >

FOM N ZERLET,

Switch# show interfaces gigabitethernetl/2 description
Interface Status Protocol Description

Gil/2 up down Connects to Marketing

WOBITIE, AA v FIZHR— b F ¥ FANREIN TV DA D show interfaces etherchannel =~

Y RO HhERLET,

Switch# show interfaces etherchannel

Port-channell:

Age of the Port-channel = 03d:20h:17m:29s
Logical slot/port = 10/1 Number of ports = 0
GC = 0x00000000 HotStandBy port = null

Port state

Port-channel Ag-Not-Inuse

Port-channel2:

Age of the Port-channel = 03d:20h:17m:29s
Logical slot/port = 10/2 Number of ports = 0
GC = 0x00000000 HotStandBy port = null

Port state

Port-channel Ag-Not-Inuse

Port-channel3:

Age of the Port-channel = 03d:20h:17m:29s
Logical slot/port = 10/3 Number of ports = 0
GC = 0x00000000 HotStandBy port = null

Port state

Port-channel Ag-Not-Inuse

WOFITIX, VIP KA A VHNTT N—=2 TR A 2 —T VOHE O show interfaces interface-id

pruning =~ ROHJERLET,

Switch# show interfaces gigibitethernetl/2 pruning

Port Vlans pruned for lack of request by neighbor
Gil/2 3,4

Port Vlans traffic requested of neighbor

Gil/2 1-3

wOFETIX., $5E L7 VLAN A > % —7 = A A ® show interfaces stats =~ > FOH 1 Z R LET,

Switch# show interfaces vlan 1 stats

Switching path Pkts In Chars In Pkts Out Chars Out
Processor 1165354 136205310 570800 91731594
Route cache 0 0 0 0
Total 1165354 136205310 570800 91731594

WDFITIX, show interfaces status =~ ROH N O—EHEZR R LET, T XTOAL 2 F—T A AD

AT =R ADRRKRRINET,

Switch# show interfaces status

Port Name Status Vlan Duplex
Fal/l notconnect 1 auto
Fal/2 notconnect 1 auto
Fal/3 notconnect 1 auto
Fal/4 notconnect 1 auto
Fa2/1 notconnect 1 auto
Fa2/2 notconnect 1 auto
Fa2/3 notconnect 1 auto
Fa2/4 notconnect 1 auto

Speed
auto
auto
auto
auto
auto
auto
auto
auto

Type

10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
10/100BaseTX
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show interfaces W

Fa2/5 notconnect 1 auto auto 10/100BaseTX
Fa2/6 notconnect 1 auto auto 10/100BaseTX
Fa2/7 notconnect 1 auto auto 10/100BaseTX
Fa2/8 notconnect 1 auto auto 10/100BaseTX

<output truncated>

W OHITIL., show interfaces status err-disabled =~ > FOH /1%~ L ¥ 9, errdisable A7 — DA
VH =T 2 A ADAT —H AR RLET,

Switch# show interfaces status err-disabled
Port Name Status Reason
Gil/2 err-disabled dtp-flap

W OFHITIX, show interfaces interface-id pruning =~ > ROM %R L E T,

Switch# show interfaces gigibitethernetl/2 pruning
Port Vlans pruned for lack of request by neighbor

WoOHITIL, show interfaces interface-id trunk 2~ > FOM A ERLET, R—rD T o F71F
WRERRINET,

Switch# show interfaces gigabitethernetl/l trunk

Port Mode Encapsulation Status Native vlan
Gil/1 auto negotiate trunking 1

Port Vlans allowed on trunk

Gil/1 1-4094

Port Vlans allowed and active in management domain

Gil/1 1-4

Port Vlans in spanning tree forwarding state and not pruned
Gil/1 1-4

ORI TiX, show interfaces interface-id transceiver properties =~ > FOH HZ R L £ 7,

Switch# show interfaces gigabitethernetl/2 transceiver properties
Name : Gil/2

Administrative Speed: auto

Operational Speed: auto

Administrative Duplex: auto

Operational Duplex: auto

Administrative Auto-MDIX: off

Operational Auto-MDIX: off

WOFICIL, show interfaces interface-id transceiver detail =~ > KO ZRLET,

Switch# show interfaces gigabitethernetl/3 transceiver detail
ITU Channel not available (Wavelength not available),
Transceiver is externally calibrated.

mA:milliamperes, dBm:decibels (milliwatts), N/A:not applicable.
++:high alarm, +:high warning, -:low warning, -- :low alarm.
A2D readouts (if they differ), are reported in parentheses.

The threshold values are uncalibrated.

High Alarm High Warn Low Warn Low Alarm

Temperature Threshold Threshold Threshold Threshold
Port (Celsius) (Celsius) (Celsius) (Celsius) (Celsius)
Gil/3 41.5 110.0 103.0 -8.0 -12.0

High Alarm High Warn Low Warn Low Alarm
Voltage Threshold Threshold Threshold Threshold
Port (Volts) (Volts) (Volts) (Volts) (Volts)
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Bl show interfaces
Gil/3 3.20 4.00 3.70 3.00 2.95
High Alarm High Warn Low Warn Low Alarm

Current Threshold Threshold Threshold Threshold
Port (milliamperes) (mA) (mA) (mA) (mA)
Gil/3 31.0 84.0 70.0 4.0 2.0

Optical High Alarm High Warn Low Warn Low Alarm

Transmit Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gil/3 -0.0 ( -0.0) -0.0 -0.0 -0.0 -0.0

Optical High Alarm High Warn Low Warn Low Alarm

Receive Power Threshold Threshold Threshold Threshold
Port (dBm) (dBm) (dBm) (dBm) (dBm)
Gil/3 N/A  ( -0.0) -0.0 -0.0 -0.0 -0.0
avwvk BReA

O R

switchport access

R RNERZT 4T TIREARN-NELIIFAT IV T &R

A— L LTHRELET,

switchport backup interface

WAENy 2T v Tttt 2L AV 24 0 =T =2 ADXT THD

Flex Link ## & L £,

switchport block

AV HE =T 2 A ETARARZ=F Y A NERITALVTFIFY AN bT
T4 Tay s LET,

switchport mode

HK—hrD VLAN AL R_— v 7 B— REBZRELET,

switchport protected

FICAAL v TFOMOBRESINTZAR— P LA Y 2D2=F% % R b,
N FFY AL, BEOTE—R¥¥ AN N7 4 v 7 E2NEELF

j—o

switchport trunk pruning

Ko ¥rJ £—ROKR—FD VLAN b —= 7k A b &%

ELET,
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show interfaces counters

show interfaces counters

AL v F EEITFFEDA LV E—T oA ADK I U ZERRT HIZIE, Fi#E EXEC £ — F T show
interfaces counters =~ > F&{#H L 9,

show interfaces [interface-id | vlan vian-id] counters [errors | etherchannel | protocol status |

trunk]

TR interface-id (EE) WAL X —T A ADID (AT, TV a2—), "—+EE5E25E
o),
vlan vian-id ({£&) VLAN o ID,
errors UEE) =5— b Z2aFRLET,
etherchannel (EE) EREINTEA7T v, 7B—FK*xy A s Xy b, L FF¥
AR ANy b BEXORa2=F%¥ X b Ty 3 E EtherChannel 7 7 > %
FFRIFLET,
protocol status B AV H—T A ATAX—T NI >TWVWATE ha/LdDRAF— |k
ERALET,
trunk EE) hIv o AV HEFRRLET,
TIAILE 7L
avwv kK E—F K¢ EXEC
avy FERE yy—=x EENE
15.0()EY oo~y KREASHE L,
BRLEDHA FS1Y F—U—READLEZWVWERIE, TRXTOA A =T 2 ADTRTOI U U EIRERENET,

4

~
\cF
~

vlan vian-id ¥ — 7V — RNiZ, a~2 R34 D~ F A RN U3 ERRINETH, FR— ST

WEE A,

i K OHITIL, show interfaces counters =~ > FOMNIIO—ERLET, AL v FOTXTOHIT
ZEERRFLET,
Switch# show interfaces counters
Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gil/1 0 0 0 0
Gil/2 0 0 0 0

<output truncated>

ROFITIE, TXTDA X —7 =4 AT % show interfaces counters protocol status =~ > KD
Hho—fzrLE£7,

Switch# show interfaces counters protocol status

Cisco IE2000 R/ wF IRV F YI7LVR
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Bl show interfaces counters

Protocols allocated:

Vlanl: Other, IP

Vl1lan20: Other, IP, ARP
V1lan30: Other, IP, ARP
Vlan40: Other, IP, ARP
Vlan50: Other, IP, ARP
Vlan60: Other, IP, ARP
Vlan70: Other, IP, ARP
V1an80: Other, IP, ARP
V1an90: Other, IP, ARP
V1an900: Other, IP, ARP

V1an3000: Other,
V1an3500: Other,
FastEthernetl/1:
FastEthernetl/2:
FastEthernetl1/3:
FastEthernetl/4:
FastEthernetl/5:
FastEthernetl/6:
FastEthernetl/7:
FastEthernetl/8:
FastEthernetl1/9:
FastEthernetl1/10:

<output truncated>

IPp

IP

Other,
Other,
Other,
Other,
Other,
Other,
Other,
Other,
Other,

Other

IP, ARP, CDP

IP
1P
1P
1P
1P
1P
1P
1P
, IP, CDP

wOFITix. show interfaces counters trunk =~ > RO N EZRLET, T _XTHOA v F—T = A X
DEFZvr7 v EERRLET,

Switch# show interfaces counters trunk

Port TrunkFramesTx TrunkFramesRx WrongEncap
Gil/1 0 0 0
Gil/2 0 0 0
Gil/1 80678 4155 0
Gil/2 82320 126 0
<output truncated>

BEEa<T R avyFk B L]

show interfaces

BIMOA v E—T 2 A4 ZADEMEEFR T LET,
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show interfacesrep M

show interfaces rep

BELEA Vv H—T 2 AFEHIETXTDOA ¥ —7 = A AD Resilient Ethernet Protocol (REP) o
REBLOAT =4 2% F/RT 5I2iZ,. EXEC £— KT show interfaces rep =~ > &l L £,

show interfaces [interface-id] rep [detail]

BT DOREA interface-id (EE) fBELEYHEA L 2 —T oA ZAE21TR— F Fv 1 ID,
detail (LE) ##72 REP RERB L OAT — X AFRER R LET,
TI+IE L
= EXEC
avy FERE yy—= EEANR
15.0(1)EY Zoavwy FNEAIRE L,

BEREDAL T4

3l

show interface rep [detail] =~ > FOHJJT, Open, Fail, £72iL AP ((REKR— 1) 27— M
2T, Port Role |Z Fail Logical Open (FailLogOpen) = 7=i% Fail No Ext Neighbor (FailNoNbr) &3
RENDFERHVET, THOHDOAT— ME, A— FMEIPWHEMIZT v 7L TWER, R A /N— R—
FCTREP RRESNTVWARNI LZRLTWET, ZOHRE, RETOERIEZMERT 572012, 1
DDR—=INRT —F RAZDONTCT AT =T 4 7 AT — MIBITLET, ZDOFR— hd Port Role IX
Fail Logical Open & F/r &4, R— MITXTD VLAN LOTRTCOT—F hT77 4 v 7 ik LE
9, BEENAE LZBIO Port Role (21% Fail No Ext Neighbor & #/Rr &, ZOR— MITTO
VLAND o974 v o %&T7my 7 LET,

FEENEE LR — FOTEODINBRA N—DREIND &, BENREAE LR — MIER— MRRE
EBERT, ABR— FERA D =X LZHESNT, KKMIZ Open A7 — MBI DABR— 0%
FITH0 FT,

show interfaces rep =~ > FOHATIE, =y P XA N=RLIZREIN TV DR — I Primary
Edge ¥ 721% Secondary Edge ORI T A& U A7 (*) T/RENET, show interfaces rep detail =~
v RO CiE, No-Neighbor & FREINET,

Zoa~wy FOH I show tech-support F## EXEC =~ FOHNICHLEENTWET,

K OBFITIL, show interface rep =2~ ROM A ZERLET,

Switch # show interface rep

Interface Seg-id Type LinkOp Role
GigabitEthernet 1/1 1 Primary Edge TWO WAY Open
GigabitEthernet 1/2 1 Edge TWO WAY Open
FastEthernet 1/4 2 INIT DOWN Fail
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Bl show interfaces rep

WOHITIL, = v ¥ R— I REP XA N—07R2WER DS D show interface rep =~ > RO )%
RLUET, Primary Edge OB{ICT A& Y 227 (%) BEEINTWDHRIZERLTLEE N,

Switch# show interface rep

Interface Seg-id Type LinkOp Role
GigabitEthernetl/1 2 TWO_WAY Open
GigabitEthernetl/2 2 Primary Edge* TWO_WAY Open

WOBITIL, FMBRA N—=FRE STV E & D show interface rep =~ FO &R LET,

Switch # show interface rep

Interface Seg-id Type LinkOp Role
GigabitEthernetl/1 1 NO_NEIGHBOR FailNoNbr
GigabitEthernetl/2 2 NO_NEIGHBOR FailLogOpen

WOFITIE, BESNTZA ¥ —7 = A AZOVTD show interface rep detail =~ > FOHHZERL
£7.

Switch # show interface gigabitethernetl/2 rep detail
GigabitEthernetl/2 REP enabled

Segment-id: 1 (Segment)

PortID: 00030019E85BDD00

Preferred flag: No

Operational Link Status: INIT_DOWN

Current Key: 00000000000000000000

Port Role: Fail

Blocked VLAN: 1-4094

Admin-vlan: 1

Preempt Delay Timer: disabled

LSL Ageout Timer: 5000 ms

Configured Load-balancing Block Port: 1234567890123456
Configured Load-balancing Block VLAN: 1-4094
STCN Propagate to: none

LSL PDU rx: 0, tx: O

HFL PDU rx: 0, tx: O

BPA TLV rx: 0, tx: O

BPA (STCN, LSL) TLV rx: 0, tx: O

BPA (STCN, HFL) TLV rx: 0, tx: O
EPA-ELECTION TLV rx: 0, tx: O

EPA-COMMAND TLV rx: 0, tx: O

EPA-INFO TLV rx: 0, tx: O

BEgEa<w K

avwyk H L]

rep segment AR =T A ALETREP A =72, B A NID %HI0 YT
F9, Zoavr NI, A—brExzy P FR—h TTIA47) =y Y KR—
b, ERFEER—FE LTRETDHLEDICHEHSNLET,

show rep topology TIA7Y Ty VU R— R LTHREBLOEBRENA—- E2ET, €7
[detail] AV RHNOTRTOR— MIBETHEREFRLET,
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show inventory W

show inventory

N— Rz T QR (PID) fF#%4F£ 117 2121%. EXEC £— KT show inventory =~ > K&
MALET,

show inventory [entity-name | raw]

XX DA entity-name (EE) Reshlk=r7 47 4, 72 & z1E. Small Form-Factor Pluggable
(SFP) £V a— AW F bR TNDEA v E—T xR
(gigabitethernetl/1 72 &) & AL ET,
raw UEE) AL ZADTRTOZ T 4T 4 2FRLET,
TI+IE 7L
avY kK E—F EXEC
avy FERE yy—= EEANR
15.0(1)EY Zoavwy FRNEAIRE L,
HERALEDHA RS54 v FTERILFENLFN SN ET, IR0 5E . show inventory =~ o T8 ik
THRERFOT X COFINARERT T AT A DRI N BT EERLET, 2037 N F 7
X, =T 4 T4 DHF (Aey FMID), =T 4T 4 DO, BEOBEDOT T ¢ T 1 @ Unique
Device Indicator (UDI) (PID, VID, LU SN) BNERINET,
.
GE)  PID 72V A1EL, show inventory =~ FZ AN L TCHINIERREN TR A,
15l wOHFITIL, show inventory =~ > FOH I ZRLET,

Switch> show inventory

NAME: ''1l'', DESCR: ''IE-3000-4TC''
PID: IE-3000-4TC , VID: , SN: FHK1152UZRW
NAME: ''IE-3000-4TC - Module in slot 1'', DESCR: ''IE-3000-4TC - Module in slot 1''

PID: 800-28491-01, VID: C1151V545F0C11504, SN: S9FOC115040MRFOC11503J7JF

NAME: ''IEM-3000-8TM - Module in slot 2'', DESCR: ''IEM-3000-8TM - Module in slot 2''
PID: 800-28540-01, VID: C1151V332FOC11515, SN: POFOC11504ML3

NAME: ''IEM-3000-8FM - Module in slot 3'', DESCR: ''IEM-3000-8FM - Module in slot 3''
PID: 800-28543-01, VID: C1151V462F0C11505, SN: GTFOC11505JMPFOC11505JDX

Switch>
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Il show ip arp inspection

show ip arp inspection

HAF v 7 T RVARRTm k2 (ARP) £ VA7 a v OREBIVCEEAT—F, HDHW
X9 _RCD VLAN E3RE SNz A v ¥ —7 = A AL VLAN (2K 5 ZOBRED AT — & A& F£oR
T HI21E, FiHE EXEC “E— RC show ip arp inspection =~ > R&fHFEMH L £,

show ip arp inspection [interfaces [interface-id] | log | statistics [vlan vian-range] | vlan

vlan-range]

B DEE

T4+

T
H
I
™.

avy

interfaces interface-id

UEE) fBESNTA v F—T 2 A ZAETIFT_RTOAL v X —T = A
Z D ARP 7 v FOEEREL L L — MIRZFRRLET, A%
ALV HE—=T oA AT, WHAR—FLER—F FyrRANEGENE
7,

log

(EE) Y4TI9 7 ARPA Ay avyul Ny T77OHRTEE
NEERRLET,

statistics

(UEE) FBE STz VLAN O#XF L v b, Fa v PEHS

7y b, MAC BEEICERIR LT=37 v . IP BEEIC R L=y v
M 77A z2>be— UAK (ACL) 2L THABLIOES
STy b, DHCPIZ L > THAIBLOHESR SN ATy D
MatEWm AT R LE T, VLAN BEEESN TV ARWEA, 13
FAREE SN TWAEEIX, ¥4 F I v 7 ARP A VAT v a U R
AF—TncENE (7277 47) VLAN i oERes# R~ L1,

vlan vian-range

(EE) BEESNTZ VLAN DX AF I 7 ARPA VAT gD
REBIOEEAT — b2FRLFET, VLAN BfEE I LTV
A, TERSEEREEINTWAEAIL, ¥4Iy 27 ARP A~
ARG g VN F—T W ENTZ (7277 47) VLAN 21 Ol
WEFRLET,

VLAN ID %5 Tikpl &7 1 o® VLAN, #nFnz A4 7T
X4H)->7- VLAN i, £330 v~ TRY-7=—HD VLAN %5
ETEET, HETXHHEMIT 1 ~ 4094 T,

nL

H¢iE EXEC

avy FERE

3l

yy—2

15.0(HEY

Zoavwry RREAINE L,

W OFHICIL, show ip arp inspection =~ > KO HZRLET,

Switch# show ip arp inspection

Source Mac Validation
Destination Mac Validation :
IP Address Validation

Vlan Configuration

: Disabled

Disabled

: Enabled

Operation ACL Match Static ACL
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show ip arp inspection W

1 Enabled Active deny-all No
Vlan ACL Logging DHCP Logging Probe Logging
1 AclMaten A Permit
Vlan Forwarded Dropped DHCP Drops ACL Drops
T 0 0 oo
Vlan DHCP Permits ACL Permits Probe Permits Source MAC Failures
T S
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data

WOBITIL, show ip arp inspection interfaces =~ > KOHAERLET,

Switch# show ip arp inspection interfaces

Interface Trust State Rate (pps) Burst Interval
Gil/1 Untrusted 15
Gil/2 Untrusted 15
Gil/3 Untrusted 15

R OFITiX, show ip arp inspection interfaces interface-id =~ > FOM I Z R LET,

Switch# show ip arp inspection interfaces gigabitethernetl/1
Trust State Rate (pps) Burst Interval

Untrusted 15 1

Interface

WOFHITIL, show ip arp inspection log =~ > FOHAZRLET, N 77BN 7 VT INDHETOR
7Ny T ODNEEFRRLET,
Switch# show ip arp inspection log

Total Log Buffer Size : 32
Syslog rate 10 entries per 300 seconds.

Interface Vlan Sender MAC Sender IP Num Pkts Reason Time

Gil/1 5 0003.0000.d673 192.2.10.4 5 DHCP Deny 19:39:01 UTC
Mon Mar 1 1993

Gil/1 5 0001.0000.d774 128.1.9.25 6 DHCP Deny 19:39:02 UTC
Mon Mar 1 1993

Gil/1 5 0001.¢c940.1111 10.10.10.1 7 DHCP Deny 19:39:03 UTC
Mon Mar 1 1993

Gil/1 5 0001.c940.1112 10.10.10.2 8 DHCP Deny 19:39:04 UTC
Mon Mar 1 1993

Gil/1 5 0001.c940.1114 173.1.1.1 10 DHCP Deny 19:39:06 UTC
Mon Mar 1 1993

Gil/1 5 0001.¢940.1115 173.1.1.2 11 DHCP Deny 19:39:07 UTC
Mon Mar 1 1993

Gil/1 5 0001.c940.1116 173.1.1.3 12 DHCP Deny 19:39:08 UTC
Mon Mar 1 1993

0y Ny 7y TA=N=Ta—=pEULESIE 1207 A XU EAn s Ny 77 NICRE LR
Mol & &EW L, show ip arp inspection log 74 EXEC =~ FIZ L A OB EELZITET,
Ty MEB X ORI O TR TOTFT =2 DbV Iz -- RFERENET, 2Oz b UIx LT,

Cisco IE2000 R/ wF IRV F YI7LVR
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Il show ip arp inspection

ZOMOFFHFERIIFTRSINERA, HAOLZOZ U PUBRERRINDIGEIL, v F Ny Try0x
kU & #2970, ip arp inspection log-buffer 70— Nl 207 4 Fal—vay avwr RTr¥
YT L= R LET,

WoHITIL, show ip arp inspection statistics =~ > RO E R LET, ¥4Iy 27 ARP A R
NIV a TR o TR SN _RTOT 77 7 VLAN O3 v b OftiHERaEF£r LET,

Switch# show ip arp inspection statistics

Vlan Forwarded Dropped DHCP Drops ACL Drops
5 3 4618 4605 4
2000 0 0 0 0
Vlan DHCP Permits ACL Permits Source MAC Failures
5 0 12 0
2000 0 0 0
Vlan Dest MAC Failures IP Validation Failures
5 0 9
2000 0 0

show ip arp inspection statistics =~ > R Tl&, AA v FIXMEEINTZF AT I v 7 ARP 1 AXY
a v R—F D% ARP ERB L WIGE T v bOEEF AT v MREBEINSEE T, A4 v T
X, BE78 MAC, %6t MAC, F7213 P RFETF = v 7 Ik o THEG SN X7 v FO ACL F721%
DHCP #F [ /37 v MG A IS, MU R A NS &£,

K OHITIL, show ip arp inspection statistics vlan 5 =~ > FOH ) ZRLE T, VLANS OF A F
I v 7 ARPIC Ko TBE N7 v bOKFEREFRLET,

Switch# show ip arp inspection statistics vlan 5

Vlan Forwarded Dropped DHCP Drops ACL Drops
s 5 see ae0s 4
Vlan DHCP Permits ACL Permits Source MAC Failures
s o 1 0
Vlan Dest MAC Failures IP Validation Failures Invalid Protocol Data
s o e 3

W DOFITIL, show ip arp inspection vlan 5 =~ > KO jZ R LET, VLANS DX A+ 7 ARP
A LANRT g VOREBIOCHIERAT — b 2RI LET,

Switch# show ip arp inspection vlan 5

Source Mac Validation :Enabled

Destination Mac Validation :Enabled

IP Address Validation :Enabled

Vlan Configuration Operation ACL Match Static ACL
5 Enabled Active second No

Vlan ACL Logging DHCP Logging
5 Acl-Match All

Il CiscolE2000 A1 vyF avvF JYI7 LR
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show ip arp inspection W

avy kR

B

arp access-list

ARP ACL ZE&#LET,

clear arp inspection log

HATFTIv I ARPA VA ar vl Ry T77&k7 )7L
£

clear ip arp inspection statistics

AT Iy 7 ARP A VAT v a v OfEEHEREZ 2 U 7 LE
j‘o

ip arp inspection log-buffer

BAFI 97 ARPA VAT araX o7 Ry 77 52RE
LE9,

ip arp inspection vlan logging

VLAN HALTRET /37 v hOX A T2HIEL £,

show arp access-list

ARP 77 t2 U A MIBETHHMERRLET,

| oL-29596-01-J
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M show ip dhcp snooping

show ip dhcp snooping

DHCP 2 X — Vv %€ & #£ T 5I2i%. EXEC ®£— KT show ip dhep snooping =~ > R L
7.

show ip dhcp snooping

B DA ZOawy RICEBIEELETF -V —RiEdb Y £HA,
TIHNE mL
avY R E—F EXEC
avy FER Jyy—=2 EERNE
15.0(HEY Zoavy RPREAIShELE,

HERALEDHA RS54 LFHITIE, KXFENDXFREENET, 72& 21E, | exclude output & AJ) L7234 output %
GUITIIFRRINERAD, Output ZETITIRFRINE T,
ZoavrREF, ZJe—nL ar7 4 FXab—va VORERETERRLET, LEBR-T, 20l
TiE. ANV BRY—Fy FID HICRESN TGS, =%y NID VT4 7 v g 3
vlan-mod-port ®7 7 4 )V MEX TR REINET,

il W OB TIL, show ip dhep snooping =2~ > RO ERLET,

Switch> show ip dhcp snooping
Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANs:
40-42
Insertion of option 82 is enabled
circuit-id format: vlan-mod-port
remote-id format: string
Option 82 on untrusted port is allowed
Verification of hwaddr field is enabled

Interface Trusted Rate limit (pps)

GigabitEthernetl/1 yes unlimited

GigabitEthernetl/2 yes unlimited
BEEa<T R avwyk ELE

show ip dhcp snooping binding  DHCP AX—Vv L7 XA U F 4 v 7 EREE R LET,

Cisco IE 2000 R wF AT K Y77 LR
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show ip dhcp snooping binding

show ip dhcp snooping binding

AL v F EOFTRTOAL 2 H =T 2 A AD DHCP AX—VE VT RNA VT 4 V7 T—HR—=2E L
EF#REFRRT DI, AA v FIZ, EXEC ®E— KT show ip dhcp snooping binding =~ > K% f [
LET,

show ip dhep snooping binding [ip-address] [mac-address] [interface interface-id] [vlan vian-id|

WX D5 ip-address LB "M v T4 7 = FUDIP T RLA,
mac-address LE) "M F 47 = hUDMAC 7 FL X,
interface interface-id ~ (ft3E) NA VT ALV T ANA B —T = A A,
vlan vian-id LE) "M v F 17 = b VLAN,

T4 L

avUFE—F EXEC

avy FERE J)y—=x EEHNAE
15.0(HEY Zoavwy RREASRE LR,

HHEDHA K51y

3l

show ip dhcp snooping binding =~ > FOL L, A4 T I v JICREINIAS T 4 VT RET%
FRLET, DHCP AX—E U7 NA T 4 7 T—=HX=2ZNDEA T I v I BLORET 1 v
\CRRIE SIS T 4 7 a KT 5121%. show ip source binding 71 EXEC =2~ > Rz L
ESraN

DHCP A X —E U WA F—TNTA L Z—T = ANE T AT — MIEESN-HBE, #HICH
EINTANAL T 4 U TITHIBR S ER A,

WOFTE, AA v FODHCP AX—VY L7 AT 407 22 M) 2ERRTLHEERLET,

Switch> show ip dhcp snooping binding

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9837 dhcp-snooping 20 GigabitEthernetl/1
00:D0:B7:1B:35:DE 10.1.2.151 237 dhcp-snooping 20 GigabitEthernetl/2

Total number of bindings: 2

WOFITIE, BHEDIP 7 FLAD DHCP AX—E LT NAVF o7 2y M) 2FpT 3 HESTR
LET,

Switch> show ip dhcp snooping binding 10.1.2.150

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9810 dhcp-snooping 20 GigabitEthernetl/1
Total number of bindings: 1

| oL-29596-01-J
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M show ip dhcp snooping binding

WOHITIE, BED MAC 7 RLAD DHCP AX—VY o XA vF 4o v W) 2F T 5 HES
RLET,

Switch> show ip dhcp snooping binding 0102.0304.0506
MacAddress IpAddress Lease (sec) Type VLAN Interface

01:02:03:04:05:06 10.1.2.150 9788 dhcp-snooping 20 GigabitEthernetl/2
Total number of bindings: 1

OB TIX, RK—rD DHCP AX—E 7 AT v 7 2o b)) 2FRkT 5 5EE2RLET,

Switch> show ip dhcp snooping binding interface gigabitethernetl/2
MacAddress IpAddress Lease (sec) Type VLAN Interface

00:30:94:C2:EF:35 10.1.2.151 290 dhcp-snooping 20 GigabitEthernetl/2
Total number of bindings: 1

WOFHITIE, VLAN20 ® DHCP AX—V 7 NA T 407 2 b)) 2FRTDHHFEEZRLET,

Switch> show ip dhcp snooping binding vlan 20

MacAddress IpAddress Lease (sec) Type VLAN Interface
01:02:03:04:05:06 10.1.2.150 9747 dhcp-snooping 20 GigabitEthernetl/1
00:00:00:00:00:02 10.1.2.151 65 dhcp-snooping 20 GigabitEthernetl/2

Total number of bindings: 2

# 2-26 Tl%. show ip dhcp snooping binding =~ > RO HFERICBIT 5% 7 4 —/L FiZOWTil
HLET,

& 2-26 show ip dhcp snooping binding a7 > FOH AR

Z4—ILF Bid

MacAddress 2 54F7 v h A—RP 7D MAC 7 KL %,

IpAddress DHCP #— 0 bH 0 Y ToN/es T4 T R IP 7 RL A,
Lease(sec) IP 7 FLRICKT 250 O U — R

Type NAT AT ZAT

VLAN 74T v N A H—T7 x4 AD VLAN F,

Interface DHCP 7 747 > h RA MR T 514 2 F—7 =4 A,

Total number of bindings ZA S FICHREINAEA T 4 7

GE) <~ FHEATIE, AFEAA T o v TBERERES WD L
HLHVET, e zIE 200 314 T 4 VT INAA v FITHIE S
NTTRXTONRSL T 4 VT RERENDANCE R EE RS
A, AR EFSRERA,

BEgEa<w K

avvFk EiEA

ip dhcp snooping binding DHCP AX—V U T N T 4 v T T—HR—A%RELE
R

show ip dhcp snooping DHCP AX—VY v V& EEFR RN LET,

Cisco IE 2000 R wF AT K Y77 LR
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show ip dhcp snooping database WM

show ip dhcp snooping database

DHCP ZAX—bE L7 RNA T4 T F—ER—=A 2=V 2 FDAT — X X & FrT 5I12id, EXEC
“&— T show ip dhcp snooping database =~ > R&ffiH L £,

show ip dhcp snooping database [detail]

B DA detail LE) SRR T — X AR X OWGEHEHRZ R R LET,
TI+IE 7L
avv K E—F EXEC
avy FEE yy—2 EFEANRE
15.0(1)EY Zoavy FNEAINE L,
Bl K DOHITIL, show ip dhep snooping database =~ > FOH A ZRL E T,

Switch> show ip dhcp snooping database
Agent URL

Write delay Timer
Abort Timer 300 seconds

300 seconds

Agent Running : No
Delay Timer Expiry :
Abort Timer Expiry :

Not Running
Not Running

Last Succeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts
Successful Transfers

Startup Failures
Failed Transfers
Failed Reads
Failed Writes

Successful Reads
Successful Writes
Media Failures

O O O O O
o O O O

W OFHICIL, show ip dhep snooping database detail =~ > FOHAERLET,

Switch# show ip dhcp snooping database detail
Agent URL tftp://10.1.1.1/directory/file
Write delay Timer 300 seconds

Abort Timer 300 seconds

Agent Running : No
Delay Timer Expiry : 7 (00:00:07)
Abort Timer Expiry : Not Running

Last Succeded Time : None
Last Failed Time 17:14:25 UTC Sat Jul 7 2001
Last Failed Reason Unable to access URL.

Total Attempts : 21 Startup Failures : 0

| oL-29596-01-J
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Bl show ip dhcp snooping database

Successful Transfers 0 Failed Transfers : 21
Successful Reads 0 Failed Reads : 0
Successful Writes 0 Failed Writes : 21
Media Failures 0
First successful access: Read
Last ignored bindings counters
Binding Collisions : 0 Expired leases : 0
Invalid interfaces 0 Unsupported vlans : 0
Parse failures : 0
Last Ignored Time : None
Total ignored bindings counters:
Binding Collisions : 0 Expired leases : 0
Invalid interfaces : 0 Unsupported vlans : 0
Parse failures : 0
RO R avw vk ETLT
ip dhcp snooping VLAN £ TDHCP AX—E /%A Fx—7 M LET,
ip dhcp snooping database DHCP AX—VE T XA VF 4T F—AR—Z2 =2 — 1
NERFIAA T4 T T7ANERELET,
show ip dhcp snooping DHCP A X —v U Jifla R~ LET,

Cisco IE 2000 R wF AT K Y77 LR
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show ip dhcp snooping statistics W

show ip dhcp snooping statistics

DHCP A X — ¥ v 7 OfEHE#R &~ U — BN E ILFEME XN TR RT 5121X, EXEC *£— R T show
ip dhcp snooping statistics =~ &M L £ 7,

show ip dhcp snooping statistics [detail]

BX DA detail (1) TR faHE ez R r L ET,
TI7AIE L
avY kR E—F EXEC
av Y FER Jyy—= EERARE
15.0(1)EY Zoavry RREAIRELL,

BEREDAL T4

AA vF AZ v I TlE, TRCOMEHERN AL v 7 ~AZ—TEBRENET, FILVWAZ v T =X
H—NEHINTGAE, Rith v oIV y PERET,

W OFITIE, show ip dhep snooping statistics =~ > KO ZRLET,

Switch> show ip dhcp snooping statistics

Packets Forwarded
Packets Dropped
Packets Dropped From untrusted ports

=0
=0
=0

W OFHICIL, show ip dhep snooping statistics detail =~ > FOH A ERLE T,

Switch> show ip dhcp snooping statistics detail

Packets Processed by DHCP Snooping
Packets Dropped Because
IDB not known
Queue full
Interface is in errdisabled
Rate limit exceeded
Received on untrusted ports
Nonzero giaddr
Source mac not equal to chaddr
Binding mismatch
Insertion of opt82 fail
Interface Down
Unknown output interface

Reply output port equal to input port

Packet denied by platform

Il
o

Il
[eNeNeoNoNeNocNoNo NN Ne oo
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Il show ip dhcp snooping statistics

# 2-271Z, DHCP AX—vE v 7HitEmB L OZofHEz R~ LT,
= 2-27 DHCP X X—F v J#itikR

DHCP X X—E v J#iaHE®H i

Packets Processed by DHCP Snooping |#E &N 7=%4 v FBI R Ray FE3NE %y 49T, DHCP AX—E
T > T ENT= 7 v b OAFHL,

%“:

Packets Dropped Because IDB not WNry "OAIA B2 —T x4 ZAZHW TRV T —DEH,
known
Queue full sy N ORBEH S D NIF 2 — B TH D= T — 0%k, FERITH

L— M CTDHCP X7 v F&2%fE L., ASIR—FTL— MRS A X —T7 1272
TWARWEESE, 2O T =N ETIHZERHY 7,

Interface is in errdisabled errdisable & L C~—27 &NF=AR— Ty FE2ZELEER, ZhnEETD
FHEMEN B 5 DI, A— F2S errdisable 27— K THAEASIT/N7 v AL
Fa2—IZ AV, FONRTy BT INDHAE T,

Rate limit exceeded A—=FCRESNTWVWAL— MREZ#BEZ T, £ ¥ —7 = A A} errdisable A
T — Mo 2Bk,

Received on untrusted ports B Ccx72\WAR— K~ TDHCP #+— X/ > kb (OFFER. ACK. NAK.
LEASEQUERY DWW §hhy) #%(F LT Ra v 7 LR,

Nonzero giaddr BETERVWAR—=FTZELEZDHCP X7 v hDY L— =Tk 7 LA

74—/ R (giaddr) ¥l E-7EH, F72i% no ip dhep snooping
information option allow-untrusted 7 = —/N\)L 27 4 ¥ a2 L — g av s
FEZRELTBLT, BETERVWA—FTZELL Yy MZAT v a v 82
T A PREEN TR,

Source mac not equal to chaddr DHCP v rDZ7 547>k MACT7 FL &R 74— K (chaddr) 2347 b
DEFEITL MAC 7 R A & —E+3, ip dhep snooping verify mac-address 2
B—/ L a7 4 Xal—val avy RPRHEEIN TV DR,

Binding mismatch MAC 7 R L2 & VLAN ORT DAL V7 4 v 712> TVWHR— b L3RRS
A— K~ T, RELEASE /37 v h#72/X DECLINE X7 v & 5%(5 L7z, Zi
X, HEDDRARRD Y FA TV NERT =T 4 LIS ELTWD AR H D
TEERLETN, 74TV IR AAL v FOROR— MIEE LT RELEASE
F72IEDECLINE #E1T7 L7 2 &2 RT &b HVET, MACT FLRIE, A —
Pxy b~y X —DikFETX MAC 7 KL ATIE72 <, DHCP /37 v k@ chaddr
74— FrbBEHAINET,

Insertion of opt82 fail NIy hA~DF T ay QAN T —IZho-B, 73 a8 F—4%
ELNTy NBRA L H =y NOBE—WE Ty OV A XEBxioha, A
T 7 —ZbZ b £T,

Interface Down Ry "MDHCP VL — = — V2 hADSETHAIN VL — T —T 2 hD
SVIA v F—=T =2 AWZ 7 LTWABEE, DHCP Y — "~ 54T &
ROEE ERBEDOZIFEOMTSVI BNZ U v LIEGAICHE AT AT —TTH,
OoTITHAELER A,

Unknown output interface FFar QF—HELEMACT LA F—FADL v 7T v 7 ONT N
T, DHCP )&y OIS A v 52 —7 = A A% W CTE e h o B, 3
Ty MIFey7anEd, A7 var 2B EHINTELT., 7947k
MAC 7 RV ABHIBEINIZ R oo GG ICBAETHZ BBV ET, F— ¥
V74 7Y arTIPSG WA =71 THV, A7V a3 82 B A4 FX—T LTk
WA, 7747 PO MAC 7 RLRFFEEEINT, I8&E X7y My
SNET,

Cisco IE 2000 R wF AT K Y77 LR
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show ip dhcp snooping statistics W

® 227 DHCP R X—E v J#iatigk )

DHCP X X—E v J#iktER B

Reply output port equal to input port DHCP J&&E ANy PO IR =R ANR—FERTCTHY . V—T DORREHED
JREE Ao lzml$, Xy N — 7 OFREDORRY . FETR— FOEEREDERH

DA Z R LET,
Ty b7 —LEAEDOL YA RVIZE TRy FEAS S LR

Packet denied by platform

REaTUF avwy kR H7LT

clear ip dhcp snooping DHCP AX—V VT NA VT4V T T—HRX—=RA 7 H
DHCP AX—VE U T NA T4 T T—H X=X 2=V
NfatE#® A v % DHCP AX—Y v JiatiEmh v ¥ %

7V T7LET,

Cisco IE2000 R/ wF IRV F YI7LVR
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M show ip igmp profile

show ip igmp profile

RESNTTRXTOAS L F—Fy b ZTA—T7ERTm ha)b (IGMP)., EIFEE I 47z IGMP 7'
77 AN EERTDITIE, FiHE EXEC £— KT show ip igmp profile =~ > R&fH L 7,

show ip igmp profile [profile number]

ExX DA profile number (EE) R THIGMP a7 7 A VER, RETE DHIHIT 1 ~ 4294967295
T, a7 7 ANFBEBRASTENTOARNWES, TXTHO IGMP a7 7 1)L
NERENET,

TIHILE L

avy kR E—F H:4E EXEC

avy FEE y1y—=x EENE

15.0(1)EY Zoavy RN EAINE L,
£l WOBITIL, v 7 7 ANBEEERHRE LGS LIEE LRWIEE O show ip igmp profile %4 EXEC

a< Y ROMDERLET, 707 7 A NVEENRATENTORWES, FRIIIAL v F ETRES
nNrE+_RCoO7Ta 7y A ANEENET,

Switch# show ip igmp profile 40
IGMP Profile 40

permit

range 233.1.1.1 233.255.255.255

Switch# show ip igmp profile
IGMP Profile 3
range 230.9.9.0 230.9.9.0
IGMP Profile 4
permit
range 229.9.9.0 229.255.255.255

BlEavU KR avwvk Bk
ip igmp profile fRESNZ IGMP a7 7 A LEFESEZREL £,

Cisco IE 2000 R wF AT K Y77 LR
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show ip igmp snooping M

show ip igmp snooping

AA v FELITVLAN OA »Z—F v b ZA—7EHTm b =2b (IGMP) AX—E v 7 OREZE K
KT %IZ1%, show ip igmp snooping EXEC =2~ > FZEMA L E 7,

show ip igmp snooping [groups | mrouter | querier] [vlan vian-id]

EX DA groups (ff:E) show ip igmp snooping groups fF#H %z £ R L E T,
mrouter (f£7) show ip igmp snooping mrouter 5% £ R~ L £7,
querier (f£7%) show ip igmp snooping querier E#H % F < L £ ¥,
vlan vian-id (fE#) VLAN Z i@ LE¥, #PHiE 1~ 1001 3 LT 1006 ~ 4094 T (4%
# EXEC & — FOBA T THE)
TI4IE L
avv Kk E—F EXEC
avy FEE yy—=x EEAE
15.0(D)EY A~y RAEASILE L,

HHEDHA K51y

il

AA o FFTNIEED VLAN DAX = U VT OREEZFERTHOICOa~v KA LET,

VLAN ID 1002 ~ 1005 X, h—27 >V 7B LR FDDI VLAN IZ 7K & TN T, IGMP A X—E
JTIHMEMTE £ A,

W OB TIL, show ip igmp snooping vlan 1 =2~ > KOHAZRLET, 2 T, FED VLAN ©
AR—E U TREEFRIR L E T,

Switch# show ip igmp snooping vlan 1
Global IGMP Snooping configuration:

IGMP snooping :Enabled

IGMPv3 snooping (minimal) :Enabled

Report suppression :Enabled

TCN solicit query :Disabled

TCN flood query count 12

Last member query interval : 100

Vlan 1

IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10

CGMP interoperability mode : IGMP_ONLY
Last member query interval : 100

| oL-29596-01-J
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M show ip igmp snooping

WOFITIL, show ip igmp snooping =~ > FOWMHZRLES, T TlE, AA vF LD VLAN
NRTDARXR—VE U IR a2 R R LET,

Switch> show ip igmp snooping
Global IGMP Snooping configuration:

IGMP snooping : Enabled
IGMPv3 snooping (minimal) : Enabled
Report suppression : Enabled
TCN solicit query : Disabled
TCN flood query count : 2
Last member query interval : 100
Vlan 1
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode :IGMP_ ONLY
Last member query interval : 100
Vlan 2
IGMP snooping :Enabled
Immediate leave :Disabled
Multicast router learning mode :pim-dvmrp
Source only learning age timer :10
CGMP interoperability mode :IGMP ONLY
Last member query interval : 333
<output truncated>

BREaTU K = B

ip igmp snooping

AA v FE£721Z VLAN O IGMP AX—¥Y' v V% A4 % —T
M LET,

ip igmp snooping
last-member-query-interval

IGMP A X — ¥ 7 OFXEFHE’: Leave ¥ A ¥~ —% A X —
T LET,

ip igmp snooping querier

LAY 2%y FT—2DIGMP 7 = U 7HREA A X —T /L
I LET,

ip igmp snooping report-suppression

IGMP L AR— Ffll % A 2 —7 I LET,

ip igmp snooping tcn

IGMP bR m PR @MBEIEZRE L T,

ip igmp snooping tcn flood

IGMP bR w PEBEMEEL LTYAFIY AN 7Ty
TAV T RIEELET,

ip igmp snooping vlan
immediate-leave

VLAN ® IGMP A X — v 7 I BiIR LB & A X — T 11T
LET,

ip igmp snooping vlan mrouter

<N T Xy A b —F F—bFEBIN, FiE~LTFv A
FOFEREFREBRELET,

ip igmp snooping vlan static

LAY 2AR—FELTFXYx AN T —TDRANELT
FRIIZEI L E9,

show ip igmp snooping groups

AA Y FDIGMP AX—¥E 7 v VF Xy AN T—T )b
ERFLET,

Il CiscolE2000 A1 vyF avvF JYI7 LR
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show ip igmp snooping M

avwyFk H7LT

show ip igmp snooping mrouter AL vy FERLIFRBESINTZ~ LT F ¥ X s VLAN © IGMP
ARX—VEU T vV FFy A V—H R—heFRLET,

show ip igmp snooping querier AA v F EICRESNT IGMP 7 =) 7 ORER L O E
HHERRTLET,

Cisco I[E 2000 R wF IRY K JI7 LR
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W show ip igmp snooping groups

show ip igmp snooping groups

AA v FELFTNATF Y X MEROA P Z—Fy b TV —TFH T =2 (IGMP) DAX—E
T INTFHXx AL T =T NVERRT HITIE, FHE EXEC £ — KT show ip igmp snooping groups =
~ VU REERALET, HESNTEYLTFF Y AN VLAN OV LT F ¥ A b T—T v ERIEHEDO~
LT Xy A MERELRRT HICIE, vlan F—TU— R&2HEELTHEA LT,

show ip igmp snooping groups [vlan vian-id [ip_address] | dynamic | user] [count]

WX OB vian vian-id (L) VLAN & ffiE L£ 3. fHiE C= AH0AE 1 ~ 1001 35 X O 1006 ~ 4094 <
7T
ip_address (7)) HELZZA—TDIP 7 FL 2,
dynamic (£E) IGMP AX—E L ZIC Lo CFEE SN N EFRLET,
user B 2—HFZHEDVLFF XY AN o NV P TE2F R LET,
count (FEE) Ex o PRI, BESNT-a~ N4 7varoxz Ns#Es
FRLET,
TNk L

avrkE—F kit EXEC

av v FERE yy—=x EERE
15.0(1)EY Zoawy FPNEAIHE L,

EHEDHA K1Y YAFFXYAMERELIVAT XY RN T—TAEZRFZTIHIL, ZOa~vr FEFEHLET,

VLAN ID 1002 ~ 1005 {%, h—2 > U 7B LT FDDI VLAN IZ PR S TWT, IGMP 2 X —t"
JTIHMEMTE £ A,

i WROFITIL, F—7— FOIEEZ L7\ show ip igmp snooping groups =~ > ROM I ERLE T,
AL v FDZNLF Xy AN T—TNVNFERINET,

Switch# show ip igmp snooping groups

Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gil/1l, Gil/2
104 224.1.4.3 igmp v2 Gil/1, Gil/2

WK OFITiX, show ip igmp snooping groups count =~ > NOH N EZRLET, A vF EO~ILF
¥y AN TN—TORMBPRRSNET,

Switch# show ip igmp snooping groups count
Total number of multicast groups: 2

K OHITIL, show ip igmp snooping groups dynamic =~ > ROHZRLET, IGMP AX—tE
TWCEVFE L= NV ETERRLET,

Switch# show ip igmp snooping groups vlan 1 dynamic

Cisco IE 2000 R wF AT K Y77 LR
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Vlan Group Type
104 224.1.4.2 igmp
104 224.1.4.3 igmp

show ip igmp snooping groups W

Version Port List
v2 Gil/l, Fal/8
v2 Gil/1l, Fal/8

W OFHICIL, show ip igmp snooping groups vlan vian-id ip-address =~ FOM Nz RLET, E
ENTIPT RLADIV—TDxr h) 2R RLET,

Switch# show ip igmp snooping groups vlan 104 224.1.4.2

Vlan Group Type Version Port List
104 224.1.4.2 igmp v2 Gil/1l, Fal/8
BEa< R avwUFk B

ip igmp snooping

AA v FE721X VLAN O IGMP A X — Y 7 & A R —T LT
LEY,

ip igmp snooping vlan mrouter

YNFFY AR L—H K- ERELET,

ip igmp snooping vlan static

LAV 2R—F 2L FXy Rk T—TFDRA L NE LTEHDY
WML ET,

show ip igmp snooping

AA v FFEFIFXVLAN O IGMP AX—VY VT REEZ R R LE
KR

show ip igmp snooping mrouter

AA v FERITREESINTZ~/LFH£ v 2 VLAN @ IGMP A
X—B T v VFFXFY AR —F R—FE2FRLET,

| oL-29596-01-J
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W show ip igmp snooping mrouter

show ip igmp snooping mrouter

ALy FERITHBESNTZNLT XY AN VLAN OF A F I v 7z HInNA o ¥—Fy b 71—
TERZa han (IGMP) AX—E 7 & FEITRESNTEIALT XY A~ L—F F— hERR
T 511X, $iHE EXEC € — K C show ip igmp snooping mrouter =~ > R& A L 7,

show ip igmp snooping mrouter [vlan vian-id]

X DA vlan vian-id (fE&) VLAN 2 8E L E4, HBETE /ML 1 ~ 1001 3 XL 1006 ~
4094 T,
TIHILE L
avv kK E—FK #HE EXEC
avy RERE yy—2z FTENE
15.0(1)EY Zoavy RN EAINE L,

#ERLDAHS RSAY AL v FFEIIEEED VLAN EOS L FF ¥y XA N b—& R— 2 FRT 5101, Z0a~vr Raeffifd
LT,

VLAN ID 1002 ~ 1005 i, h—27 >V > 7B X FDDI VLAN IZ TR ENTWT, IGMP A X—E
JTIHMEMTE £ A,

~“/WFFX¥ AN VLAN LY R FLb—3 3y (MVR) B34 x—7 /D4 show ip igmp snooping
mrouter =~ > FITMVR v L FF v 2 f L—Z DIEHRI L IGMP A X —E v VAR R LET,

i WoHITIL, show ip igmp snooping mrouter =~ > ROMAEZRLET, AA v F LT LF Xy A
F =% R— b aRRLET,

Switch# show ip igmp snooping mrouter

Vlan ports
1 Gil/1 (dynamic)
BEa<o K avwrk B7L

ip igmp snooping AA v F E7121E VLAN O IGMP A X — ¥ ¥ 7% A F—7 T
LET,

ip igmp snooping vlan mrouter <NV FXy AN L—F F—bEBMLET,

ip igmp snooping vlan static LAY 2HR—F 2N TFXYr AR TA—TDRA L LTEHE
ML ET,

show ip igmp snooping AA v FE720X VLAN ® IGMP A X —E > FREZFRLE
j‘o

show ip igmp snooping groups AL FERITBESNTNTA—ZDIGMP AX—E 7 <
NTFFy A MERERRLET,
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show ip igmp snooping querier W

show ip igmp snooping querier

AL v FTHEEINTZIGMP 7 = U 7 OFRER L OEEE#R %2R RT 51X EXEC *£— R T show ip
igmp snooping querier detail =~ > FZ{HEH L 7,

show ip igmp snooping querier [detail | vlan vian-id [detail]]

BEX DA detail (EE) #FFM72 IGMP 7 = U 7iEHE R~ L E T,
vlan vian-id detail UEE) f5ESN7= VLAN O IGMP 7 = ) T a R~ L£4, FFETE
HEPEAIE 1~ 1001 F721% 1006 ~ 4094 T9, FMEHREERT DL,
detail ¥— U — RF&HHLE T,
TIANLE L
avy kR E—F EXEC
avwy RERE Jy—=x EENE
15.0(1)EY Zoavwy FRNEAIRE L,

BEREDAL T4

3l

2 Y 7EBMEEN, IGMP 7 =V — X v — V% EETH2HRHEEDO IGMP X—2 a3 VBIWIP 7
KL A %F/R$ 5121, show ip igmp snooping querier =~ > FEFEALET, V7% MIEEKD
TNANTFXXY AR N—HFERATETETS, IGMP 72U 73 1 DLIMMRAETE EH A, IGMPV2 &3

ITLTCWDY TRy h T, Y AFFXY AR AL—FD 1 ORIV T ELTHRESNET, 72U 7T

ZiE, VAV 3 AA v TFaEETEET,

show ip igmp snooping querier =~ > NN TH ML SN2/ U T D VLAN BEI A & —T =
ARERRLET, 72U THRAAL v T OEAE, HJ1TIE Port 7 ¢ —/L RIZ Router PRI NET,
72 )T RN—F DA, BT, Port 7 4 —/L RIZZ U 7 %#%E LIZR— hESNERENE
j‘o

show ip igmp snooping querier detail EXEC =~ > FiX, show ip igmp snooping querier =~ I
WCHEBIL CTWEF, 7272 L. show ip igmp snooping querier =~ > RTiX, A vF 7=V T7IZLD
BRI ST AL AP 7 RLRAEFRRRINET,

show ip igmp snooping querier detail =~ > Ni&, AA v F 7=V TIZ Lo THREICHBINZT A
AADIP 7 RVADIEM, IROBIERERRLET,

e VLAN TER=NTWSIGMP 7=V 7
* VLAN TRESNIZAAL v F 72V 7 (b2%5E) \[CHET HER X UEERE#

WDOFITIX, show ip igmp snooping querier =~ RO N ZRLET,

Switch> show ip igmp snooping querier

Vlan IP Address IGMP Version Port
1 172.20.50.11 v3 Gil/1
2 172.20.40.20 v2 Router

| oL-29596-01-J
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M show ip igmp snooping querier

W& DFITIL, show ip igmp snooping querier detail =~ > KOH 2R L E 7,

Switch> show ip igmp snooping querier detail

admin state : Enabled

admin version H

source IP address : 0.0.0.0

query-interval (sec) : 60

max-response-time (sec) : 10

querier-timeout (sec) : 120

tcn query count HE

tcn query interval (sec) : 10

Vlan 1: IGMP switch querier status

elected querier is 1.1.1.1 on port Fal/l

admin state : Enabled

admin version : 2

source IP address : 10.1.1.65

query-interval (sec) : 60

max-response-time (sec) : 10

querier-timeout (sec) : 120

tcn query count HE

tcn query interval (sec) : 10

operational state : Non-Querier

operational version HE

tcn query pending count : 0

BEa< R avwUFk BL

ip igmp snooping AA v FE£7121% VLAN O IGMP A X —E > 7 & A F—T VT
LET,

ip igmp snooping querier LAY 2%y hT—27DIGMP 7 =1 THEEE A F—T NI L
ESSaR

show ip igmp snooping AL v FEITRE SN~ VT ¥ v A2 b VLAN O IGMP =

X—B T v NNFHRY A V—F F— b aRRLET,

Cisco IE 2000 R wF AT K Y77 LR
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show ip source binding

show ip source binding

AAFEDIP V—RA RALUF 4 T hEFERTHI
Y REERLES,

IZ. EXEC *&£— KT show ip source binding =~

show ip source binding [ip-address]| [mac-address] [dhcp-snooping | static] [interface
interface-id] [vlan vian-id]

ExXnHn ip-address (FEE) FEDIP 7 RV ADIP FETNA T 4 T Fom LET,
mac-address (EE) BEDOMACT RLADIP EE T T 4 v T H2FER LET,
dhcp-snooping (f£&) DHCP AX—tE L FIC Lo THEHEINZIP EEFELAM T 47
ZFRLET,
static EE) AT 4w IPEBBEAA T4 v T E2RRLET,
interface interface-id L) FEDA v H—T 2 A A LD P EETAA VT4 v T hFRLE
D
vlan vian-id (FE) FED VLAN LD IP EETNA T 4 v T BFRLET,
T4+ L
a<wv R E—F EXEC
avy FERE yy—=x EENE
15.0(1)EY Zoavwy FPNEAIHE L,

HERHEDHA K51

show ip source binding =~ > FOH J1Z, DHCP AX—E L7 RA VT 4 v F—FR—=ZANDF
AFTIVvIBILORET 4 v VICERESNTINNA T 4 v T hFRRLET, ¥4 T I v IICRESINT
NA T 4 TG B FRAT 5I21E, show ip dhep snooping binding #5# EXEC =~ FZEH L &
T

5l W OFITIL, show ip source binding =~ > RO ERLET,
Switch> show ip source binding
MacAddress IpAddress Lease (sec) Type VLAN Interface
00:00:00:0A:00:0B 11.0.0.1 infinite static 10 GigabitEthernetl/1
00:00:00:0A:00:0A 11.0.0.2 10000 dhcp-snooping 10 GigabitEthernetl/1
BEEa<T R avwy kR ELE]
ip dhcp snooping binding DHCP AX—¥Y > F RA VT 4 VT T—HR—2%HELF
j‘o
ip source binding AL FIZABT 4w 7 IPRERIAA T 4 T HFELE
‘é—o
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M show ip verify source

show ip verify source

AL v F LERIHEDA X —T 24 A LD P Y —R H— ROFREEFRT H121E, EXEC £—F
C show ip verify source =~ > N&fHH L ET,

show ip verify source [interface interface-id]

B DA interface interface-id g_ﬁ%?) BWEDA L H =Tz A A LD IPHEELT— FORELR R LE
TI+IE 7L
avv K E—F EXEC
avy FEE yy—=x EFEANRE
15.0(1)EY Zoavy RN EAIRE L,
I W OBFITIL, show ip verify source =~ > KOH /R L E T,

Switch> show ip verify source

Interface Filter-type Filter-mode IP-address Mac-address Vlan
gil/1l ip active 10.0.0.1 10
gil/1l ip active deny-all 11-20
gil/2 ip inactive-trust-port

gil/3 ip inactive-no-snooping-vlan

gil/4 ip-mac active 10.0.0.2 aaaa.bbbb.cccc 10
gil/4 ip-mac active 11.0.0.1 aaaa.bbbb.cccd 11
gil/4 ip-mac active deny-all deny-all 12-20
gil/5 ip-mac active 10.0.0.3 permit-all 10
gil/5 ip-mac active deny-all permit-all 11-20

LROFITIE, IPEEILCT— FOREITRO L I D F7,

* Gigabit Ethernet 1 £ > % —7 = A A TiX, DHCP A X—¥ 7L VLAN 10 ~ 20 L TA x—7 L
T9, VLAN10 TiX. IP7 KL R T4 NWFZ ) TIZEBIP V—AH— KB, H—T =2 AT
BEISIN, N UT AT MA L E—T oA AZFELET, VLAN 11 ~ 20 Ti, 2 FHox=>
RUDR,IP Y —A = FRBRESNTWIRWVLAN DAV F—T =2 A AT, T 74/ B—FD
77 A arbta—/L JAL (ACL) PEAEINTWHDZEE2RLET,

* Gigabit Ethernet2 f % —7 = A A(X, E#HEDOH D DHCP AX—E 7 & LTHESNTWVE
ﬁ—o

e Gigabit Ethernet3 1 > % —7 = A A Ti{X, DHCP AX—¥E 7%, A Vv F—T = A ANRFTRET D
VLAN LETA RX—T7 ATV £HA,

* Gigabit Ethernet4 1/ % —7 = A ATIL, H¥ETLIPBLOMACT FLADTZ 4 FZ U 72X
H5IP Y —A H—RFRBA RX—=TNVT, AFZT 4 v 7 7RIPEETLNA T 470 VLAN 10 & 11
TRESNET, VLAN 12 ~20 TiZ, IP V—X H— FRRESNTWVARY VLAN O A > % —
TxAART, 774 R =D ACL BEH I TWET,

Il CiscolE2000 A1 vyF avvF JYI7 LR
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show ip verify source W

* Gigabit Ethernet5 1 v % —7 = A A TIiX, EETLIP BLOMACT FLADTZ 4V FZ Y 7T X
L21IP Y —AH—=RBAR—=TNT, RAET 4w IRIP AT 4 VT TREINTOETA,
A—hr X277 437 48—V TT, A v FIE, HMELMACT RLRETZ 4 VEZ Y 7T
TEHA,

WOHTIE, IPEETLT— R T =Tz ENEA v 2 —T oA ADHEHE TR LET,

Switch> show ip verify source gigabitethernet 1/6
IP source guard is not configured on the interface gil/16.

EEa<TUF avwy kR EEA
ip verify source AVE—=T A A LD P FETLHT— REA RX—TVIZLET,
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W showipc

show ipc

7'mt 2@z (IPC)

~Y MEALES,

RE. AT —F A, HitEHRER =T 5121X. EXEC E— F T show ipe % =

show ipc {hog-info | mcast {appclass | groups | status} | nodes | ports [open] | queue | rpc | session
{all | rx | tx} [verbose] | status [cumlulative] | zones}

BX DA hog-info

W7 CPU #WHE LI IPC A v E—V 2R R LET,

mcast appclass |
groups | status

IPCvLVFX¥ AN N—TFT 4 7 ERERTRLET, ¥—U— FOERKRITIKRO
LBy T,

o appelass : IPC~LF XY AN T 7V r—var 752K RLET,
e groups : [IPC~LFF ¥ AL JN—T%FRLET,
o status : IPCvALF X ¥ AN V—FT 4T AT —F AR RLET,

nodes

ZM/)—RFaefRLET,

ports open

o—ANVIPC R = ZFRRLET, F—U—FOERITKRDLEBY) T,
e open: (EE) A—72 F—F EFEERRFLET,

queue

IPC X fZF2—DHNEEFRLET,

rpe

IPCUE—F 7B =Yy OMFHEREER R LET,

session all | rx | tx

IPC vy arOfitiiHaeE R LT (% EXEC E— FOGEATZ A
"HE), ¥—U— FOEKRIIRDO LB TT,

e all: By va O ERETXTERLET,
e IX: AAVTNZEFELIE NI 747Dy v a UFEHEREZETRLE

‘j‘o
e X AAYTNEBELIZ N T 74 v 7Dy v a UEHERER TR LE
kR
verbose (ER) FEMZeMitEHR e £ R LET (B EXEC £ — ROBGAE T M AT
HE) o

status cumlulative

2=V IPCH—"DRAT—H AR RLET, F—V—RFOBKRIIKRD L E
D CTd,

e cumlulative : ({£E) A A v FNEEF - IIHESE Lk — /L IPC
P —NOAT —ZRAERRLET,

zones ZMLTNDIPC V=52 FERLET, AL vTFiE 1 25D IPC V' —r %%
d{‘— ]\ Lij‘o
T4+ L
avYy K E—F EXEC
avy FERE yyy—=x EENE
15.0(1)EY Zoawr RRNEASHELE,
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HEREDHA K51

il

showipc W

ZDavwry RiE, AA v TFRIP YV —ERA A A=V EBH L TOWIERICETHEHTE £,

WOFITIX, IPCLV—T 4 7 AT —F A% F T IHHEEZRLET,

Switch> show ipc mcast status
IPC Mcast Status

Tx Rx

Total Frames 0 0
Total control Frames 0 0
Total Frames dropped 0 0
Total control Frames dropped 0 0
Total Reliable messages 0 0
Total Reliable messages acknowledged 0 0
Total Out of Band Messages 0 0
Total Out of Band messages acknowledged 0 0
Total No Mcast groups 0 0
Total Retries 0 Total Timeouts
Total OOB Retries 0 Total OOB Timeouts
Total flushes 0 Total No ports
KOPITIR, BN/ — REFRT 5 k%R LET,
Switch> show ipc nodes
There is 1 node in this IPC realm.

ID Type Name Last Last

Sent Heard

10000 Local IPC Master 0 0
WOHITIE, v—H )V IPCAR— FERRTDHEEZRLET,
Switch> show ipc ports
There are 8 ports defined.
Port ID Type Name (current/peak/total)
There are 8 ports defined.

10000.1 unicast IPC Master:Zone

10000.2 unicast IPC Master:Echo

10000.3 unicast IPC Master:Control

10000.4 unicast IPC Master:Init

10000.5 unicast FIB Master:DFS.process level.msgs

10000.6 unicast FIB Master:DFS.interrupt.msgs

10000.7 unicast MDFS RP:Statistics

port_index = 0 seat_id = 0x10000 last sent = 0 last heard
0/2/159
10000.8 unicast Slot 1 :MDFS.control.RIL
port index = 0 seat id = 0x10000 last sent = 0 last heard
0/0/0

RPC packets:current/peak/total

0/1/4

ROBITIE, IPC HFFEEF 2 —DNEEZRTTDHIEERLET,

Switch> show ipc queue

There are 0 IPC messages waiting for acknowledgement in the transmit queue.

There are 0 IPC messages waiting for a response.
There are 0 IPC messages waiting for additional fragments.
There are 0 IPC messages currently on the IPC inboundQ.
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W showipc

Messages currently in use : 3
Message cache size : 1000
Maximum message cache usage : 1000
0 times message cache crossed 5000 [max]

Emergency messages currently in use : 0

There are 2 messages currently reserved for reply msg.

Inbound message queue depth 0
Zone inbound message queue depth 0

WOFITIE, T_THOIPC By ¥ a vy OmEHEREF T D HEEZRLET,

Switch# show ipc session all
Tx Sessions:

Port ID Type Name
10000.7 Unicast MDFS RP:Statistics
port index = 0 type = Unreliable last sent = 0 last heard = 0

Msgs requested = 180 Msgs returned = 180

10000.8 Unicast Slot 1 :MDFS.control.RIL
port index = 0 type = Reliable last sent = 0 last heard = 0
Msgs requested = 0 Msgs returned = 0

Rx Sessions:

Port ID Type Name
10000.7 Unicast MDFS RP:Statistics
port index = 0 seat_id = 0x10000 last sent =0 last heard = 0

No of msgs requested = 180 Msgs returned = 180

10000.8 Unicast Slot 1 :MDFS.control.RIL
port index = 0 seat_id = 0x10000 last sent = 0 last heard = 0
No of msgs requested = 0 Msgs returned = 0

WORHTIE, a—hL IPCH—"ORTF—HF A5 ERTHHEEZTLET,

Switch> show ipc status cumulative
IPC System Status

Time last IPC stat cleared :never

This processor is the IPC master server.
Do not drop output of IPC frames for test purposes.

1000 IPC Message Headers Cached.

Rx Side Tx Side
Total Frames 12916 608
0 0
Total from Local Ports 13080 574
Total Protocol Control Frames 116 17
Total Frames Dropped 0 0
Service Usage
Total via Unreliable Connection-Less Service 12783 171
Total via Unreliable Sequenced Connection-Less Svc 0 0
Total via Reliable Connection-Oriented Service 17 116

<output truncated>
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showipc W

avwvFk H L]
IPC ¥V TFXx A b V=T 4 VT OWKERZ VT LET,

clear ipc

Cisco IE2000 R/ wF IRV F YI7LVR
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M show ipv6 dhcp conflict

show ipv6 dhcp conflict

T RVAEY TA 7 MIART & &I, Dynamic Host Configuration Protocol for IPv6 (DHCPv6)
Y= RTRONST FURBEEER AT HI21E. F54# EXEC £ — KT show ipvé dhcep conflict =~
YREHEALET,

show ipv6 dhcp conflict

GE) Zoavy RiE, AL v FTT 27V IPv4/IPv6 SDM 7 7L — EBRESNTEY | A1 v FH 1P
P—ER A A=V TETINTWDIEHITETHEARRETT,

B\ DA Zoavy FIEBIEELIETF—TU— NI £ A,

T2+ L

avvk E—F i EXEC

avy FEE yy—= EERNE
15.0(1)EY havy RRAEASRELE,

BHLDHALRSM4Y T a7V IPVAIPV6 77 L — M ERET HICIE, sdm prefer dual-ipv4-and-ipv6 7 = — 3L 2
T4F¥alb—varavryFe AL, A v FaYrn—FLET,

Ba AT 5 & 512 DHCPv6 V' — %% iET 586, DHCPv6 y— Nid ping #EHLES, 77
ATV MIRAN—EREFEHAL T T4 7 el L, DECLINE X v&—2 %4 L TH—NIZH#H
ELET, TRLABADPHMEEND L, ZOT7 FLRAIT—ANLEIBRENET, EERENRZOT K
VAZEBAEY A NPDOHIBRT2ETCIOT7 RLAFEID B TEHZENTEERA,

i WD FITiE, show ipv6 dhep conflict =~ > FOH I ZRLET,

Switch# show ipvé dhcp conflict
Pool 350, prefix 2001:1005::/48
2001:1005::10

pPIEa< R avw> kR HL]
clear ipv6 dhcp DHCPV6 H— R F—FZ_X—2 M b7 FLRAEAEE2 7 V7T LET,
conflict
ipv6 dhcep pool DHCPv6 7— /L& E LT, DHCPv6 7 —/L 2> 7 4 ¥a b — 3

EF—FzRRLET,
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show ipv6 mid snooping W

show ipv6 mld snooping

AA »FF721X VLAN @ IP version 6 (IPv6) ~/1FF v 2+ U A F—fiH (MLD) AX—tEr7#%
TE & FRT 521X, EXEC €— KT show ipv6 mld snooping =~ > &M L £,

show ipv6 mld snooping [vlan vian-id]

X DA vlan vian-id (fE&) VLAN 8@ LE4, BETE2/MIT 1 ~ 1001 3 XL 1006 ~
4094 T,
TIHILE L
avwv kK E—FK EXEC
avy RERE yy—2z FTENE
15.0(1)EY Zoavwy FMEAIRE L,

BERLEDAA K1Y

il

AL Y FFETNIEFED VLAN O MLD AX—E L P DHREEXFRTHDICZOa~vy REFERLET,

1002 ~ 1005 @ VLAN F51%., F—2 > U 27 VLAN X O FDDI VLAN O7-®)IC PR EN TS
72, MLD ZX—tE > ZIZIIfFEA T EH A,

T 2TV IPV4A/IPv6 7 7 L — b AR ET H121E. sdm prefer dual-ipv4-and-ipv6 7 = —/ 3L 2
T4F¥alb—varavryFe AL, A v Fa2Yrn—FLET,

Zoawy R, AA v FTT =7 /L IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — b
DERESINTWDOIHAICERY EHAFRETT,

WOBITIL, show ipv6 mld snooping vlan =~ > KO AZRLET, 2 2 Tk, FED VLAN O &
X =B TR ERRLET,

Switch> show ipv6é mld snooping vlan 100

Global MLD Snooping configuration:

MLD snooping : Enabled

MLDv2 snooping (minimal) : Enabled
Listener message suppression : Enabled

TCN solicit query : Disabled

TCN flood query count : 2

Robustness variable : 3

Last listener query count H

Last listener query interval : 1000

Vlan 100:

MLD snooping : Disabled
MLDvl immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode : pim-dvmrp
Robustness variable : 3
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M show ipv6 mid snooping

Last listener query count
Last listener query interval

2
1000

WDFITIL, show ipv6 mld snooping =~ FOH 2R LET, T TlE, XA vF LD VLAN T
NRTDARXR—E U TR Z2 R R LET,

Switch> show ipv6é mld snooping

Global MLD Snooping configuration:

MLD snooping Enabled

MLDv2 snooping (minimal) Enabled

Listener message suppression Enabled

TCN solicit query Disabled

TCN flood query count 2

Robustness variable 3

Last listener query count 2

Last listener query interval 1000

Vlan 1

MLD snooping Disabled

MLDvl immediate leave Disabled

Explicit host tracking Enabled

Multicast router learning mode pim-dvmrp

Robustness variable 1

Last listener query count 2

Last listener query interval 1000

<output truncated>

Vlan 951:

MLD snooping Disabled

MLDvl immediate leave Disabled

Explicit host tracking Enabled

Multicast router learning mode pim-dvmrp

Robustness variable 3

Last listener query count 2

Last listener query interval 1000
BEa< R avwy kR B

ipv6 mld snooping

A4 vF EFEIZVLAN EO MLD AX—¥E 7% A 32— )L

2L, REZITVWET,

sdm prefer

2L y FOMERFIEESE AT L V) Y — A&l 5 &

5SDM 7oL — 2B ELET,

Il CiscolE2000 A1 vyF avvF JYI7 LR
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show ipv6 mld snooping address W

show ipv6 mld snooping address

< FF X AR URAF—iE (MLD) AX—E U7 BMEFT 5T _Co, £3EEShi IP
version 6 (IPv6) v/ FF v Ak 7 FLAFRERZT 512X, EXEC £— KT show ipv6 mld
snooping address =~ > R&fEH L £,

show ipv6 mld snooping address [[vlan vian-id] [ipv6 multicast-address]] [vlan vian-id] [count |
dynamic | user]

X DERBA vlan vian-id ({EB)MLD AX—¥E v 7 <w/LFF¥ A2~ T FLAEREERT S VLAN
FHEELET, BETEX 5 VLANID O#iFHIX 1 ~ 1001 3 L 1006 ~
4094 T,

ipv6-multicast-address — (fE&) i€ SN2 IPv6 vV F X ¥ A b 7 FLACET HIEHMAR T L E
¥, ZOXF—U—FiE, VLANID Z AN LIEBE M CcE £,

count UEE) AA v F EEITEESNTZ VLAN O LFF v 2 kN Z—7H
PRLELET,

dynamic (£E) MLD A X —bE v 788/ — T ERE R R LET,

user ({EE) MLD AX—¥E v 7 2—VREISN—TEREEZ R LET,
T4+ L
avwv R E—F EXEC
avy FERE yy—=x EENE

15.0(1)EY Zoavwy RRNEAIHE L,

EREDHA KS1Y IPv6 ~/VFFx Ak 7 RLVAFEREFRTHOIC, Zoa~vwr REfHALET,
VLANID #Z AJ) L7=24ICBRY . IPV6 ¥V F X ¥ A T RLABZ AN TEET,

1002 ~ 1005 @ VLAN F&i1x., b—2 2V 27 VLAN BLX O FDDI VLAN O7=dIC FPRIESNTWD
728, MLD AX—t v ZIZIIfERATE £ A,

EEEINT N T T DERIET 2 RRT DT, dynamic ¥—U— FEFERALET, REIh
T2 N—TICET HERE T 2RI DL, user ¥—TU— REHEHLET,

T 2TV IPVA/IPv6 7 7 L — b &R ET H121E. sdm prefer dual-ipv4-and-ipv6 7 7 —/ 3L 2
TJ4F¥alb—varavryFe AL, Ay Fu2Yrn—FLET,

I

G¥) Zoa<wr Rk, A4 vFTF =7V IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — k
MEESNTWBHFEITR 0 HAFTEETY,

Cisco I[E 2000 R wF IRY K JI7 LR
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W show ipv6 mid snooping address

15 W OFICIL, show ipvé mld snooping address EXEC =~ RO A ERLET,
Switch> show ipv6é mld snooping address

Vlan Group Type Version Port List

2 FF12::3 user Fal/2, Gil/2, Gil/1,Gil/3

W OFHICIE, show ipvé mld snooping address count EXEC =~ > FOHAZRLET,

Switch> show ipv6é mld snooping address count
Total number of multicast groups: 2

WOFHITIL, show ipvé mld snooping address ——4 =2~ KO ZRLET,

Switch> show ipv6é mld snooping address user
Vlan Group Type Version Port List

2 FF12::3 user v2 Fal/2, Gil/2, Gil/1,Gil/3
BEaI<TUF avwyFk H7LT
ipv6 mld snooping vlan VLAN TIPv6 MLD AX—E > 7 2% ELET,
sdm prefer ALy FOERAFECESE AT A VY =R & Kb 15 &

5SDM 7o L — 2R ELET,

Cisco IE 2000 R wF AT K Y77 LR
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show ipv6 mld snooping mrouter W

show ipv6 mld snooping mrouter

ZA wFETAL VLAN IZKH L TH A F 2 v 72 S, FEICRES T IP version 6 (IPv6) /v
FEy¥ A~V AF—fE (MLD) A—% A— &R T 512X, show ipvé mld snooping mrouter
a~vr REFEHLET,

show ipv6 mld snooping mrouter [vlan vian-id]

X DA vlan vian-id (fE&) VLAN 8@ LE4, BETE2/MIT 1 ~ 1001 3 XL 1006 ~
4094 T,
TIHILE L
avwv kK E—FK EXEC
avy RERE yy—2z FTENE
15.0(1)EY Zoavy FNEAIRE L,

BERLEDAA K1Y

(E)

il

AL Y FFEIIEEFED VLAN O MLD AX—VE 7 L—% R— "eERTHIZIE, Z0a~vy el
ALET,

1002 ~ 1005 ® VLAN #F=5i%X. b—27 21U 7 VLAN BLX O FDDI VLAN O7=2DIZ PRI T35
72®, MLD A X —¥E o ZI2IIfEHATE A,

T 2TV IPV4A/IPv6 7 7 L — b AR ET H121E. sdm prefer dual-ipv4-and-ipv6 7 = — 3L 2
T4F¥alb—varavryFe AL, Ay Fu2Yrn—FLET,

Zoawr Rif, AA v FTT =7 /L IPv4/IPv6 Switch Database Management (SDM) 7> 7 L — b
BRESNTWDHEITRY A RTRETT,

WK OFITIL, show ipv6 mld snooping mrouter =~ > ROHJE/RLET, MLD AX—E 75
M+, 24 v FOFTRTOD VLAN DAX—¥E 2 FHEMENFIREINET,

Switch> show ipv6é mld snooping mrouter

Vlan ports
2 Gil/11 (dynamic)
72 Gil/11 (dynamic)
200 Gil/11 (dynamic)

wOFITIE, show ipvé mld snooping mrouter vlan =~ > FOH N &R LET, ¥ED VLAN O~
NTFFXy AN N—F K— FRFRINET,

Switch> show ipv6é mld snooping mrouter vlan 100
Vlan ports

2 Gil/11 (dynamic)

| oL-29596-01-J
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M show ipv6 mid snooping mrouter

EREaTU K =l B
ipv6 mld snooping AA v F EFE/IZ VLAN EO MLD AX—¥V > 7% A 32— )L
L. REZITVWET,
ipv6 mld snooping vlan mrouter VLAN 2~/ FFv A s L—& KR— FERELET,
interface interface-id | static
ipv6-multicast-address interface
interface-id)

sdm prefer AA v FOERFECESE AT A Y Y —RA Kb T 5 X
5SDM F 7L —hERELET,

Cisco IE 2000 R wF AT K Y77 LR
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show ipv6 mld snooping querier

show ipv6 mld snooping querier

AA v FF721X VLAN 12 &L - CHEITIZZE L7z IP version 6 (IPv6) ~ /AT F v A~ U A+ —fiH
(MLD) AX—vr 7 7= 7 s %s £ 7T 5120%, EXEC ®— KT show ipv6 mld snooping
querier =~ R&fHL 7,

show ipv6 mld snooping querier [vlan vian-id] [detail]

)
GE) Zoza~vr Rk, A4 v FTT 27V IPv4/IPv6 Switch Database Management (SDM) 7 > 7 L — k
WRESNTWDHEIRY A ATRETT,
X DEREA vlan vian-id (fEF) VLAN ZfaE L £, HETE 28T 1 ~ 1001 38 KT 1006 ~
4094 <9,
detail ({EE) AA »F £7213Z VLAN O MLD A X — V> 7 Oz 7 = ) 715 #R
ERRLET,
TI+IE 7L
avv K E—F EXEC
av Yy FERE yy—2 EFEANRE
15.0(1)EY Zoavy RN EAIIE L,

BERLEDAA K1Y

MLD 7 =) — A vt —VZ2EET oM ShziEE (727 L bFEND) © MLD N—Y 2 v
L IPV6 7 R U A %FKART HITIL, show ipv6 mld snooping querier 2~ REMFRALET, 7 x v
MIBEBEDOY AT XX AN N—ZERHOILNRTEETN, MLD 72 ) 7T 1 270 T, 7207
Wi, VI Y3 A v TFEHETEET,

show ipv6 mld snooping querier =~ > N iZ, 7=V 7 03 &/ VLAN B LS v 4 —7 =
AABLERLET, 72U THRARAL v FDOHAE,. HI1TIE Port 74—V RIT Router NFEREINFET,
7T MN—2 DA, 1T, Port 74—/ NIZZ 2 T EFEEH LA — FESRERINE
R

show ipv6 mld snoop querier vlan =~ > RO T AMBELIINHBZ =) 7 b7 — Ay

T=VIUSE L TRESNEEREF R LET, FFED VLAN EOAX—E 7 m82 h R A7

EDOa—HFED VLAN TR RENETA, 207 =Y TIERIZ, A1 v FREIET 5 MASQ A v

=V ERTTHERSNES, 720 — Ay —=VIZRE LW A A2 HIREINICE D O
HAa—PRED I NZ bR ABFITIN (T2 EH A,

1002 ~ 1005 ® VLAN F+i%, F—27 > U > 7 VLAN 5 X O FDDI VLAN O 7= DIZ TREINTWVD
728, MLD AX—E > ZICIIEHTE £ A,

T 2TV IPVA/IPV6 7 7 L — b EFET H121%. sdm prefer dual-ipv4-and-ipv6 7 = —/ 3L 2
T 4Xal—igravwr REANL, X4/%%UH%FLi¢

SCFFNTIE, RILFENLFEREBENET, 72L& 2L, | exclude output & AJJ L7256, output %
a@ﬁi%réﬂiﬁh#\&wm%a@ﬁiﬁréniﬁ
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M show ipv6 mid snooping querier

15 W OFHICIE, show ipvé mld snooping querier =~ > KO A ZRLET,

Switch> show ipv6é mld snooping querier
Vlan IP Address MLD Version Port

2 FE80::201:CO9FF:FE40:6000 vl Gil/1

wOFICIE, show ipvé mld snooping querier detail =~ > KOHHZRLET,

Switch> show ipv6é mld snooping querier detail
Vlan IP Address MLD Version Port

2 FE80::201:C9FF:FE40:6000 vl Gil/1

WOBITIL, show ipvé mld snooping querier vlan =~ > KO AHZRLET,

Switch> show ipv6é mld snooping querier vlan 2
IP address : FE80::201:C9FF:FE40:6000

MLD version : vl

Port : Gil/1

Max response time : 1000s
BEaTUF = S SiEA
ipv6 mld snooping ZA v F EFE721Z VLAN LD IPv6 MLD A X — b 7% A X —7 LT L,
BERTVET,

ipv6 mld snooping MLD 7 7 A 7> s BRGNS AR DRICA A v FREETH7 Y —D
last-listener-query-cou &£ AK¥x 3 E L ET,

nt

ipv6 mld snooping ZA v F LEFE721Z VLAN ED IPv6 MLD A X —E' > F & A X —7 T L,
BREEITNET,

ipv6 mld snooping AA v FNRI7 ) —EFEFELTHDL, SATFXFY A TA—ThbR— |

last-listener-query-int % HI5R9" 2 AR 2 BOIG BRI 2 5E L £

erval

ipv6 mld snooping AN WES, L F X 2R 7 RLUABRHIBOINIC AR DENCAA v F

robustness-variable MNEEFETEI7 =) —ORREERELET,

sdm prefer AA v FOERFBECHESEAT LV Y — R KiELT 5 X5 SDM 7

T — b ERELET,

Cisco IE 2000 R wF AT K Y77 LR
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show ipv6 route updated W

show ipv6 route updated

IPV6 N —T 4 7 T—T NVOBEIEONE LR RT 511X, EXEC =2+ RO show ipv6 route
updated =~ R&fHHLET,

show ipv6 route updated [boot-up]{ih:mm | day{month [hh:mm]} [{hh:mm | day{month

[Ah:mm]}]
B DA boot-up EE) IPV6 L —T 4 7 T—T LOBEONEEFR LET,
hh:mm 24 REHIRFLO 2 OB TAT SN TV DR, g ary () ZEHL
TLIEEWN, mE2E, 1332 0K 5ICADLET,
day Aff, fEETE D8I 1 ~ 31 T,
month RIXFERLITNLFETATTENTND A, January £721% august 72 &, A
DEAFIETXCANTDHZ LY, jan T721F Aug O X S IZH DLABTIOEY]
DIXFEANTDHILEHTEET,
T4 7L
avY R E—F FetE EXEC
avy FERE yy—=x EFENR
15.0(1)EY Zoavwy FPNEAIHE L,

BEREDHL FF1

3l

IPV6 V—T T T =T NVOBIEONE &£ T 5I21E. show ipv6 route #7## EXEC =2~ N ff
ALET,

LFHNTIE, KXFENXFRRENET, 7-& 21E, | exclude output & AJ) L7234 output %
EUITIXIRRSNETAD, Output 8 TITIIR R ENET,

WROFITIL, show ipvé route updated rip =~ > RO E R L ET,

Switch> show ipv6 route rip updated

IPv6 Routing Table - 12 entries

Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B - BGP, R - RIP, Il - ISIS L1, I2 - ISIS L2

IA - ISIS interarea, IS - ISIS summary

O - OSPF Intra, OI - OSPF Inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

R 2001::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 10:31:10 27
R 2004::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 17:23:05 22
R 4000::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

Last updated 17:23:05 22
R 5000::/64 [120/2]

via FE80::A8BB:CCFF:FE00:

8D01, GigabitEthernetl/1
February 2007

9001, GigabitEthernetl/2
February 2007

9001, GigabitEthernetl/3
February 2007

9001, GigabitEthernetl/4
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W show ipv6 route updated

Last updated 17:23:05 22 February 2007

R 5001::/64 [120/2]

via FE80::A8BB:CCFF:FE00:9001, GigabitEthernetl/5
Last updated 17:23:05 22 February 2007

BEa<UF avwU kR B
show ipv6 route IPv6 V=T 4 7 T—TNVOBRIEONEEZR A LET, HCHFRIZON
T, [Cisco I0S Software Command Reference, Release 15.0] % &ML
TLIEEW,

Cisco IE 2000 R4 v F a2 K JI7 LR
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show 12nat instance W

show I2nat instance

LAY 2NAT AV AX U ADOEROFEMZ R T 5121E. EXEC £— KT, show I2nat instance =~
Y REANNLET,

show 12nat instance [instance_name]

X DA instance_name IE) BrRTHLAY 2NAT A L AF LA, ZORTA—XEBEKT 5
ELTRTOLAY 2NAT OA VAX LV ARERENET,
aYVETFI4ILE 7L
avy kR E—F EXEC
avy FERE yy—=x EFERRE
15.0(2)EB Zoavy FNEAINE L,
£ WIZ, TR_RTDOLAY 2NAT £ U AZ U AREOFHMERFZT D0 R LET,
Switch# show l2nat instance
l2nat instance Instance3
fixup : arp, icmp
inside from host 10.10.20.5 to 10.10.30.5
12nat instance Instance2
fixup : arp, icmp
inside from host 10.10.11.1 to 10.10.12.1
12nat instance Instancel
fixup : arp, icmp
inside from host 10.10.10.1 to 20.20.20.1
RlEaTUF avwyk ETLT
inside from LAY 2NAT AL THNET RLRAEAET RLRICEBRLET,
12nat BIRLIZA v H—T 2 A AD 1 DFEITTRTHO VLAN IZ LA ¥ 2 NAT
AV AZ U AEBHALET,
12nat instance LAY 2NAT A VAL U A%ERRT 50 F72i38E L2 LA ¥ 2 NAT
A VAL ADYTE— RERKBELET,
outside from LAY 2NAT #fEH LT, SMB7 RLRAZNET FLAICEBR L ET,
show 12nat interface 12 EDA L H—T 24 AD LAY 2NAT A LV AX L ADHREDFM%Z
zARLET,

show 12nat statistics TRCDA v H—T =4 AD LAY 2NAT HitEREERLET,
¥

show I2nat statistics BELEA V2 =T AD VLA ¥ 2NAT fattEHREz R~ LET,
interface

| oL-29596-01-J
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Hl show I2nat interface

show I2nat interface

FsEDA 2 —T7 A AL VLAN O LA ¥ 2NAT A VA X 2 ZAOREROFEM % R T 51215, EXEC
£— KT, show I2nat interface =~> FEHHLET, f1 ¥ —7 A AF7=1Z VLAN 2HEE L7

WA, TRTREENET,

show 12nat interface [int] [vian]

WX O int T8 Ao F—Tad A —DRT A B ERIE L BAL. TTD
A H =T 2 ANEGEENET,
vian ({£3) VLANID A v % —7 = A AREE SN TVAEAICET. 203
TA=HENEENET, ZORTA—HEEHK LEHAEE, T3CD
VLAN & ENET,
avv Kk FI+IE L
avy kR E—F EXEC
avy FEE yy—= EENE
15.0(2)EB Zoavy FNEAINE L,
i WIZ, TRTCDA L E =T 2 A ADTRTDOLA Y 2NAT A LV AZ L ADOFREDFEMERTT D60 %

FLET,

Switch# show l2nat interface
FOLLOWING INSTANCES ARE ATTACHED TO INTERFACE Gil/2

INSTANCE ATTACHED TO VLAN 24
12nat instance Instancel
fixup : arp, icmp

inside from host 10.10.11.1 to 10.10.12.1

FOLLOWING INSTANCES ARE ATTACHED TO INTERFACE Gil/1l

INSTANCE ATTACHED TO VLAN 11
l12nat instance Instance2
fixup : arp, icmp

inside from host 10.10.11.1 to 10.10.12.1

FOLLOWING INSTANCES ARE ATTACHED TO INTERFACE Gil/1l

INSTANCE ATTACHED TO VLAN 6
12nat instance Instance3
fixup : arp, icmp

inside from host 10.10.20.6 to 10.10.30.6

Il CiscolE2000 A1 vyF avvF JYI7 LR
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BEgEa<w K

show 12nat interface W

WOFI T, A v FZ—T x4 % Gil/l, VLAN10 DL A ¥ 2NAT £ v A X LV AREDEMEFRT S
Bl &~ L ET,

Switch# show l2nat interface Gil/1 10
FOLLOWING INSTANCES ARE ATTACHED TO INTERFACE Gil/1

INSTANCE ATTACHED TO VLAN 10
12nat instance Instance2
fixup : arp, icmp
inside from host 10.10.11.1 to 10.10.12.1

FOLLOWING INSTANCES ARE ATTACHED TO INTERFACE Gil/1l

avwvk By

12nat instance LAY 2NAT AV AZ VABRERT D0, FTITFRELZ LA 2 NAT
A RZADY T — REBBLET,

show [2nat instance FBELIZLAY 2NAT A v A XV ADFREDFEME R R LET,

show [2nat statistics TRTCOA v H—T =24 AD LA F¥ 2NAT #HittEH s £ R L ET,

show [2nat statistics BELEA v Z—T =24 AD LA ¥ 2NAT fattEHREz R~ LET,
interface
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Bl show I2nat statistics

show I2nat statistics

WX DA
AYVFFIAIE
avykF E—F

BERLEDAA K1Y

TRTOLA ¥ 2NAT A > A X ADOFFHEWR % FK R~ T 21213 EXEC £ — KT show 12nat statistics
a<wr REHFEALET,

show I12nat statistics

Zoazy FIZFEIEERIEF—U—FEdb £t A,

L

EXEC

HLAY 2NAT DA P AHZ L ATE, BEHEBRIZIZ, NS, BESHT, Bfshios
7y Mo, ARP, ICMP, NSMP, PROFINET ® 7 « > 7 A7 v 7%, IGMP, v /L FF ¥ X
b, —ELARW, 2=F 3 A Oy P EENET, IO TRTUIEONTD Y v —VLiEEHE
WMbdHY ET,

BINOFEHERIZIE, WE O PBHOT 77 4 7, GFtERE. B0 v ¥ —T7 = A R THE
BESNTEZBHA LV AF L ADENEENE T,

avy FEE

]

yy—= EEANR
15.0(2)EB Zoavy FNEASRE L,

WIZ, TXTO 2nat FEHEREZFRT o0 2R LET,

Switch# show 12nat statistics
STATS FOR INSTANCE: NewInstancel (IN PACKETS)

TRANSLATED STATS (IN PACKETS)

INTERFACE DIRECTION VLAN BYPASSED DISCARDED TRANSLATED TOTAL PACKETS
Gil/1 EGRESS 10 0 153 127305106 127305259
Gil/1 INGRESS 10 0 0 127305104 127305105

PROTOCOL FIXUP STATS (IN PACKETS)

INTERFACE DIRECTION VLAN ARP ICMP SNMP PROFINET
Gil/1 EGRESS 10 1 0 0 0
Gil/1 INGRESS 10 1 0 0 0

IGMP AND MULTICAST STATS (IN PACKETS)

INTERFACE DIRECTION VLAN IGMP MULTICAST UNMATCHED UNICAST
Gil/1 EGRESS 10 0 1134 1150 127304124
Gil/1 INGRESS 10 0 0 0 127305103

Cisco IE 2000 R wF AT K Y77 LR
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PER TRANSLATION STATS

(IN PACKETS)

show I2nat statistics W

TYPE DIRECTION SA/DA ORIGINAL IP TRANSLATED IP COUNT ACTIVE (90Sec)
INSIDE EGRESS SA 172.16.1.1 20.1.1.1 127305166 4847525
INSIDE INGRESS DA 20.1.1.1 172.16.1.1 127305165 4847525
OUTSIDE INGRESS SA 20.1.1.254 172.16.1.254 1 0
OUTSIDE EGRESS DA 172.16.1.254 20.1.1.254 1 0

STATS FOR INSTANCE: NewInstance2 (IN PACKETS)

TRANSLATED STATS (IN PACKETS)

INTERFACE DIRECTION VLAN BYPASSED DISCARDED TRANSLATED TOTAL PACKETS
Gil/1 EGRESS 4094 9588 0 127305222 127314836
Gil/1 INGRESS 4094 0 0 127305222 127305222
PROTOCOL FIXUP STATS (IN PACKETS)

INTERFACE DIRECTION VLAN ARP ICMP SNMP PROFINET
Gil/1 EGRESS 4094 1 0 0 0

Gil/1 INGRESS 4094 1 0 0 0

IGMP AND MULTICAST STATS (IN PACKETS)

INTERFACE DIRECTION VLAN IGMP MULTICAST UNMATCHED UNICAST

Gil/1 EGRESS 4094 0 8464 8624 127306355
Gil/1 INGRESS 4094 0 0 0 127305222

PER TRANSLATION STATS

(IN PACKETS)

TYPE DIRECTION SA/DA ORIGINAL IP
OUTSIDE INGRESS SA 10.1.1.254
OUTSIDE EGRESS DA 192.168.1.254
INSIDE EGRESS SA 192.168.1.1
INSIDE INGRESS DA 10.1.1.1

TRANSLATED IP

192.168.1.
10.1.1.254
10.1.1.1

192.168.1.

COUNT
254 1
1
127305292
1 127305292

ACTIVE (90Sec)

0
0
4847645
4847645

NUMBER OF ACTIVE TRANSLATIONS IN THE PAST 90 SECONDS: 2

TOTAL TRANSLATIONS : 4
TOTAL INSTANCES ATTACHED

H

GLOBAL NAT STATISTICS

Total Number of NAT Packets = 509230422
Total Number of TRANSLATED NAT Packets 509220654
Total Number of BYPASSED NAT Packets 9588
Total Number of DISCARDED NAT Packets 153

Total Number of ARP FIX UP Packets =4

Total Number of ICMP FIX UP Packets =0

Total Number of SNMP FIX UP Packets =0

Total Number of PROFINET FIX UP Packets 0

Total Number of IPV4 MULTICAST Packets 9598
Total Number of IGMP Packets 0

Total Number of UNMATCHED Packets 9774
Total Number of IPV4 UNICAST Packets 509220804
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Bl show I2nat statistics

pREOT R avyvFk B

12nat instance LAY 2NAT A UV AY U AZMERT D, T E L LA ¥ 2 NAT
A VARB L ADY T E— FEBBLET,

show I2nat instance ELELAY 2NAT A VA X ADREDFMEFRLET,

show 12nat interface 12U EDA L E—T A AD VLAY 2NAT A VA X 2 ADFKEDHEME
FRLET,

show 12nat statistics BELIEA VX —T 24 AD LAY 2NAT HFtHEREEZRLET,

interface

Cisco IE 2000 R wF AT K Y77 LR
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show I2nat statistics interface W

show I2nat statistics interface

BELIEA V¥ —7 x4 2F721F VLAN ORFHE#R %2 FK T 5121L, EXEC €— KT show I2nat
statistics interface =~ > F&{Hf L £,

show 12nat statistics interface [in¢] [vian]

B DR int A VB =T x2A R, ZONRTA—=HEEE LTHEIE, T XTOA v F—
Tz ANEGENET,
vilan VLANID, A v % —7 =24 ANW/EINTWDLHEEIZTET, 207
A—ANEENET, ZONRTXA—=HEHELTEHAIL. T3TCTO VLAN
NEFEFNET,
avy K FI+IE 2L
avwv kK E—FK EXEC

BRLDHS 31> AV B —T x4 AFIL VLAN Z2HELZ2WGEE, X THREENET, HeHFERICE, S 3x X
niz, EES =, BRIy Mo, ARP, ICMP, /XA A/L— 7’1 k 2/ SNMP,
PROFINET. SIP. PTP. Telnet, FTP ®7 ¢ v 7 A7 v 7=, IGMP, <L F % ¥ A h, —K L7
W, 2=F v A ROy FEREENET,

avy FER Jy—=x EEHRR
15.0(2)EB Zoavwy FRNEAIRE L,
5 ZOFITIE, A H—7 x4 A Gil/l, VLAN10 ® 12nat #HEHRZ R T 562~ LET,

Switch# show l2nat statistics interface Gil/1l 10

TRANSLATED STATS (IN PACKETS)

INTERFACE DIRECTION VLAN BYPASSED DISCARDED TRANSLATED TOTAL PACKETS
Gil/1 EGRESS 10 0 153 127305106 127305259
Gil/1 INGRESS 10 0 0 127305104 127305105

PROTOCOL FIXUP STATS (IN PACKETS)

INTERFACE DIRECTION VLAN ARP ICMP SNMP PROFINET
Gil/1 EGRESS 10 1 0 0 0
Gil/1 INGRESS 10 1 0 0 0

IGMP AND MULTICAST STATS (IN PACKETS)

INTERFACE DIRECTION VLAN IGMP MULTICAST UNMATCHED UNICAST
Gil/1 EGRESS 10 0 1134 1150 127304124
Gil/1 INGRESS 10 0 0 0 127305103

Cisco I[E 2000 R wF IRY K JI7 LR
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Bl show I2nat statistics interface

pREOT R avyvFk B
12nat instance LAY 2NAT A UV AY U AZMERT D, T E L LA ¥ 2 NAT
A VARB L ADY T E— FEBBLET,
show I2nat instance ELELAY 2NAT A VA X ADREDFMEFRLET,
show 12nat interface 12U EDA L EZ—T 24 AD LAY 2NAT A VA X L ADHEDEMZ
FRLET,

show [2nat statistics TRTCDA L EZ—T 2 A ADLAY 2NAT #HiHEHMELERLET,

Cisco IE 2000 R wF AT K Y77 LR
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showlacp W

show lacp

Link Aggregation Control Protocol (LACP) ¥ /v 7/ —7I§#H %z i+ 512i%, EXEC £— T
show lacp =~ > R&EHHALET,

show lacp [channel-group-number] {counters | internal | neighbor | sys-id}

EXX DA channel-group-number — (L&) F v X/ ZA—FOFEZ T, HETX LML 1 ~ 6 TT,
counters N7 4w ERERRFLET,
internal W Z R R LET,
neighbor XA N—=DIFRERRILUET,
sys-id LACPIZ L > CTHEHEIND VAT ikl +a2F R~ LET, AT A ID iE,
LACP VAT L T34 F VT 4 BLEORAAL vF MAC 7 KL ATHR S
TI+ILE 7L
avyo kR E—F EXEC
avy FERE yyy—x EERNE
15.0(1)EY Zoavry RRHEAIRELE,

HHEDHA FS51Y

3l

showlacp =~ > FE2ANTLH L, 77T 47 F v v V=T OERBERSNET, HEDOT ¥
TR Z ZRT D%, F v Fv 7 —TEF S 2HRE LT show lacp =2~ > FEAS LET,

F ¥ XN ITN—THRELRZWVEAIE, T XTCOF v XV TNV —TRERENET,

channel-group-number 7> a V2 AT 52 LT, sys-id USHADOTRTOF—T— RTF ¥ %L 7
N—TERETEET,

WOFITiX, show lacp counters EXEC =2~ RO &R LET, £ 2-2812, ZOHNTERRIN
D57 4= ROFHHAZRLET,

Switch> show lacp counters

LACPDUs Marker Marker Response LACPDUs
Port Sent Recv Sent Recv Sent Recv Pkts Err
Channel group:1
Gil/1 19 10 0 0 0 0 0
Gil/2 14 6 0 0 0 0 0
#* 2-28 show lacp counters ® 7 1+ —JL FDHEA
J4—ILF SR
LACPDUs Sent 3 Z Tf Recv A— MT XK > TEZIE I LACP N7 v MK
Marker Sent ¥ X O Recv A— MZ X o TG &7z LACP Marker /37 > Mk

| oL-29596-01-J
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W show lacp

% 2-28 show lacp counters D7 1 —JL FOHMK #&E)

J4—ILF S
Marker Response Sent 3 &L U Recv | — MZ Lo TiE%AE & 47z LACP Marker &% /37 > MK

LACPDUs Pkts ¥ & O Err R—=FD LACPIZL» TEEEINTZ, RETRER v MK

Z 4L, show lacp channel-group-number internal ® =~ > RH /6l %~ LE T,

Switch> show lacp 1 internal
Flags: S - Device is requesting Slow LACPDUs
F - Device is requesting Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 1

LACP port Admin Oper Port Port
Port Flags State Priority Key Key Number State
Gil/1 SA bndl 32768 0x3 0x3 0x4 0x3D
Gil/2 SA bndl 32768 0x3 0x3 0x5 0x3D

# 22912, ZOHDTERREIND T 4=V ROFAZRLET,

& 2-29 show lacp internal ® 7 1+ —)L FO8
TJa4—ILF L]
State FEE DR — N OMRAE, WITHEHFTREREEZ R LET,

e —: AR— NI unknown A7 — kT,

e bndl: R— BT 7Y F—=ZITHEFHS L, MOR—F &
YRArERTVWET,

o susp : A— FBRFHINTWDIRRET, 77U F—# 21k
P SN TUVWEHR A,

e hot-sby : A— FDAHKy FAZ A DIRHETT,

e indiv: F— &2 ZOMA—FE BTN RLTEER
/‘/o

* indep : A — b ¥ independent A7 — F T, /N KL Eh
TWERBAR, 7—F I 74 v 7 2P0 B2 LRT
XFET, ZOHA. LACP IFHFMA— F CHEITS T

FHA,
e down: R—FRF T LTWET,
LACP Port Priority R—=P DT ITAF VT ARE, BBMEOH DT XTOR— bR

ERNT L LE2BTHNA— Ry =T OHIRNH 28546, LACP
EAR—F 77944V T 4 o THR— b EAZ LA E—F

WZLET,
Admin Key A—RMZEHVYToNEHHAOX—, LACP IZHBMNICEE

HAoOXx—EEERLET (16 #HK), FHIF—I2LD, o
R—=hEEHIZEHNINDIR— FOERENERZINET, F0O
HOR—FEERHESNDR— bOEEIL, R— hOWYILEME
(7221, =% L— T 27 by 7 AMRE) &, RTHF
DOHFIFEHIC L > TRE D £,

Oper Key R— N CHEH SN D EITROEIES—, LACP IXHBIMNIZEE
AR LET (16 #E0),
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showlacp W
& 2-29 show lacp internal D7 1 —JL FOEHKE =)
J4—ILE L]
Port Number N— FHE =,
Port State R—FNOWREEH, 1 20477y FATHELADOE Y h& LT

Tra— KNI, ROXIRERICRY ET,
e bit0: LACP D7 V5 4 EF 4
e bitl : LACP D&% A LT 7 |k

o bit2 : £
o bit3 : [AH]
o bit4 : IEE
o bit5 : BfF

e bit6: T 7 4L b
e bit7 : RGN
GE) FE» VU R FTiE, bit7 23 MSB T bit0 X LSB T3,

WOBITIL, show lacp neighbor =~ > FOHAERLET,

Switch> show lacp neighbor

Flags: S - Device is sending Slow LACPDUs F - Device is sending Fast LACPDUs
A - Device is in Active mode P - Device is in Passive mode

Channel group 3 neighbors

Partner’s information:

Partner Partner Partner
Port System ID Port Number Age Flags
Gil/1 32768,0007.eb49.5e80 0xC 19s SP

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x3 0x3C

Partner’s information:

Partner Partner Partner
Port System ID Port Number Age Flags
Gil/2 32768,0007.eb49.5e80 0xD 15s SP

LACP Partner Partner Partner

Port Priority Oper Key Port State

32768 0x3 0x3C

W ORFITIL, show lacp sys-id =2~ > ROHTE/RLET,

Switch> show lacp sys-id
32765,0002.4b29.3a00

VAT AIDIE, VAT A TPIAFV T A BIOTY AT L MAC 7 FLATHRENTWET, BHID
2R NEVAT A TITA4F VT 4, HED 63 MIZT o — S LIZEHEINTWD AT LABEE O
%> MAC 7 KL AT,

| oL-29596-01-J
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W show lacp

BEav U kR avvFk B2L
clear lacp LACP % /v 7 —TE#REBEELET,
lacp port-priority LACP R— b FIA4F VT 4 R ELET,
lacp system-priority LACP AT A TI3AF VT 4 HHELET,

Cisco IE 2000 R wF AT K Y77 LR
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show link-diag error-rate

show link-diag error-rate

V7 ok~ — L— hOfFHz R d 51213, $i#E EXEC £ — KT show link state group =~ >
REfEHLET,

show link-diag error-rate {fastethernet interface | gigabitethernet interface | window-size}

X DA fastethernet interface 1-1 7> 5 O T fastethernet 1 ¥ —7 = A AFEEF R LET,
gigabitethernet interface 1-1 225 OFiPHA T gigabitethernet 1 ' ¥ —7 = A AKX FEEZ R R LET,
window-size Vo7 OBET— L—b DY 4 R A XERKRFLET,

TIAILE L

avrykE—F kit EXEC

avy FERE yy—=x EERE
15.0(1)EY Zoavwy FPNEAIHE L,
i wiz, V7ol — L— s a2Rrt 30 % R LET,
Switch# show link-diag error-rate
Port Receive Err-Rate Transmit Err-Rate
Fal/l 0 0
Fal/2 0 0
Fal/3 0 0
Fal/4 0 0
Gil/1 0 0
Gil/2 0 0
Switch#

WIZ, Z7 AP A =%y b V7 TR — b— b 2RRT 502 LET,

Switch# show link-diag error-rate fastethernet 1/1

Port Receive Err-Rate Transmit Err-Rate
Fal/l 0 0
Switch#

WIZ, FATEYy F A —F Xy F Vo 7ORKET— L—FaRRT 20 Z2RLET,

Switch# show link-diag error-rate gigabitethernet 1/1

Port Receive Err-Rate Transmit Err-Rate
Gil/1 0 0
Switch#
Bl R avwyk H7LT
link-diag error-rate V27 OBEHERED Y 4V RU A XERELET,

Cisco I[E 2000 R wF IRY K JI7 LR
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M show location

show location

T RFRA v boulr—ra UERERTRT HI21E, EXEC £— R T show location =~ > R&FH L
7,

show location [admin-tag] [civic-location | elin-location {cdp | identifier id | interface
interface-id | static}|

S OE T admin-tag (LR &HZ 7 E3Y A MEREFRLET,
civic-location (LR #dinr—y a L ERERRTLET,
elin-location (EE) Bansr— g U f# (ELIN) &R LET,
cdp (IEE) CDP ur—ya U EREF T LET,
identifier id (EE) #finsr—yarEiidelinnsr— a0 ID 24EELE
T, fHETE 5 ID HPHIZ 1 ~ 4095 T,
interface interface-id LB BESNIA LY —T oA AFITRTOA v X —T =4

AT onr—varERERRLET, AR A LV F—T A R
Wik, MER—- IR EERET,

static (ER) RmAEZT 4y 7 ar7 o ¥alb—va s AfReRrLET,
T4 mL
AT R E—F EXEC
avy FER Jyy—= EFEANRE

15.0(1)EY Zoavy RN EAINE L,

#ERLDAHS RSAY T RRA v r—v g EREFRT HIZIE, show location =~ > RZHH L £,

i WOFITIX, Ao ¥ —T A 2D — 3 1E#RE R T % show location civic-location =~ > K
O ERLET,

Switch> show location civic interface gigibitethernetl/1
Civic location information

Identifier 1

County : Santa Clara
Street number : 3550
Building : 19

Room : C6

Primary road name : Cisco Way
City : San Jose
State : CA

Country : US

WOBTIE, TXTOHTHI R — 3 EH % F£/R7T 2 show location civic-location identifier =~ >
FOW A ERLET,

Cisco IE 2000 R wF AT K Y77 LR
w. 0L-29596-01-J |




| £2% CiscolE 2000 XA v F Cisco I0S A= F

show location H

Switch> show location civic-location static
Civic location information

Identifier : 1

County : Santa Clara
Street number : 3550

Building : 19

Room : C6

Primary road name : Cisco Way
City : San Jose
State : CA

Country : US

Ports : Gil/1
Identifier : 2

Street number : 24568

Street number suffix : West

Landmark : Golden Gate Bridge
Primary road name : 19th Ave

City : San Francisco
Country : US

WOFITIX, BAnr—y g UE#RAEFK T2 show location elin-location =~ > RO /12~ L %
7,

Switch> show location elin-location identifier 1
Elin location information

Identifier : 1

Elin : 14085553881

Ports : Gil/2

WOBITIE, T _RTOBREAnr— 3 UE# A FE /KT % show location elin static =~ > KO H ))& 7%
LET,

Switch> show location elin static
Elin location information
Identifier : 1

Elin : 14085553881

Ports : Gil/2

Identifier : 2

Elin : 18002228999

O R

avwy kR Bl

location (F/e— )V avy74X¥a TURKRAV Mo —ralr—va U HEREZRTELET,
L—av)

location (f v Z—T =4 R 2 Ao B =Tz RZulr—a UERERELET,

T4 X2 —Tay)

| oL-29596-01-J
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W show link state group

show link state group

Vo7 A7— K IA—=T7FERERRT 51T, FrHE EXEC £ — R T show link state group =~ > R
EHEHALET,

show link state group [number] [detail]

RO ] number LR Vo7 AT— b I N—7DEFTT,
detail (LE) FEMERE£RFTHLIITHEELET,
TI4NLE L
avY kR E—F ¥#E EXEC
avy FER Jyy—=x EENE
15.0(1)EY Zoa<wy FREAIHE L,

BEREDAL T4

3l

Voo A7 — bk Z—TF#REFRRT DHI2IE, show link state group =~ > REFERLET, F—
V= REHEEFICZoa~vr F2ANT L T_XTOY 7 AT — b JA—TORPER SN
£, FEDI/N—TDIERERRTDHITIE, IV—TFE5E2ANLET,

TN—T OFMERE RN T 511X, detail ¥—7 — K% A1 L £ 7, show link state group detail =
~ Y ROHATIEH, VI AT —F I uXUITRARX—TNICRoTNDD, EEFT v 7 AL
V=LFERBFF ORI —A (BOIWVEIEDHE) A v F—T oA AR EINTZY 7 AT — |
TN—TIEFRERENET, INV—TZV T AT— b INV—TRENRVGE, A 3 —T V&
3T 42— e LTERINEREA,

wOFITIE, show link state group 1 =~ > KO ZRLET,
Switch> show link state group 1

Link State Group: 1 Status: Enabled, Down

W DBFITIL, show link state group detail =~ > FOH I ZRLET,
Switch> show link state group detail

(Up) : Interface up (Dwn) : Interface Down (Dis) :Interface disabled

Link State Group: 1 Status: Enabled, Down
Upstream Interfaces : Gil/1(Dwn) Gil/2 (Dwn)
Downstream Interfaces : Fal/5(Dis) Fal/6(Dis) Fal/7(Dis) Fal/8 (Dis)

Link State Group: 2 Status: Enabled, Down
Upstream Interfaces : Gil/1(Dwn) Gil/2 (Dwn) Gil/3 (Dwn)
Downstream Interfaces : Fal/5(Dis) Fal/6(Dis) Fal/7(Dis) Fal/8 (Dis)

(Up) :Interface up (Dwn):Interface Down (Dis):Interface disabled

Cisco IE 2000 R wF AT K Y77 LR
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show link state group W

BREaTYK avw vk ETL)
link state group VoI ATF—h TA—FDANE LTA v H—T = ALHRELE
7
link state track Vo7 A5 —h IV —T% A% —T VI LET,

Cisco I[E 2000 R wF IRY K JI7 LR
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M show mac access-group

show mac access-group

A B =T 2 A ZAFLFAAL v TFICRESN TS MAC T 7 A 2 br— JA L (ACL) &%
T 5121, EXEC & — KT show mac access-group =~ &ML £,

show mac access-group interface interface-id

X DEREA interface interface-id  ({LF) $EDA LV X —7 = A ATHREESNT MAC ACL 2#FERLET,
Bhipg A v H—7 oA AIPHEAR— LR —F Fr LT, R—F F¥
FNVEHIE 1 ~6 TT (55# EXEC E— R CTORMHHE) ,

TI+IE 7L
avy kK E—F EXEC
avy FERE yy—=x EFEANRE
15.0(1)EY Zoavy FNEAINE L,
15 WoOHICIL, show mac-access group EXEC =~ > RO HZ R/ LET, A—F 211, #HAIND

MAC 77t A U X b macl el Y E9J, MAC ACL IFfhdA > Z—T7 = A RITHHINER A,

Switch> show mac access-group
Interface GigabitEthernetl/1:
Inbound access-1list is not set
Interface GigabitEthernetl/2:
Inbound access-list is macl_el
Interface GigabitEthernetl/3:
Inbound access-1list is not set
Interface GigabitEthernetl/4:
Inbound access-1list is not set

<output truncated>

W OB TIL, show mac access-group interface =~ > FOH T ERLET,

Switch# show mac access-group interface gigabitethernetl/1l
Interface GigabitEthernetl/1:
Inbound access-list is macl el

BEa<w K avwy kR EL

mac access-group AV B—T A RACMAC T 7 A JV—T %A LET,

Cisco IE 2000 R wF AT K Y77 LR
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show mac address-table

show mac address-table

BEDA v H—T x4 AFEE VLAN OREDO MAC 7 RVA T—TNDEAFTIvI | AXT 4 v
J 2R, FEIEMACT RVARA T—TNDEAFI v I | AXT 47 = ) 2R RTHITIE,
EXEC ®&— K C show mac address-table =~ > NZ#H L £,

show mac address-table

WX s ZOawy RIZEF—U— FELFBEITH Y £H A,
TIHNE mL
av R E—F EXEC
av > FEE Jyy—= EERE
15.0(HEY Zoavy RPREAIShELE,

HERALEDHA RS54 LFHITIE, KXFEDXFRRIENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIXR R SNETAD, Output 8 ITIIR R ENET,

1 W OFITiL., show mac address-table =~ > RO /12 RLET,

Switch> show mac address-table
Mac Address Table

Vlan Mac Address Type Ports
All 0000.0000.0001 STATIC CPU
All 0000.0000.0002 STATIC CPU
All 0000.0000.0003 STATIC CPU
All 0000.0000.0009 STATIC CPU
All 0000.0000.0012 STATIC CPU
All 0180.c200.000b STATIC CPU
All 0180.c200.000c STATIC CPU
All 0180.c200.000d STATIC CPU
All 0180.c200.000e STATIC CPU
All 0180.c200.000f STATIC CPU
All 0180.c200.0010 STATIC CPU

1 0030.9441.6327 DYNAMIC Gil/2

Total Mac Addresses for this criterion: 12

Cisco I[E 2000 R wF IRY K JI7 LR
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W show mac address-table

avy kR

T

clear mac address-table dynamic

MAC 7 KL A T—T 06, FFEOXAFTIv s TR
A BEDA VHE =T 2 A LDODTRTOFAFIv T T K
VA, F7038ED VLAN LI _RTOXAFI v 7 TR
VAZHIBRL ET,

show mac address-table aging-time

FXTO VLAN F723FE SN2 VLAN O=—2 7 2 A
LaFRLET,

show mac address-table count

9 _TO VLAN 7213 8E &7 VLAN THELTWAT
RL2HERRLET,

show mac address-table dynamic

HAFIv I MACT RLATF—7 L = MR ITEFRRFL
iﬁ‘o

show mac address-table interface

BESNEA LV EZ—T A4 ZAD MAC 7 RL %2 F—7 LI5#R
ERRALET,

show mac address-table notification

TRTCOAS X =T x4 AFERIF/ESINTA X —T = A
212595 MAC 7 L A @B EsERLET,

show mac address-table static

AET 4 v MACT RLA FT—T7L v h)EFEFRL
E3pe

show mac address-table vlan

FREESN7= VLAN ® MAC 7 RL A T—7 )UERE2FR R L
*7,

Cisco IE 2000 R ¥F ARV F YI7L2R
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show mac address-table address W

show mac address-table address

¥ED MAC 7 FL 2D MAC 7 RL A T—7 U EH % KT 5121d. EXEC £— F T show mac
address-table address =~ > FZ&#H L £7,

show mac address-table address mac-address [interface interface-id] [vlan vian-id]

BEX DA mac-address 48y FOMAC 7 FLAZEELEY, A7 U HHH TY,
interface interface-id EE) BEDA v Z—T oA ADEREZFERLET, A A VX —T =
A RITIE, WEE— R EE— N Fr RANGENET,

vlan vian-id (EE) #BED VLAN 2o Y 2FRLET, IBETE 20T 1
~ 4094 T,
T4+ L
avwv R E—F EXEC
avy FERE yy—=x EENE
15.0(1)EY Zoavwy FRNEAIRE L,

BALDHA R4y CFHITIE, RXFENLFRRB S ET, 72& 21E, | exclude output & AJ) L7245 output %
BUITIEIRAFINETADR, Ouiput ZE5TATIEIRSINE T,

i K OFITix. show mac address-table address =~ > RO 1Z R L £7,

Switch# show mac address-table address 0002.4b28.c482
Mac Address Table

Vlan Mac Address Type Ports

All 0002.4b28.c482 STATIC CPU
Total Mac Addresses for this criterion: 1
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Bl show mac address-table address

avy kR

T

show mac address-table aging-time

T _TD VLAN E72I3EE Sz VLAN o =—2 0 7 2 A
LEFRLET,

show mac address-table count

9 _TO VLAN F72138E &7 VLAN THELTWAT
ML A ERRLET,

show mac address-table dynamic

HAFIv I MACT RLATF—7 L = NPT EFRRFL
iﬁ‘o

show mac address-table interface

BESNTEA LV Z—T 24 AD MAC 7 RL A T—7/VEH
ERRLET,

show mac address-table notification

TRTCOAS v Z—T x4 AFERIFRESINIZA X —T = A
2%+ 5 MAC 7 L A BEHREERRLET,

show mac address-table static

2AET 4 v MACT RLA =T v b ) EFEFRL
E3rpe

show mac address-table vlan

BESN7 VLAN O MAC 7 RL A F—7 Vil ER R L
£7,
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show mac address-table aging-time W

show mac address-table aging-time

BEDT RLVAT—TN A VALV ADT—T T XA A5 EINT VLAN EEITHBER 20
BAIETRTHO VLAN LEOTRTCDOT LA T—=TIV A VARV ADZ =V T B A LEFKRT D
21X, show mac address-table aging-time =~ > % EXEC £ — R CEHL 9,

show mac address-table aging-time [vlan vian-id]

WX DA vlan vian-id (L) ¥ED VLAN O=—V v 7 J 4 MEBREFR LET, BETES
HPHIL 1 ~ 4094 T,

T4+ 2L
avy K E—F EXEC
avy FEE yyy—=x EERNE
15.0(1)EY Zoavy FNEAINE L,

#ERALDAHS RSAY VLAN BENRBEENRWVIES. T3TO VLAN T A= — 0 7 XA AREREINET,

LFEHTIE, KXFENXFREIESNET, 72& 2L, | exclude output & A L7254 output %
ETITIXFRRSNETEAD, Output ZETITIIFRREINET,

i WOHITIL, show mac address-table aging-time =~ > RO ZRLET,

Switch> show mac address-table aging-time
Vlan Aging Time

1 300

W& DFITIL, show mac address-table aging-time vlan 10 =~ > FOH %R L E T,

Switch> show mac address-table aging-time vlan 10
Vlan Aging Time

10 300

Cisco I[E 2000 R wF IRY K JI7 LR
| oL-29596-01-J .m.



$¥(2%F Cisco IE 2000 R4 ¥ F Ciscol0S a< Y F |

Bl show mac address-table aging-time

BEaT YR avwvFk

B

mac address-table aging-time

HAFIv 7 =z VUBNMERAEZEFESHFSINEZ%R, MACT R
VA T—TNVNIRFF SN DR ZRELET,

show mac address-table address

HBEESNTZMAC 7 FLZ2D MAC 7 LA F—7 L IEREFR
RLET,

show mac address-table count

4 _ToO VLAN 7238 &N7= VLAN THEELTWAT K
LA ERRLET,

show mac address-table dynamic

FAFTIv 7 MACT RLRA T—7 0V = MR ERRALE
\j‘O

show mac address-table interface

BESNTcA L F—T oA AD MAC 7 LR F—T7 %
FRLET,

show mac address-table
notification

TRTCDA L E =T oA RAELITHEINT A F—T = A X
WZk3 5 MAC 7 R RABHIGBREEZ R T LET,

show mac address-table static

28T 47 MACT RLA T—7 L 2 M) EFida2FRLE
KR

show mac address-table vlan

HBEENTZ VLAN ® MAC 7 RL 2 T—7 LR EEFERLE
7,
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show mac address-table count W

show mac address-table count

F_TCO VLAN F7213 € Sz VLAN ICFET L7 FL A e R+ 51213, EXECE— R T
show mac address-table count =~ > RZf#HH L £9,

show mac address-table count [vlan vian-id]

XX DA vlan vian-id () FED VLAN OF7 RLAEERERLET, IHETE H&MIT 1 ~ 4094 T
‘j_l)
T4+ 2L
avy kK E—F EXEC
avy FBE Jy—= FERNR
15.0(1)EY Zoavy FNEAINE L,

BERLEDAA FF1 Y

3l

VLAN HEBIEE SN2 WVWES. T3TO VLANICHT AT RLA Aoy hRFERENET,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETEAD, Output ZETITIIRREINET,

OB TIiL, show mac address-table count =~ > FOH N Z R L £1,

Switch# show mac address-table count

Mac Entries for Vlan : 1
Dynamic Address Count : 2
Static Address Count : 0
Total Mac Addresses : 2
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Bl show mac address-table count

BEaT YR avwU R B

show mac address-table address BEENZMACT7 KLA2D MAC 7 RL A T—7 LI %
ERLET,

show mac address-table aging-time < <T®» VLAN F7-13#EE S/ VLAN O —2 7 X A
LERRFLET,

show mac address-table dynamic XA FIv 7 MACT RL A F—7 L = N EFEERL
7,

show mac address-table interface BEsnliA v 2—T7 x4 A2AD MAC 7 RL A T—7LIEHR
EFRALET,

show mac address-table TRCOAS LV F—T 2 A AFEFHITREENA VX —T =4

notification 25T 5 MAC 7 RL A BMBELERLET,

show mac address-table static 28T 47 MACT RLARA T—7 L M) EITEFRL
£7,

show mac address-table vlan FREENTZ VLAN O MAC 7 RL A T—7 il E R R L%
e
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show mac address-table dynamic

show mac address-table dynamic

FAFIv I MACT RV R T—7 N = M2 %2R AT 511X, EXEC E— KT show mac
address-table dynamic =~ > K& H L £ 7,

show mac address-table dynamic [address mac-address] [interface interface-id] [vlan vian-id]

X DEREA address mac-address ~ ({£EE) 48 £y FO MAC 7 FL 2&HELET, AR 7+r—~ v MI
H.H.H T4 (it EXEC E— NOBE7ZFFIHAIEE),
interface interface-id ~ ({LE) WAEITHIA LV A —T = A ZAEHELET, A7 —7=7
XZE, WEAR—FER—F FrxABnEENET,
vlan vian-id (EE) HED VLAN o> MU ZFoR LET, FRETEHMIT 1 ~
4094 T,
T4+ 2L
avwv kK E—F EXEC
avy RERE yy—x EENE
15.0(1)EY Zoavwy FRNEAIRE L,

BEREDAL T4

3l

LFHITIE, RLFENLFREI S ET, =& 21E, | exclude output & AJ) L7845, output %
BUITIEIRAFINETADR, Ouiput ZE5TATIEIRSINE T,

W OFHICIE, show mac address-table dynamic =~ > KO HZRLET,

Switch> show mac address-table dynamic
Mac Address Table

Vlan Mac Address Type Ports
1 0030.b635.7862 DYNAMIC Gil/2
1 00b0.6496.2741 DYNAMIC Gil/2

Total Mac Addresses for this criterion: 2
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W show mac address-table dynamic

avy kR

T

clear mac address-table dynamic

MAC 7 KL A T—T 06, FFEOXAFTIv s TR
A BEDA VHE =T 2 A LDODTRTOFAFIv T T K
VA, F7038ED VLAN LI _RTOXAFI v 7 TR
VAZHIBRL ET,

show mac address-table address

FBEENTMAC 7 FLAD MAC 7 RL R 7F—7 NV IiE#%
FKRLET,

show mac address-table aging-time

4 _T® VLAN £ ESN/- VLAN D=—V 0 7 X A
LEFRRLET,

show mac address-table count

9 _TO VLAN 7213 8E SN/ VLAN THELTWAT
R 2BERRLET,

show mac address-table interface

BESNEA LV EZ—T A4 ZAD MAC 7 RL %2 F—7 LI5#R
ERRALET,

show mac address-table static

28T 47 MACT RVA FT—7)L = MR EFRRL
E7

show mac address-table vlan

BESN7 VLAN O MAC 7 RL A F—7 Vil ER R L
£7,

Il CiscolE2000 A1 vyF avvF JYI7 LR

0L-29596-01-J |



| £2% CiscolE 2000 XA v F Cisco I0S A= F

show mac address-table interface W

show mac address-table interface

HBELZ VLAN ODFEELIZA LV HZ—T 24 2D MAC 7 RV A T —T7NUEREFRT HI121%. show
mac address-table interface user =~ K& L F 3,

show mac address-table interface interface-id [vlan vian-id|

S O] interface-id EE) AV Z—TxARIATHIEELET, BIRA 2 —T7 =4 AT
X, WEA—MER—F FrRmABEENET,
vlan vian-id (fEF) RFED VLAN o= F Y 2FRRLET, HETE HHMAIL 1 ~
4094 T,
TIANLE L
avY K E—F EXEC
avy FERE Jyy—= EEANR
15.0(1)EY Zoavwy FRNEAIRE L,

BRALDSHA FS1Y LFHNTIE, REFENXFRRJENET, =& 2IE, | exclude output & A L72HA ., output %
BUTIXIRRINETAD, Output ZETITIIRREINET,

i O Tix. show mac address-table interface =~ > FOHHZR L E7,

Switch> show mac address-table interface gigabitethernetl/2
Mac Address Table

Vlan Mac Address Type Ports
1 0030.b635.7862 DYNAMIC Gil/2
1 00b0.6496.2741 DYNAMIC Gil/2

Total Mac Addresses for this criterion: 2
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Bl show mac address-table interface

BEaT YR avwyk SREA

show mac address-table address BEEINTZ MAC 7 FL2D MAC 7 KL X F—7 )L{E#H
ERRFLET,

show mac address-table aging-time F_XTOH VLAN F73BEES 7 VLAN O=—2 v 7 #
A L%HFRLET,

show mac address-table count F_T?» VLAN F7= 337z VLAN TEEL TWD
T R 2 BER R LET,

show mac address-table dynamic AALFIv 7 MACT RL A T—7)L = MY IZF&2ER
LET,

show mac address-table notification T _XCHOA L X —T oA AFHITEESINTA L X —T =
A KT A MAC 7 L A BB EEZERLET,

show mac address-table static 22T 47 MACT7 RLA T—7) = M) P E2FR
LET,

show mac address-table vlan BEINZVLAN DO MAC T RL A T—T7 N EREFER L
£7
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show mac address-table learning W

show mac address-table learning

FT_TCO VLAN F23HEE L7 VLAN D MAC 7 RV A F—=2 7 AT — R RTDHITIE.
EXEC &— N T show mac address-table learning =~ > FZ{HH L £ 7,

show mac address-table learning [vlan vian-id]

TR vlan vian-id (f£E) ®ED VLAN Oz £ R LET, HETE 240X 1 ~ 4094 T
‘é—o
T4+ 2L
avwv kK E—F EXEC
av Yy FERE J1yy—=x EERA
15.0(1)EY Zoavy FNEAINE L,

BRLEDHA RSMY WMESINT VLAN & 20 VLAN TMAC 7 RL R 5 —=2 N F—TANTF 4 E—T Ak ER
T 5HIE,. F—U— FEHEE L2\ T show mac address-table learning =~ > F&ZEH L £9, 7
T ANV NI, TRTDO VLAN TMAC 7 RV A ==V T RPRA 32 —T )N TT, i~ D VLAN OF=H =
T—H AEFRRTDHIIE, HED VLANID 238 ELCZoa~r RalHA L £7,

LFEHTIE, KXFENXFREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIXFRRSNETAD, Output ZETITIIRREINET,

i WOFITIE, MACT RLA 7 —=2773 VLAN 200 CT7 4 E—7 /LI > T\ % Z & &7~ 7 show
mac address-table learning EXEC =~ RO A ERLET,

Switch> show mac address-table learning

VLAN Learning Status
1 yes
100 yes
200 no
Bl R avyFk HIL:]
mac address-table learning vlan VLAN D MAC 7 RL R S—=0 7% A X—FVEITT 4

t—T iz LET,

Cisco I[E 2000 R wF IRY K JI7 LR
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W show mac address-table move update

show mac address-table move update

MAC 7 RL A 7—7 VBB EFERE R RT 210030 A v FOEHF®RE ., EXEC £— KT show
mac address-table move update =~ > R&fH L E T,

show mac address-table move update

WX s ZOawy PIZEF—U— FELFBEITH Y £H A,
TIHNE mL
av R E—F EXEC
av > FEE Jyy—= EERE
15.0(HEY Zoavy RPREAIShELE,

HERALEDHA RS54 LFHTIH, KXLFENLFERRBISNET, =& 21X, | exclude output & AJ) L7z54 . output %
BUITIIFRRENFEEADN, Output % ETATIERRSNET,

1 WOFITiX, show mac address-table move update =~ > FOH I ER L ET,

Switch> show mac address-table move update
Switch-ID : 010b.4630.1780

Dst mac-address : 0180.c200.0010
Vlans/Macs supported : 1023/8320
Default/Current settings: Rcv Off/On, Xmt Off/On
Max packets per min : Rcv 40, Xmt 60

Rcv packet count : 10

Rcv conforming packet count : 5

Rcv invalid packet count : 0O

Rcv packet count this min : 0

Rcv threshold exceed count : 0

Rcv last sequence# this min : 0

Rcv last interface : Po2

Rcv last src-mac-address : 0003.£fd6a.8701
Rcv last switch-ID : 0303.£d63.7600

Xmt packet count : 0

Xmt packet count this min : O

Xmt threshold exceed count : 0

Xmt pak buf unavail cnt : 0

Xmt last interface : None

switch#

IV F avwyr HL:)]
clear mac address-table move MAC 7 KL R T —TAVBITEH A 2% 7 VT LET,
update
mac address-table move update AL v F EOMACT RLVA T—TNABITHEFEZHELE
{receive | transmit} T,
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show mac address-table notification W

show mac address-table notification

TRCOAS VH =T 2 A AFTIFBESNTZA VX —T 24 AD MAC 7 KL ZBHMFHRTEEFRT HIC
1Z. EXEC % — KT show mac address-table notification =~ > R&ZfiH L £,

show mac address-table notification {change [interface [interface-id] | mac-move | threshold}

BEX DA change MAC ZEHE@EHERE T A =2 B L OBET —T V2 TR L £ T,
interface EE) T _RTDOA L E—T oA ADEREFERLES, B A % —
Tz A A, MR- EFR—F Fr ARG ERET,
interface-id LE) BEShTFA V¥ —T oA A, HihleA v ¥ —T7 = A A%, Wi
AR—hEFR—bF FrXABEENET,
mac-move MAC 7 R L 2B 8@ O R RRE,
threshold MACT7 RLVA F—7 LD LXWVMEE=FY v 7 OREEZFRLET,
TIAILE L
avyo kR E—F EXEC
avy FERE yyy—x EENE
15.0(D)EY COawy RAEASILE L,

HHEDHA FS51Y

¥ —U— F%&45E L7\ T show mac address-table notification change =~ > F&{EH T 5 &,
MAC 7 F U AEFBABEREN A F— T LT B —7 ), MAC xR, JBET — 7 L Dk KFF
KRy NI, BLOBERET —7VORAREZR T LET,

FTRTOA LV H—T = A AO@EME LR RT B, interface ¥— 7 — NEFHEH LET, interface-id ?
EENDIHBE. TDOA LV E—T 2 A ADT T T RETRERENET,

LFHITIE, KLFEENFERKBSNET, 72& 21E, | exclude output & AJ) LA output %
BUITIER RSN EEAD, Output % ETATIIRRINET,

| oL-29596-01-J

Cisco IE2000 R/ wF IRV F YI7LVR



$¥(2%F Cisco IE 2000 R4 ¥ F Ciscol0S a< Y F |

Bl show mac address-table notification

1) WOBITIL, show mac address-table notification change =~ > KO ZRLET,

Switch> show mac address-table notification change

MAC Notification Feature is Enabled on the switch

Interval between Notification Traps : 60 secs

Number of MAC Addresses Added : 4

Number of MAC Addresses Removed : 4

Number of Notifications sent to NMS : 3

Maximum Number of entries configured in History Table : 100

Current History Table Length : 3

MAC Notification Traps are Enabled

History Table contents

History Index 0, Entry Timestamp 1032254, Despatch Timestamp 1032254
MAC Changed Message

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0001 Module: O Port: 1

History Index 1, Entry Timestamp 1038254, Despatch Timestamp 1038254
MAC Changed Message

Operation: Added Vlan: 2 MAC Addr: 0000.0000.0000 Module: 0 Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0002 Module: O Port: 1
Operation: Added Vlan: 2 MAC Addr: 0000.0000.0003 Module: O Port: 1

History Index 2, Entry Timestamp 1074254, Despatch Timestamp 1074254
MAC Changed Message

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0000 Module: 0 Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0001 Module: O Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0002 Module: O Port: 1

Operation: Deleted Vlan: 2 MAC Addr: 0000.0000.0003 Module: 0 Port: 1

BREaTU K = BREA

clear mac address-table notification MAC 7 FL 2@ o — )L hoo 2% 7 U7 LET,

mac address-table notification MAC 7 RLAEFT, B, 7217 FL A 5—7 L L& W
lEd> MAC 7 F L 2@ agREZ A R— 7 LT LET,

show mac address-table address EESNTMAC 7 RLAD MAC 7 KL% 5— 7 Ui§H %
FRLET,

show mac address-table aging-time 4 <T» VLAN ¥~ i3 sE&n7= VLAN OD=— 7 & 4
LaRRLET,

show mac address-table count F_CTo» VLAN £ 721388 7= VLAN THFEIEL TV 5T

N 2gAERRLET,

show mac address-table dynamic A FIv 7 MACT RLRAFT—7 )L o MY FEIFE2FERRL
7,

show mac address-table interface BEISNIA LV Z—T 242D MAC 7 RL A2 T—7 L&
ERRALET,

show mac address-table static 2827 47 MACT RLA FT—7 )L = NPT E2F AL
9,

show mac address-table vlan FBEENZZ VLAN ® MAC 7 RL A T—7 UE8REZFERL
iﬁ‘o
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show mac address-table static

show mac address-table static

AET 47 MACT RLA T—7)v = M) T &FRT HI12iE, EXEC £— KT show mac
address-table static =~ FZfEH L £7,

show mac address-table static [address mac-address] [interface interface-id] [vlan vian-id]

X DEREA address mac-address (EE) 8 EY PO MAC 7 FLAZIRELET, A7 +—~ v NI
HHH T3 ($## EXEC — ROBEAS 7R A L.
interface interface-id EE) BAEITIA L Z—T oA R EBELETY, A ro4—7x
7 TN MR — N ER— ] Fr XADPEENET,
vlan vian-id (EE) BHED VLAN O7 FL2&FRLET, FHRETE2H#MIT 1 ~
4094 T,
T4+ 2L
avy kR E—F EXEC
avy RERE yy—x EERA
15.0(1)EY Zoavwy FRNEAIRE L,

BEREDAL T4

3l

LFHITIE, RLFENLFREI S ET, =& 21E, | exclude output & AJ) L7845, output %
BUITIEIRAFINETADR, Ouiput ZE5TATIEIRSINE T,

K DOFITix. show mac address-table static =~ > RO J1aR~ L £,

Switch> show mac address-table static
Mac Address Table

Vlan
All
All
All
All
All
All

4
6

.cccc
.0000
.cccd
.0001
.0004
.0005
.0004
.0007

Type

STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC

Drop

Total Mac Addresses for this criterion: 8
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Bl show mac address-table static

BREaOT VR avyvFk BL
mac address-table static MACT7 RL A T—TINIAET v 7 T RLAZEBML

£7,
mac address-table static drop 2=% % A FNMACT RLVRA T4 NE Y Tl x—T )L

WL, BFEDREITLEIFSEE MAC 7 RLAEEFD N T
T4 75 R KRy TBL9AA v T E#HELET,

show mac address-table address eI/ MACT7 RLA2D MAC 7 RL 2 5—7 LiEH
EFRALET,

show mac address-table aging-time T _T® VLAN £33 ESNn= VLAN o= —> 7 &
A LERRLET,

show mac address-table count TRTO VLAN F721348E S 7z VLAN THEL TS
7 RV AEERTLET,

show mac address-table dynamic A FIv 7 MACT RLAR FT—7 ) M) FiIFEFER
LET,

show mac address-table interface BEINEA L Z—Tx2A4AD MAC 7 FL R F—7LE
WERRLET,

show mac address-table notification T _XCHOA L X —T A AFHITEESINTA X —T =
A RZKT A MAC 7 RLUABHMBREFRTELET,

show mac address-table vlan BESN7Z VLAN DO MACT7 RL A T—7LEREFRRL
\i \j‘o
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show mac address-table vian W

show mac address-table vilan

¥ED VLAN ® MAC 7 FL A T—7 W EREF/RT H121E. EXEC £— KT show mac
address-table vlan =~ > FZfEH L £7,

show mac address-table vlan vian-id

WX DA vian-id (EE) #ED VLAN OF7 L A% FRrLET, fHETE HHPAIL 1 ~ 4094 TT,
TI+ILE 7L
avU R E—F EXEC
av Yy FERE yy—=x EFERRE
15.0(1)EY Zoavy FNEAINE L,

BERLEDAA FF1 Y

]

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIERRINERFADN, Output % ZLITIERRINET,

wOFITIE, show mac address-table vlan1 =~ > FOHHZRLET,

Switch> show mac address-table vlan 1
Mac Address Table

Vlan Mac Address Type Ports
1 0100.0ccc.cccc  STATIC CPU
1 0180.c200.0000 STATIC CPU
1 0100.0ccc.cccd STATIC CPU
1 0180.c200.0001 STATIC CPU
1 0180.c200.0002 STATIC CPU
1 0180.c200.0003 STATIC CPU
1 0180.c200.0005 STATIC CPU
1 0180.c200.0006 STATIC CPU

1 0180.c200.0007 STATIC CPU
Total Mac Addresses for this criterion: 9
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W show mac address-table vian

BREav VR avw vk E LT

show mac address-table address BEEINTZ MAC 7 FL2D MAC 7 KL X F—7 )L{E#H
ERIALET,

show mac address-table aging-time F_XTOH VLAN F73BEES 7 VLAN O=—2 v 7 #
A LERRLET,

show mac address-table count F_T?» VLAN F7= 337z VLAN TEEL TWD
T RV A ERRTLET,

show mac address-table dynamic AALFIv 7 MACT RL A T—7)L = MY IZF&2ER
LET,

show mac address-table interface EESNTA v EZ—T A AD MAC T RL A T—7 )L
WERTLET,

show mac address-table notification T _XCTHOA L ¥ —T A AFHITEESINTA X —T =
A 2% 9 A MAC 7 RL A @BMBEEZRELET,

show mac address-table static 22T 47 MACT7 RLA T—7) = M) P H2FR
LET,
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show mls gos

showmis gos W

Quality of Service (QoS) ® 27 m— VR FERRERTT 51Z1E, EXEC £ — T show mls qos =
~U FEERLES,
show mls qos
N
() Zoavwy REMHATE 01X, A4 v T 5 LAN Base £ A — V% FTLTWBHEETTT,
BX DA Zoawy RIZEF—U— FREZE5IKEH 0 A,
TI+ILE 7L
avwv kK E—F EXEC
avy FERE yy—=x EFERRE
15.0(1)EY Zoavy FNEAINE L,
BRALOSHA R34 LFHNTIE, RLFENXFRRJENET, =& 2IiE, | exclude output & A S L7=84A . output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,
1 WOBFITIE, QoS 23A x—7 /LT DSCP Zila b A X —7 /L DEH @ show mls qos =~ > FOH T &R
LT,
Switch> show mls gos
QoS 1is enabled
QoS ip packet dscp rewrite is enabled
BRI F avw vk BL
mls qos AZA v FERITH LT QoS A4 F—T NI LET,
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W show mis qos aggregate-policer

show mls qos aggregate-policer

Quality of Service (QoS) DEKRY ¥y —FFZEXTT 2I12i%, EXEC £— FT show mls qos
aggregate-policer =~ > R&ZMEM L E T, AU —1F, RRKFBFBEHE, FKS—R MgV A X,
BLOWTOLDRKEZ B L2 5E0LEEZERLET,

show mls qos aggregate-policer [aggregate-policer-name]

(i) Ioavwry REFEHTE2DIE, A4 vy F N LANBase £ A=Y % FEIT L TWAEAETET TT,

B\ DA aggregate-policer-name (EE) FHBESNLAFORNY ¥ —fiE,
TI+INE L
avv Kk E—F EXEC
av Yy FEE yy—2x EEAE
15.0(1)EY Zoavwry FREAIRE LR,

BRALDAA R34y XFHITHE, KXFLENLERRIENET, =& 21E, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

il WOFITiE, show mls qos aggregate-policer =~ > FOH &R L ET,

Switch> show mls gos aggregate-policer policerl
aggregate-policer policerl 1000000 2000000 exceed-action drop
Not used by any policy map

BEITUF avwyk S
mls qos aggregate-policer RV o= <o TNTEEO IV FARKET LRI b— T A —%
EEXELET,

Cisco IE 2000 R wF AT K Y77 LR
m‘ 0L-29596-01-J |



| £2% CiscolE 2000 XA v F Cisco I0S A= F

show mis qos input-queue Wl

show mls gos input-queue

AJ)% 2 —® Quality of Service (QoS) DFEEAFRT 221X, EXEC E— KT show mls qos
input-queue =~ RZHH L 7,

show mls qos input-queue

(i) Ioavwry REFEHTE2DIE, A4 vy F N LANBase £ A=Y % FEITL TWAEAETET T,

BX DA Zoavwry R, ¥—U—FKE58IEH 0 A,
T4 L
avY R E—F EXEC
av Y FEE Jy—=x EERNE
15.0(1)EY Zoavy FNEAINE L,

BRALOSHA R34 LFHNTIE, RLFENXFRRJENET, =& 2IiE, | exclude output & A S L7=84A . output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

{1 W OFITIL, show mls qos input-queue =~ FOHZRLET,
Switch> show mls gos input-queue
Queue : 1 2
buffers : 90 10
bandwidth : 4 4
priority : 0 10
thresholdl: 100 100
threshold2: 100 100
BEEav K avwUFk EEA

mls qos srr-queue input bandwidth VA TR T RurEy (SRR) ODELEAIF 2 —IT
FDYTEF,

mls qos srr-queue input buffers ANFa—MORy 7728 Y TET,

mls qos srr-queue input cos-map B Y THLREY—ER 2T A (CoS) EEANF=2—IC
vy B 7L, CoSfEAF=2—L LEWMEID IZHIV YT
e

mls qos srr-queue input dscp-map |0 4 CTHNh7- Diffserv =— K R+ > b (DSCP) fEi%z A
HF¥Fa—il~wvt 7L, DSCPiE%2 ¥ =2—& LEVVEID
WZEY BTET,

Cisco IE 2000 R4 wF a2 K YI7LYR
| oL-29596-01-J



¥ 2% CiscolE 2000 X1 v F Cisco10S a<w>F |

W show mis qos input-queue

avvk EiEA

mls qos srr-queue input ANTTAFVT 4 Fa—%FRE L, HIkEZRIEL F
priority-queue 4.

mls qos srr-queue input threshold Weighted Tail-Drop (WTD) L EWMEONX—E LT —T%

AN F 2 —IZHID Y TES,

Cisco IE 2000 R wF AT K Y77 LR
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show mis qos interface W

show mls gos interface

A— bk L~ T Quality of Service (QoS) DI #H A £ 77 512i%. EXEC £ — KT show mls qos
interface =~ R&fHL 7,

show mls qos interface [interface-id| [buffers | queueing | statistics]

Ioavwry REFEHTE2DIE, A4 vy F N LANBase £ A=Y % FEITL TWAEAETET T,

BX DA interface-id TE) fBESNTAR— b, Aol A ¥ —7 A XTiE, WER— IR EEN
ij‘o
buffers (EE) Fa—FMoNy 7 7EHY Y TERRLET,
queueing EE) Fa—A V7D HEEFEEFY2—E 7)) BLUOFa - L
Tev=zA FeRRLET,
statistics ({E7) %3215 Shi- DiffServ =— K KA & (DSCP) OftatE®, —E =
7 A (CoS) fE., Fa=—IlZANOGNTENEITHIIF 2 —BAL THIBR S 723
Ty NI HERV Y =0T e T A VNSO T y NIERRLET,
>
(GE)  policer ¥—TU— K%, a~<> RIA D~V T 2R I3 ERENRETN, PR—-FEhTWE
A,
TIAILE 7L
avwv kK E—F EXEC
av Yy FERE Jy—= EFERRE
15.0(1)EY Zoavy FNEAINE L,

BERLEDAA FF1 Y

]

LFHTIE, KXFENXTERRJISNET, =& 21E, | exclude output & A7) L7284, output %
BUITIIRRENEEAD, Output % ETITIERRSNET,

WOHITIE, VLAN ~N—2 QoS 231 R—7 /L D4 D show mls qos interface interface-id =~ > |
OHHERLET,

Switch> show mls gos interface gigabitethernetl/1
GigabitEthernetl/1

trust state:not trusted

trust mode:not trusted

trust enabled flag:ena

COS override:dis

default COS:0

DSCP Mutation Map:Default DSCP Mutation Map

Trust device:none

| oL-29596-01-J
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W show mis qos interface

gos mode:vlan-based

WOFTIE, VLAN ~—2 QoS M 1 &—7 /L D4 0 show mls qos interface interface-id =~ >
FOWIERLUET,

Switch> show mls gos interface gigabitethernetl/2
GigabitEthernetl/2

trust state:not trusted

trust mode:not trusted

trust enabled flag:ena

COS override:dis

default COS:0

DSCP Mutation Map:Default DSCP Mutation Map

Trust device:none

gos mode:port-based

W OFITIiX, show mls qos interface interface-id buffers =~ > KO Z R L E T,

Switch> show mls gos interface gigabitethernetl/2 buffers
GigabitEthernetl/2

The port is mapped to gset : 1

The allocations between the queues are : 25 25 25 25

WOBITIL, show mls qos interface interface-id queueing =2~ > KO A ZRLET, HAKE
Fa—ld, RESNTEV=AT R IFU Frby (SRR) OELEZEHZLET,

Switch> show mls gos interface gigabitethernetl/2 queueing

GigabitEthernetl/2

Egress Priority Queue :enabled

Shaped queue weights (absolute) : 25 0 0 0
Shared queue weights : 25 25 25 25

The port bandwidth limit : 100 (Operational Bandwidth:100.0)
The port is mapped to gset : 1

K OHITIL, show mls qos interface interface-id statistics =~ > FOM1E# R LET, £ 2-3012, =
DHATEREND T 4 —/V FOHRMAEZRLET,

Switch> show mls qos interface gigabitethernetl/2 statistics
GigabitEthernetl/2

0 - 4 : 4213 0 0 0 0
5- 9 0 0 0 0 0
10 - 14 0 0 0 0 0
15 - 19 0 0 0 0 0
20 - 24 0 0 0 0 0
25 - 29 0 0 0 0 0
30 - 34 0 0 0 0 0
35 - 39 0 0 0 0 0
40 - 44 0 0 0 0 0
45 - 49 0 0 0 6 0
50 - 54 0 0 0 0 0
55 - 59 0 0 0 0 0
60 - 64 : 0 0 0 0

dscp: outgoing

0 - 4 363949 0 0 0 0
5- 9 0 0 0 0 0
10 - 14 0 0 0 0 0
15 - 19 0 0 0 0 0
20 - 24 0 0 0 0 0

Cisco IE 2000 R wF AT K Y77 LR
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show mis qos interface W

25 - 29 : 0 0 0 0 0
30 - 34 : 0 0 0 0 0
35 - 39 : 0 0 0 0 0
40 - 44 : 0 0 0 0 0
45 - 49 : 0 0 0 0 0
50 - 54 : 0 0 0 0 0
55 - 59 : 0 0 0 0 0
60 - 64 : 0 0 0 0
cos: incoming
0 - 4 : 132067 0 0 0 0
5 9 : 0 0 0
cos: outgoing
0 - 4: 739155 0 0 0 0
5 - 90 0 0
Policer: Inprofile: 0 OutofProfile: 0
& 2-30 show mis gos interface statistics ® 7 1+ —JL FDREA
J4—ILF B7L
DSCP incoming DSCPEZ L= LT "7 v M
outgoing DSCP i = & IZiE(E LTz 37 v MK
CoS incoming CoSTEZ LITZE LT v MK
outgoing CoSEZ LITIRE L= ~T v MK
Policer Inprofile RIS =TT 77 A VAR MK
OutofProfile KUY —T,DTa 77 A NNy B
Bl F avwyk H 7L
mls qos queue-set output buffers RNy TZ7kFa—ky MIEIYETET,
mls qos queue-set output threshold Weighted Tail-Drop (WTD) L& WMEZaEL, /S

TrDT ATV T 4 2RGEL, Fa—ty MIHT S
RRAEVEHIDYTERELET,

mls qos srr-queue input bandwidth SRR ODELZ ATTF 2 —IZE| D Y TE,

mls qos srr-queue input buffers ADFa—MONy 77 52E 0 Y TET,

mls qos srr-queue input cos-map CoS EEZ ANFa—Il~ v LT T 5, £7-1% CoS 1

FXxa—LLEWEIDIIvvy LT LET,

mls qos srr-queue input dscp-map DSCPix A1 F a—IlZ~ vy ¥ 7+ %50, £7-1% DSCP

fEizXxa—¢LEWVMEIDIZY Yy E I LET,

mls qos srr-queue input priority-queue A 754 A4V T 4 o —AFHE L. SIS 2R L F

\?‘O

mls qos srr-queue input threshold WTD LEVWMEDO =t T =% ATIF 2 —I2E Y 4
i ﬁ-o

mls qos srr-queue output cos-map CoSfEZzHNIFa—lc~vo 7, F7-1% CoS i%E

Fa—BLOLEWEID ICvyEXZLET,

mls qos srr-queue output dscp-map DSCPEZHJjF =—, F/idF=—L LEVWEID IZ

~ v BT LET,

policy-map

RY v— <y Tk, EREFEELET,
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W show mis qos interface

avwrFk EREA

priority-queue A= ECHAREF 2 —2 A X —T M LET,

queue-set H—boFa—ty MIvy BV 7 LET,

srr-queue bandwidth limit R— FTOHRKHEIEFHELET,

srr-queue bandwidth shape e B S ENEEHERD ST, R Mv v BT
ENTZAOOHF a2 — ETHIRIEY =— v 7 2 A X —
TMZLET,

srr-queue bandwidth share HHTAHARELEZEV YT, R— vy B rEn-4-o

DOHNF 2 — ETHEOEEZ A F—T7 LI LE T,
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show mis qos maps W

show mls qos maps

Quality of Service (QoS) ~ v V' 7IFWARRT 512X, EXEC E— KT show mls qos maps ==~
VREHEALET, HETIE, QS Fv vy B TN EFHLTCN T T4 v I DT ITAF VT 4
EERAL, ZELIEY—E X 752 (CoS), Diffserv =— K KA >~ (DSCP), F7ziL IP
precedence > HXfIET % CoS £7-1X DSCP fEZ AL £,

show mls qos maps [cos-dscp | cos-input-q | cos-output-q | dscp-cos | dscp-input-q |
dscp-mutation dscp-mutation-name | dscp-output-q | ip-prec-dscp | policed-dscp]

~
(F) Zoavy REHATE 20, AA v F7 LAN Base A A — V2 FTL TV HHAET T,
WX DEEA cos-dscp (EE) —t R 75 % (CoS) /DSCP ~ v 7% F 7 L%
7,
cos-input-q (fEE) CoS AiFa—D L EWME~Y Yy 2R 7T LET,
cos-output-q (£EE) CoSHAFa2—DLEWE~Y Yy TH2FKRLET,
dscp-cos (f£&) DSCP-to-CoS v v 7% FK R L £,
dscp-input-q (f£&) DSCP AN Fa—L&EWE~y F2F R LET,
dscp-mutation dscp-mutation-name  ({1:3%) & S 7z DSCP-to-DSCP-mutation v » 7 % /R~ L
F7,
dscp-output-q (f£%&) DSCP HAF =2 — L& W~ v F2F£RLET,
ip-prec-dscp ({E#&) IP precedence/DSCP ~ v 7% HK /R LET,
policed-dscp EE) RV 7%H»DSCP v~y 752 E£K 7 LET,
FI4I b+ L
av K E—F EXEC
avy FEE yyy—= TEHRNE
15.0(EY Zoawry RREASHELE,

HHEDHA K51V

LFEHTIE, KT ENAXTFREIESNET, =& 2L, | exclude output & A L7255, output %
ETITIIFRRSNETAD, Output #ETITIIFRREINET,

RV 7% E DSCP. DSCP/CoS. 3 LU DSCP/DSCP-mutation ~ v 7%, = kU 7 2L LTHER
SnEd, dl FITix, DSCP THROLEZBEOEWHIZIEE LET, d2 17 TiL, DSCP THib HEE D
WK AR E L ET, dl B LU d2 EOIL@EH S Tix, R v 7% 7E DSCP, CoS, F 7o
Mutated-DSCP fEZ#2ft L £7, 7= & 21X, DSCP/CoS ~ v 7 Tix. DSCP 1 43 1% CoS & 5 (%t
L9,
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W show mis qos maps

DSCP AJjF 2 —LEVEL IO DSCP H ) Fa—LEWEY Yy I, v V7 RELTHRRINE

o d1 FITIE, ROEEEOFEV DSCP F SO ZHEE L £7, d2 17T, &b EEL DXV DSCP
EEOMEZBELET, dl fEL 2 HEOLEBH S TIE, F=2—ID & LEVMEID 2R LET, =& 2
[T, DSCP A/jF 2— L&V~ v 7 Tid, DSCPE 43 (3F =2 — 2 BLLEWME 1 (02-01) (ZxHi&

Li‘d—o

CoS ANjFa2a—LEWEB LU CoS H1F 2 —LEWE~ v 7 Tid, CoS A —F D17, fIET 2
Fa—IDBIPLEVMEID 22 BODITIZRKRENET, 7& 2IE CoS ANFa—LEWE~ Y

FTlE, CoSTESIIF2—2BLIULEVWMEL 2-1) ks T52 20 4,

£l WOHITIE, show mls qos maps =~ > KO HERLET,

Switch> show mls gos maps
Policed-dscp map:

dl : d2 0

Dscp-cos map:
dli : d2 0

cos: 0

8 16 24 32 40 48 56

IpPrecedence-dscp map:

ipprec:

0

1

2

8 16 24 32 40 48 56

0

Dscp-outputg-threshold map:

dl :d2 0

1

2

Il CiscolE2000 A1 vyF avvF JYI7 LR
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Dscp-inputg-threshold map:

dl :d2 0

1

show mis qos maps W

Cos-outputg-threshold map:

Ccos:

0

1

2-1 2-1 3-1

queue-threshold:

Cos-inputg-threshold map:

Cos:

0

1

1-1 1-1 1-1

queue-threshold:

Dscp-dscp mutation map:

Default DSCP Mutation

di : d2 0 1

2

3

avwyk

SiBA

mls qos map

CoS/DSCP + v 7, DSCP/CoS ~ > 7,
DSCP/DSCP-mutation ¥ »» 7°, IP precedence/DSCP ~ v 7',
BIORY v 7% EDSCP v~y 72 EHRZLET,

mls qos srr-queue input cos-map

CoS HAEZ AN F a—IC~ vy B 7 F %7, £72iF CoS fEZ
Fa—blEWEIDIZYY LT LET,

mls qos srr-queue input dscp-map

DSCP fi&x A )F a—iZ~ v B 7950, £721% DSCP %
Fa—LlLlLEWEIDICv Yy B LET,

mls qos srr-queue output cos-map

CoSfEEHIFa—lz~wv B, F2X CoSEEF=—F
FJOLEXWEIDICv Yy 7 LET,

mls qos srr-queue output dscp-map

DSCPExHJjF¥=—, FidF=2—¢ LEVWEIDIZw vV
V7 LET,
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W show mis qos queue-set

show mls qos queue-set

/)% = — @ Quality of Service (QoS) DEREZERT 512X, EXEC E— FT show mls qos
queue-set =~ REMHEHLET,

show mls qos queue-set [gset-id]

(i) Ioavwry REFEHTE2DIE., A4 vy F N LANBase £ A=Y % FEIT L TWAEAETET T,

EXOHN gset-id (EE) ¥a2—ky DO ID T, HEAR—MI¥xa—Fy MIBEL., RN— MHEAL
THAF2—4 >R CEEELET, BETEA%MIL1 ~2 T,

TI+IE 2L
avyv kR E—F EXEC
avy FERE yyy—x EERNE
15.0(1)EY Zoawy FPNEAIHE L,

BRALDAA R34y XFHITHE, KXFLENLERRIENET, =& 21E, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

il KOFITIL, show mls qos queue-set =~ KOH N ERLET,

Switch> show mls gos queue-set
Queueset: 1

Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved 50 50 50 50
maximum : 400 400 400 400
Queueset: 2

Queue : 1 2 3 4
buffers : 25 25 25 25
thresholdl: 100 200 100 100
threshold2: 100 200 100 100
reserved 50 50 50 50
maximum : 400 400 400 400

Cisco IE 2000 R wF AT K Y77 LR
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show mis qos queue-set W

MEav>F avrvk EL:
mls qos queue-set output buffers Ny TZ7kFa—ty MIEIVETET,
mls qos queue-set output threshold Weighted Tail-Drop (WTD) L EWEZREL., Ny 77D
TRAZEVT 4 2fRiEL, Fa—ky MIHTIRRAE
UEID B TERELET,

Cisco IE2000 R/ wF IRV F YI7LVR
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M show mis gos vlan

show mis qos vian

Ay FAEA =T =A X (SVD) ISMENRY v— =y T2 Rrd 51213, EXECE—F
C show mls qos vlan =~ > &AL ET,

show mls qos vlan vian-id

(i) Ioavwry REFEHTE2DIE., A4 vy F N LANBase £ A=Y % FEIT L TWAEAETET T,

EXOHN vian-id R — =T HFERTHEDIZTSVIDO VLANID 2 ELET, fEETX S
EPAIL 1 ~ 4094 T,

TI+IE 2L
avyv kR E—F EXEC
avy FERE yyy—x EERNE
15.0(1)EY Zoawy FPNEAIHE L,

BRLEDAA R34V show mls qos vlan =~ > K5O H 771X, VLAN ~<X— 2 ® Quality of Service (QoS) WA F—7 LT
BER) V— vy TRRESNTOAHEAICETERRIS Y 7,

XFHNTIHE, RKXFL/NLERRIENET, 72& 212, | exclude output & AJ) L7284 output %
BUITIER RSN EEAD, Output % ETHATIZRRINET,

5 KOFITIEL, show mls qos vlan =~ > RO ZR L ET,

Switch> show mls qgos vlan 10
VlanlO
Attached policy-map for Ingress:pm-test-pm-2

BEaTUFR avUFk B7L
policy-map BEOFR— MIEHATELRY v— vy T2 EREZIIA T
L. RV —~wyF arvr s Fal—var T—RKEHKBL

£7,
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show monitor H

show monitor

AA T EOTXTORAL vF KR —K 7TF+F7 4% (SPAN) BLWY E— F SPAN (RSPAN) & v
va VT AEREFESRT HIZE. EXEC £— N T show monitor =~ F&EHLET, F—U—
FEfEELCavy FEERTHIZLT, fEOEYyvay, I XTokyvay, §XToOr—A)V
yvary, T RCOVE—F By arBDERINET,

show monitor [session {session_number | all | local | range /ist | remote} [detail]]

BEX DA session (ER) fBEEN= SPAN Ty v a v OIEFHREFR R LET,
session_number SPAN £ 721X RSPAN Ot v v a V& EBEZEEL T, HETE 2&MA
1 ~66 T%,
all FT_RTHDSPAN Ty v araFRLET,
local o—H)LSPAN By v a v FiFER R LET,
range list SPAN & v v a > O#PH (list 13FH72ry v a v O#H) 2R LET,
120ty varFidtyya rORBOWT VN ERRI I, #FHO
LA, 2008FO ) BLIRWERRYINZ/RY £5 (N, 7o TR E
T WU REIY DT A—FR] ET2FNA T URREOFHEIC A AN—
ZIIATTLERE A,
GF) ZoOF—U— KL, ¥ EXEC T— FOFE L FERAAIHE T,
remote YE—KRSPAN By g U FiFaERLET,
detail UEE) ety v a vy OMERERZLET,
T4 L
avy kK E—F EXEC
avy FEE yy—=x EERNE
15.0(1)EY Zoavy RN EAIRE L,

BERLEDAA FF1 Y

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=54E . output %
BUITIERARINERTAD, Ouiput 5 ITIEFRRINET,

show monitor =~ K & show monitor session all =~ > Ko JJix[E LTI,

| oL-29596-01-J

Cisco IE2000 R/ wF IRV F YI7LVR



$¥(2%F Cisco IE 2000 R4 ¥ F Ciscol0S a< Y F |

Hl show monitor

] &1z, show monitor EXEC ==~ FOH Al 2R L E9,

Switch# show monitor
Session 1

Type : Local Session
Source Ports

RX Only : Fal/1l

Both : Fa2/2-3,Fa2/5-6

Destination Ports : Fal/2
Encapsulation : Replicate
Ingress : Disabled

Session 2

Type : Remote Source Session
Source VLANs

TX Only : 10

Both : 1-9

Dest RSPAN VLAN : 105

WOB T, m—H/ SPAN %{E7xkt v 3 > 11Z%9 % show monitor EXEC =2~ RKOH I &R
LET,

Switch# show monitor session 1
Session 1

Type : Local Session

Source Ports

RX Only : Fal/l

Both : Fa2/2-3,Fa2/5-6
Destination Ports : Fa2/8
Encapsulation : Replicate
Ingress : Disabled

WOBITIE, AT T 7 4 v 7lindka A4 32— 7 W2 L7284 @ show monitor session all EXEC =~ >
FOHDERLET,

Switch# show monitor session all
Session 1

Type : Local Session

Source Ports

Both : Fal/2

Destination Ports : Fal/3
Encapsulation : Native

Ingress : Enabled, default VLAN = 5
Ingress encap : DOTIQ

Session 2

Type : Local Session

Source Ports

Both : Fal/5

Destination Ports : Fal/8
Encapsulation : Replicate

Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged

BEEavTF avwyFk 7L
monitor session SPAN *7-1% RSPAN © v a3 2Bk, £ IXEELET,
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showmvr H

show mvr

MVR 234 F—T NV THDL0E I, MVR =L FF v X N VLAN, K7 =V —GE R, < /L5
¥y AN V=78, BLOMVR £—F (dynamic ¥721% compatible) % & A7, BEDO~ LT
F¥AFVLAN LY A Rb—v gy (MVR) OZa— L RT XA =2 EERRT HITIE, F—U—
F72 L ChikE EXEC £ — R T showmvr =< > REH L ET,

show mvr

X DEREA Zoavwy NIEF—U— FERITIGHEIETH 0 5 A,
TI4NE L
ATy R E—F H#HE EXEC
avy FER Jy—=x EERE
15.0(HEY Zoavy RPREAIShELE,

BEREDAL T4

3l

LFHNTIE, KXFEDXFRRIENET, 72& 21E, | exclude output & A S L7234 output %
EUITIXR R SNETAD, Output 8 ITIIR R ENET,

’OFETIX, showmvr =2~ RO TEZRLET,

Switch# show mvr

MVR Running: TRUE

MVR multicast VLAN: 1

MVR Max Multicast Groups: 256

MVR Current multicast groups: 0

MVR Global query response time: 5 (tenths of sec)
MVR Mode: compatible

FREOBITIE, vV F XX A b T A—TORKEUE 256 TT, MVR “E— FiZ, compatible (Catalyst
2900 XL ¥ X U Catalyst 3500 XL 2 A v F L#E#E T 5455) £721% dynamic (B2 IGMP 2 X —t
YIEEL BN DY BEXFR - P LETHYA T Iy MVR A AR=2 oy TRFR—-FSATND
BE) OVFnnTd,
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Bl show mvr

EEavwY R avy kR H L
mvr (Za—/N ar7g AL v F ET2NLTHF¥y AN VLAN LU A ML —2a v 3—7
Xal—ay) M LT, EELET,

mvr (f V2 —7 x4 A 2 MVRA—FEHRELET,

T4 X2l —aV)

show mvr interface 2~ RiZ interface 3 X O members ¥ — 7V — K& BN L7256,
RESNTEMVR A U F—T =2 A FEESNA L F—T = A X
DAT—H A, FHEFA A =T 2 A ANBTHTXITDO~ LT
XX AN ITN—TNEREINET,

show mvr members MVR ~LFFx¥ AR TN —TDRA LU NTHAR— M T RTEER
LET, ZNA—TRNIZA ARG E, JAV—T 13T 77+
TTHDHZ EERLET,

Cisco IE 2000 R wF AT K Y77 LR
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show mvr interface Wl

show mvr interface

~“NAVFXx¥y A K VLAN LY A hL—3 a3 (MVR) DL —_"BXOREFEILR— N &2FRRT DT,
*—U— RZ28EE I EXEC £ — KT show mvr interface =~ > FZEHA L4, ¥—U—FK
FEELTCZIOa~vy REHEHATHE, BEDOL I — N K —1D MVR 5 A—ZREKRENET,

show mvr interface [interface-id [members [vlan vian-id]]]

EX DR interface-id I JBELEA L H—T oA A,

BN A v B —T = A ZAFPEE— b (A7, EVa—n, ®— &S
BEle) aEBHET,

members ER) BESINIZA LV Z—T =2 ANBETH MVR 7V —T% T _RCTER
LET,
vlan vian-id (fEE) Z®D VLAN LD MVR v —F A RNE2+_RTERLET, HE

T& H#iMIE 1 ~ 4094 T,

TIHIE 2L
avwv kK E—F e EXEC
avy RERE yy—2z EEARE
15.0(1)EY Zoavy RN EAIIE L,

#ERALDAHS RSAY AJTLER—=FEMBRIEMVR R— FERIETIEETLTR—FOHEAIE, =79 — AvE—UREINET, A
HULTER—= IR L= R— FOEEIT, R—+ A7, R— FEMO AT —F 2 L ORIERfLE
RENFRENET,

members ¥—7U — RKZANTBL, A FZ—T=2A A LD MVR ZJV—7 AU NPRTRTCERENE
9, VLANID # A1 3+5¢,. VLAN ® MVR Zb—7 AU NR\RFRTCEREINET,

LFEHTIE, KT ENAXTFREIESNET, =& 2L, | exclude output & A L7254, output %
ETITIXFRRSNETAD, Output ZETITIIRREINET,

] W DFITIL, show mvr interface =~ > FOH &R LET,
Switch# show mvr interface
Port Type Status Immediate Leave
Gil/1 SOURCE ACTIVE/UP DISABLED
Gil/2 RECEIVER ACTIVE/DOWN DISABLED

LFEO Status DEFEIL, RO LBV TT,

e ACTIVE (. F— "N VLAN IZEENTWL I L E2EKRLET,

e UP/DOWN (%, A— FPHEEFDEREF TRV E R LET,

e INACTIVE X, R—FDB VLAN IZEEN TN EE2BIRLET,

Cisco I[E 2000 R wF IRY K JI7 LR
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B show mvr interface

WOBITIL, f8ESN7ZAR— k@ show mvr interface =~ KOH T EZ R LET,

Switch# show mvr interface gigabitethernetl/2
Type: RECEIVER Status: ACTIVE Immediate Leave: DISABLED

W DFITIL, show mvr interface interface-id members =~ > KOH /R L E T,

Switch# show mvr interface gigabitethernetl/2 members

239.255.0.0 DYNAMIC ACTIVE

239.255.0.1 DYNAMIC ACTIVE

239.255.0.2 DYNAMIC ACTIVE

239.255.0.3 DYNAMIC ACTIVE

239.255.0.4 DYNAMIC ACTIVE

239.255.0.5 DYNAMIC ACTIVE

239.255.0.6 DYNAMIC ACTIVE

239.255.0.7 DYNAMIC ACTIVE

239.255.0.8 DYNAMIC ACTIVE

239.255.0.9 DYNAMIC ACTIVE

BEav UK avwy kR HL

mvr (Fa—Spn ary7 40X AA v F ETeNTFHFHY AN VLAN LYV A ML —v g %A
Lr—3Yy) F—=TNZL T, RELET,

mvr (fVF—TxA R a7 4 MVRA—FE2HRELET,

Fal—Tay)

show mvr AA v F DT —s3L MVR iR ExF R LET,

show mvr members MVR ¥ VFF ¥ AR~ TIL—TDRANRNTHATITOL I —
NAR—=rERFILET,

Cisco IE 2000 R wF AT K Y77 LR
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show mvr members W

show mvr members

BITEIP VT XY AN TN —TDALUNTHITRTOL Y —ANBLUOEFEILR— MERRTHIC
1. %+ EXEC &— KT show mvr members =~ > RZ&ff L E£9,

show mvr members [ip-address]

BEX DA ip-address (HFE) IPAVFXRY A T RLVATYE, TRLAZANTHE, wILF
XY AN TN—TDANRTHDLITRATOL Y —N"BLOERFILA— MR
FRENFET, 7 RLRAEANLARWESIL, TT® Multicast VLAN
Registration (MVR) Z L —7DFT RXRTDORAARY A NENET, 7
=TT A U RIWN WAL, 7 V— 713 Inactive & L THERENET,

T4 L

avY K E—F ¥4 EXEC

avy FERE yy—=x EERNE

15.0(1)EY Zoavy FNEAINE L,

BERLEDAA FF1 Y

il

show mvr members =~ > RNif, LI —A_"BIXOXETLAR— MIEH I ET, MVR At — RO
B, TRTOEETR— MI, TRXTOAFFY X TL—F DAL INRTT,

LFEHTIE, KT ENXTFREIESNET, =& 2L, | exclude output & A L7255, output %
ETITIXFRRSNETAD, Output ZETITIIRREINET,

wOFITIL, show mvr members =~ > FOH AR LET,

Switch# show mvr members

MVR Group IP Status Members
239.255.0.1 ACTIVE Gil/1(d), Gil/2(s)
239.255.0.2 INACTIVE None
239.255.0.3 INACTIVE None
239.255.0.4 INACTIVE None
239.255.0.5 INACTIVE None
239.255.0.6 INACTIVE None
239.255.0.7 INACTIVE None
239.255.0.8 INACTIVE None
239.255.0.9 INACTIVE None
239.255.0.10 INACTIVE None

<output truncated>

WOFITIL, show mvr members ip-address 2~ FOM IR LET, ROT RLA%&EFo72IP <
NFXy AN TN—TDRA L NEFRLET,
Switch# show mvr members 239.255.0.2

239.255.003.--22 ACTIVE Gil/1(d), Gil/2(d), Gil/3(d),
Gil/4(d), Gil/5(s)
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Hl show mvr members

EEavwY R avwyFk HL
mvr (Za— ar7 ¥ A v F ETwNLFH4 A VLAN LI R FL—2 g %A
Lr—ay) F—=T7 LT, BRELET,

mvr (fVF—T xR 374 MVRF—FEZHRELET,

Fal—Tay)

show mvr AAf v FDTa— )L MVR BEEZFHETLET,

show mvr interface o< FIZ members ¥— U — K& BINMLEZEE, REShE
MVR £ V¥ —T A A fEESNTZA LV H—T 2 ADAT —
HA, FFA LV E—T 2 A ANBTHTRTOSLFF v A
N TN—TNRERINET,

Cisco IE 2000 R4 v F a2 K JI7 LR
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show network-policy profile W

show network-policy profile

Xy NT—=2 RY— a7 7 A NVERRT DL, FHE EXEC £ — R T show network policy
profile =~ FaH L ET,

show network-policy profile [profile number] [detail]

GE) Zoavy REFEHAT LI, A4 vy FR LANBase 1 A=V FEITLTWDLERHY £7,

B DEREA profile (FEE) Fy b= RV — a7y A NVEZEFRRLET, 70774 VBAA
number ENTHARWEAE, T _XTCOxy hT—27 R v— a7y A ARERENET,
detail (EE) MR AT —Z 2B LU IEREF R LET,

T4 L

avvk E—F i EXEC

avy FERE Jyy—= EFEANRE
15.0(1)EY Zoavr RREAIRELE,
i WOHITIEL, show network-policy profile =~ > KOHAEZRLE T,

Switch# show network-policy profile
Network Policy Profile 10
voice vlan 17 cos 4

Interface:
none

Network Policy Profile 30
voice vlan 30 cos 5
Interface:
none

Network Policy Profile 36
voice vlan 4 cos 3
Interface:
Interface id

EEavUF avUF e
network-policy A H =T 2 A RATFy b= R —ZHALET,
network-policy profile (v —/% Xv hU—7 KRV v — a7 7 A VEERLET,
Nav4Falb—vay)
network-policy profile (X bk Xy b= RY— TFua T A NNDOBEERELET,
D—I R — a7 ¥z L—
vav)

Cisco I[E 2000 R wF IRY K JI7 LR
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M show nmsp

show nmsp

ALy FORy FT—27 FEVT 4 $—E R 7 has (NMSP) fE#HEFRFT 5I21E, FiE EXEC
F— RTshownmsp =2~ FZEALES, ZOa~vr R, AL v FTHSLY T FU =T A A—
URFTSNTOLHRICETRMTE £,

show nmsp {attachment suppress interface | capability | notification interval | statistics
{connection | summary} | status | subscription {detail | summary}}

EXXDERA attachment suppress THEYTFAMIA v H—T 2 A RRLET,
interface
capability PR—=FENDZV—ERLEYT F—ERE2ELAS v T HEELFERLE
\j‘o
notification interval Y R—PFEINHV—bvROBEAMREEZFERLET,
statistics connection | NMSP Ot s R~ LET,
summary

e connection : FHHETORA v —V h UL XEFRRLET,
e summary : /' 0— L B U X EFRIFLET,

status NMSP ##lc B3 2 EHRER T LET,
subscription detail | £ NMSP ##IClT 2722 U P g U IEREERLET,
summary

o detail : FHEHLTH T A7 T4 T LTVLTRTOIF—ER LS T
Y—EAEZRTLES,

e summary : SR TH T A7 T4 T LTCNDLTRCOF—ERER

~LET,
TIAIE L
avY kK E—F Rt EXEC
av Yy FEE yy—=x EEAE
15.0(HEY Zoavr RREAIhE LR,
il WK OFITIL, show nmsp attachment suppress interface =~ > KOHHE/R L E T,

Switch# show nmsp attachment suppress interface
NMSP Attachment Suppression Interfaces
GigabitEthernetl/1

GigabitEthernetl/2

Cisco IE 2000 R wF AT K Y77 LR
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shownmsp W

WK OBFITIL, show nmsp capability =~ > KOHHZ/R L ET,

Switch# show nmsp capability
NMSP Switch Capability

Service Subservice
Attachment Wired Station
Location Subscription

W OFHITIE, show nmsp notification interval =~ > FOH B ER L E T,

Switch# show nmsp notification interval
NMSP Notification Intervals

Attachment notify interval: 30 sec (default)
Location notify interval: 30 sec (default)

WDFITIL, show nmsp statistics connection =~ > & show nmsp statistics summary =~ > RO

R aRLET,

Switch# show nmsp statistics connection
NMSP Connection Counters
Connection 1:

Connection status: UP

Freed connection: 0

Tx message count Rx message count
Subscr Resp: 1 Subscr Reqg: 1

Capa Notif: 1 Capa Notif: 1
Atta Resp: 1 Atta Req: 1

Atta Notif: 0

Loc Resp: 1 Loc Reqg: 1

Loc Notif: 0
Unsupported msg: O

Switch# show nmsp statistics summary
NMSP Global Counters
Send too big msg: 0
Failed socket write: 0
Partial socket write: 0
Socket write would block: 0
Failed socket read: 0
Socket read would block: 0
Transmit Q full: O
Max Location Notify Msg: 0
Max Attachment Notify Msg: 0O
Max Tx Q Size: O

WOFITIE, show nmsp status 2~ > KOHAZERLET,

Switch# show nmsp status

NMSP Status

NMSP: enabled

MSE IP Address TxEchoResp RxEchoReq TxData RxData
172.19.35.109 55 4 4

Cisco I[E 2000 R wF IRY K JI7 LR
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M show nmsp

W OFITIiE, show nmsp show subscription detail =~ > K& show nmsp show subscription
summary 2~ RO ERLET,

Switch# show nmsp subscription detail
Mobility Services Subscribed by 172.19.35.109:

Services Subservices
Attachment: Wired Station
Location: Subscription

Switch# show nmsp subscription summary
Mobility Services Subscribed:

MSE IP Address Services
172.19.35.109 Attachment, Location
Bl R avwy kR H L]
clear nmsp statistics NMSP gt v v 2% 2707 LET,
nmsp AA v F TRy NT—27 FEU T 4 P—ERX Fr bail

(NMSP) %A Rr—7MZLET,

Cisco IE 2000 R wF AT K Y77 LR
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showpagp M

show pagp

R— FEH T 1 F o (PAgP) T F/v 70— 1ER%E£R3T 5121%. EXEC £— KT show pagp
avy REfHLET,

show pagp [channel-group-number] {counters | dual-active | internal | neighbor}

EXX DA channel-group-number — (L&) F v X/ ZA—TFOFZ T, IHETX LML 1 ~ 6 TT,
counters N7 4y 7 IERERSFLET,
dual-active FaT VT ITF 4T ATF—Z AT LET,
internal WHEEHEZ R L ET,
neighbor A N—DOEREFRLET,
T7XIE L
avy kK E—F EXEC
avy FERE Jy—= EFERRE
15.0(HEY Zoavr RREAIRELE,

HHEDHA FS51Y

il

show pagp =2~ REZANTHE, T/ T 47 RF ¥ RN TA—TOERBPEREINET, T
TAT R— b FYRVOERERRT DI, F ¥ %NV T —TFK 5% HEL T show pagp =~ F
EANHOLET,

LFEHTIE, KXFENLFEREIESNET, 72& 21, | exclude output & A L7254 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

WOBITIL, show pagp 1 counters =~ > KO AHZRLET,

Switch> show pagp 1 counters

Information Flush
Port Sent Recv Sent Recv
Channel group: 1
Gil/1 45 42 0 0
Gil/2 45 41 0 0

WOBITIL, show pagp 1 internal =~ > KOHAZEZRLET,

Switch> show pagp 1 internal

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is in Auto mode.

Timers: H - Hello timer is running. Q - Quit timer is running.
S - Switching timer is running. I - Interface timer is running.

Channel group 1

Hello Partner PAQP Learning Group
Port Flags State Timers Interval Count Priority Method Ifindex
Gil/1 SC u6/s7 H 30s 1 128 Any 16

| oL-29596-01-J
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W show pagp

Gil/2 scC u6/S7 H

30s 1

128 Any 16

WOFITIE, show pagp 1 neighbor =~ > FOH1EZ /R LT,

Switch> show pagp 1 neighbor

Flags: S - Device is sending Slow hello.
A - Device is in Auto mode.

Channel group 1 neighbors

Partner Partner
Port Name Device ID
Gil/1 switch-p2 0002.4b29.
Gil/2 switch-p2 0002.4b29.

C - Device is in Consistent state.

P - Device learns on physical port.
Partner Partner Group
Port Age Flags Cap.

4600 Gio0/1 9s sC 10001

4600 Gio0/2 24s sSC 10001

W OBFITIL, show pagp dual-active =~ > KOH %R L E7,

Switch> show pagp dual-active
PAgP dual-active detection enabled: Yes

PAgP dual-active version: 1.1

Channel group 1

Dual-Active Partner
Port Detect Capable Name
Gil/1 No Switch

<output truncated>

Partner Partner
Port Version
Gil1/3 N/A

avro kR

SieA

clear pagp

PAgP F ¥ %)V ZNV—TEHE 7 V7 LET,

Il CiscolE2000 A1 vyF avvF JYI7 LR
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show parser macro W

show parser macro

AL v F ETHEINTNWATRTO R, F2F 1 2O 7 BO/RT A —F 2R RT HITIE,
EXEC & — FC show parser macro =~ > R&{fif LE7,

show parser macro [{brief | description [interface interface-id] | name word}]

S O] brief (EE) £~/ 04z ERLET,
description interface  ({£7%) T X CO~ 7 uOHPAEIIEFEDA L X —T7 =4 ADHHERT
interface-id L%,
name word (&) ~ /a4 THESNEZ 1 2O~7 nicElT5EHR 2R RrLET,
TI+IE 7L
avwvFk E—F ¥#E EXEC
avy FERE Jy1y—=x EERA
15.0(1)EY Zoavwy FPNEAIRE L,

HEREDHA K51

3l

XFFNTIE, KRXFLANCEREBENET, 72L& 21E, | exclude output & AJ) L7284 output %
ETITIIR R SNETAD, Output ZETITIIRREINET,

WROBFITIL, show parser macro =~ FOL AR LET, VA3 T 74V w72l iE, &
AVFDTTy N T —LEAAL v TF ETETLTNDY T T =T A A—VICL->THERY ET,

Switch# show parser macro
<output truncated>

Macro name : cisco-ie-global

Macro type : default global

#global macro name cisco-ie-global macro

#macro description cisco-ie-global

# Access List and Policy May for CIP QoS
access-1list 101 permit udp any eqg 2222 any dscp 55
access-list 102 permit udp any eq 2222 any dscp 47
access-list 103 permit udp any eq 2222 any dscp 43
access—-list 104 permit udp any eq 2222 any
access-list 105 permit udp any eq 44818 any
access-list 105 permit tcp any eq 44818 any
access—-list 106 permit udp any eq 319 any
access-list 107 permit udp any eq 320 any

class-map match-all CIP-Implicit dscp 55
match access-group 101
class-map match-all CIP-Implicit dscp 47
match access-group 102
class-map match-all CIP-Implicit dscp 43
match access-group 103

| oL-29596-01-J
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M show parser macro

class-map match-all CIP-Implicit dscp_any
match access-group 104

class-map match-all CIP-Other

match access-group 105

class-map match-all 1588-PTP-Event
match access-group 106

class-map match-all 1588-PTP-General
match access-group 107

<output truncated>

Macro name : cisco-ethernetip

Macro type : default interface
#macro keywords S$access_vlan

#macro name cisco-ethernetip

#macro description cisco-ethernetip
switchport host

switchport access vlan Saccess vlan
storm-control broadcast level 3.00 1.00
service-policy input CIP-PTP-Traffic

priority-queue out

srr-queue bandwidth share 1 19 40 40
<output truncated>

Macro name : cisco-ie-desktop

Macro type : default interface

# macro keywords Saccess vlan

#macro name cisco-ie-desktop

switchport mode access

switchport access vlan Saccess vlan
switchport port-security

switchport port-security maximum 1
switchport port-security aging time 2
switchport port-security violation restrict
no switchport port-security aging type inactivity
no switchport access vlan

no switchport mode access

no spanning-tree portfast

no spanning-tree bpduguard enable

no macro description

Macro name : cisco-ie-switch

Macro type : default interface

# macro keywords $native vlan

#macro name: cisco-ie-switch
switchport mode trunk

switchport trunk native vlan $native vlan
spanning-tree link-type point-to-point
mls gos trust cos

service-policy input CIP-PTP-Traffic
priority-queue out

srr-queue bandwidth share 1 19 40 40
no macro description

macro description cisco-ie-switch
<output truncated>

W OB TIL, show parser macro name =~ > FOH N ERLET,

Switch# show parser macro name standard-switchlO
Macro name : standard-switchlO

Macro type : customizable

macro description standard-switchlO

# Trust QoS settings on VOIP packets

auto gos voip trust

# Allow port channels to be automatically formed

Il CiscolE2000 A1 vyF avvF JYI7 LR
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channel-protocol pagp

show parser macro W

WROFITIL, show parser macro brief =~ > RO Z R LET,

Switch# show parser macro brief
<output truncated>

default
default
default
default
default
default
default
Switch#

global

interface:
interface:
interface:
interface:
interface:

: cisco-ie-global
interface:

cisco-ethernetip
cisco-ie-desktop
cisco-ie-switch
cisco-ie-router
cisco-ie-phone
cisco-ie-wireless

WROFITIL, show parser macro description =~ > RO Z R LET,

Switch# show parser macro description

Global Macro(s): cisco-global
Interface Macro Description(s)
Gil/1 standard-switchl0
Gil/2 this is test macro

WOBITIL, show parser description interface =~ > FOH N ERLF T,

Switch# show parser macro description interface gigabitethernetl/2

Interface Macro Description
Gil/2 this is test macro
BEa< R avwy kR B

macro apply

A B —TxA R~ az#HATIN, AV X =Tz A LIIvI 0
WAL TEBLET,

macro description

A =T oA RTEH ENTe~ 7 2l oW TOFRPAEBNL £,

macro global

A4 v F Rl az@flT 50, A v FRIZv7 e %@EA L GEBRL
9,

macro global

description

AL vy FIHA Sz~ 2lZoWTOHPAEBMLET,

macro name

~ 7 uzfElR L ET,

show running-config

ERINTE~ 7 2 EUBIEOBEREL R T LET, HXHFRICOVT
1%, [Cisco I0S Software Command Reference, Release 15.0) %% 1L T<
ZE,
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W show policy-map

show policy-map
BFRENT T 4 v 7 ONFEENEE EFT D Quality of Service (QoS) DRV ¥ — < v 7 &R RT HITIL,
EXEC & — KT show policy-map =~ > FEMHEHLET, RV —~»FZid, HERHIRS L O
PRA S L7235 G OXMLUEEAEET 2R —2 M cE £9,

show policy-map [policy-map-name [class class-map-namel]]

X DEREA policy-map-name EE) HBEEShERY o— = v 7D4HI,
class class-map-name fEE) £77AD QoS KRV v—T 7 varzfRrLET,

(3¥)  control-plane 5 X U interface ¥ — UV — Fi&, a~< FI7 A4 DO~V T A MY U 7ICIEERSINET
B, PAR—FEINTHEEL, BRINTODHEHERITEA L T EE 0,

T74+IE 2L
avy K E—F EXEC
avy FEE yyy—=x EERNE
15.0(1)EY Zoavy FNEAINE L,

BRALDSHA F31Y LFHNTIE, REXFENXFRRJENET, =& 2IE, | exclude output & AJ) L72384A . output %
BUTIXIRRINETAD, Output ZETATIIR R EINET,

1 WOHITIL, show policy-map =~ > KO ERLET,

Switch> show policy-map
Policy Map videowizard policy2
class videowizard 10-10-10-10
set dscp 34
police 100000000 2000000 exceed-action drop

Policy Map mypolicy
class dscpb

set dscp 6
avy FEE -2 EEHRR
15.0(1)EY Zoavwy FNEAIRE L,

Cisco IE 2000 R wF AT K Y77 LR
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show port-security W

show port-security

A B =T 2 A AEIFAL v TFOR—F ¥FX 2V 7 A RELZRRT DL, FiHE EXEC £E— KT
show port-security =~ KZEH L 7,

show port-security [interface interface-id] [address | vlan]

WX OHNA interface interface-id ~ (f175) ¥ESNIA L X —T =2 A ZADKF—F ¥F 2V F A BELFFL
9, AR A =T A RAIPER— b (XA T, EV2—, F—
FEBRE) BEHRET,

address EE) T _RTOR—FERIMEESNTER—F EOTATOEF2 T
MAC 7 FL 2% FxR LE7,
vlan EE) BESNEA VA —T oA ADFT_TD VLAN OFE— K ¥

TAREERTLET,

TIAILE L
avy kR E—F H#E EXEC
avy FERE yy—=x EENE
15.0(1)EY Zoavwy FRNEAIRE L,

EHEDHM FSLY F—U—RZHELRNTIOa~vr FEANTIE AL v FOFTXTOEFR27 N— FOEFHX
T ABIOCIMMERAT —Z AR SNET,

interface-id # N LTIZHE, 2~V NiZA V2 —T 24 ADBR— b txF 2 ) T4 REEZR T LET,
address ¥— UV — REZfEELTa~r FEANTHE, TXTDAS L F—T 2 ADEF 27 MACT
RLA, BEOEEFa2T T RLRAOZ =V JEBRBFRINET,

interface-id ¥ — VU — FE X WNaddress ¥—V— F&fEELTa~r FEANTHE, X227 T K
VADTZ =D TEREFF o7 A V=T =24 AD MAC 7 RLARTRTERENET, 1 F—
T2A ALETHR—F X2V T 4 BAX—T AN TRVEEL, Z0a~vr REFERLT, 204
2 —T 2 A ZD MAC T RL A% T _RTHERTEXET,

vlan ¥ —U—RFEHEELTCa~r FEANTLE, A0 F—T7 x4 AD VLAN T XTCIZHT5EFx=
7 MAC 7 RL ADEKFEERL L OREESE RINET,

LFHNTIE, KXFENXFERRENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIXR R SNETAD, Output 8 TITIIR R ENET,

5 KOFITIE, show port-security =~ > FOH 2R LET,
Switch# show port-security
Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)
Gil/1 1 0 0 Shutdown
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| oL-29596-01-J .m



$¥(2%F Cisco IE 2000 R4 ¥ F Ciscol0S a< Y F |

W show port-security

Total Addresses in System (excluding one mac per port) : 1
Max Addresses limit in System (excluding one mac per port) : 6272

WK DOBFITIL, show port-security interface interface-id =~ > FOH N Z R LET,

Switch# show port-security interface gigabitethernetl/1
Port Security : Enabled

Port status : SecureUp

Violation mode : Shutdown

Maximum MAC Addresses : 1

Total MAC Addresses : 0

Configured MAC Addresses : O

Aging time : O mins

Aging type : Absolute

SecureStatic address aging : Disabled
Security Violation count : O

K OHITIL, show port-security address =~ > RO EZRLET,

Switch# show port-security address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gil/2 1
Total Addresses in System (excluding one mac per port) : 1
Max Addresses limit in System (excluding one mac per port) : 6272

K OHITIL, show port-security interface gigabitethernetl/2 address =~ > FOH 2R LET,

Switch# show port-security interface gigabitethernetl/2 address
Secure Mac Address Table

Vlan Mac Address Type Ports Remaining Age
(mins)
1 0006.0700.0800 SecureConfigured Gil/2 1

Total Addresses: 1

W OFITIiX, show port-security interface interface-id vlan =~ > KO 2R L E7,

Switch# show port-security interface gigabitethernetl/2 vlan
Default maximum:not set, using 5120

VLAN Maximum Current
5 default 1
10 default 54
11 default 101
12 default 101
13 default 201
14 default 501
BEaTUF avwv kR B2L
clear port-security MAC 7 RVAR T—=TNANEAAL vF LFERIFA X —T =4 A L
DRFEDZA TDEF 2T 7 RLRAFELEFITRTOEF2T 7R
VAZHIBRLET,
switchport port-security A—=FETHR—F X2V T 424 Fx—TMIC L, A— bOFEHK

Gra—VPEROAT = ay ZL—7ITHIRL, £%27 MAC
T RVAEBRELET,

Cisco IE 2000 R wF AT K Y77 LR
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show power inline W

show power inline

¥8 € & 7= Power over Ethernet (PoE) N— N F 72139 _XT®D PoE ;"R— D PoE AT — X A& FK/RT
%1Z1X. show power inline =~ > K% EXEC t— RCTEH L £,

show power inline [interface-id | consumption]

BXORH interface-id (FET) JRESII=A © #—7 = 1 AD PoE B /& Mk A For L &
ﬁ—o
consumption (fE7) PoE #— Mgt L7 35RCHI0 4 C ook 2on LET,
avy kR E—F o—4 EXEC
e EXEC
<o FRE JU—X ZTEAE
15.0Q2)EY1 oo~y REMERE L,

HHEDHA FS51Y

3l

AV F =T 2 ADKR— b EFS, BB RE) AT —F A, HEDO (EED) 27— A, H§EHE.
BIOT RS R A THRERRTDHEDICZOa~wr REFHALET,

Output :
Available Used Remaining
(Watts) (Watts) (Watts)
<65.0> <0.0> <65.0>
Interface Admin Oper Power Device Class Max
(Watts)
Fa<M#>/<P#> <Admin> <Oper> <Power> <Device> <Class> <Max>
Note: P# - Port Number
Total - Total available power budget in watts
Used - Utilized Power in watts
Remaining - Remaining power in watts
Admin - Admin status
Oper - Operator status
Power - Allocated power to Power Device (PD) in watts
Device - Name of the Power Device (PD)
Class - Class of Power Device (PD)
Max - Maximum Power, PD can draw

WX, IE 2000 A A » F T show power inline =~ > FOHIFIZ R LET,
IE 2000 A A v FIIHmAKY v b4 30V > h® PoE+ ZHHR—FLET,

Switch> show power inline

Available Used Remaining

(Watts) (Watts) (Watts)

65.0 0.0 65.0

Interface Admin Oper Power Device Class Max
(Watts)

| oL-29596-01-J
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M show power inline

Fal/l auto off 0.0 n/a n/a 30.0
Fal/3 auto off 0.0 n/a n/a 30.0
Fal/5 auto off 0.0 n/a n/a 30.0
Fal/7 auto off 0.0 n/a n/a 30.0
BREaOT VR avwyv Rk B
logging event PoEA Xy bOuF U oA =TT LET,
power-inline-status
power inline F8E L7z PoOE R— FE£7/21TT_XTD PoE R— FOBHEHE— REHRETL
i‘j‘o
show controllers FBELEZPE 2> b —FDOL P RAAEEFRRLET,

power inline

Cisco IE 2000 R wF AT K Y77 LR
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show profinet M

show profinet

AA »F @ PROFINET & v a3 BT HEHREZRTT 212iE. EXEC £— F T show profinet =~
Y REFEALET,

show profinet {alarm | lldp | session | status}

BX DA alarm PROFINET 7 7 — A& F R L FT,
lldp PROFINET U v 7 @it =L (LLDP) %%~ LET,
session PROFINET v > a v ZFK R LET,
status PROFINET A7 —# A% F R LE7,
FI4I+ L
avY kR E—FK EXEC
avy FERE yyy—=x EENE
15.0(1)EY Zoawr RRNEASHELE,

EREDHS K54y LLDP £ X' PROFINET 34 R2—7 &5 &, Zda~< KTPROFINET JEX® LLDP /347 » |k
DIEZEESNLYHR— FRERENET,
LFHNTIX, KT EDLCFREBIESNET, =& 21E, | exclude output & AT L7254 output % &
TATIEFR SIVERAD, Ouiput ZELITIIR R EINE T,

i W’DOFEITIX, PROFINET 77— A& F£R_d 25 HiEE R LET,

Switch> show profinet alarm
Monitoring of Profinet Switch Alarms

RPS Alarm: -

CF Alarm: -

Primary Temperature Alarm: -

Secondary Temperature Alarm: -

Major Relay Alarm: -

Minor Relay Alarm: -
Monitoring of Profinet Port Alarms
Port Link Fault Not Forwarding Not Operating FCS Error
Fal/l - - - -
Fal/2 - - - -
Fal/3 - - - -
Fal/4 - - - -
Fal/5 - - - -
Fal/6 - - - -
Fal/7 - - - -
Fal/8 - - - -
Gil/1 - - - -
Gil/2 - - - -

ROFITIL, PROFINET LLDP # &7 9 5 HiEE " LET,

Cisco I[E 2000 R wF IRY K JI7 LR
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M show profinet

Switch> show profinet 1l1ldp

Fal/l port-003
Fal/2 port-004
Fal/3 port-005
Fal/4 port-006
Fal/5 port-007
Fal/6 port-008
Fal/7 port-009
Fal/8 port-010
Gil/1 port-001
Gil/2 port-002
Switch>

Off
Off
Off
Off
Off
Off
Off
Off
Off
Off

woFITiL, PROFINET ¥ v g v 2FERTH5HEEZRLET,

Switch> show profinet session

Session #1
Connected: No
Number Of IO CR's: O

Number Of DiffModules:

0

ROBFITIE, PROFINET A7 —Z 2 &R~ T 5 HEERLET,

Switch> show profinet status

State : Enabled
Vlan : 1

Id : IE2000-8TC
Connected : Yes

ReductRatio : 512
GSD version : Match

avro kR

SiBA

debug profinet alarm

PROFINET 7 7 —ALDT Ny T A F—T VIZLET,

debug profinet cyclic

PROFINET &[F X7y NOEZEICHEET L7y 7 v ay a— L ERR
LET,

debug profinet error

PROFINET kv gy T5—DF NNy T F—T NI LET,

debug profinet packet

PROFINET %7 v b DTNy J A X —7 M LET,

debug profinet
platform

CiscoI0OS Y7 + v =7 & PROFINET AR DT Ny T A4 X —T )V
IZLET,

debug profinet
topology

1% L7 PROFINET rFRuy XAy 2R RLET,

debug profinet trace

M= Lle—#OT Ny 7 n 7 efm LET,

profinet

2 A v F @ PROFINET ##E% A 1 —7 /LI LET,

show debugging

A X—=T NI TNWDT RNy 7 ZATICETHERER R LE T, ML
IOV TIX, [Cisco 10S Software Command Reference, Release 15.0]
AR LTLIEEN,

Il CiscolE2000 A1 vyF avvF JYI7 LR
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show psp config W

show psp config

VLAN EOREDT 1 b a VL TRESA TSI B AL A =L T T s a DAT—4
A& RRT DI, F5HE EXEC £ — KT show psp config =~ > F&fHH L £,

show psp config {arp | dhep | igmp}

BEX DA arp ARP B LI ARP AX—V' /O Fua haj A h—h FusFsi gy AF—F A %%
R~RLET,
dhcp DHCP BLWRDHCP AX—tE 27D u hajl A h—Ah FaFri gy AF—H X
EFRRLET,
igmp IGMP BXO'IGMP 2 X—tv' v /D7 haj) A h—h Fuassay AF—F R
BERIRLET,
T4+ L
avwv kK E—F ¥ e EXEC
avy FEE yy—=x EENE
15.0(1)EY Zoavwy FRNEAIRE L,
5 ROBFITIL, show psp config dhep =~ FOH N Z R L ET, ZEHEN 1| BHEIC 35 37y M4

ATEHENAry e Rry 7T 5857 bal A bh—bL TaT7 s va BRRESHTVET,
Switch# show psp config dhcp

DHCP Rate Limit : 35 packets/sec
PSP Action : Packet Drop
BEaTUF =1 BL
clear psp counter Fay 7SN ry "o 27 VT LET,

psp {arp | dhcp | igmp} pps value ARP, DHCP, £72/XIGMP ®»~7'r hab A h—Lh BT/
varERELET,

show psp statistics T ha) Ab—h TaT Iy aryBDRESHTODLEAIC,
Fay 73Nl ry hoBERRLET,

Cisco I[E 2000 R wF IRY K JI7 LR
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W show psp statistics

show psp statistics

Tuha A=A TaT I varPREINTVDIEHAIC, $TO7r bariconT ey
ENT Ay N O¥EFRRT DL, $5HE EXEC £ — R C show psp statistics =~ > R&iff L£7,

show psp statistics [arp | dhep | igmp]

XX DA arp (EE) ARPBIXWARP AX—VY 7D Runy7Eniz"ry hoEHRRLET,
dhep ({£#) DHCP 8L UDHCP 2 X—E > 7D Fu vy FENry hOBEFRRLE
ER
igmp (f£E) IGMP 3L W IGMP 2 X—E > 7D Fn v XSy hOFae#RirLE
T
TI4ILE 2L
avvFkF E—F ¥5HE EXEC
avy FERE J1y—= EFENR
15.0(1)EY Zoavwy FNEAIIE LT,
5 KOFITIE, DHCP IZ LT r hajL A h—LA FuT 7y a UR#EESNTOSHEE O show psp
statistics dhep =2~ FOHTZRLET, HATIE, 13Oy bR Ry I/ EHRS
ncTnEd,

Switch# show psp statistics dhcp

DHCP Drop Counter: 13

BIEOVY VKR avwyvFk E L
clear psp counter FoyFSNE Ay kOB T 27 )T LET,
psp {arp | dhep | igmp} pps value ARP, DHCP, %7-1Z IGMP ® 71 k2L A h—L Fus s
varvERELET,
show psp config Fuo ha) A h—h FaTF I a OREEFRLET,
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showptp W

show ptp

Ja— VLEfEERH Y e F a3 (PTP) v 7 4 KR LET, 5 EXEC £ — KT show ptp =
~ FEERLET,

show ptp {clock | foreign-master-record | parent | time-property}

X DEREA clock PTP 7 u v a5 %R 7FLET,
foreign-master-record A\~ 2A X — F—% v FEERTLET,
parent BRI T R~vAF— T 0 2FRLET,
time-property PTP B[] 7’ m %7 4 2FoR LET,

TIAILE 2L

avyEFI4NLE T 7V IEREEHD THA,

avvk E—F i EXEC

av Yy FERE yy—=x EFERRE
15.0(1)EY Zoavy RN EAINE L,

BRLEDHA FS1Y show ptp foreign-master-record =~ RiX, = FY—x2 U K h 530 2AXT L b = RiZbh D
BCHHEA I ny 7 E—FIEHESLET,
AA v FHBPTP 7 47— K E— ROHA . show ptp clock F7-1% show ptp port F##E EXEC =~
REANTTZE, BRPMERATERWILERT T — A v —URRRINET,

il WDFITIL, show ptp clock =~ > FOHE &R LET,

Switch# show ptp clock
PTP CLOCK INFO
PTP Device Type: Boundary clock
Clock Identity: 0x0:9:B7:FF:FE:FF:F3:0
Clock Domain: 0
Number of PTP ports: 10
Priorityl: 128
Priority2: 128
Clock Quality:
Class: 248
Accuracy: Unknown
Offset (log variance): N/A
Offset From Master: 0
Mean Path Delay: 490
Steps Removed: 1
Local clock time: 18:49:38 UTC Mar 7 1993

Cisco I[E 2000 R wF IRY K JI7 LR
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W show ptp

W OBFITIL, show ptp parent 2~ ROHE/RLET,

Switch# show ptp parent

PTP PARENT PROPERTIES
Parent Clock:
Parent Clock Identity: Ox0:1E:13:FF:FE:0:28:0
Parent Port Number: 1
Observed Parent Offset (log variance): N/A
Observed Parent Clock Phase Change Rate: N/A

Grandmaster Clock:
Grandmaster Clock Identity: 0x0:1E:13:FF:FE:0:28:0
Grandmaster Clock Quality:

Class: 248

Accuracy: Unknown

Offset (log variance): N/A

Priorityl: 127

Priority2: 128

WOFITIX, show ptp time-property =~ > FOH I ERLET,

Switch# show ptp time-property
PTP CLOCK TIME PROPERTY:
Current UTC Offset valid: 0
Current UTC Offset: 0
Leapb59: 0
Leap6l: 0
Time Traceable: 16
Frequency Traceable: 32
PTP Timescale: 1
Time Source: Internal Oscillator

WOBICTIL, show ptp foreign-master-record =~ > KO ZRLET,

Switch# show ptp foreign-master-record
PTP FOREIGN MASTER RECORDS
Interface FastEthernetl/1
Foreign Master Clock Identity: FF:EE:DD:FF:FE:CC:BB:AA
Foreign Master Port Number: 4
Number of Announce Messages: 3
Message Received Port: 1
Most Recent Time stamps: 73097688078005270, 73097687836293940
Interface FastEthernetl/2
Empty
Interface FastEthernetl/3
Empty
Interface FastEthernetl/4
Empty
Interface GigabitEthernetl/1
Empty
Interface GigabitEthernetl/2
Foreign Master Clock Identity: 00:09:B7:FF:FE:FF:7D:80
Foreign Master Port Num: 6
Number of Announce messages: 3
Message received port: 6
Most Recent Time stamps: 73097687967991270, 73097687725402960

pgga<w R

g!l‘:

avwyFk A

debug ptp PTP 7 /T A ET 4 DT RNy T A X =TT LET,

ptp (Fuo— v av 7 4¥a Fu—RNLPTP Zuy s Funss 2R ELET,

L—av)

Cisco IE 2000 R ¥F ARV F YI7L2R
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showptp W

avwy kR

A

ptp A F—T =R aV
TA4X¥2l—gY)

AV HE—T A ADPITP 7 uvy 7uxXs s 2% ELET,

show ptp port

R—FrDPTP Fu X5 4 #FRLET,

Cisco IE2000 R/ wF IRV F YI7LVR
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W show ptp port

show ptp port

Precision Time Protocol (PTP) R— k 7'm /7 ¢ #FRKZ L E 7, Fi# EXEC £ — KT show ptp port

avry FeHLES,

show ptp port [FastEthernet interface| GigabitEthernet interface]

WX DA FastEthernet interface  ({T.7) 4§& Sh7=A— k@ PTP FastEthernet 7 /37 4 KR L E T,
GigabitEthernet (L&) f87E &N7=HR— kO PTP Gigabit Ethernet 7 1 /37 1 ZF Rk L ¥
interface 4.
TI+IE 7L
AYVETIALE T 7 AN NREIEH Y EH A
avykFE—F FrtE EXEC
EEDRY [ JU—2R TENE
15.0(1)EY Zoa<wy FNEAIHE L,
i K DOFITIL, show ptp port FastEthernet 1/1 =~ > KO &R LET,
Switch# show ptp port FastEthernet 1/1
PTP PORT DATASET: FastEthernetl/1
Port identity: clock identity: 0x0:9:B7:FF:FE:FF:F3:0
Port identity: port number: 1
PTP version: 2
Port state: SLAVE
Delay request interval (log mean): 5
Announce receipt time out:
Peer mean path delay: 0
Announce interval (log mean): 1
Sync interval (log mean) :
Delay Mechanism: End to End
Peer delay request interval (log mean): 0
Sync fault limit: 50000
EEa<UF avy kR L

ptp A F—T =R v
TA4X¥2l—gYV)

PTP 7 uvy 2 Fu 54 #&HELET,

show ptp R—=hDPTP /vy FaTF 4 ZZRELET,
debug ptp PTP 7 /T A ET 4 DT RNy ThARX—T M LET,
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show rep topology H

show rep topology

BT AN, ERTREIAVINOT T4 VB FY 2oV F— b EELHTXTOEIT A
> b @ Resilient Ethernet Protocol (REP) F7Ru UIEH % £/RT 5121, EXEC £— KT show rep
topology =~ > REMHH L 7,

show rep topology [segment segment id] [archive] [detail]

BEX DA segment (EE) BESNT-®Z7 A MO REP AR EREERLET, BETESID
segment-id #HIHIX 1 ~ 1024 T,
archive (ER) BZ7 AV MORIO MRaPEERLET, ZOF—TU— R, V7 RE
DRTFTNYa—T 4 TITELLET,
detail ({:#) REP MR Y OFEMIEREZF R LET,
T4+ 7L
avy kR E—FK EXEC
avy FEE yy—=x EENE
15.0(1)EY Zoavwy FPNEAIRE L,

BEREDAL T4

]

show rep topology =~ > RO/ TIE, =y ¥ FAN—RLICHESN TN DA — ME Pri £721%
Sec DFNZT AX YV RAZ (*) TRINET, show rep topology detail =~ > RO ) Ti,
No-Neighbor & ErRENET,

Zoa~vy FOH I show tech-support f#t# EXEC =~ FOHNICHEENTWET,

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIERRINERFADN, Output % ZLITIERRINET,

W DFITIL, show rep topology segment £54#£ EXEC =~ FOWM N ZRLET,

Switch # show rep topology segment 1
REP Segment 1

BridgeName PortName Edge Role
swl multseg 3750 Gil/1/1 Pri Alt
sw3 multseg 3400 Gil/13 Open
sw3 multseg 3400 Gil/14 Alt
sw4 multseg 3400 Gi0/13 Open
sw4 multseg 3400 Gi0/14 Open
sw5 multseg 3400 Gil/13 Open
sw5 multseg 3400 Gil/14 Open
sw2 multseg 3750 Gil/0/2 Open
sw2 multseg 3750 Gil/0/1 Open
swl multseg 3750 Gil/0/2 Sec Open

WOHITIL, = v ¥ AR— I REP XA N—072WERDOHEE D show rep topology =~ > RO J1%
R~LET,
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W show rep topology

Switch # show rep topology
REP Segment 2

BridgeName PortName Edge Role
sw8-ts8-51 Gil/2 Pri* Open
sw9-tsll-50 Gil/0/4 Open
sw9-ts11-50 Gil/0/2 Open
swl-tsll1-45 Gi0/2 Alt
swl-tsll-45 Pol Open
sw8-ts8-51 Gil/1 Sec* Open

WoHlL. show rep topology detail =~ > ROH 1 E R L ET,

Switch# show rep topology detail
REP Segment 2
repc 2 24ts, Fa0/2 (Primary Edge)
Alternate Port, some vlans blocked
Bridge MAC: 0019.e714.5380
Port Number: 004
Port Priority: 080
Neighbor Number: 1 / [-10]
repc_3 1l2cs, Gil/1l (Intermediate)
Open Port, all vlans forwarding
Bridge MAC: 00l1a.a292.3580
Port Number: 001
Port Priority: 000
Neighbor Number: 2 / [-9]
repc_3 _12cs, Pol0 (Intermediate)
Open Port, all vlans forwarding
Bridge MAC: 00l1a.a292.3580
Port Number: 080

Port Priority:

000

Neighbor Number: 3 / [-8]

repc_4 12cs, Pol0

(Intermediate)

Open Port, all vlans forwarding
Bridge MAC: 00la.al9d.7c80
Port Number: 080

Port Priority:

000

Neighbor Number: 4 / [-7]

repc_4 1l2cs, Gi0/2
Alternate Port,

Port Priority:

(Intermediate)

some vlans blocked
Bridge MAC: 00la.al9d.7c80
Port Number: 002

040

Neighbor Number: 5 / [-6]

<output truncated>

K DOFIL, show rep topology segment archive =~ > FOH 1 ERLE T,

Switch# show rep topology segment 1 archive

REP Segment 1

BridgeName PortName Edge Role
swl multseg 3750 Gil/1/1 Pri Open
sw3 multseg 3400 Gil/13 Open
sw3 multseg 3400 Gil/14 Open
sw4 multseg 3400 Gil/13 Open
swd multseg 3400 Gil/14 Open
sw5 multseg 3400 Gil/13 Open
sw5 multseg 3400 Gil/14 Open
sw2 multseg 3750 Gil/1/2 Alt
sw2 multseg 3750 Gil/1/1 Open
swl multseg 3750 Gil/1/2 Sec Open

VI27L2R
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show rep topology H

pREOT R avy kR Bl
rep segment A 2B =T 2 ZALETREP A4 %—7MICL, ¥Z7 A2 M ID &%V 4T
9, ZOa<wr NI, F—r 2=y YV FR—F TI9A4<) =y F—
b, FHITELEAR—FE LTHRETHDICHEHENET,
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M show sdm prefer

show sdm prefer

FeEORBIZY AT 5 U Y — A& RIREID 24T % 72012 ff B 7% Switch Database Management
(SDM) 7 7L — MIET21ERER AT 5121E, F7H EXEC £ — F T show sdm prefer =~ > K
EEHLET,

show sdm prefer [default | dual-ipv4-and-ipv6 {default | routing}qos | routing]

BX D55 default ULEE) HHERID Y AT A VY —RADNRT U RAE L DT T L— b EFRL
ESsR®
dual-ipv4-and-ipv6  ({LE) IPv4 & IPv6 Dli &2 VKR — b T 5727V 77— eFRRLFE
default | routing K

o default : T 7 4V b DT 2T NV T T L — NREEFRFLET,
e routing : V=T AT DT 2T N TUTL— FREEERLET,

qos (f£&) Quality of Service (QoS) 77t % =2 bu—/L > hU (ACE)
HOTvAT N Y Y —2RemKIETHT T — 2R RLET,
routing (EE) IPVANL—T 4 v ROV AT A VY =Rk RIbT57 7L —1
ERRALET,
TIANLE L
avy kR E—F H#e EXEC
avy FERE Jyy—=x EEANA
15.0(1)EY Zoavy RN EAINE L,

BRLEDHA RSMY sdm prefer 70—/ )L a7 4 Xal—vay awry ReEHEHAL, SDM 77— LT LE
Bl REOETEZHICT DI2DAAL v F &Y v — KT H50ERH Y £3, reload F## EXEC =~
v F&2 AT BRI, show sdm prefer =~ > R4 AJ) L723E . show sdm prefer (210 | BfEEH
LTWET v 7= BRI v— NRICT VT4 TR DLT T L— " RRRINET,
BT T L= R TRRSINDEFEFIT. SEEOY Y —RIBIT BB L EZORKREICRY £9, Mk
TESIVIHERED EBR DT L D7D, EEOKTFLIIRRIGENDH Y £,

LFEHTIE, KXFENLFEREIESNET, 72& 21, | exclude output & A L7254 output %
ETITIIR R SNETAD, Output ZETITIIR R EINET,

i %Iz, show sdm prefer default =~ > RO HHIZ2 R LET,

Switch# show sdm prefer default
"default" template:
The selected template optimizes the resources in the switch to support this level of
features for
8 routed interfaces and 1024 VLANs.
number of unicast mac addresses: 12K

Cisco IE 2000 R wF AT K Y77 LR
m. 0L-29596-01-J |
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number
number
number
number
number

&IZ, show sdm prefer dual-ipvd-and-ipv6 =~ > KOH B R L ET,

of
of
of
of
of

IPv4 IGMP groups + multicast routes: 1K
IPv4 unicast routes: 0
IPv4 policy based routing aces: 0
IPv4/MAC gos aces: 0.75K
IPv4/MAC security aces: 1K

Switch# show sdm prefer qos
"gos" template:

The selected template optimizes the resources in
the switch to support this level of
0 routed interfaces and 1024 VLANs.

number
number
number
number

of
of
of
of

unicast mac addresses:
IPv4 IGMP groups:
IPv4/MAC gos aces:
IPv4/MAC security aces:

features for

8K
0.25K
0.625k
0.125k

&Iz, show sdm prefer routing =~ > FOH I EZRLET,

Switch# show sdm prefer routing
"routing" template:

The selected template optimizes the resources in
the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 2K
number of IPv4 IGMP groups + multicast routes: 1K
number of IPv4 unicast routes: 4K
number of directly-connected IPv4 hosts: 2K
number of indirect IPv4 routes: 2K
number of IPv4 policy based routing aces: 0.5K
number of IPv4/MAC gos aces: 0.625k
number of IPv4/MAC security aces: 0.375k

show sdm prefer

W DFITiL, show sdm prefer dual-ip4-and-ipvé routing =~ > FOH 2R L E T,
Switch# show sdm prefer dual-ipv4-and-ipv6 routing
"dual-ipv4-and-ipv6 routing" template:

The selected template optimizes the resources in

the switch to support this level of features for
8 routed interfaces and 1024 VLANs.

number of unicast mac addresses: 1K
number of IPv4 IGMP groups + multicast routes: 0.5K
number of IPv4 unicast routes: 2K
number of directly-connected IPv4 hosts: 1K
number of indirect IPv4 routes: 1K
number of IPv6 multicast groups: 0.625k
number of directly-connected IPv6 addresses: 1K
number of indirect IPv6 unicast routes: 0.375k
number of IPv4 policy based routing aces: 0.125k
number of IPv4/MAC gos aces: 0.375k
number of IPv4/MAC security aces: 0.125k
number of IPv6 policy based routing aces: 0.125k
number of IPv6 gos aces: 0.125k
number of IPv6 security aces: 0.125k
avwyk B
sdm prefer SDM 7 v 7L — b RSz vV — 2 &l LETS,

| oL-29596-01-J
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M show setup express

show setup express

Express Setup E— RN AL v FTT 7T 4 T EInEFRRT DL, F5# EXEC £ — KT show
setup express =~ REHEHA L E7,

show setup express

XX DA Zoavy R, 5IBERIETF—T—RIEIH Y FH A,
TI4IE L
avY kK E—F ¥¢iE EXEC
avy FER Jyy—=2 EEANRE
15.0(HEY Zoavy RPREAIShELE,
15l WOHIL, show setup express =~ > FOHZRLTWET,

Switch# show setup express
express setup mode is active

BEaT YR avwyk ETLT
setup express Express Setup £— R& A X —7 /VIZLET,

Cisco IE 2000 R wF AT K Y77 LR
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show spanning-tree W

show spanning-tree

A= 7 YY) — 2T — MEREFR AT H121E, EXEC *E— KT show spanning-tree =~ > N % {#
LET,

show spanning-tree [bridge-group | active [detail] | backbonefast | blockedports | bridge | detail
[active] | inconsistentports | interface interface-id | mst | pathcost method | root | summary
[totals] | uplinkfast | vlan vian-id]

show spanning-tree bridge-group [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary|

show spanning-tree vlan vian-id [active [detail] | blockedports | bridge | detail [active] |
inconsistentports | interface interface-id | root | summary]

show spanning-tree {vlan vian-id | bridge-group} bridge [address | detail | forward-time |
hello-time | id | max-age | priority [system-id] | protocol] ]

show spanning-tree {vlan vian-id | bridge-group} root [address | cost | detail | forward-time |
hello-time | id | max-age | port | priority [system-id] ]

show spanning-tree interface interface-id [active [detail] | cost | detail [active] | inconsistency |
portfast | priority | rootcost | state]

show spanning-tree mst [configuration [digest]] | [instance-id [detail | interface interface-id
[detail]]

WX DA

bridge-group LE) 7V v ZV—T7&%, fETEHHHIL 1 ~ 255 T,

active [detail] UEE) TI/T 4T AV E—T 2 A ADANR= TV Y —FRIZT 2 FR
RLUET (M EXEC E— ROBEAT A ATRE)

backbonefast ({ER) A= 27"> U — BackboneFast A7 — % A% KR LET,

blockedports (BB 7avrahlrR— NoEREFR - LET (F8# EXEC £— K

DGETETHERTEE)

bridge [address | detail | ({E[) —D AL v FDAT— 4 A5 LORIEEFRLET (Fi
forward-time | hello-time | EXEC &— FOBEZG A ARER A7 v ay F—TU— ),

id | max-age | priority

[system-id] | protocol]

detail [active] UEE) A&7 —T A AEROFEMY~ U —2 KRR LET (active
X —U— N34 EXEC E— ROBE 7 LA TRE),
inconsistentports EE) FETHHR—FOEFERERRLET $5H EXEC £— KDOEBE
72 EHFRE) .
interface interface-id LR BESNTEA LV E—T oA ADANR= LTV — A H£RL
[active [detail] | cost | %7 (portfast 1 LU state LIS DT X TDOA T 3 1345 EXEC
detail [active] | E— FOBATETHEHAEE), S ¥ —T oA AF, AX—ZATK

inconsistency | portfast | Yo TANLET, A v X —T = AOHPIIAT T EHAL, B2
priority | rootcost | state] (% —7 = 2L LTiL, WEAR— . VLAN, A—F Fyxiigl

WY ET, FRETE S VLAN #iHIE 1 ~ 4094 T, FEETE oK —
b F v FOVEPHIZ 1 ~ 6 TY,
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M show spanning-tree

mst [configuration
[digest]] [instance-id
[detail | interface
interface-id [detail]]

({-&) Multiple Spanning-Tree (MST) DU —Y 3 VREB L UNA T —
A A%FARLET (i EXEC T— ROBATTHHAATEE),

F—U—FOEKRITKD LIV TT,

digest : ({L7&) BFED MST % & ID (MSTCD) IZ& £ 25 MDS 4
AV=AMERRLET, 1 DIIFEEZAAL v F, b9 1 DITETHE
ALy TFHO 2 OORMELT A V= A BRI NET (FrkE
EXEC &— FOHELZTEM THE) .

IEEE EHEDO LD 7= DIZHEMHZEN BB S, txholdcount 7 1 —
)V RBINENE Lz,

BRA—FRICH LW A Y — m— A RERRINET,

IEEE 247U » PR — MSEATIERE BPDU 2345 L7256,
pre-standard F 721X Pre-STD £\ 5 FFENFREINET,

W— FEATIEYE BPDU Z %532 L O ICRE S, R— FTHAT
EHE BPDU 23215 e o7z & & | pre-standard (config) ¥ 7213
Pre-STD-Cf &\ 5 HIEERRRSINET,

FEATIEYE BPDU 24572 L 9 IR E INTWARNA— N CHRITHE
# BPDU 345 SN T=5E . pre-standard (revd) £7-13
Pre-STD-Rx L\ 5 FIEENRERRSINET,

TOAEEFTRPBEER— FTZEINESE, BER— BT+
V=T 47 A7 — MIRDIMEENHIL N D E T, dispute 7
T IBRRREINET,

instance-id : 1 DDA VAKX A ID, ZNENENA 7 TRY -
72 ID OFEH, Fii3h v TRY -7 —#o ID #HELET, i
ETE BHIIL 1 ~ 4094 T, BUERESN TS Y AL L%
BRERSINET,

interface interface-id : ({LE) WA — b, VLAN, BLOF— b

Fxxnaegte, BABRA =T =4 AEHELET, HETE

% VLAN #iHiX 1 ~ 4094 T, A — bk Fr xVOHEMAIZ1 ~6 T
¥

detail : (£&) AV AX U AEITA VX —T = A ZADZFEMIE WM E
FRLET,

pathcost method

(EE) 774NV EFORR ax bR EFRRLET F#H EXEC £— K
DA T FEE) .

root [address | cost | detail
| forward-time | hello-time
| id | max-age | port |
priority [system-id]]

EE) V—h AA v TFDAT—FABLVOHRELZFRLET (T
DX —U— FI4HE EXEC E— ROBAT F{EHTHE),

summary [totals]

(EE) A—MREOY <~V —, /A=Y — 25—k &7
g VOMITE R F R UE T, IEEE Standard &\ 9 EElL. AA v F B
THEITENTWNWS MST XN— g 2B LET,

Il CiscolE2000 A1 vyF avvF JYI7 LR
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show spanning-tree W

uplinkfast (f£&) A= 27>J — UplinkFast A7 — X A% K RLET,

vlan vian-id [active ({EE) ¥ D VLAN (F##E EXEC &— R TORE A AlGERF — U —
[detail] | backbonefast | R) OAR= 7Y ) —F#HERRFLET, VLAN ID &5 CTilkil = 4L
blockedports | bridge 721 2® VLAN, #nZEnx /A 7 TXY-7= VLAN B, Fzi
[address | detail | J v TRY o 7—#D VLAN 2 ETEX ET, HETE HHMHIL 1

forward-time | hello-time | ~ 4094 <+,
id | max-age | priority
[system-id] | protocol]

FI4I+ L
avwv kR E—F EXEC
av Yy FERE yy—=x EEAR
15.0(1)EY Ioawy RREAShELE,

HHEDHA K51V

3l

vian-id B EEWE LT-5513. TXTO VLAN ODAR= 7PV U — f VAR A Zavwy KA X
nEd,

LFFNTIHE, KXFLNLEREIENET, 72& 212, | exclude output & AJ) L7284 output %
ETITIIRRSNETAD, Output ZETITIIRREINET,

W OFICIE, show spanning-tree active =~ > KO ZRLET,

Switch# show spanning-tree active

VLANOOO1
Spanning tree enabled protocol ieee
Root ID Priority 32768
Address 0001.42e2.cdd0
Cost 3038
Port 24 (GigabitEthernetl/1)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 49153 (priority 49152 sys-id-ext 1)

Address 0003.£d63.9580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Uplinkfast enabled

Interface Role Sts Cost Prio.Nbr Type

Gil/1 Root FWD 3019 128.24 P2p
<output truncated>

WOFITiE, show spanning-tree detail =~ > FOH &R L ET,

Switch# show spanning-tree detail
VLANOOO1l is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 49152, sysid 1, address 0003.£d63.9580
Configured hello time 2, max age 20, forward delay 15
Current root has priority 32768, address 0001.42e2.cdd0
Root port is 1 (GigabitEthernetl/1l), cost of root path is 3038

| oL-29596-01-J
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M show spanning-tree

Topology change flag not set, detected flag not set

Number of topology changes 0 last change occurred 1dléh ago

Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15

Timers: hello 0, topology change 0, notification 0, aging 300

Uplinkfast enabled

Port 1 (GigabitEthernetl/1l) of VLAN00OOl is forwarding

Port path cost 3019, Port priority 128, Port Identifier 128.24.

Designated root has priority 32768, address 0001.42e2.cdd0

Designated bridge has priority 32768, address 00d0.bbf5.c680

Designated port id is 128.25, designated path cost 19
Timers: message age 2, forward delay 0, hold 0
Number of transitions to forwarding state: 1
Link type is point-to-point by default
BPDU: sent 0, received 72364
<output truncated>

W DOFITIX, show spanning-tree interface interface-id 2~ FOMHJ1& R LET,

Switch# show spanning-tree interface gigabitethernetl/1
Vlan Role Sts Cost Prio.Nbr Type

VLANOOO1 Root FWD 3019 128.24 P2p

Switch# show spanning-tree summary

Switch is in pvst mode

Root bridge for: none

EtherChannel misconfiguration guard is enabled
Extended system ID is enabled

Portfast is disabled by default
PortFast BPDU Guard 1is disabled by default
Portfast BPDU Filter is disabled by default

Loopguard is disabled by default
UplinkFast is enabled
BackboneFast is enabled

Pathcost method used is short

Name Blocking Listening Learning Forwarding STP Active

VLANOOO1 1
VLAN0O0O2 3
VLAN0O0O4 3
VLANO0OOG6 3
VLANOO31 3
VLAN0032 3
<output truncated>

37 vlans 109 0 0 47
Station update rate set to 150 packets/sec.

UplinkFast statistics
Number of transitions via uplinkFast (all VLANs)
Number of proxy multicast addresses transmitted (all VLANs)

BackboneFast statistics

Number of transition via backboneFast (all VLANs)
Number of inferior BPDUs received (all VLANs)
Number of RLQ request PDUs received (all VLANs)
Number of RLQ response PDUs received (all VLANSs)
Number of RLQ request PDUs sent (all VLANs)
Number of RLQ response PDUs sent (all VLANs)

o O O o O O
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show spanning-tree W

DB TIL, show spanning-tree mst configuration =~ > FOH I Z R L E T,

Switch# show spanning-tree mst configuration
Name [regionl]

Revision 1

Instance Vlans Mapped

0 1-9,21-4094

1 10-20

K OFITIL, show spanning-tree mst interface interface-id =~ > KO ERLET,

Switch# show spanning-tree mst interface gigabitethernetl/1
GigabitEthernetl/1 of MSTO00 is root forwarding

Edge port: no (default) port guard : none (default)
Link type: point-to-point (auto) bpdu filter: disable (default)
Boundary : boundary (STP) bpdu guard : disable (default)

Bpdus sent 5, received 74

Instance role state cost prio vlans mapped
0 root FWD 200000 128 1,12,14-4094

WROFITIL, show spanning-tree mst 0 =~ > RO Z R LET,

Switch# show spanning-tree mst 0

###4##4# MSTOO vlans mapped: 1-9,21-4094
Bridge address 0002.4b29.7a00 priority 32768 (32768 sysid 0)
Root address 0001.4297.e000 priority 32768 (32768 sysid 0)
port Gi0/1 path cost 200038
port Gil/1 path cost 200038

IST master *this switch
Operational hello time 2, forward delay 15, max age 20, max hops 20
Configured hello time 2, forward delay 15, max age 20, max hops 20

Interface role state cost prio type

GigabitEthernetl/1 root FWD 200000 128 P2P bound (STP)

GigabitEthernetl/2 desg FWD 200000 128 P2P bound(STP)

Port-channell desg FWD 200000 128 P2P bound(STP)

BREaTU K = e

clear spanning-tree counters AR=Z TV —=DHT B VT LET,

clear spanning-tree detected-protocols o 2L BT ot 22 HHLET,

spanning-tree backbonefast BackboneFast ##E% 1 r—7 M L ¥,

spanning-tree bpdufilter AV B —T A ATOTY vy Fubhalrs—F o
= I (BPDU) OEZEFEEEEILLET,

spanning-tree bpduguard BPDU #%f5 LizA v ¥ —7 = A A% errdisable A
T—MILET,

spanning-tree cost AR 7Y ) —OFEICERT 532 a X M EREL
£

spanning-tree extend system-id JERR AT N ID BEE A X —T M L E T,

spanning-tree guard BIRINTcA VF—T =2 A RTHET DT _TO VLAN

(XL T v— b H— FEREE 23— 7 7 — Fiag
AL X2 —=T M LET,

Cisco I[E 2000 R wF IRY K JI7 LR
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M show spanning-tree

avwy kR

Bl

spanning-tree link-type

AR IV Y =N T F T —F 4 7 AT — MIEEB
TToako1c, F7FNVN Vo84 TFHRER LEXL
i‘é‘o

spanning-tree loopguard default

B—FmY 7 ORNERDEEICL > TRER— M
7id— b R— bR ER—FE LTHAESRZVWE D
IZLET,

spanning-tree mst configuration

Multiple Spanning-Tree (MST) U —> = V2§ ET D
HOMST 27 4 Falb—vay T—FalhLE
‘j_o

spanning-tree mst cost

MST OFEICHEHT L3R aX b ERELET,

spanning-tree mst forward-time

FR_RTOD MST A > A X 2 AN HOUNTHEE AL R % 3%
ELET,

spanning-tree mst hello-time

N—h AL vF ar7 4 Fal—var Ayg—IN
%57 % hello BPDU Ol@Zi%E L 7,

spanning-tree mst max-age

ANR=ZTY Y =0 )b—h A v FnbA v —V %%
B9 DMz aE LET,

spanning-tree mst max-hops

BPDU #FEFT L TA v Z—7 = A ZAMITEE LW
WA HBRONICTEETHO, MST U —2 3 o TORy 7
Uy hEBRELET,

spanning-tree mst port-priority

ABE=T AR TITAF VT 4 ZRELET,

spanning-tree mst priority

BELIELAR=Z L TV = ALV RAZ L ADAAL vF T T
AFVT 4 ZHELET,

spanning-tree mst root

Iy NU—7 OEZIZESNT, MST L—k AL v F
DTITAF VT A BIOA A ~—2RELET,

spanning-tree port-priority

AVHE—=T 2 A A TITAFT VT 4 &HTELET,

spanning-tree portfast (/' m2—/VL a2

TA4X¥2l—gYV)

PortFast xfitn{ > % —7 = A A ETBPDU 7 4 V& U >
JHEBEE 7213 BPDU ' — RiGEZ 7 o — LA 2 —7
MTT D0, FREFTRTOIENT T A F—T = A
AT PortFast #E% A x—7 iz LE T,

spanning-tree portfast (f % —7 = A

R arv74¥al—vay)

BeEof o 2—7 x4 ZABXOS%ET 53 _T?D VLAN
k¢, PortFast /g% 14 *—7 LI LET,

spanning-tree uplinkfast

Vo7 ETEAA v FICBERDAGE, TR =
YU —PNEHBMICHERE SNESAIC, HrLvr—
b W= FZ2ERFETER T D Lo LET,

spanning-tree vlan

VLAN B TANR= 7V Y —5RELET,

Il CiscolE2000 A1 vyF avvF JYI7 LR
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show storm-control

show storm-control

AA T ERFRESNTEA L F—T 2 ALT, 7e—FR¥x¥ A b, v LFF¥ A+, Fhida=
Xy APF AM—LHIEIOREERRLIEZD, A F—2HHBREZFRLZY 351213, EXEC E—F
< show storm-control # =~ FHEH L £,

show storm-control [interface-id] [broadcast | multicast | unicast]

BEX DA interface-id (EE) WEFR—PDA X —T A AID (XA, FEVa—)b, "— EF%
/é\U)O
broadcast (EE) 7o—FK¥¥ A M A P—ALXVWVERTEERLET,
multicast ({ER) vV TFF¥ AP AF—ALEWVEHREEZRRLET,
unicast EE) 2=F ¥ A M A P—ALEWEREEZR R LET,
TI4NE L
avwy kR E—F EXEC
avy FERE J1y—=x EERNE
15.0(1)EY Zoa<wy RPNEAIHE L,

HEREDHA K51

]

interface-id * N1+ 2 &, MESNTA LV F—T oA ADA F—AHIBILEWVERFRRINET,
interface-id Z NJ) L7206, AA v F EOR—FTRTDONT T 4 v AT OFRENERINE
7T

N7 4w 7 BATEANNLROEEIZ, 72— F¥ ¥ A~ A M—AHIHEOBRENFRINET,

XFHNTIE, KRIXFENLFNRRJESET, =& 2L, | exclude output & AJJ L7=354E . output %
BUITIERRINEFAD, Output % ZLITIERRINET,

WOHITIE, F—U— RZETETIZAT L= show storm-control =~ > RO DO—EERL 7,
NFGT7 497 XA TOX—U—=RKBANINTRWED, 77— RKFy A b A=A ORENF
IRENET,

Switch> show storm-control

Interface Filter State Upper Lower Current
Gil/1 Forwarding 20 pps 10 pps 5 pps
Gil/2 Forwarding 50.00% 40.00% 0.00%

<output truncated>
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Hl show storm-control

WOFITIX, FEEESNIZA X —T =14 ZAD show storm-control =~ > FOH A RLET, T
TA49T BATDOXF—U—RFNANNEINTRWZD, 77— RFXy A b XA b—ALHHOFRENFRS

ET,

Switch> show storm-control gigabitethernet 1/1

Interface Filter State Upper Lower Current
Gil/1 Forwarding 20 pps 10 pps 5 pps

# 2-31 12, show storm-control DH /) TR RINDT 1 — /L FOFGHZRLET,

* 2-31 show storm-control ® 7 1 —JL KDRA
Z4—ILF By
Interface A B =T A AZADID #FKRLET,
Filter State TANEDAT—HARFRRLET,
* blocking : A h—AHlEIEA X—T7 L THY | A F—LBHAEL TN
i‘j‘o
o forwarding : A h—AHIENEA X—T L THY, A F—AFFEAELT
WEH A,
e Inactive : A b — AL T 4 E—7 LT,
Upper R v BRI ATRE e AR O N—2 T — U L LT, B o
gy NEERIIEROY Y FMETERLET,
Lower TERBNE L EFIH AR kRO S—k T — U8 LT, o
o MERERIIEROY Yy FPEETERRLET,
Current Tuo—RFXxY Ak T 74 v FRFRESNTZ N T T 4T 24T (T
g—R¥y A b, wAFFX AL, 2=F % R L) OFIEOMEARIE
FIAATRE R R IE DN\ —F v T — VU THERLET, D7 4 —/L FIE,
Z = LHIAA =T NV DHEE T HE T,

P i=iedN S avy kR B
storm-control A vy FIZTB—=FXy A b, wALTFHFr AL, BLPZ=F¥ AN X b—
L L R~V EFRELET,

Cisco IE 2000 R4 v F a2 K JI7 LR
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show system mtu W

show system mtu

7 a— VR KIBIERAL (MTU), E72EAA v FORKRAT v b A TREEFRT DI, Rtk
EXEC & — KT show system mtu =~ > RZfEH L E7,

show system mtu

X DEREA Zoavwy NEF—U— FERITGHEIETH 0 5 A,
TI4NE L
AT R E—F H#HE EXEC
avy FER Jy—=x EENE
15.0(HEY Zoavy RPREAIShELE,

BEREDAL T4

]

system mtu ¥ 7- (3 system mtu jumbo ' 11— 3L 2L T 4 X2 L—g )y awr RaM L TMTU
DEREEERLIZHE, A4 v TEV Yy FLAEWVIED , i LWEREIZEDIRY THA,

VAT A MTU 1% 10/100 Mbps TEIMET AR — bt &, VAT AL Vv U AMTU EZ¥HE Y b F— %
ZRLET, VAT NL—TFT 47 MTUIINAVN—T v KR R— b E2BRLE£T,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIXFRRSNETAD, Output ZETITIIRRINET,

W ORFITIL, show system mtu =~ > FOHEZRLET,

Switch# show system mtu

System MTU size is 1500 bytes
System Jumbo MTU size is 1550 bytes
Routing MTU size is 1500 bytes.

avwyFk H L]
system mtu Ty AR A=V Xy hFE—F, FHEY b A=y F FA—F, £
—F v RAKR—FrDOMTU /4 ZEHRELET,
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W show udid

show udld

TRTCOR— FELITHREISNTZR— FOELNY 7KL (UDLD) EFHA T —X 2B L UEEA
T —HF A% FRT 5121, EXEC E— FTshowudld =~ > FZ2MEH L ET,

show udld [interface-id]

TR interface-id EE) A4 —T7x2A4ADID BLOKR— " FEZFTT, A&hieA o 2—
T A A, WEAR—FE VLAN REFEFNFET, FHETE S VLAN #
FHIX 1 ~ 4094 T3,
T4+ 2L
avy Kk E—F EXEC
avy FEE Jyy—=x EERNE
15.0(1)EY Zoavy FNEAINE L,

BERLEDAA FF1 Y

il

interface-id % NJJ L7 WVEEIL, TXTOA X —T 24 ZAOEH LB I OEM Lo UDLD A7 —#
AMERINET,

LFEHTIE, KXFENXFEREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETAD, Output ZETITIIRREINET,

WoHITIL, show udld interface-id =~ > FOM A Z - LET, T2 Tk, UDLD IV v 7 OjHEET
AF =T VMCHESNTWT, V7 BRGMTH%DZ L4 UDLD 2t L £, £ 2-3212, ZoOH
HTEREND T 4 — N FOHHAERLET,

Switch> show udld gigabitethernetl/1
Interface gil/1
Port enable administrative configuration setting: Follows device default
Port enable operational state: Enabled
Current bidirectional state: Bidirectional
Current operational state: Advertisement - Single Neighbor detected
Message interval: 60
Time out interval: 5
Entry 1
Expiration time: 146
Device ID: 1
Current neighbor state: Bidirectional
Device name: Switch-A
Port ID: Gil/1
Neighbor echo 1 device: Switch-B
Neighbor echo 1 port: Gil/2
Message interval: 5
CDP Device name: Switch-A

Cisco IE 2000 R4 v F a2 K JI7 LR
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showudid W

& 2-32 show udld ® 7 « —JL KDEiEA
Z4—ILF B
Interface UDLD IR ESNT-a—HIL FTARALA ADA L E—T = A,

Port enable administrative
configuration setting

A— kT UDLD D% &, UDLD A r—7 /VEZXT 4
t TLDEE., R— DA F—TIVREITEH EOA x—T L 2
T—hERUTT, TNUHNOHE, A F—T VEEREIX, 7
T— SR A F—TNVREIC L > TRED £,

Port enable operational state

Z AR — h T UDLD MPEBEIZEM L TW2500 89 & RTEIER
T— b,

Current bidirectional state

Vo2 ORFMAT—b, U I2B/ZurLT0bh, £20F
UDLD 3EXfIT /S A ARt STV 53545138, unknown A7 —
FRFRENET, V2772 UDLD IiaT A A IC#E EB Y N
TR STV DAL, bidirectional A7 — F BRI N FE T,
ZOMDENRFEREINTWEEAIE, ELLBERINLTWEEA,

Current operational state

UDLD 27— b ¥ &Y OBRIED T ==X, l@HORSGMH Y > 7 O
VELE, AT =N YT RARNE AR T 2 — X TY,

Message interval

H—T ) TNA ZAMBT RNZA X Ay —VERET DHE,
HALIIR T,

Time out interval

Bty 4 > RoHiZ, UDLD AR A N— TN, AnbDTa—%
R 2 IR (1),

Entry 1

BHIOF vy va = P DER, 2O U, RA3—0
LbEZEIhza—{fHoa v —RNEHInET,

Expiration time

DXy vyva ) ORAINS F TOFEREE (),

Device ID

FAN— T A AD 1D,

Current neighbor state

FANR—DBED AT — b, B—h ) T ZE LUFRA N4
DO 5T UDLD 2Y@EE EBVEBEH L CWDLEE, R4 /3N— AT —
FBIOE—H )V A7 — MINFETT, VoI RnFTrLT0n5
My FRIERANN=NUDLD I THRWES, ¥y v o =2k
VITFERRENETA,

Device name

WELETIIRANRN—DI AT L V) TAERS, EBLRRESH
TWRWh, E2XT 740 & (Switch) IZREINTWDHHE.
AT LADYV Y T AESNERINET,

Port ID

UDLD (2K L TA R =T IVIZRE SN A S—DAKR— b ID,

Neighbor echo 1 device

TaA—DFETLTHDIERAN—DRA N—DT A R4,

Neighbor echo 1 port

Ta—OEETLTHDLRANN—DKR— +EF ID,

Message interval

FAN—DT KREA X A=V EETIHEE (B),

CDP device name

CDP T A AL FETIET AT A VY 7/1/$7y—o T A IR méﬂ
TWRWh, F721x7T 740 & (Switch) IZREINTWDHH
VAT LDV Y T AREDNERINET,
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W show udid
pEaTU R avwrk E LT
udld UDLD 7 7 vy 7 F—REHIL /) —~/V ET— K& A x—T )b
2T, EREFREFRERA vE—V XA~ —ORFHZHE L
£7,
udld port % DA B —T7xAATUDLD A F—7NMZT Hh, i

HTr AN A B =T e f A udld B — L T T 4 Ko L—
Vay avry RIZEoTARXR—TNMIRDDOEHEET,

udld reset UDLD 2L 24T _RTDOA v F—T =2 A ¥y hEU U EZ® Yy
L., N7 74 v 7N EIBTH5OEFHOFAILET,

Cisco IE 2000 R4 v F a2 K JI7 LR
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show version

N=RUzTBIORT7 7 =AU =T ON—T g EREFRRT HI1TIEL, EXEC £— KT show version

avy FeHLES,

show version

show version W

WX DA ZOawy RIZEF—U— FELFBEITH Y £H A,
TIHNE mL
av R E—F EXEC
av Yy FERE yy—= EEANR
15.0(HEY Zoavy RPREAIShELE,

BEREDAL T4

3l

GE)

LFHITIE, KXFEDXFRRENET, 72& 21E, | exclude output & AJ) L7234 output %
EUITIIFRRENEREADN, Output ZETITIZFRRENET,
show version I JIZIZR R EINE TN, 22 77 Fzb—2 a2 LIRAFIFERIZAAL v FTHFR— |k

SNTWVERA,

WOHITIL, show version =~ FOH 1 Z R L ET,

switch# show version

Cisco IOS Software, IES Software (IES-LANBASE-M),

(fc2) Copyright (c) 1986-2008 by Cisco Systems, Inc.
Compiled Mon 19-May-08 12:47 by weiliu
Image text-base: 0x00003000, data-base: 0x01400000

ROM: Bootstrap program is IE 2000 boot loader
BOOTLDR: IES Boot Loader (IES-HBOOT-M), Version 15.0 [mchou-v1221dr0328 102]
Switch uptime is 2 days, 1 hour,

image file is

cisco IE-3000-4TC (PowerPC405)
Processor board ID FHK1152UZRW
Last reset from power-on

1 Virtual Ethernet interface
20 FastEthernet interfaces

2 Gigabit Ethernet interfaces
The password-recovery mechanism is enabled.

processor with 126976K/4088K bytes of memory.

64K bytes of flash-simulated non-volatile configuration memory.
Base ethernet MAC Address 00:1E:13:00:2D:00
Motherboard assembly number 73-10855-07

36 minutes System returned to ROM by power-
''flash:/ies-lanbase-mz.122-44 .EX/ies-lanbase-mz.122-44 .EX.bin""'

Version 15.0(1)EY, RELEASE SOFTWARE

on System

| oL-29596-01-J
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Hl show version

Motherboard serial number : FOC11504089

Motherboard revision number : 04

Model number : IE-3000-4TC

System serial number : FHK1152UZRW

Top Assembly Part Number : 800-28491-01

Hardware Board Revision Number : 0x02

CIP Serial Number : 0x43313135

SKU Brand Name : Cisco

Switch Ports Model SW Version SW Image

* 1 22 IE-3000-4TC 15.0(1)EY IES-LANBASE-M

Configuration register is OxF

Cisco IE 2000 R wF AT K Y77 LR
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showvian W

show vilan

24 v F EOTRTOHFREFAH VLAN 721X 1 -2 VLAN ® VLAN (VLAN ID F 72134 miE2EE L
7-3948) #FoRT5121E. EXEC £— FTshowvlan =~ FZHHA L E9,

show vlan [brief | id v/an-id | internal usage | mtu | name vian-name | remote-span | summary]|

BEX DA brief (£F) VLAN ZLIC VLAN &, AT —HX A, BEOE— 2 1 {TCHER
LET,
id vian-id (f£#) VLAN ID & 5 CTHE &7z 1 >0 VLAN IS 21 8% =R L %
9, vian-id \Z¥8E T X DHiPHIZ 1 ~ 4094 T,
internal usage UER) AA v FRNEHIZEHT S VLAN O Y 2 hEERRLET, T
5@ VLAN [ZH ICEERP] (VLAN ID 28 1006 ~ 4094) D& DT,
N BHD VLAN ZNEERPOHIBR L2V E | vian 7 r— 3L 27 ¢
Fal—varavwr FeERLT, 250 IDS T VLAN Z{ER T
FHA,
mtu (fE&) VLAN ® U & b &, VLAN OFR— MIRESN TV A /MBI W
KRB EHA (MTU) YA XER R LET,
name vlan-name ({£#%) VLAN 4 CHE SN 1 o0 VLAN [T A 1E@ a2 F R LET,
VLAN %13, 1~ 32 %0 ASCIL 55T,
remote-span ({£7) Remote SPAN (RSPAN) VLAN |24 BlEH AR LET,
summary ({EE) VLAN ¥~ U —|f#HezR R LET,
N
GE) ifindex ¥F—U—KiZ, a~r FIA D~V A ) U AZEFERENTOHETR, FR—FENT
WEHEA,
TIAILE 2L
AT R E—F EXEC
avy FERE yy—=x EERNE
15.0(HEY Zoavr RREAIhELE,

HHEDHA FS51Y

show vlan mtu =~ > N{{J7CiZ, MTU_ Mismatch %1iZ VLAN NOTRTOR— MIFET MTU 25
575 EIYMERLET, ZOFHIC yes RRRAINTND . VLAN O%& AR — RZHl~2 D MTU 23 %

2T R REWMTU 2RO R— F B/ EWN MTU BRFOR— MIAAS v FrT7E3ND L,
F‘m v FINDLTERHY EF, VLAN IZ SVI ﬁifxu\iﬂf\ NA 7w () FEED SVI_MTU Sz &R
SN E 9, MTU-Mismatch FiZ yes BFE/R SN TV DA, MiniMTU % £f23R— b & MaxMTU #% £f
DOR— MAPRRRINET,

SCFFNTIL, RCFEANCFERRBI SN ET, =& 21X, | exclude output & AJ) L7286 output %
BUITIER A INETAD, Output % ET1TI i%ﬂ“éé’bi‘f
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H showvian

# 2-33 4

I, ZOHIITRREND T 4=V KD

Gil/1,
Fal/3,

eNo

Fal/2, Fal/3, Fal/4
Fa2/2, Fa2/3, Fa2/4
Fa2/6, Fa2/7, Fa2/8
Fa3/2, Fa3/3, Fa3/4
Fa3/6, Fa3/7, Fa3/8
Gil/2

Fa2/5, Fa2/6

BrdgMode Transl Trans2

{1 W’OFITIL, showvlan =2~ FOHEAZERLET,
AR RLET,
Switch> show vlan
VLAN Name Status
1 default active
2 Tes active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
VLAN Type SAID MTU Parent RingNo Bridg
1 enet 100001 1500 - - -
2 enet 100002 1500 - - -
1002 fddi 101002 1500 - - -
1003 tr 101003 1500 - - -
1004 fdnet 101004 1500 - - -
1005 trnet 101005 1500 - - -

Remote SPAN VLANs

, Gil/1,
Gil/1,

Ports

Fal/1,
Fa0/4,
Fal/7,
Fa0/10,
Fa0/13,
Fa0/16,
Fa0/19,
Fa0/24,

eNo Stp

Fa0/2,

Fa0/5,

Fa0/8,
Fa0/11,
Fa0/14,
Fal/17,
Fa0/20,
Gi0/1,

Fa0/3
Fa0/6
Fa0/9
Fa0/12
Fa0/15
Fa0/18
Fa0/21
Gi0/2

BrdgMode Transl Trans2

- 1002 1003

Primary Secondary Type Ports

20 25 isolated Fal/l1l3, Fal/20, Fal/22
20 30 community Fal/l, Fal/20, Fal/21,
VLAN Name Status

1 default active
<output truncated>

2 VLANQ0OQOO2 active

3 VLAN0OO3 active
<output truncated>

1000 VLAN1000 active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
VLAN Type SAID MTU Parent RingNo Bridg
1 enet 100001 1500 - - -

2 enet 100002 1500 - - -

- 0 0

Il CiscolE2000 A1 vyF avvF JYI7 LR
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show vilan

3 enet 100003 1500 - - - - - 0 0

<output truncated>

1005 trnet 101005 1500 - - - ibm - 0 0

Remote SPAN VLANs

Primary Secondary Type Ports

Primary Secondary Type Ports

20 25 isolated Fa0/13, Fa0/20, Fa0/22, Gi0/1,

20 30 community Fa0/13, Fa0/20, Fa0/21, Gi0/1

20 35 community Fa0/13, Fa0/20, Fa0/23, Fa0/33, Gi0/1

<output truncated>

* 2-33 showvlan a< Y FOHAZ7 4 —ILF

J4—ILF EiBEA

VLAN VLAN %75,

Name VLAN O4 i (BRE STV DLHE),

Status VLAN O 27 —# A (active ¥ 721% suspend),

Ports VLAN 23 5K — kK,

Type VLAN DAF 47 2 A7,

SAID VLAN Ot F 274 7YV vx— 3 ID i,

MTU VLAN D KAREHNL Y A X,

Parent Bl VLAN (fFET25%4).

RingNo VLAN ® U v 7 %5 Z4T5548),

BrdgNo VLAN ©7' VU v P& S (%47 258).

Stp VLAN TR SN A= 7Y ) — T a han 2 (7,

BrdgMode COVLAN O7 Y v 7 F— K A[REREIZY —A— kK 7Y v
7 (SRB) BX WY —AN—F FTFU AT L2k (SRT) T, T 74V
~X SRB T3,

Trans1 oo AL—var 7y,

Trans2 o2 —vary 7Y vY2,

Remote SPAN VLANs |3 &7 T % RSPAN VLAN Z kA L £,

KOBFTIL, show vlan summary =~ > RO ERLET,

Switch> show vlan summary

Number of existing VLANs : 45
Number of existing VTP VLANs : 45
Number of existing extended VLANs : 0

’OHTIL, show vlanid =~ > RO xR LET,

Switch# show vlan id 2
VLAN Name

Status Ports

| oL-29596-01-J
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H showvian

2 VLAN0200 active Fal/3, Fa2/5, Fa2/6

2 VLAN0200 active Fal/3, Fa2/5, Fa2/6

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
2 enet 100002 1500 - - - - - 0 0

Remote SPAN VLAN

Disabled

K OFITIL, show vlan internal usage =~ > RO 2k L £, VLAN 1025 B L1026 28, 7 7
A A=Y Ry b =Ty RAR—=F23BLV024 ONEH VLAN ¢ L CTHEHSINTWET, Zhbo
VLANID OWFhnz AT 2550, V=7 v R R—F &Yy vy MU VT HRERHY £4, 2
iz kv, NES VLAN 2z L <. $LEH®MH VLAN 2Bk LEd, v—TF v K R—F2BHT5 &
flLdPE VLAN F5AE 0 Y THRET,

Switch> show vlan internal usage
VLAN Usage

1025 FastEthernetl/23
1026 FastEthernetl/24

BEgEa<w K avy kR H L]
switchport mode R—=hrD VLAN A o R_R—=2 v 7 T— RERELET,
vlan VLAN 1 ~ 4094 2% ETE25%HE, VLAN a2V 7 4 X2 lb—3 3 F—

R&EARX—T N LET,

Cisco IE 2000 R wF AT K Y77 LR
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show vlan access-map W

show vlan access-map

FED VLAN 7 7 8 A~ v 7 E23T_XTO VLAN 7 78 A~ v FICBT 2 1M E R RT D1T1E, B
# EXEC & — K C show vlan access-map =~ > F&fHEH L £7,

show vlan access-map [mapname]

(:; Zoavy RiE, AL v TFRIPH—ER M A—VZBH L TWAEEIZEITHEATEET,
BX i mapname EE) BHED VLAN 778 A ~ v 74,
TIAIE L
avYFE—F it EXEC
avy FEE yy—=x EEAE
15.0(DEY Chawy FAEASNE LT,

HHEDHA K51y

LFEHTIE, KT ENLTFREESNET, =& 2, | exclude output & AF L7354

output %

BUITIIRRENEEALDR, Output ZETATIIR RS NLET,

i WOBITIE, show vlan access-map =~ FOHJZRLET,
Switch# show vlan access-map
Vlan access-map "SecWiz" 10
Match clauses:
ip address: SecWiz Gi0 3 in ip
ip address: SecWiz FalO_3 in ip
Action:
forward
EEEEAS avwyk B

show vlan filter

VLAN 7 4 VZ T _XCIZET 2 1E®R,. F355ED VLAN £721% VLAN 7
A =y ST HEREEF TR LET,

vlan access-map

VLAN %47y h 7402V DO VLAN v v 7 =2 M) 2B L E9,

vlan filter

1 2Lk VLAN IZ, VLAN v v 7 ZiH LE T,
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Hl show vian filter

show vlan filter

T _TD VLAN 7 4 VW Z F72138ED VLAN £721X VLAN 77 B A = v ST HEREFRT D
IZ1%. %4 EXEC ©— KT show vlan filter =~ > R&ZEH L £7,

show vlan filter [access-map name | vlan vian-id]

GE) Zoavw R, AL vTFRIP YV —ERA A A—=VEBEL TCOWAEFICETHHTE £,

BX DR access-map name (T5%) f8ESNI- VLAN 7 7 & A ~ v 7 D7 (LA v 7 IE#EFR LE
‘j‘o
vian vian-id (fLH) HESNZ VLAN 07 4 V& U v JilaRn LET, HET 5

HPHIL 1 ~ 4094 T,

FI4IE L

avrkE—F kit EXEC

avr FEE Jy—2 EERE
15.0()EY Zoaxry FRNEASHELE,

BREDHA FS1Y LFEHTIE, KT ENTFREIESNET, 72& 2L, | exclude output & A L7254, output %
ETITIIFRRSNETAD, Output ZETITIIRRINET,

i W DFITIL, show vlan filter =~ > FOH AR L ET,

Switch# show vlan filter
VLAN Map map 1 is filtering VLANs:

20-22
BEaTUF avUFk EiBEA
show vlan access-map FFED VLAN 77t A v 7FEHITTXTOVLAN T 7R v
TIZETHERERRLET,
vlan access-map VLAN %7y b 74V Z V7D VLAN~ v 7 =2 b 2B L
‘é—l}
vlan filter 1 2Ll E®D VLAN (2, VLAN v~ v 7 %M L E7,

Cisco IE 2000 R wF AT K Y77 LR
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showvmps H

show vmps

VLAN Query Protocol (VQP) N— =3 | B#RMER, FRITHEE, VLAN A=y 7 R
L= H— (VMPS) IP7 FL A, BXOHIAEDH =L T T4~ —R"EERTI, £70T
statistics ¥ — U — FZEH L TZ 74 7 MUDKFHERER~T 5121, FHE EXEC £E— KT
show vmps =~ > RZHEH L 7,

show vmps [statistics]

XX DA statistics LE) VQP D7 T4 7 v MIKFHEHRIL L O v v ¥ 2 RR L ET,
T4 L
AT R E—F EXEC
avy FER Jyy—= EFEANRE
15.0(1)EY Zoavy FNEAINE L,

BERLEDAA FF1 Y

]

XFHNTIE, KRIXFENLFNREJESET, =& 2L, | exclude output & AJJ L7=354A . output %
BUITIERRINERFAD, Output Z ZLITIERRINET,

WORFITIL, show vimps 2~ ROH T Z/RLET,

Switch> show vmps

VQP Client Status:

VMPS VQP Version: 1
Reconfirm Interval: 60 min
Server Retry Count: 3

VMPS domain server:

Reconfirmation status

VMPS Action: other

WOHITIL, show vmps statistics 2~ FOH N EZRLET, £ 2-34 12, BRENDHET 4 —/L R
OFHERLET,

Switch> show vmps statistics
VMPS Client Statistics

VQP Queries: 0
VQP Responses: 0
VMPS Changes: 0
VQP Shutdowns: 0
VQP Denied: 0
VQP Wrong Domain: 0
VQP Wrong Version: 0
VQP Insufficient Resource: 0
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W show vmps

® 2-34 show vmps statistics ® 7 1+ —JL FOFRHA

Z4—ILF B2L

VQP Queries 754 T Mt VMPS ICEEESN 5 7 = ) —H,
VQP Responses VMPS 1527 74 7 MCHEE S INEH,
VMPS Changes P — [T VMPS # &R L 7= [BI3K,

VQP Shutdowns B 2 vy NETUT A0 VMPS RIS EEEELERE, 7547
VRNER—FETF =TIl TOFR—F EOTRTOEAFI VT TR
VAZT RVA T—=7A0bHIBRLET, Bz ErT sk, BEER—b
EHOA X =TT HHERHY £17,

VQP Denied VMPS 3t %= U T 4 LOBENSZ T4 7 FEREZIES L7zE%, VMPS
DISENT FLAEZESE LTBE. FOT RLATY—I AT —3 92D 7
L—AmEldEITESNEEA (F— 23 VLAN (2D 4 THNTWHIEE,

Toa—RK¥¥Y A MERFYALTHFXY AN TL—2RNTU =7 AT — 3 IZx L
TREINED)., 27747 MIEGSNET RV A2 T ey 7 ERT KL
AELTCT RVAT—TNVIBRELET, ZHIZLY, ZOV—I AT —T3
UINOEAFE LIS FHAN Ty MIxT A7 =) —03, ThELE VMPS 2R
Sl hEST, == 7 AL LRI, ZOR—FTZIDOT—T AT —

arnbLOFRAT y NEZBELRWEA, 7747 MEIT RLUAEZHR
iz LET,

VQP Wrong Domain |ZRPNDEHE N A A A VMPS OFFL N A A & —F LAWEH, K— oD
PERD VLAN B0 M CIIEFENE T A, ZOEEIT, —R"BIO®Z T4
7Y MZFEIL VIP BEE FA AL UBRRESN TR EE2BBRLET,

VQP Wrong Version |7 = — /X7 v hDONR—U 5> 7 4 —/L N2, VMPS THR— IR T3
N—=Ta K0 REVEPEMS NS EIE, FA— hD VLAN #1024 TEE
HINFTAL, AL v FIXIVMPS X—V a0 1 EREFTEZEELET,

VQP Insufficient VY —ADT A FEY T ¢ ZHEER S S 7201, VMPS BERITSE TE A

Resource Wak, FERATHIRICE L TWRWES, 7747 NI — T & O/HRIT
BIEICE L0 E ) NS LT U= "E 3k o RS — N8R % F
BELET,
pggEa<w R avw kR B

clear vmps statistics ~ VQP 7/ 74 7 > MRS CW D HEHE®REZ 27 VT LE T,
vmps reconfirm (F##8 VQP 7 =V —% %5 L C, VMPS TOTRTOHX A+ v 27 VLAN #lV

EXEC) BChHHRLET,
vmps retry VQP 7 547 > bDOY =" L OFRITREEZRE LET,
vmps server 774 <Y VMPS, BLOHEKTIEO®I L Z) —REZELET,
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show vtp

VLAN o %27 7o bajl (VIP) BHINAAL Y, AT —F A, BXOA T ZICEAT 5 %G

Hx

showvtp W

FoRT 5HIC1E, EXEC E— FTshowvtp =~ REHEHALET,

show vtp {counters | devices [conflicts] | interface [interface-id] | password | status}

XX DA counters AA v F O VTP HaHE#RE R R LET,
password REINTZ VIP NAT— RERRLET,
devices RALANDOTRTO VTP RX—V a3 v 353, T HEREFRRLE
T, TOF—TU—RE, AL v TF B VIP "=V =22 3 2ETL TRV
BT EAESET,
conflicts UEE) BIAT257 794~ —"%F> VTP X—T =3 v 3 731 RIZH
TOHHERERRLET, AL F N VIP F T AT LY b = FELIT
VIP 47 £— KNIl r%EE, Zoavy RIEEHEILET,
interface [interface-id] T _XTCHOA L H—T =2 A ZAFRIFRESNTZA LV Z—T = A RT3
VTP DAT—Z AR L ORELEFRRLET, interface-id \ZITWELA > X —
T oA AEITHR— N Fr X LE2HETEET,
status VIP BB RAAL LV DOARAT—Z RAHTH—RIERER T LET,
TIAILE 2L
avy Kk E—F EXEC
avy FEE Jy—=x EERNE
15.0(1)EY Zoavy FNEAINE L,
HAEDHA 314 24’ v F B VTP /X—3 3 > 3 % EITHIC show vtp password 2~ > REANT D &L FoRITEDIL—

tb\i‘j‘o

password password 70 —/N)L 27 4 X a2 b—3 3 a<w L RT hidden ¥—V — RZHEEHR

P A v F ETRBERA X—T N TRWES, NAU—FRN3IZ V7 TF AP TERRESNET,

password password =~ > RC hidden ¥— 7V — REZfEETT, A4 v F L THSBA X —T L
DEA . R b ENTZ AT — RRFRRENET,

password password =~ > FIZ hidden ¥ — 7 — FREENTWIZIGE, 16 EEOME F —RNFR R
SNET,

LFHNTIH, RIXFE/NLFNRBIESHET, 72L& 2L, | exclude output & A L7356, output %
EUTITIXFRRENEEAD, Output % & Te1T1 ii‘%ﬁéﬂiﬂ_
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W show vtp
15 WOFITIL, show vtp devices =~ > RO %R LET, Conflict 51D Yes iX, IEET DV — 0%
DHEREDO R =TV = NEFERLTVDH I L Z2EHRLET, 2ED, ALFAASHNDO 2 ODAL v

FlE, T X=X LTCRELT T4~ $—"ERHLERA,
Switch# show vtp devices

Retrieving information from the VTP domain. Waiting for 5 seconds.
VTP Database Conf switch ID Primary Server Revision System Name

lict
VLAN Yes 00b0.8e50.d000 000c.0412.6300 12354 main.cisco.com
MST No 00b0.8e50.d000 0004.AB45.6000 24 main.cisco.com
VLAN Yes 000c.0412.6300=000c.0412.6300 67 gwerty.cisco.com

WROFITIL, show vtp counters =~ > ROW AR LET, £ 2-3512, ZOWNTERREND
74— ROBRAERLET,

Switch> show vtp counters

VTP statistics:

Summary advertisements received
Subset advertisements received
Request advertisements received
Summary advertisements transmitted :
Subset advertisements transmitted
Request advertisements transmitted :
Number of config revision errors
Number of config digest errors

O O O O O oy ©O o o
O
~J
o

Number of V1 summary errors

VTP pruning statistics:

Trunk Join Transmitted Join Received Summary advts received from
non-pruning-capable device
Fal/7 0 0 0
Fal/8 0 0 0
Gil/1 0 0 0
Gil/2 0 0 0
% 2-35 show vtp counters ® 7 1+ —)L FO&HA
J4—ILF &8

Summary advertisements
received

FFo 7 R ETIDORAL v FRZETEH< Y — T EAZAL XD, <) — T KAX
ARNTIE, BERAAL L, a7 4 Xal—2ary JEDavER, FHAALAZ LTS
L ID, BiEF =y /A, BXOEET LI T2y N 7 KRZ AL Z0ENEENET,

Subset advertisements
received

7o 7 R=FECTIZDAL v TFRZETLHIVTEY b T RAZ AL X0, 7y b 7K
NE AR, 1 DL ED VLAN ICET 2 @A TR CHEER TV ET,

Request advertisements
received

FFv 7 R—=FETZDAL v FNZETDIT RAZA REROK, 7 FAF A4 ZERIL,
WE . TXTo VLAN LicBET21FmaAaERLET, £/, VLAN oS 7Ty MZET5HE
WMHLERTEET,

Summary advertisements
transmitted

RS R b ETIDORL v FREETIH~ Y — T EAZAL XK, <) — T KAX
ARNTIE, BERAAL L, a7 4 Xal—2ary JEDavER, FHAALAZ LT
L ID, BiEF = v 7 VA, BXOEET LI T2y N 7 KRZ AL Z0ENEENET,

Subset advertisements
transmitted

N7 R=FETIDAL v TFNEETLH Ty b 7 FRZ A XD, ¥ 7y b TF
NEARZIE, 1 D8 ED VLAN BT 2 WP T X TEENTWET,

Il CiscolE2000 A1 vyF avvF JYI7 LR
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& 2-35

showvtp W

show vtp counters ® 7+ —JL FOE (#FE)

J4—ILF

B

Request advertisements
transmitted

FFv 7 R—=FETZDAAL v FNEETIT XA REROK, 7 FAF A4 ZERIL,
WWE . TXTo VLAN LiIcBETA21HmaA2ERLET, £/2. VLAN oS 7Ty M+ 51HE
WLERTEET,

Number of configuration
revision errors

Jevary =7 —0%,

#H LW VLAN OEF, BEfF VLAN OB, Flr, £33, H 5 WIEBEF VLAN 087
A—=BERERITHIE, AA v TFDaLr 7 4FXalb—ary JEDa U BENEMLET,
Ve alBEBENAAL v FOIVEYa B EE—BTDICELNDLT, MD5 ¥4 Y= A b
ER—F L72WT RNNZ A R AL v TFNZETDHE, VEVary =z —REMLET, 2
DTT—T, 2ODAA vFD VTP RAT—RKNERDL) £11FAAL v FORENERD
ZEEERLET,

INGOZT—NERAELESGE, AL v TIEEFEET XA XDT 4 NVEZ) U THTHY
Py hU—=JHNT VTP T —F_XR—2ZANRE LR 20 £9,

Number of configuration
digest errors

MDS ¥4 P = A~ =T —0DH,

Y~V — 7y hNO MDS AV xA &, FHEINEZERRT RXZ A XD MD5 XA
VA MR—EHLARVWESE, AV AN T =NEMLET, 2oz T %, E@E, 2o
DAL FDO VTP NAT— KPR 2ERLET, ZORMEZBRT I, T

DAA »FTVIP RRAT— RRFECIZARS LT LET,

INLDZT—=NRAELESREG, A v FITERET ERNEZAXDTA4NZ) o THTHY |
Fy RU—IWNTVTP T —F_X—2ARBRPM L7 720 £,

Number of V1 summary
errors

N—=Tar 1 xTT7—0DH,

VIPV2 E—FDZA v FRVIP XR—V a0 1 7L —052ZET5HE, X"—=Ya 1 =
V=T —BEMLEST, No0x=T—iF, bbb 1 20FRAN— A4 v F LT VTP
N=Va I BBEHLTWE EREV2E— BT 4 =T LDIRETVIP X—V g 02
DEHLTNDIZEEZERLET, ZOMEEZMRTHIZE, VIPV2 E— RFROAA v F D%
ExT 4 =T NIEFHLET,

Join Transmitted

Ko7 ETEEENZVIP I —=0 7 A vt —T 0%,

Join Received

cNF o7 ETCZEENZVIP P —=0 7 A vt —2 0%,

Summary Advts Received

FoUvr ETEREINL, IN—=0 T % ER— ML TWRNT AL Z0ED VIP v ) —

from non-pruning-capable | X vt&— 0¥,

device

WROFITIE, VIP XN—T a3 2 #FATT D AA v FITKkT % show vtp status =~ > ROH &R~ L E
o F 2-36 12, ZOHNTRFREND 7 4 — /N FOHHERLET,

Switch> show vtp status

VTP Version HE

Configuration Revision : 0

Maximum VLANs supported locally : 1005

Number of existing VLANs : 45

VTP Operating Mode : Transparent
VTP Domain Name : shared testbedl
VTP Pruning Mode : Disabled

VTP V2 Mode : Disabled

VTP Traps Generation : Enabled

MD5 digest : 0x3A 0x29 0x86 0x39 0xB4 0x5D 0x58 0xD7

Cisco IE 2000 R4 wF ARV F YI7LUR
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W show vtp

#* 2-36 show vtp status O 7 1+ —JL FDEREA

J24—ILF H L

VTP Version AL v F ETEMEL TS VIP N—Va v 2R LET, 774/ T, AA v T
NR=D g 1 ZETLETH, "=V a2 CERETHI L L TEET,

Configuration Revision DAL TFOHEOD T 4 X2l —ary YEY g &S,

Maximum VLANs Supported 0 — B YR —FENTWD VLAN O KE,
Locally

Number of Existing VLANs BEAF D VLAN 34,

VTP Operating Mode VTP 8i{fEE— K (=, 7 F7A4T v b, TP T VAT LU M) 2FRRLET,

Server : VTP — X E— RO A A v FIL VIP Ik L TA F—7 M ENTWVWET, F
. DAL FIET RNRNZA XA beikfE LET, A4 vF TVLAN 2R ETE FE
T, TOAAL v TF AT L, BEIKIZ, BED VIP T —F X—ZANDOTXTD
WANhﬁéﬁﬂmAMﬂgﬁmf%i?o?7¢wLTM\TNT@x4y%ﬁVW
=TT,

(F) X4/%@ %% NVRAM IZEZIAATWAMICEE LM L, NVRAM » 3
BETD2ETYH—RNE—RIREDIZLENTERVWEAS, A v F1T VIP —
{—~F‘75%VTP7?4’7"/FI—~F HEIRIZZE DY £77,

Client : VTP 7 54 7> F FE— FOAA v FZ VIPIZH L TA RXT—TNMIZEINTNE
T, T2, ZOAAL v FIET RRNZ A XA FEEELETN, VLAN 27 4 F =
L—32 g VERETAICIIARERMEA FL—U N R0 A, A4 v FTIE VLAN 3%
ETEEHA, VIPZ 747 vBREEITSE, VTP 7 747 2 Mid%E D VLAN 7 —#
NR—2%E T DT RARZ A X597 5FET, VIP T RRY A XeEELERA,

Transparent :VIP 7V AT L b F—=RKDOAAL v FFXVIPIZH L TT 4 &—T 1

IEINTWET, 7 RRXA XA NOREFR, MOT AL ALV EFEINLT R
4’7<7< YN OFHRIFIITOLEYA, £l Xy NI NOMDT NA 2D VLAN
O VT 4 X2l —Ta B E R F A, AL v TFIEVIP 7 RRZ A XEZE L,
T RNE A R EZAE LT ]\7/& A= E2BREITRXTOINT 7 F—MIIhEiHEL
£7

VTP Domain Name AL v FOEILR ALV EFEET B4,

VTP Pruning Mode IN—=2 TNARX—TNANEFIIT A=A 0nE2ER R LEST, VIP —TF)L—
=T EAF=TNCTDHE, BERAL VEERTCT V= TRFNMNCRYET, 7
N—= T aERATHE, VT 74 v 2 BWEYRR Y T =7 TARAL AT VAT S
=D LRITNIER SR W RNT 7 VoI ~DT7 T T 407 T 7 4 v 7 BHIR
EnET,

VTP V2 Mode VTP "= 2 v 2 F— RS F—TAnE I 0EFRLET, T3TO VIP N—Y 3 >
QAL FE, TIANRTNA=Var 1 = RTEELET, % VIP AL v Fidftho
FTRTO VTP 731 Z08EZ ABIICRIE L E 9, VIP 734 2 Xy hU =27 NOF
NTDO VTP AA v FBRN—=V a2 E— FCTEETREREEET. £y PV —27 &/3—
TVar2IZREL TS,

VTP Traps Generation VIP NI v 7% %y N — 2B AT— 3 NIEETHNEIMEERLET,

MDS5 Digest VTP RED 16 XA~ F =y 7 ¥ A

Configuration Last Modified KBIAT TR ELEEO A ERAZ R R LET, T _X—RAORELFEDOFIN L 72 -
AL v TFDIP T RLAZFRRLET,

Cisco IE 2000 R wF AT K Y77 LR
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showvtp W

WOBITIL, VIP N—2 3 3 BBEE L TWD AL v FITKT % show vtp status 2~ 2 ROH ) &R

Li‘d—o

Switch> show vtp status
VTP Version capable

VTP version running
VTP Domain Name

VTP Pruning Mode

VTP Traps Generation
Device ID

Feature VLAN:

1 to 3

3

Cisco
Disabled
Disabled
0021.1bcd.c

700

VTP Operating Mode Server

Number of existing VLANs 7

Number of existing extended VLANs 0

Configuration Revision 0

Primary ID 0000.0000.0000

Primary Description

MD5 digest 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Feature MST:

VTP Operating Mode Client

Configuration Revision 0

Primary ID 0000.0000.0000

Primary Description

MD5 digest 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00

Feature UNKNOWN:

VTP Operating Mode Transparent

BEa<U R avwyr SiEA

clear vtp counters VIP BL QR TN—= T By 2%7 V7 LET,

vtp (Fu—npp a7y VIP D7 7 AN, A FZ—T A X4, FASL 4, BIOE—NF

Fal—vayv) ERELET,

| oL-29596-01-J
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W shutdown

shutdown

A VH =T 2 AT 4 B—TNIZLET, T4 BTN RoToA UV H—T = A A HHRT BT,
Zoavwr RO ne BRAMHEHA L, shutdown £ > F—7 = XA a7 (Falb—ar avy Raff
ALET,

shutdown

no shutdown

X DEA Zoawy Rz, gl ERZITIF—TU—RNIEIH D THA,
TIHILE R=MIAF—T7NTT (¥yv hFULERA),
avy Rk E—F A B —TxA A AT 4 X2l — g0

avy FEE )= EEER

15.0()EY Zoavy RRBIMEShELE,

ERALEDAHS RS54y shutdown =~ > REZANT DL, R— MIBEEZEIELET, K= b2 X—T7 T BIZI1E. no
shutdown =~ > R&ZfEH L £9,

BIgs, T, E703 %y AT ENT VLANICEID S TOHONTWARET v 7 T/ EAR—|
{Z no shutdown =~ FEMFEHLTH, WHTT, F— FE2HRA RX—TNMIZTTHIZE, FTHR—F
%7 25 47 VLAN O A N ZTB3HERH Y £7,

shutdown =~ > RIFHEDA v ¥ —7 = A A LOTXTOEEELT 4+ E—7 VI LET,

I, Z0avry FEA v —T oA ABERARAITCHLZ b~ — T LET, f v F—T AR

WT 4B =T NhE D RS HI2IE. show interfaces 1 EXEC 2w > REMALET, v v v
NG UENTA Y F =T A 2T, EHEOF Y & LTHEICRRSNET,

i WIZ, K= E2T 4 =T ML Trb, HFOA X =TT 562" LET,

Switch (config) # interface gigabitethernetl/2
Switch (config-if)# shutdown

Switch (config) # interface gigabitethernetl/2
Switch(config-if)# no shutdown

RE & MR HI12IL. show interfaces ¥ EXEC =~ > FEZ AN LET,

BlEav K avwyFk EL
show interfaces FTRCDOA LV H =T 2 A AFTZIHEDA V¥ —7 = A A3t DHEEHE
WwERRLET,

Cisco IE 2000 R wF AT K Y77 LR
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shutdownvian H

shutdown vlan

BELZVLAN Cu—hV "o 74 v 7%y MUy (—RHEILE) LET, VLAN Ou—J /L
N7 74y 2FTHICE, Zoa~vw2 Ko no B2 #EH L, shutdown vlan 7 o — 3L 27 ¢
Xal—igyavwry REFEHALET,

shutdown vlan vian-id

no shutdown vlan vian-id

X DA vian-id B—AMIv ¥y RF T35 VLAN @ ID TF, f8ETE H#iPHI% 2 ~ 1001 T
T VLAN FZ7 %7 7r hai (VIP) BEDOT 74+ /L s VLAN & LTESR
S#L7z VLAN, B L ORI VLAN (ID 2% 1005 ## % %5 VLAN) X, v v
M TEERL, T 74 FO VLAN IE 1 B3 X 011002 ~ 1005 TF,

TI+ILE 7L
avvyv kK E—F sa—s\) arZ4Fal—ar
av Yy FERE yy—=x EEHEEH
15.0(1)EY Zoavwy RPMEMEShE L,

#ERALDAHS RSAY shutdown vlan =~ > Ri%, VIP F—# X—2HN®D VLAN EHAZLE L FHA, 2O~ Rigrn—
BNV NTFT T4 0%y hE T LETN, AL v FIXVIPIEHREZT RAAZX A X LEIT £,

i WOBITIE, VLAN2 DT 7 4w 0%y NE DT B HEZRLET,

Switch(config)# shutdown vlan 2

RIEZ MR 221X, show vlan i EXEC 2~ R A/ LET,

EEa<UF avwv kR EEA
shutdown config-vlan €— K (vlan vian-id 7’2 —/3)V a7 4 ¥ a2l — gy a<
(config-vlan & — FCRAMR) DFBAIIL, VLAN O —v v I 7 4w 0%V %y hE TV LE
K) T, EHERIC OV TiX, [Cisco 10S Software Command Reference, Release

15.0] 22T ZEN,

Cisco I[E 2000 R wF IRY K JI7 LR
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M small-frame violation rate

small-frame violation rate

BEShEL—bFT/hEWVWT L—4 (67 31 FLLF) @ VLAN &7‘17‘%/\”7\) hEZE LIEEAITA
VB —T x4 AN errdisable 12725 L— b (L& VWMH) 7% ET 521X, small-frame violation rate
AV B =Tz A a7 (Fal—ay avwry RefHALET, 772L/DHQZ€ WRTITE, 2o
a<wr RO no BREFEHLET,

small-frame violation rate pps

no small-frame violation rate pps

EXDHHA pps INSWT L — AEZETBA 2 —T = A AW errdisable & 725 L X VWME%E
BELET, HETEHHMIE. 1~ 10,000 pps N7y N/ ) T,

TIFIE ZOMEEIZT 4 =T LT,

™.

H
I

™.

avy f B =T A AT 4F¥al— g

avy FEE yy—2 EEERT
15.0()EY Zoavy RRBIMEShELE,

BREDHL K54y  Zoavr Rk, K= WA S0WT L —2%&ZET 5 L errdisable & 72 2R E (L X VWME) &1
F—=T M LET, 67 7L —LLUTFDORy Y FAVNENT L—AERASHET,

EHR—=FT/HhENWTL—AERRTLEWEEZ V7 o0 — LA F—T 2T 5T, errdisable detect
cause small-frame 72—/ 3L 27 4 F¥aL— gy avwy REFERLET,

A= FBHBICHNA R—T W27 5 K 9 IZERET 5 I21L, errdisable recovery cause small-frame
7 B—sL a7 4 Falb—vary avy Pl LES, HERHZRET 52, errdisable
recovery interval interval 72—/ 3L 2> 7 4 X alb—var avr REEHRHLET,

£l WOBITIEL, DENWEF 7 L— 228 10,000 pps TERIEE L72HAICA— b errdisable £ 725 X 51295
/J\éb‘71/ LDEFEEDEREL A R — T I ﬂ“%’)jﬂi%ﬂ“bi?‘o

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# small-frame violation rate 10000

PRE &SR T 52X, show interfaces 45 EXEC =~ > R&Z AN LET,

[CEEEINS avwyk BieA
errdisable detect cause small-frame 5{Z7 1L —ANE/NY A XLV /NEL | BE LT IEEEE
(LEVWE) TEREE LA vF FA— M biuL, £TOR—
k% errdisable IREEIZ L E T,

Cisco IE 2000 R wF AT K Y77 LR
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small-frame violation rate

avwy kR

A

errdisable recovery cause
small-frame

RIEXYA~—%A F—T M LET,

show interfaces

AEHD 7 e —#llzEG AL v FOA X —T 24 ARTEE
FRLET,

| oL-29596-01-J
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Bl snmp-server enable traps

snmp-server enable traps

ALy FTCIEISER NI v TOMB Ry U —2FHT 7 FaL (SNMP) @MAEBELZY, X
U —Z7EH AT A (NMS) I[ZHERZE LY TX5 X929 521, snmp-server enable
traps 7o — L a2y 7 4 Xalb—vary avr ReEfHLET, T4 FERTEICETICE, 20
avy RO no BREMEHLET,

snmp-server enable traps [bgp | bridge [newroot] [topologychange] | cluster | config |

copy-config | cpu [threshold] | dotlx [auth-fail-vlan | guest-vlan | no-auth-fail-vlan |
no-guest-vlan] | entity | envmon [fan | shutdown | status | supply | temperature] | errdisable
[notification-rate value] | flash [insertion | removal] | hsrp | ipmulticast | mac-notification
[change] [move] [threshold] | ospf [cisco-specific | errors | Isa | rate-limit | retransmit |
state-change] | pim [invalid-pim-message | neighbor-change | rp-mapping-change] |
port-security [trap-rate value] | rtr | snmp [authentication | coldstart | linkdown | linkup |
warmstart] | storm-control trap-rate value | stpx [inconsistency] [root-inconsistency]
[loop-inconsistency] | syslog | tty | vlan-membership | vlancreate | vlandelete | vtp]

no snmp-server enable traps [bgp | bridge [newroot] [topologychange] | cluster | config |

copy-config | cpu [threshold] | dotlx [auth-fail-vlan | guest-vlan | no-auth-fail-vlan |
no-guest-vlan| | entity | envmon [fan | shutdown | status | supply | temperature] | errdisable
[notification-rate value] | flash [insertion | removal] | hsrp | ipmulticast | mac-notification
[change] [move] [threshold] | ospf [cisco-specific | errors | Isa | rate-limit | retransmit |
state-change] | pim [invalid-pim-message | neighbor-change | rp-mapping-change] |
port-security [trap-rate value] | rtr | snmp [authentication | coldstart | linkdown | linkup |
warmstart] | storm-control trap-rate value | stpx [inconsistency] [root-inconsistency]
[loop-inconsistency] | syslog | tty | vlan-membership | vlancreate | vlandelete | vtp]

WX DA

bgp LE) R—F— ' —rv=A Frba)r (BGP) A7 —  NEE M7 v 7
A F—T NV LET,
(F) ZOF—U—FiE AL vFIZIPH—ER A A=TRA VA F—
NENTWEHRIZORFEHTEET,
bridge [newroot] (EE) STP 77U v MIB b7 v 7 &AM L £,
[topologychange] e newroot : ({£&) SNMPSTP 7V v MIB ®FH LWWL—k +T v/
A R—TNMZLET,
e topologychange : (f-) SNMP STP 7' U v ¥ MIB @ b A1 U4 k
Ty T A F—=T NI LET,
cluster EE) 77AF b I T2 R—TMILET,
config ({E&) SNMP # & h7 v 7 & A4 F—T M LET,
config-ctid (&) SNMP CTID F7 v 7 %A F—7 WML ET,
copy-config (f£3) SNMP 2t —#FE h T v 7 & A F—7 M LE T,
cpu (EE) #IRCPUBE N7 v 7 &2FFAT LE T, {EE D threshold ¥ — 7 —

Rid, LEWEER N7 v 7% A4 X =TI LET,

Cisco IE 2000 R wF AT K Y77 LR
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snmp-server enable traps W

dotlx [auth-fail-vlan | ({-%) IEEE 802.1x b7 v 7% A x—7 MZLET,

i?ﬁfﬁ$ﬂm| e auth-fail-vlan : ((E75) #— P23 E X7 HIE VLAN (24732 5
D B NT T RAERLET,

no-guest-vlan]|
e guest-vlan : (EE) A — FRREINTZF A b VLAN IZBAITT 5%
WCRNT T EAERLET,
¢ no-auth-fail-vlan : ({T.E&) IR VLAN 23§ Eéﬂfb\iﬁb\f’ »Iz
A— IR VLAN ZBHA L L2 & LCH TERD S EHEIT T »
TERERLET,

* mno-guest-vlan : ({&) %A b VLAN 737 ﬁééﬂfk\iﬁb\t
R—=FBNT 2N VLAN 2B L L5 L LTHTERD -T2 ]\
Ty T ERERLET,

GE) F—V— K& LIEERTIC snmp-server enable traps dotlx =~
Y REANT DL, $XTOIEEE 802.1x 7 v 7'M A X —7 /LT

5

R0 ET,
entity (FE) SNMP =7 474 R 7 v 7 HFEFELET,
envmon [fan | (fE&) SNMP BREE T v T2 A X —T7 LI LET,

shutdown | status |

fan: (£E) 77 b I v 74 X =TT LET,
supply | temperature]

e shutdown : (L&) BET=¥ Vv v MUY T v TEA =T

ILETS
o status : ({LE) SNMP BREERA T — X AEH T v T %A X —T /LT L
e
o supply : ((LE) BEE=4 powersupply b7 v 7% A X—7 MZ L&
‘j—o
e temperature : (L&) REE=FHEE N7 v TE2A X —T NI LET,
errdisable (f£%) errdisable k7 v 7% A % —7 /LI L £, notification-rate F —
[notification-rate U— REMFERLT, SHEMTERE IR D errdisable N7 > 7 OR KB &% E
value] LET, HETEHHMIE 0~ 10000 T, 574 /L MEIZ 0 T (HIFR
372K, N7y TERETHIECICEESNET),
flash (fEE) SNMP 75 v o a iz A x—7 M LET,

e insertion: (£EF) 77 v v a2 ABEHEA X—7 VI LET,
e removal : (£E) 77 v aflig@mE A r—7 I LET,

hsrp (F:?%) Ry NAZLANAL L—% Fa hal (HSRP) hT v 7 &aA x—7
LizL 9,
mac-notification (Eﬁ)MACTFVX B R T v T aA F— T T LE T

e change: MAC 7 RLAEFTEM T v S oa A X —7 VT LET,
* move: MAC 7 FLABENEM N7 v 72 A X—TNMICLET,

e threshold : MAC 7 RL A F—7 )L LEWE NI v 74 X —T LT L
\i\?‘o

Cisco I[E 2000 R wF IRY K JI7 LR
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Bl snmp-server enable traps

ospf [cisco-specific | ({E&) Open Shortest Path First (OSPF) ~ 7 v 7 %A Xx—7 ML E T,
errors |lIsa | rate-limit| *—vU— RoOERITKDO LEBY TT,

retransmit | * cisco-specific : (fEE) Y AABAED NT v T oA F—T M LET,
state-change]
e errors: ((EF) =7 — FI v 72 A X—T NI LET,

e Isa: (£EE) VI AT —h T RKRZA XA (LSA) b7 v 7%
A X —T N LUET,

e rate-limit: (L&) V— MR FNZ v 72 Rx—T NI LET,
e retransmit : (L&) X7 v NHEE NI v TE2A X—T VI LET,
e state-change : (&) AT — MBI v T %A 32 —TNVICLET,

pim (EE) v bavisifl~rFxy 2 b (PIM) b7 v 72 A 2—=7 LI
[invalid-pim-message | | ¥,

nelghbor.-change | * invalid-pim-message : (L&) %72 PIM X vk&—Y FF v 7 EA
rp-mapping-change] KT LE
* neighbor-change : (fE&) PIM A N—ZHE T v T & A X—T /LI
LET,
e rp-mapping-change : ((t&) 757 — KA F (RP) v vELS
BERNTyTEAX—TNMILET,

port-security (Ef‘) R=h X274 "I T A X—T M LET, | BREICEE
[trap-rate value] THR=F X271 b7y T ORRKEERET HI2IE, trap-rate

F—U—FEMEALES, FHETESHMIT 0~ 1000 TT, 774V T
0 TF (HIRITZR<, Py FTIEIBETHCICEEENET),

rtr (fE:7&) SNMP Response Time Reporter 7 v 7% A X —7 MZLET,

snmp [authentication | (&) SNMP 7 v %A x—7 VI LET,

c.oldstart | linkdown | * authentication : ((:&) #FE N7 v S 2 A X—T VI LET,

linkup | warmstart)]
e coldstart : ({EF) 2— VR RA¥—b I v T2 A RX—TNMIZLET,
e linkdown : ((£E) V> 78Dy NTIvTEAFX—TNMILET,
e linkup: (£&) V> 277 b I v TEAF—TAMIZLET,

e warmstart : (%) V4 —Lb AXZ—hK "I TR A %—T NI LE
ERS

storm-control (f£&) storm-control F 7 v 7 & A X —T M LET, HHEMTEFIND

trap-rate value A N— LN T T ORKEEFET DI, trap-rate ¥— 7T — K&
HALET, FRETE AHPIL 0~ 1000 T, 77 4/L MEIZ 0 T (HIR
72 <, NIy IR ETLHERICEGFEINET),

stpx [inconsistency | (f£%&) SNMP STPXMIB +7 v 7% A4 F—7 M LET, F—TU—FOE
root-inconsistency | Wizko LB Y T,

loop-inconsistency] « inconsistency : (f:%) SNMP STPX MIB 05 & 84 h 7 v 7% A
F—T N LET,

 root-inconsistency : ({:&) SNMP STPX MIB ®/L— b7 J& E#Hi b
Ty T A X—T NV LET,

 loop-inconsistency : ({) SNMP STPX MIB LV —7FJEHEH b7 v
TEARX—T N LET,

syslog ({E#&) SNMP syslog b7 v 7% A F—7 M LT,
tty EE) TCPHH N7 v 72 EELET, T 74NV M TA X—T M- T
WET,
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snmp-server enable traps W

vlan-membership ({EE) SNMP VLAN Ao R—> w7 "I o T A FX—TNIZLET,
vlancreate (f£&) SNMP VLAN {E h 7 v 7% A4 F—T LI L E T,
vlandelete (L&) SNMP VLANHIR N7 v 7 %A 2 —T7WIZ LET,
vtp (fE&) VLAN rJ %7/ Fu bha (VIP) Iy 7 A Rx—T ML
£7,
~
() insertion 5 X (‘' removal X—V— RiX, a~> RI7A4 DO~V AR TR RSN ETH, ¥
R—FINTWEHE A, snmp-server enable informs 72— )L 207 4 Fab—g av R
i, A= bhINTHWEFA, SNMP [EHIBIHOEEZ A R —7MIZT 521X, snmp-server enable
traps 72— VL 227 ¢ ¥ o L— 3 2w KL snmp-server host host-addr informs 7" 2 — 3
Nar T4 Xal—vay avy ReAEbETHERLET,
TI+IE SNMP +7 v 7 DR EET 4 E—7 M LET,
av>v kR E—FK Ja—nN) ary7Z 4 ¥al—vg
avwy FERE Jyy—=x EEEMR
15.0(1)EY Zoa<wy RRNEBMERE L,

HEREDHA K51

GE)

i

snmp-server host 72—/ L a7 (Fal—var avwr FEEHALT, FT v 7T &2%ETHEA
M (NMS) ZIEELET, M7 v 7 ZATEHBELRVGEIE. TXTOXATIREESINLET,
snmp-server enable traps =~ > NiX, b7 v 7ERIIHERB YA — IR THWDIHEIC, ZhbHo
EEEAF—TMIILET,

SNMPvl TiE, fHF#ITYVHR— S TWEEA,

BEHDNT T AT HAF—TNMTT HITIE, MF v ¥4 7T LI snmp-server enable traps =
~ Y RN AN T D H0ERHY £7,

CPU L & VWMHEEMOD X A TR I OMEZFHET DI21%. process cpu threshold type 7' — 3L 22
T4 X¥2lb—vary avwry FEHERLET,

WOFITIE, NMSIZ VTP F 7 v 72X ET 5 HEEZRLET,

Switch (config)# snmp-server enable traps vtp

| oL-29596-01-J
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Bl snmp-server enable traps

EEaT Uk avvk SieA
show running-config 2o/ v FOFETaLr 7 X2l —TarrZFrLET, HBUFRICONT
i%. [Cisco I0S Software Command Reference, Release 15.0] %% L T<
ZEW,
snmp-server host SNMP FJ7 v 75T R A FafEELET,
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snmp-server host

ity PU—27ERTm ha (SNMP) ([ZX2@MOZEE (KAL) #HET LT,
snmp-server host 72—/ )L a7 4 Fal—v gy avr FEFALET, BEShEERX FEH]
PRy 21X, 2o~y Ko ne BREMHH L £,

snmp-server host host-addr [udp-port port | informs | traps] [version {1 | 2¢ | 3 {auth | noauth|
priv}] [vrf vrf-instance] {community-string [notification-type]}

no snmp-server host zost-addr [informs | traps] [version {1 | 2¢ | 3 {auth | noauth | priv}] [vrf
vrf-instance| community-string

WX DA

TIHILE

host-addr

RARN (=7 v FERD%EN) OLEIERIZA S Z—Fy P T RLVATT,

udp-port port

(BB FI v 7T aeZf5T 2R A hoa—% F =275 5 Fnu k= (UDP)
R— I EGERELET, HETEDHMIT 0~ 65535 T,

informs | traps

(EE) ZOKRAMISNMP b7 v 7R EEixm@mmLET,

version 1| 2¢ |3

(&) FI7 v 7OFREIZEHEMAT D SNMP OR—V g VERELET,
WKOF—TU—RFRYPR— I THNET,
1: SNMPvl, HF@ROBEIT. o4 T arZEATEEEA,
2¢ : SNMPv2C,
3:SNMPv3, "—=Uar3F—U—ROHKIZ, WIIRTA T ar F—U—F
EEETEET,
e auth: ({-E) Message Digest 5 (MD5) & Secure Hash Algorithm (SHA)
Ny MRIEEA R—T T LET,
e noauth (¥ 7 4/V }) : noAuthNoPriv €% = U7 4 L </l [auth | noauth
| priv] ¥F—U— FREEIN T RWEAIL, BT 7 4L T,
o priv L) : T—#WEEHKE (DES) X537 v MEBAL (privacy & b
FEOVET) A X—T VT LET,
GE) priv¥F—U—FiE, LY 7 b= T A A=V BRA A=A EINT
WOLBEICTETMHETEET,

vrf vrf-instance

UEE) N"—=F ¥V FIF9A4_X—=F 2y hU—2 (VPN) V=T 4T L VAKX
AL ZDORANOALRIERELET,

community-string

WHAHEICE bR TEREENE, NATV—FLEBLEaIa=T 4 AR~

7T, snmp-server host 2~ REZFEHLTZDOA RN U 7E2RETEET

B, ZOAN) T EEFKT DHIZIE, snmp-server community 7 v — 3L 3

T4 F¥alb—ay avwry R L TH S, snmp-server host =~ > K& ffi [

TOHZEERHRELET,

GE) = 7FAMERERUAICIT@EFEFERLET, Z0avy ok
ERFHZSNMP 2 2=5 4 AV 70— LT @LeaMH LR
TLIEENY,

notification-type

(EE) AR MIEEENLBEMOZ A T TT, XA THEESNTORWIGA,
TARTOBAVDERINET, BAZA STRO LD EEFDDH T ERARETT,
alarms. auth-framework, bridge. & X T cluster, CLI A > 71 » ~ V7%
BEHLT, B2 AT TEET,

ZOa<wyRiE, TNV TT =T NATT, BHAILEEINERT A,
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M snmp-server host

IS0DEY : F—U—FEEEEFICI0a~vr FEANTDLE, T 74V P TRHIRTCONT v T ¥
ATNEAMIEEINET, FRITZORA MIEESNERA,

version ¥ — U — FRZ2WHEAE, T 740 MINR—Var 112k £9,

N—=Ta 3 EBRL, BREX—T— RE AN Lo 728/, 7 7 4/ KT, noauth
(noAuthNoPriv) ¥ =1 JF 4 L1720 £9,

A< K E—F Ju—sNb arZ4Falb—va
avy FEE Jy)—2 EEERR
15.0()EY Zoavy RRBIMEhELE,

BEREDHL T4

SNMP @%x, b7 v 7ELITERERE L TRETEET, T v 7 E2ZE L THZEMITMERIG
BrhEFEEFELEWVWED, FT7 v 7TIMEETEETA, BEMTIE. FT7 v TBREINTZNE S 0 E2 5
TEXFEHA, 2L, FREREZZELZ SNMP =2 F ¢ 5 1%, SNMP JEZ PDU #fH L TA >~
T VICHERIGE LET, REMANISEEZE Lo 2881, BOERERERETEEY, Lz
Bo T, HRNEOSELIZEZET DR REENEE Y £7°,

72720, BEHRITT—V 2 PBEIORY P DY V=% LD L HEE LET, KGR R
By FEIND Ty T ERRY | FRERITISELZZETLIET, FRFBERNZA LT T MIRDE
T, AFVACERFTZLERHY 3, £/2, FT7 v 7OREIT 1 REIRY TTR, FHFRIFEEICD
o THAITRARETT, BRITICE2 TR I 74 v 7 BZ, Xy NI =7 OF—"—~y RPRE
K RBFREICZRY £,
snmp server host =~ > F"}flﬁ Lo o35E1E, BN EEINETA, SNMP B ZEEFT 5
CAA v FHBET 521X, snmp-server host 2~ >~ F"E’}‘f£< Eb 1 DANTLHMERHY F
# % 7~%%%ﬁb&wf Da<y REANLESAE, TOKRANTETIRTONT v T 2 A
TRAR=T 20 T, HEOKRA & A X —T NI ﬂ‘é %, A A Z &2 snmp-server host
a<wy REMEBNICANTEHLERS Y £9, a~vr NIOFEEO@BME A 7EFRA N LIHEETEE
R

a—J )b 2—%NYE— K KR EEEMT SN THRWES, A4~ F i3 auth (authNoPriv) 35 X
O priv (authPriv) OFWFEL L OFERELE L EH A,

FUHAAMBIOREUCREO@ES (b7 v 7 E7230E®R) (2% L THEH® snmp-server host =~ >
EIRELEGAIE., BICADSINza~vy RIZLoTHioa~wy RBR EESINET, KEO
snmp-server host =~ > RIZFRFERTT, 7w& xiX, FA M snmp-server host inform % AJ) L
T2 6, R UAHARA MIEIO snmp-server host inform =~ > N2 AN L7 EF, 2 FDOa~ L N
LoTRAIDa~ FRBEEHMZONLET,

snmp-server host =~ > NiX, snmp-server enable traps 7 2 — /3L 27 ¢ ﬂ?‘; L—vayravy
FEfAEDLETHEMLET, e — ULIZKE S5 SNMP @A HEET 512X, snmp-server
enable traps =~ FZHALET, 1 DOFARTIZEAED %%ﬂ%x(:ﬂ‘éfﬁ/\ ZORRARC
xtLT, A7 < & H 1 20 snmp-server enable traps =~ > K & snmp-server host =~ > K% 4 x—
TMITHRERHY T, —HO@A X A 71X, snmp-server enable traps =~ > K THillffl TX
Hh, EzIE, HHEME A TIXHEIA F—T L TTR, Blo@ME A FIZThEnEnsa<w s R
& o TAR=T NI £7,

¥ —U— RZI5E L7222\ T no snmp-server host =~ > R&flifi4 2L, KA b~D LT v 71TT «
=T MR ETR, ERIET BT IR0 ERA, BRET BT T BHIZIE, no
snmp-server host informs =~ > REfFHA LTI Z&EW,
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15 WOBEITIE, Ty 7L T—EDSNMP 22 2= ¢+ AV 7 comaccess % E L. ZDA k
Yo7k a, 7782 VARI0 &N LI SNMP R—Y v 7 77 A&EIELET,
Switch (config)# snmp-server community comaccess ro 10
Switch(config)# snmp-server host 172.20.2.160 comaccess
Switch (config) # access-list 10 deny any
WOBITIE, 4 myhost.cisco.com THE SN2 A MISNMP 7 v 728512 HiEERLE
T, II2=F 4 A MU TIE, comaccess & LTERINTVET,
Switch (config) # snmp-server enable traps
Switch (config) # snmp-server host myhost.cisco.com comaccess snmp
WOBITIE, 2Ia2a=7 44 AFV 7 public AL T, TXTHOLIT v TEFA L
myhost.cisco.com IZEET DL IICAL v FEA X —TNICT D HEERLET,
Switch (config) # snmp-server enable traps
Switch (config)# snmp-server host myhost.cisco.com public
BEaTUF avwyFk SiEA
show running-config AA v FDFETFAaLy T4 Xalb—a rE2F R LET, HEOFRIZON
Tix. [Cisco 10S Software Command Reference, Release 15.0] % &
LTI,
snmp-server enable traps KfE b T v X A FELITBERERD SNMP @ Z2 A 2—7 M2 LE
‘a—l)
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snmp trap mac-notification change

FEDLAY2DA =T AT, fliZhry hV—27E#T 0 k=L (SNMP) ® MAC 7 KL%
EEBHMNT v T oA X —T M 511X, snmp trap mac-notification change ¥ > % —7 = A 2 =
Y74 Falb—vary avy REERALET, 7740 PRIEICETIZE, 20w RO ne Bz
FEHLET,

snmp trap mac-notification change {added | removed}

no snmp trap mac-notification change {added | removed}

XD added MAC 7 RL AR Z DA v HZ—T oA ATBMEND L. MACHBE T v P %A
F—7 NI LET,
removed MAC 7 RL AR Z DA v Z—T =4 ANHHIBRENEE. MACEBI T v 7%

A FZ—T NI LET,

TIFIE FI7FNRTIE, T RLABMBLIOHIBICHET2 F Ty FIImbEbT 4 B—7 LT,

™.

H
I

™.

avy A HE—T 2 AT 4 FXal—T3v

av Yy FERE yy—2 EEEM
15.0(1)EY Zoavwy RPMEMEShE L,

BRALDSHA F31Y snmp trap mac-notification change =~ > FZH L T, FFEDA F—T = A ZD@HM T v %
AF—=TNICTEETN, b7y TRAEKRSND DX, snmp-server enable traps mac-notification
change 5 X U mac address-table notification change 72— \)L 27 4 Xal—y a3 avw R
A RX—T M LGRS T,

1 WOFEITIE, MAC 7 RLANRKR— MIBMENTZEXITMACHEBM T v oA 72— TN T 5 HE
PR LET,

Switch (config) # interface gigabitethernetl/2
Switch(config-if)# snmp trap mac-notification change added

show mac address-table notification change interface #5# EXEC =~ K& AN T, & E &M
BTN TEET,
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snmp trap mac-notification change Ml

avy kR

B8

clear mac address-table notification

MAC 7 RV R@m 7 a— )L B 2% 7 )7 LET,

mac address-table notification

MAC 7 R L 2@ s F—7 s LET,

show mac address-table notification

interface ¥— UV — FRBMIND L, T XTDA o F—
T oA AETIIBEEINTA v F—T = A ATk B MAC
7 R ABMBREER R LET,

snmp-server enable traps

mac-notification & — U — R2NBII S 72412 SNMP
MAC #%n k7 > 7 &% E L ET,

| oL-29596-01-J

Cisco IE2000 R/ wF IRV F YI7LVR



$¥(2%F Cisco IE 2000 R4 ¥ F Ciscol0S a< Y F |

M spanning-tree backbonefast

spanning-tree backbonefast

BackboneFast #8841 X —7 /LI LET, T 74V FREICRETICIE, Z0a~ 2 KD no BR%fE
A L. spanning-tree backbonefast 72— Nl 27 4 ¥ al—v a3y avr REHEHRALET,

spanning-tree backbonefast

no spanning-tree backbonefast

X DEREA Zoavy R, 5IBERIETF—T—RIEIH Y FH A,
TIAILE BackboneFast (37 4 £ —7 /1L C7,
A< K E—F Ju—sNb arZ4Falb—va

avy FEE yy—2 EEERT
15.0()EY Zoavy RRBIMEShE LE,

HALDHSL K54  BackboneFast #fEiZ. Rapid PVST+ £7-i1Z~/LF 2 =27V J— (MST) £— FAICHETE £
TN AN= 7Y ) — F— N PVSTHIZAE T 5 ETCIOMRIZT +t—T7 N GET 277 47) @
FETT,

AA v FDN—F R—brERIIT 0 v 7 ENER— B, BEAAL v F 216 FALBPDU 2%24 5

L . BackboneFast 3B LEd, T BPDU L, L—F T Y v P LEBEAL v FOHFEES LT
DAL T EHBBLET, AL v F BT BPDU %15 L7eHE, TOAL » FREEER ST
WY (EEY 7)) TEENRAELLZZIEEZBEWRLET (0F0, BEAAS v TFEL—F R

A4 v FMOERROE SN TWET), Lb— K 2 v F~ORE AN H 535412 BackboneFast % fifi
A+ 5L, TALBPDU 2% (ET5A v F—T =2 ADIRKT— 0 7 X4 ABHIRYINICARY, 7
Oy EINTER—MELEEBIZ) A= 7 A7 — NMIBTTEET, D%, BackboneFast 131
H—T 2 A AT+ T =T 47 AT — MIBITSEET, FFHICONTE, 20V ) —RZHIGT
HYT7 b 2T arv4Xal—valry HA FEBRLTLITEE N,

M) v rmELRH L, A= 7 Y ) —OFB#REY LV ERFChhcE s LT 5IciE, W
R— 92T XTHAA »F T BackboneFast &1 x—7 /LI LET,

i OB TIL, AA v F T BackboneFast &4 X —7 /245 HiEE R LET,

Switch (config) # spanning-tree backbonefast

HIE & MR 5121, show spanning-tree summary f# EXEC =2~> K&# AL E T,

BEav R avwyFk B
show spanning-tree summary 2=V — (L XA —T x4 XA ZAT— DY ~< I —%FERL
i‘j_o
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spanning-tree bpdufilter

AV E—=T 2 AANT ) yY Fubal F—4% 2=y (BPDU) #EZELRWVWE ST DT,
spanning-tree bpdufilter > % —7 A 2 a7 4 Falb—var av s FeEALES, 77+
U RBRECRTICE, Zoavy Ko ne BREHHALET,

spanning-tree bpdufilter {disable | enable}

no spanning-tree bpdufilter

BEX DA disable BELIEA L E2—T7 =24 ATBPDU 74V E ) T %2F & —7MICLE
.a—
enable BELIEA L X —T7 2 ATBPDU 74 NVEZ Y T AF—T NI LET,
TIFIE BPDU 7 4V Z U 1357 48— 7L TF,
avY kR E—F A B =Tz A AT Fal— g
avy FEE yy—= EEE
15.0(1)EY Zoa<wy FRNBMEE LT,

BEREDHL FF1

A

AA v FH Per-VLAN Spanning-Tree Plus (PVST+) &— K, Rapid-PVST+ E— K, =i~/ F X
N=r 7>y — (MST) E— FTEBL TV 54513, BPDU 7 4 b2 ) v JHkea A F—7 /LT
TET

AR

]

BPDU 7 ANV E )V T EEEDA v B —T 2 A ETA FZ—TNZT DB LT, FOA X —T =
AALTAR=Z TV ) —%TF 48— NCTHZLERUTHY, ANR=U 7Y U — L—TF W5
ETHZERNHY ET,

F_TD PortFast kfJisA v Z—7 = A A LTBPDU 74 V&V U T %7 a—r I X—TWIT %
{1, spanning-tree portfast bpdufilter default 72— )L 227 4 Xa L —v a2 avwr REMH
LET,

spanning-tree bpdufilter > ¥ —7 A X a7 4 Fal—var avr FEfT5 L,
spanning-tree portfast bpdufilter default 72— )L 2> 7 1 Xa L —T a3y av FOFRELE LE
ECTEET,

WOHITIL, A—r ETBPDU 74 V& U v TR E A X — T NVICT D HiEERLET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# spanning-tree bpdufilter enable

FXE &R 9 5I2iE, show running-config #5# EXEC 2~ > RE AN L E T,
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EEaTUF avvk SitEA
show running-config BAIEOEEREL R LET, MICHERICHOWTIX, [Cisco
10S Software Command Reference, Release 15.0] %ML T<
EEWN,
spanning-tree portfast (7 @ —/% PortFast &fj5A % —7 =4 2 =T BPDU 7 1 /L& U > JHkHE
NarvZ4Fal—valr) F£7213X BPDU V' — FHEZR 7 1 —/UUZ A R =T ST D00,

FRFTRTCOHNT 7 A 5 —T = A AT PortFast FEfE
A X =TI LET,
spanning-tree portfast (f % — [FEDA X —T7 2 ABLURIET 57T XTD VLAN ET,
TxAfA A7 4F¥al—a) PortFast x4 A X —7 LI LET,
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spanning-tree bpduguard

TVyy FubarsF—4% =y (BPDU) #%fEL72A % —7 A A% errdisable A7 — hZ
9 51Zi%. spanning-tree bpduguard > % —7 AR a7 4 Fal—ay avry ReffHLE
T, TIANIRECETICIE, Zoa~vr Rone BXEHHLET,

spanning-tree bpduguard {disable | enable}

no spanning-tree bpduguard

BX DA disable BELEZA ¥ —T7 =24 ATBPDU—F&ET =7 MIZLET,
enable BELIEA X —T7 A ATBPDU ¥— F& A4 X—7 /LI LET,

FI4IE BPDU #'— RiZF 4 B—7 LT3,

avwy R E—FK A v B —T a2 A AT 4 Fal—gy

avy FEE )= EEER

15.0(1)EY Zoavy RRBIMEhELE,

ERALEDAHS RS54y AV H =T oA AEFETHUOIESERTNIER S RWIEES, B\ E%2li<i2iZ,. BPDU 47—
RFREENRICL B ET, y—E R Tu "/ X — Ry NT—TNTA L H—T oA ARAR= T
V— rFRaiZsmLl2nk 2123 212id. BPDU & — F#EEEH L £7,

A A v F 73 Per-VLAN Spanning-tree plus (PVST+) £— K, Rapid-PVST+ (RPVST+) E€— K, &
T~ F 2= 7Y ) — (MST) E— RTEH L TWHEE1L, BPDU U— RRELZ 1 x— 7L
IZTE T,

F TP PortFast xf 5 A > ¥ —7 = A A ETBPDU #— K& 70— ULl XF—T7 M 5T

spanning-tree portfast bpduguard default 70— S 227 4 FaL—va vy avr REHEALE
j‘@

spanning-tree bpduguard f > ¥ —7 = X a7 4 Falb—var avy FaffflT5 L,
spanning-tree portfast bpduguard default 7 = — )L 27 s ¥ a2 L —vay avy ROREL -
HETEET,

i WOFEITIX, A— b TBPDU #— FHREE A F— T 9 B HiEE R LET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# spanning-tree bpduguard enable

FRE & MR 5121%. show running-config #5# EXEC =~ FEZ AN L £,
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M spanning-tree bpduguard

EEaTUF avvk SitEA
show running-config BAIEOEEREL R LET, MICHERICHOWTIX, [Cisco
10S Software Command Reference, Release 15.0] %ML T<
EEWN,
spanning-tree portfast (7 @ —/% PortFast &fj5A % —7 =4 2 =T BPDU 7 1 /L& U > JHkHE
NarvZ4Fal—valr) F£7213X BPDU V' — FHEZR 7 1 —/UUZ A R =T ST D00,

FRFTRTCOHNT 7 A 5 —T = A AT PortFast FEfE
A X =TI LET,
spanning-tree portfast (f % — [FEDA X —T7 2 ABLURIET 57T XTD VLAN ET,
TxAfA A7 4F¥al—a) PortFast x4 A X —7 LI LET,

Cisco IE 2000 R wF AT K Y77 LR
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spanning-tree cost W

spanning-tree cost

A= ) —OHBEIEATE R a X NEBRELET, LT BRAELTEEE, A=Y
U=PBNRRA axA EFEHLTC T4 T =T 47 AT —NMNIT DA F—T oA AEERIRT D L) I
ET HIZIX, spanning-tree cost f VX —T7 A A AT 4 Fal—vary avr REFHLET,

F7 AN RRECETICE, Zoavr Fone BRXEHEHLET,

spanning-tree [vlan vian-id] cost cost

no spanning-tree [vlan vian-id] cost

WX e vlan vian-id EE) AR=v 7YY — A F v AT Hav7z VLAN #iPHZ2E L &
9, VLANID &5 Ci#kBl& /= 1 50O VLAN, TnZENE A 7 TR 7=
VLAN ipf, £330~ TR >7~—i#HD VLAN 2 8 ETxE7, IHEETZ 5
FPHIZ 1 ~ 4094 T9,
cost NRA aAMERELET, HBETE 24T 1 ~ 200000000 TF, EAKZWIZ
EL a A MBREL Y ET,
TIAIEb TT7HN b RNR IANE A S =T = A AFHIROBRENOFIH S E T, IEEE OF 7 4 /L b 3
A A MEZ, ROEBY TY,
e 1000 Mb/s : 4
e 100 Mb/s : 19
e 10 Mb/s : 100
avY R E—F AV B—T 2 A AT f{FXal—ar
av Y FER y1yy—=x EEEMR
15.0(EY Coa~y RREMNESNE LT,
HERALDHL RS54 AR NERETDIHEIE. ERREWVIEZEEaR MREL R ET,
spanning-tree vlan vian-id cost cost =~ > N33 L U spanning-tree cost cost =2~ RO G EMHEH L
TA U H—T oA ZA%&FHET H%E. spanning-tree vlan vian-id cost cost 2~ > RNENTR0 F97,
15l WOFITIE, R—FT/NA I AME 250 ICRETDHEEZRLET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# spanning-tree cost 250

WOFITIX, VLAN 10, 12 ~ 15, 201282 a2 M LT 300 #RET D HiEEZRLET,

Switch (config-if)# spanning-tree vlan 10,12-15,20 cost 300

FRE & MR 521X, show spanning-tree interface interface-id ¥i# EXEC a2~ KE AN LET,
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W spanning-tree cost

BEav U kR avUFk B2L
show spanning-tree interface J5FE LA L X —T 2 ADANRN= TV ) —[EREFE R LET,
interface-id
spanning-tree port-priority A B =T 2 A A TITAFTIT 4 BZRELET,
spanning-tree vlan priority HBELEARZ U TV = A VARV ADAAL v F 744
T4 ERELET,

Cisco IE 2000 R wF AT K Y77 LR
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spanning-tree etherchannel guard misconfig W

spanning-tree etherchannel guard misconfig

AA v F i3 EtherChannel DR EFEA R L72HAICT I — A v —VaRTTDHITIE
spanning-tree etherchannel guard misconfig 72— )L 27 ¥ a2l —v a3y a~v s REHFERAL
7., ZOKREET 4 E—T VT HHEIE. Zoavy Fono BRAEHEM L LT,

spanning-tree etherchannel guard misconfig

no spanning-tree etherchannel guard misconfig

X DEREA Zoavy R, 5IBERITF—T—RIEIH Y FH A,
TI4NLE EtherChannel %/ — RiZ A A v F L CTA F—F /L TT,
avwv kK E—F Jua—) aryz 4 FXal—igy
avy FERE Jyy—2 EEERT

15.0()EY Zoa<wy RRNBMEE LT,

BEREDAL T4

A A » F ) EtherChannel OFEIZFEEHRET D E, ROZT— XA vE—UNERINET,

PM-4-ERR DISABLE: Channel-misconfig error detected on [chars], putting [chars] in
err-disable state.

R ENCF J& % Ff> EtherChannel (255 A A v F HR— b & F/RT 521X, show interfaces status
err-disabled f# EXEC 2~ RAERLET, UE— | T34 20) EtherChannel %€ % #3235 12
¥, UE— b 5,314 AT show etherchannel summary ###% EXEC =~ > F&f#H L £,

EtherChannel 8% & X &2 L Y A8— R 2% errdisable 27— L D413, errdisable recovery cause
channel-misconfig 70—\l 207 4 F¥al—var a<vr REANLTIDOAT— L &fif L7
D . shutdown 33 XU no shutdown 1 > ¥ —7 =2 A X a7 (Falb—aravr R ASLT,
FHTHOAS F—TNMICTHIENTEET,

£l W DFITIL, EtherChannel f% &5 JE DA — NERELZ A R — T NWMICT D HIEERLET,
Switch (config)# spanning-tree etherchannel guard misconfig
X E & MR 5121, show spanning-tree summary ## EXEC =2~> KE# A LET,
BEEav K avwUFk B
errdisable recovery cause EtherChannel 3% & DF J&IZ & 5 errdisable A7 — kM HEIET 5 ¥
channel-misconfig A ~—%AF—TNMZLET,

show etherchannel summary < v /L ® EtherChannel |8 %. F ¥ XL 7L —THNNT 117D
< —E L TERRLET,

show interfaces status errdisable A7 — h DA VB —T =4 AZHK R LET,

err-disabled
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Bl spanning-tree extend system-id

spanning-tree extend system-id

JER T AT I ID #ERE R A X — 7 V2T 5 ITiX. spanning-tree extend system-id 72— 3L 27 ¢
Xal—varavwrRFeEALET,

spanning-tree extend system-id

GE) ZoawryRone RN—Ya i, a~v L RIA D~V T A RNY UIIERREINETRS, PAR— B
SNTWERA, JEEVATALAID#EEZT + E—T7 T DHZ LITTEERA,

WX DA Zoawr R, SIEELRF T - RFEd v £HA,
TI+ILE LRV AT A ID 1A 2 —T AV TT,
avy kK E—F Jo—s)r arZ 4 FXal—vagy
avy FEE Jyy—=x EEERT
15.0(1)EY Zoavwy RPMEMEShE L,

BALOHA 5S4y AA v FiL, [EEE 802.1t A/X=2 7Y U —EiEA R — b LET, LRIAA v T T T4V T 112
HAankzey ho—#%, BAEIFJEE S A7 A ID (Per-VLAN Spanning-Tree Plus (PVST+) &
Rapid PVST+ @ VLAN #5ll+. F72id~ AL F 2= 7Y YU— (MST) DA > AX 2 AHHT) I
AL TWET,

ANR= 7Y =%, 7Y v ID N VLAN £720 3~V F A= PV — AV RAFZ AT L&
B L0, YRV AT AID, AA v TF T34 F VT4, BEOEIVYTHENTZAR= TV Y —
MAC 7 FLA&FEHALTHET,

Ry AT N ID DY A= ML D, =k 2 vF, £H Y A—b 2L vF, BLU VLAN O
2L v F FIAFVT 4 OFETORETNEZENAELC LT, FEMIZOWTIE, [spanning-tree mst
root] LN lspanning-tree vlan] DHZZRL T &0,

Xy FT—=2 BICHERI AT L ID Y R— T2 2, v F LY R—F LRWVZAAS v FRIRET 256
X, EEV AT A ID YR — T 2AAL v FPN—F A v FIZRDHTLIFTEHY A, ILIEY
AT ALIDICE T, RSN AA v TFDTITA AV T 480 VLAN BEDPRELSRDHZNT, X
AvF TITAFYT 4 fEPERLET,

BEEav K avwUFk B
show spanning-tree summary X =027V ) — A X —T 2 A A AT — DY~ —%2FRL

£7
spanning-tree mst root Iy NI =7 OEZIZESNT, MSTVv—k AL v TFDOT T A%

V7F 4 BRI Av—2FELET,
spanning-tree vlan priority BELIEANR=ZV TV )= AV ABVADAAL v F T53 44V
T A ERELET,
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spanning-tree guard W

spanning-tree guard

BRLToA v F—7 = A ZITHEST 5 TWDTRTO VLAN ETU— |k H— REidn—7 77—
K& A Fx—7/WIZF %I21%, spanning-tree guard /> ¥ —7 A A a7 4 Fal— a3y avy
REFERALET, V— b T—FKiE, A= 7 Y )— b—F R—= b EREAL v FOL— b ~D/RR
WZIR D ZEMWARERA =T = A A& HIRLES, V—7 T— & EFZL>TH-TFm) 7
DIER SN A, REBER— bELEA— N A= FREER— N LTEASN VL I LET,
T AN IRECRERTIE, Zoa~vr Rone BXEHEHLET,

spanning-tree guard {loop | none | root}

no spanning-tree guard

WX DA

T4+

avv K E—F

loop N—T T— R RX—TVIZLET,
none N—h~ H—FREFEFALN—F F—FEF s E—T NI LET,
root J—h H—=KREAf F—=TNIZLET,

N—F = FET 4 —=TLTT,

Jb—7" Ji— RiL. spanning-tree loopguard default 7 = —/ )L 27 4 F a2 b — g avr N
o TRESNET (Fr—ZT 1 B—=7 11k,

AVHE =Tz R AT 4 X2l —T a3

avy FEE

BERLEDAA FF1 Y

yy—= EEEM
15.0(1)EY Zoawy RPBEMEShE L,

A A v FH Per-VLAN Spanning-Tree Plus (PVST+) €— K, Rapid-PVST+ (RPVST+) E— K, &
ik~ vF A= 7 ) — (MST) £— RCTE@ L TWaEAIF, v— b F—REFr—7 F—
NEggEZR 4 2 —T M TE E T,

=k H—=RKPA F—=TNOHFHIT, AR TV V=230t A ¥ —T oA AP— |k
A— k& U TRIRE I, root-inconsistent (71> 27) AF—MIBTLET, 22k, hR¥
YDA TP — N AL Y FITRSTZD | V= b ~DORRZ R ST DT 5T L3R ET,
= h BF—=RNI, AA v T —h AL v TFETOHRBE A EZRMLET,

no spanning-tree guard ¥ 721X no spanning-tree guard none =~ N2 A ) T5&, — K T—F
TRIRSNTFZA LV H—T 24 ADTRTDOVLAN TT A B—=T MRV ET, 2O F—T A A

28 root-inconsistent (72 v 7)) AT = DPE, A VX —T oA XLV A= T X7 — MIHEIBIC
BATLET,

UplinkFast BB CHEM T 24 v # =7 = A ATIX, V— b H—= &AL X—=T M LBRNTEEL,
UplinkFast Zfi 92 &, BEEFRERIC (T Ry AT —18D) Ny I T v T A F—T x4 AR
= h A= MRV ET, UL, FARCL— b T—FbA R2—T IR o TWEREIL,
UplinkFast #fE CHEH S 2T _RCON Y 7 T v 7 A ¥ —7 = A A root-inconsistent (7' 12> 7)
AT =MD, 73T =T 4 7 AT — MIBTTE R T, A1 »FH Rapid-PVST+ £ —
RE7IX MST £— FTEE L T\ 254, UplinkFast #RBIIHEH TE £H A,
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MW spanning-tree guard

N—"T" T — FEERBIX, AA v F R Xy N =7 2ERICHE LGB ICR BRI SD £, A vTF
23 PVST+ E— N 721 Rapid-PVST+ £ — FTEHEL TWA A, V—7 T —RNiZkoT, REFR—
FBEUL—F R=EBEER— M L THERHIND Z LEEET, A= 7YY —FTb—h
A= bERFRBER—-bTT Vv Frbar F—4% 2=y  (BPDU) #%ELEHA, A1 vF
N MST T— FTEIEL T DHEEIC, TR_XTOMST A L AF LV ATA v H—T A APR—T J—
RiZkoTo7ry 7 ENTn5DHE XL, BPDUIFIHEERA V¥ —T7 A ANDITREINERA, &
RALVE—T oA ATEH, V=T T—FNZLoTTRXRTOMSTA LV AZ AT, U HZ—T A ANBT
7y INET,

N—F H—=FREREINV—T H—F&T 4 =7 T 554513, spanning-tree guard none -{ > % —
TxA A a7 4 Xalb—vayavwr e LET, Vy— b F—KEA—7 H— FOM % FIK
WA RX—TNMET B EETEERA,

spanning-tree loopguard default 72— )L 27 4 Fa L —vay avy NOREE EEXT5I
i%. spanning-tree guardloop f >/ —7 A X AT 4 Falb—vary avr FefHLET,

] WoOBTIE, FEEDOR— MBS B3 _T» VLAN T, L—hk H—FKE2A X—=TNCT B
HEERLET,

Switch (config) # interface gigabitethernetl/2
Switch (config-if)# spanning-tree guard root

WOBITIEL, FHEDOR— MIEEFMT 5N/ TXTD VLAN T, V=7 HT—RFEA RX—TNMZTDHH
BaRLET,

Switch (config) # interface gigabitethernetl/2
Switch(config-if)# spanning-tree guard loop

X E & 7 5121%. show running-config £5# EXEC =~ K& A L ET,

BEavU K avwrvFk BREA
show running-config BAEOEMEREZ R R LET, HXERICOW T, [Cisco
10S Software Command Reference, Release 15.0) % Z ML T
<TEEVY,
spanning-tree cost ANR= Y —OFBEIFERT AR a A NEHRELE
R

spanning-tree loopguard default H—JmY 7 ORI &R BEECL> T, RER—- LT
I —h A= EER—FE LTEREARWESIZLE

R
spanning-tree mst cost MST OHEBEICHEHRTH AR a2 haRELET,
spanning-tree mst port-priority AVE =T 2 AR TITAF VT 4 2B TELET,
spanning-tree mst root Fy hT—7 OEZRIZESNT, MST V— bk A v FO
FTAFV T4 BROFA~Y—ERELET,
spanning-tree port-priority AVH—T 2 A A TITAA VT 4 ZRELET,
spanning-tree vlan priority WMELIEAR=Z VIV — AV RAI LV ADAAL v F TI7A4 4

Vr 4 &% ELET,

Cisco IE 2000 R wF AT K Y77 LR
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spanning-tree link-type W

spanning-tree link-type

A B =T A ADT 2T by 7 A E— R0 TREENDT 74NV DY 7 B A TREE 1E
EL. VAV =T 4T AT = I DRBEAN=ZU TV Y —=OBATE2A F—T MIZT DI,
spanning-tree link-type f > % —7 x A A a7 4 Fal—vary avr RefiHLET, 7741
FREIZRTICE, Zoa~r Fono BXREHERALET,

spanning-tree link-type {point-to-point | shared}

no spanning-tree link-type

S O] point-to-point 4 L H—T A ZADY LT A THRKRAL LRV —RA L FTHDHIEERELE
‘d—o

shared A E—=T 2 A ADY T AATNEETHLZ L EEELET,

TIHILE AL vFIE, Tad by I RAE—RKNnb A X —TxAADY 7 XA TERELET, 2F0., &
THEAUVHE—T 2 A RAIHRA N —RA N VT FTEA =T A ATHEFI I THD
LRASNET,

avTY K E—F A B =T oA R AL T 4 Fal—g L

avy FEE yyy—=x EEER
15.0(1EY Zoawr RBNBMENE L,

BERLEDAA K1Y

]

Voo 24 TDOT 74V NREE F#EE T HITIE, spanning-tree link-type =~ > F&2HER L E 7,
T 2T EmY oo0F, AT A=Y Y — Fa haj) (MSTP) #7-1% Rapid Per-VLAN
Plus (Rapid-PVST+) A= 7YV — Fua halBBEH POV E—F A/ vFD 1 20 U HF—
T oA AZHRA U N =R A v N THERICERRE L. BEBITE A r— T LI TEE T,

WOBTIE, (T a7 by AOREICERRL) Vo7 A TE2HFIREL, 74 9—T 47 A
T— M OEEBITE LT D HEERLET,

Switch (config-if)# spanning-tree link-type shared

R E &R 511X, show spanning-tree mst interface interface-id % 7213 show spanning-tree
interface interface-id it EXEC 2~ R&Z AN LET,
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Bl spanning-tree link-type

EREaTU K avw vk BREA

clear spanning-tree detected-protocols X TDHA ¥ —T = A AEIIIBESNIA & —
T2 A ATT 0 b VBT e A& W GREIKIZ T
AN— A v FLH PRI —hI¥D) LET,

show spanning-tree interface interface-id }5E L 7-A v Z— T 2 A ZADANRN= TV Y — ZF— |
HwERTLET,

show spanning-tree mst interface BMELEA V2 =724 AD MST E#ERRLET,

interface-id

Cisco IE 2000 R wF AT K Y77 LR
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spanning-tree loopguard default W

spanning-tree loopguard default

REBER—FEFIIAL—F R— 12, B—FmY o7 0RKERAEEICL > THRER—MNMZBZ L

%[5 <IiZiX. spanning-tree loopguard default 7’ u—/ 3L 2> 7 4 Falb— g avr REfHAL
£, T ANV MRECERTICE, Z0a<vr Fono BRXEHEHLET,

spanning-tree loopguard default

no spanning-tree loopguard default

X DEREA Zoavy R, 5IBERITF—T—RIEIH Y FH A,
TI4NE N—T H—RIEZT 4 B—T L TT,
avwv kK E—F Jua—) aryz 4 FXal—igy
avy FERE Jyy—2 EEERT
15.0()EY Zoa<wy RRNBMEE LT,

BEREDAL T4

3l

A A v FH Per-VLAN Spanning-Tree Plus (PVST+) ®— K, Rapid-PVST+ (RPVST+) E—F, £
T~ F 2= 7YY — (MST) E— RTEBL TWAHHEIL, Vv—7 T— Riex 1 x—7 v
IZCEET,

N—"7" T — FHEREIX, A4 v T K Xy b7 2RICETE LA IR LIRRIDY £, AL T
N PVST+ E— REZIE RPVST+ E— RTEIMEL TWAHAE, V—F F—FRIZL->T, EBEFR—IE
FO—F A= IR EER—PE L THERAESND ZEE2BHEET, A=07Y Y — (3 — FR—k
FIIRER—-FTT Y Y Fr bat F—% 2=y b (BPDU) 2&E LEH AL, A1 v T2 MST
EF— FTEELTWAEEIZ, T_XTOMSTA VARV AT v E—T oA ABNAL—F H— Rk
T7uy 7 E3NTWn5DE XL, BPDUIZHEERA V¥ —T oA ANLIFEEINEEAL, BERA

B =T 2 A ATHE, V=T T—FRIZEL>TTRXRTCOMST A LV AZ LV ATA U E—T =2 ANRTa v
EhEd,

N—T H—RiF, AR TV —=RNRA L N —RA FERRT A H—T = A A LTETEME
LET,

spanning-tree loopguard default 7’ 2 — )L 27 4 Fa L —vay av FOREEZ EEXT5IC
i%. spanning-tree guardloop { > % —7 A A a7 4 Fal—var avr RefLET,

WOFTIX, V=T H—REITa— Ui =T MIT B HEERLET,

Switch (config) # spanning-tree loopguard default

FXE &R 9 5 I2iE,. show running-config #5# EXEC 2~ > RE AN L ET,
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W spanning-tree loopguard default

BEa<w ok avwyk B
show running-config BEOWERELR T LET, HBIXHERICOWNTIL, [Cisco I0S
Software Command Reference, Release 15.0] %#ZML T 7Z &0,
spanning-tree guard loop BELEA VX —7 A AZBEA T 5729 <Tod VLAN T,
N—"T H— FREEZ A R — 7 VI LET,

Cisco IE 2000 R wF AT K Y77 LR
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spanning-tree mode W

spanning-tree mode

A A F T Per-VLAN Spanning-Tree Plus (PVST+). Rapid PVST+ (RPVST+), F/oid~w/LF AN
=27 U U— (MST) A Xx—7/WIZF 2IZIL, spanning-tree mode 7 = —/ )L 27 f F 2 L —
varvavwry REFERALET, T4 MNEEICERTICE. 2oavry Rone BXEHFEHLET,

spanning-tree mode {mst | pvst | rapid-pvst}

no spanning-tree mode

WX DA mst MST B L U@EHEANR= 7Y ) — Fu has (RSTP) A FK—7 /M LET
(IEEE 802.1s 3 X 0" IEEE 802.1w (Z L) ,
pvst PVST+ %A *—7 /L L£7 (IEEE 802.1D IZHEfL),
rapid-pvst Rapid PVST+ % A 2 —7 L2 L¥4 (IEEE 802.1w (L),
T+ F 7 F ) ~ F— FiZ PVST+ T,
avw>v kR E—FK Ja—nN) ary7Z 4 ¥al—vg
avy FERE Jy—= EEERT
15.0(1)EY Zoawry RBEMENE L,

BEREDHL FF1

AA »F X RPVST+, RPVST+, XN MSTP 12k L CWE T2, RPVST+, Rapid PVST+, F£7-
X MSTP OWFN»nE3XTD VLAN BNETTEENSI LI, 77T 4 ZTICTELDIEHEIZL DD
N=T g VT T,

MST £— R&A X —7 2325 L, RSTP BRHERICA X —T 272 £9,

FER ANV - REAETLL, TRTOAR= TV Y — A VAZ L AFLRIOE— KT

HHIOEIEL, FHLWE— R THEBNTL2DOT, N7 74 v 7 2HFMSELEBERSH Y £7,
il WOBITIE, A vF ETMST BELORSTP 4 X—7MZT D HEERLET,

Switch (config) # spanning-tree mode mst

WOFITIX, AA »F ETRPVST+ A X—7 MCT 5 k&R LET,

Switch (config)# spanning-tree mode rapid-pvst

RE# IR T 511X, show running-config £7# EXEC =2~ FZ AL E T,
BEavU K avwyvFk BTLL]

show running-config BUEOBEREZ R R LET, HXERICOVW T, [Cisco 10S

Software Command Reference, Release 15.0] %2 L T 72X,
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W spanning-tree mst configuration

spanning-tree mst configuration

MST V=2 a v &RETLHINVTF ANR=0 7YY — (MST) avr 74 F¥ab—var E— Fafllh
3 %1Z1%. spanning-tree mst configuration 72— )L 227 4 Xal—var avwr REFEHLE
T, TZANPEREICRTIIE, Z0a<wr o no JBREHHLET,

spanning-tree mst configuration

no spanning-tree mst configuration

B DA Zoavwy R, IEELITF—U—FEH D A,

TIHNE 7 7 4V hTiE, 9°T® VLAN 28 Common and Internal Spanning-Tree (CIST) A > A& & (A
VAL LA0) Xy BT ENET,

F 7 IV M IRLED STFEY| T,
JevarFEE0 T,

avY kR E—FK Ja—nN)arZ 4 FXal—var
avy FEE J—2 EEEMR
15.0()EY Zoaxy FRBMESE L,

BREDHA FS1Y spanning-tree mst configuration =~ > FZ AJjJ 35L& MST 27 4 ¥ a2 bL— 3 E— FABHLE
LET, ATE a7 Falb—vary avr NE, kOB TT,

e abort: RELEZBEMALARNT, MSTU—Yay ary 7 4F¥alb—i gy BT—FRE2ETLET,
o exit: MSTV —Var arv 74 F¥al—yary ET—REKTL, T RTOFELELEHLE T,

 instance instance-id vlan vian-range : VLAN % MST A VA X VA |Z~w v B 7 LET,
instance-id |\Z¥&7ECE ZHPHIX 1 ~ 4094 TF, vian-range \ZHETE 2HMHAIX 1 ~ 4094 T,
VLAN ID &5 Tkl &7z 1 20 VLAN, ZhENn%E A 7 TRE -7 VLAN &, F721%
B~ TRY) 5= —#O VLAN ZfHE T& £7,

e name name : XELERTELET, name A MU ZIWTIIIHK 32 XFHEHTE, RXFEL/NLFE

NEHI S ET,

* no : instance. name. 3 X Nrevision =~ FEMEHETE0, £2FET 740V FREICELZE
j‘@

e private-vlan : =Iv > RI7A LD~LVT A MY TR ARENETR, ZOoa~vr Fig¥hAR—+
ENFEFA,

e revisionversion: 27 4 F¥al—ary VeV g UBEEARTELET, IBETE AHEMIT O~
65535 T,

* show [current | pending] : BITEDO /2 IIREFT DO MST V —V a VORELEZRRFLET,

MST E— RTlZ. AA v FIIHERK 65D MST A v AZ L AETYHR—NLFET, BED MST £ %
B AZv v B A REZ: VLAN ICHIBRIZH 0 EH A,

Cisco IE 2000 R wF AT K Y77 LR
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spanning-tree mst configuration W

VLAN 2 MST A V AZ VAo B TF 5L, =v B I3 TEITEINET, a2~ RTHEE
X772 VLAN X, T Tl v B 7% AD VLAN 15 L CGEBMFE-ITHIRESNE T, @iHEZEET 5
BRI 7oA LET, 72L& 2 iE, instance 1 vlan 1-63 Z45E L7=#4. VLAN1 ~ 63 %
MST A L AZVRATICwy BT LET, FIZLTHRET AT o~ 2HLES, &2,
instance 1 vlan 10, 20, 30 ##5/E L7=34&. VLAN 10, 20, 8L W30 % MST A v AX A 1 {Z= v
v LET,

HREIIC MST A U AX VR v BV 7SN TR0 _TO VLAN %, Common and Internal
Spanning Tree (CIST) A > AZ VA (L RAZ VA Q) vy BT ERET, 2O~y 7T,
Zoa<wy RO no B TiE CIST 2 HERTEX £HA,

2HBUEDAAL vy FHRE—MST V—" a3 VNICHET 58546, AU VLAN vy BV RLar 7o
Xal—raryrJbevalEFZFys BXORUCATIPERESNTWDLIXLENRDH Y £,

WOHFNE, MST a7 X2l —rary B— Rzl L., VLAN10~20 % MSTI 1 Ic~vvy B> 7
L. fEIRIC region]l & WO ARIZMTC, REVEYa &2 1LICTREL, REYPORTERRL, £F
FEALTZa— L ary 74X a2lb—vay B— RNIEAFEZRZLTHVET,

Switch# spanning-tree mst configuration
Switch(config-mst) # instance 1 vlan 10-20
Switch (config-mst)# name regionl

Switch (config-mst) # revision 1

Switch (config-mst) # show pending
Pending MST configuration

Name [regionl]

Revision 1

Instance Vlans Mapped

0 1-9,21-4094

1 10-20

Switch (config-mst)# exit
Switch (config) #

WOFITIX, VLAN 1 ~ 100 Z, 7 CTIZA LT VLAN B vy BV 7 SNTWAHATH, f v AX A
20CBML, TZTAVAZ A2y B L7z VLAN 40 ~ 60 % CIST A v A& L RIZBH) L
£, TO®%, A AF A T0ICVLAN 10 ZBML, A Y AZ R 2wy BT ERTNLH T
T?O VLAN ZHIBRL T, Z1ub% CIST A Y AZ VR~ v B 7T 5 5EERLET,
Switch (config-mst)# instance 2 vlan 1-100
Switch(config-mst) # no instance 2 vlan 40-60

( )

( )

#
Switch (config-mst)# instance 10 vlan 10
Switch (config-mst)# no instance 2

RE AR T 5121, show pending MST =22 7 4 ¥a b —3 g a<wr FE AN LET,

EEEESTY

avwok B
show spanning-tree mst configuration MST V=V a v OREEZFRLET,

g!l‘:
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spanning-tree mst cost

2N F ANR= 7YY — (MST) OFRICHEMRT 232 a X & ET 51, spanning-tree mst

cost {4 —Tx A A a7 4 Falb—vay avry ReEHLET, V—70BRAELEEAE, AN
=YY —=FNRA AR EMEHLT, 74 V=T 47 AT = MIT DA =T = AxBIRL
F9, TN PRECETICNE, Z0a<wr Fone BRXE2#HLET,

spanning-tree mst instance-id cost cost

no spanning-tree mst instance-id cost

WX OB instance-id ARZTT Y = A S AH ARG, 1 DDA v AH A ENENEA T T
XU A v AX A, FT23h TR 72— HDA V AHX L ABFRET
XE, JEETE BHIAIL 0 ~ 4094 T,

cost SNZ 3z S O&IHIL 1 ~ 200000000 TF, ERRKEWIEE, aAx MREL R F
7,
TIHILE T 74N E NRRA aARPMNE, AV F—T = A AFHKIBOFENLFHEASINET, IEEE OF 7 4L bk X

A A MEE, ROLEBY TT,
e 1000 Mb/s : 20000
e 100 Mb/s : 200000
e 10 Mb/s : 2000000

T
H
I
™.

avy A B—T A AT 4 F¥al— g

avy FERE Jy1y—=x EEEMR
15.0(HEY Zoawr REMSE L,

EHEDHM FSLY AAMERETLHHEE. ERAREWVIEE IR IREI R ET,

l ROBFITIE, A AZ A2 BIO4ITHEMITONTZAR— MIANA 3 X & LT250 2RET D5
EERLET,

Switch (config) # interface gigabitethernetl/2
Switch (config-if)# spanning-tree mst 2,4 cost 250

FRIE&#MERR 9 5121%. show spanning-tree mst interface interface-id ¥i# EXEC 2~ R&# AN L%
T

Cisco IE 2000 R wF AT K Y77 LR
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spanning-tree mst cost W

BEaTUF = SV B2L
show spanning-tree mst WELIA L X —T7 24 2D MST E#HERFLET,
interface interface-id
spanning-tree mst A HE—=T A AT ITAFT VT 4R ELET,
port-priority
spanning-tree mst priority HBELEARZ U TV = A VARV ADAAL v F 744

TAERELET,

Cisco I[E 2000 R wF IRY K JI7 LR
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spanning-tree mst forward-time

TRTCDOYNTF AN= 7Y Y — (MST) A v AZ o ADRRIEEIERH 2 5 E T D121,
spanning-tree mst forward-time 7’ 2— )L a7 Fal—v gy avr FEfEHALET, BkE
IERFRENCIE, A =7 = A APEEZHGET 2 ETIZ, VA= 7 AT —FBEIBT—=027 R
T— I RENRTNMET AR AR E LE T, T4 PRECETICE., Zoavr RO ne B E
FEHLET,

spanning-tree mst forward-time seconds

no spanning-tree mst forward-time

XD seconds JA=ZL T AT = BIRT—=0 7 2TF— | Ofkke T4, BETE 5
#WPEIX 4 ~ 30 BT,

T72HIEb T 7 M 15 B TT,
aAvY R E—FK Fa—s\ )y aryZ 4 FXal—va
av Yy FERE yy—=x EEHEEH
15.0(1)EY Zoavwy RPMEMEShE L,

BRALDSHA F31Y spanning-tree mst forward-time =~ NEZZEET 5L I _XTOARNRN= TV Y — LV AZ AT

HELET,
{5l WOFITIX, T_XTHOMST A VAR L ZIZDONWT, AN 7Y U — DRI B A2 18 FICHRE
T 5 lEE R LET,

Switch (config)# spanning-tree mst forward-time 18

FXE & WEFR 9 A 121X, show spanning-tree mst ### EXEC =~ REZ AL E T,

EEavUF avUF BidA
show spanning-tree mst MST {EfRZF R LET,
spanning-tree mst hello-time )L — K XA/ v F a7 4 FXal—Ta AvbE—UNLEESINRS
hello 7V v¥ Fr bz F—% 2=y  (BPDU) OHMREHRE

LET,

spanning-tree mst max-age ANR=Z TV Y =B —h AL o Fnb A vbE—V%%ET HHE
ERELET,

spanning-tree mst max-hops BPDU B EHINAZFTOY —Va DRy 7 By b2RELE
\j‘o
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spanning-tree mst hello-time

N—h AL v F ar7 4 Fal—rar AyvtE—VTEEFEND hello 7V v Fr hal F—4 o
=v & (BPDU) OMR%ZFHET HI2i%. spanning-tree mst hello-time 7' 72—/ /L 27 ¢t £ o L—
YaravwryREEHLET, 774V MREICETICE, Z0a~vr RO ne BXEHEHLET,

spanning-tree mst hello-time seconds

no spanning-tree mst hello-time

WX DB seconds N—h AL v F v T 4 Falb—ar Avt—UnbiEESNS hello
BPDU T, #iE T L 1 ~ 10 BT,

TIAIE T 74N MEZ 2B TT,
avvyv kK E—F sa—s\) arZ4Fal—ar
av Yy FERE yy—=x EEEM
15.0(1)EY Zoavwy RPMEMEShE L,

BRALDSHA F31Y spanning-tree mst max-age seconds 70— N 27 4 Fal— gy a<wr RERELEEIC, A
A v FRRESNZMBOBIZL—F 24 »F 25 BPDU %[5 Ligho 285EE, A= 7Y
U— MR UREGHREINET, max-age DX EMEIL, hello-time O EM LV & K& < 2T LT

D FEH A,
spanning-tree mst hello-time =~ KA EHE T 5L TRTORANR= TV Y — f VAKX U ATHE
LET,

A WOFTIZ, T_XTOVALTF ZNR=2 7YY — (MST) A VAL L ADONT, ANR= 7YY —0

hello # 1 L% 3 RMICHRET D HiEERLET,

Switch (config) # spanning-tree mst hello-time 3

R E TR 511X, show spanning-tree mst £ EXEC =~ > FEZ AN LET,

BEEav R avwUFk BL
show spanning-tree mst MST 5 a#r L £7,
spanning-tree mst FT_RTHOMST A v AZ L AZDOWTHRIE B 2R ELE£7,

forward-time

spanning-tree mst max-age ANRZ VY =B —h AL v F b Ay —VEZET LHHE
ERELET,

spanning-tree mst max-hops BPDU BNEHEINAFTOY =V a DRy 7 Iy ha2RELE
7
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spanning-tree mst max-age

AR T ) —=P— b AL v Fnb Ayt —VEZETHMREZHRET 5I21%, spanning-tree
mst max-age 72—/ L a7 4 Fal—var av s FEFHALET, 2o /7‘73§:@4 =
gl _/V—]\ AL v FNHT Yy Fubhar F—4% 2=y (BPDU) X /Jz ‘/“%%%Liﬁ#o
Tehaid, AN=r 7Y ) — MR URHFASNET, 7740 PRECETITE, Zoavs R
® no ﬂbiﬁ%ﬁﬁﬁ LET,

spanning-tree mst max-age seconds

no spanning-tree mst max-age

WX e seconds ARZ T =RBh— b AL v Finb Ayt —VEZETLIHRTT, HETED
AL 6 ~ 40 P T,

TIAIE 77 4V MEE 20 BT,
avvyv kK E—F sua—s\) arZ4Fal—ar
av Yy FERE yy—=x EEEM
15.0(1)EY Zoavwy RPMEMEShE L,

BRLEDHA RSMY spanning-tree mst max-age seconds 7 72— /3L a7 4 Fal— gy avy F ERE LTI
Ay FREESINZFRORIZL— N A4 »F 56 BPDU 2%(5 Lo 7261k, A=v7 M
U— bRB UVRHFHEINE T, max-age DR EEIL. hello-time D% Efl L @ HREL RTIEAR

D FEH A,
spanning-tree mst max-age 2~ FE& LT T 5L T _XTORN= TV Y — f VALV ATHEBEL
\i\?‘c

A WROFITIZ, TRTOVALF A= 7YY — (MST) A Y AZ L ADNT, AR=Z TV Y —0

AR Z 30 ICRET D HIEEZRLET,

Switch (config) # spanning-tree mst max-age 30

HIE & MR 5121, show spanning-tree mst £/ EXEC =2~ F&# AL ET,

BEa<w R avwyk HL]

show spanning-tree mst MST E#HZ2FERLET,

spanning-tree mst forward-time FT_RTOMST AV AZ L AZOWNTHEERICH 2R ELE
7,

spanning-tree mst hello-time N—hAAf v Far7 4 Xal—arAvt—URNEETS
hello BPDU ORIl E L E T,

spanning-tree mst max-hops BPDU REFHEINDHETOI—=a DRy S Uy ek
ELET,
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spanning-tree mst max-hops W

spanning-tree mst max-hops

TVyy I harrs—% 2=y (BPDU) PEFEINT, 4 ¥ —7 oA RAHEFINTERN
BRONICR2ETOY =T a DRy T HU Yy "ERELET, 7740V MERECRTICE. 20
o< Ko no A% H L., spanning-tree mst max-hops 72—/ )L a7 Fal— a3 aw
Y REERLETS,

spanning-tree mst max-hops hop-count

no spanning-tree mst max-hops

XD hop-count BPDU BEFEINLIETOY —Yar DRy hyy T, HHETXLKy T B
v N O#FPAIE 1 ~255 TT,

TIAIE FIFNIDR YT I ML 20 T,
avv kK E—F sa—s\) arZ4Fal—ar
avy FERE Jy—= EEEM
15.0(1)EY Zoavwy RPMEMEShE L,

BRLDHS 31V AV AZLADN— K AL v FiE, WIZIA &2 0, "y 7 HUr baRKREICEELTBPDU (£
7ZIEIM La—R) 2R ELET, AL vFIL, ZOBPDU 2%ET5L. ZELEEVDOFRY S BY
VhE1IOWELLT, ARTOMLa—FoEYDORy B FELTZIOEAGBHELES, Ay
TAT B0 BE AL v FIEBPDU # Ru vy LT, A4 F—7 =A ZAFITRFEENZER
ZHIREINIZ LET,

spanning-tree mst max-hops =2~ > REZEEFTLH L TRTOANR= TV IV — f VAKX U ATHE
LET,

1 WOFITIX, TRTDO<NLF A= 7YY — (MST) £V AZ L RITDNWT, A=Y U —D
BREY 7 Hr bE2 10 ICRET D HEEZRLET,

Switch (config)# spanning-tree mst max-hops 10

R Z TR 511X, show spanning-tree mst £##% EXEC =~ > FEZ AN LET,

BRSPS avwUF e

show spanning-tree mst MST ff#HE=ERLET,

spanning-tree mst forward-time FARTO MST A VAZ 2 ATV THRIRIEBIER 2R E L F
R

spanning-tree mst hello-time N—bh ALy Far7 s Fal—rarAve—URKETH
hello BPDU D fl# %% E L 4,

spanning-tree mst max-age AR=Z TV N =P—F AL v FnbAvE—V%ZET
LI Z R E L ET,

Cisco IE 2000 R4 wF a2 K YI7LYR
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spanning-tree mst port-priority

AVBE—T AR TTAFYT 4 ZFET HITIL. spanning-tree mst port-priority 1 > ¥ —7 = 1
AAarZa4Fab—vary avry FafLET, V=FRRELTEE, vV T A= 7Y) —
Zu bz (MSTP) E74 V=747 A7 — MIRETHA v F—7 = &R TEET, 7
T AN IRECETICE, Zoavr Fone BXEHEHLET,

spanning-tree mst instance-id port-priority priority

no spanning-tree mst instance-id port-priority

X DEREA instance-id ANR= TV — AV AF A, 1 DDA VAL A FNENEANA T T
RKE) oA v AZ A, F72 13~ TR 578D A VAR AEEET
ETFET, HETE LML 0 ~ 4094 T,
priority EETEZAHMFIZ0~240 T, 16 TOWMLET, AR T5A4 4V T 4 HIZ 0,
16. 32. 48. 64. 80. 96. 112, 128, 144, 160, 176. 192, 208, 224, 240 T
T, FNLUAOMEIZTRTHESENET, @ER/NSWIEE, 77405V 7 0 BE<

R0 ET,
T4 77 b X 128 T,
avvk E—F AV B =Tz Aary7 4 F¥al—ar
av > FEE Jyy—= EEER
15.0(1)EY Zoawr RMBMERE L,

BRLDHS 31> BONGEBIREND A v H—T =2 AT ENWT TAF VT 4 UhNSWEE) 2510 YT, REISER
INDBA L E—T 2 A RNTBRNTTAFV T 4 E (BOEE) 2HVYTHZENTEEST, T
DALE—=T 2 A AR UETTAF VT AR FITFOENTWBEE, v LTF 2= 7>Y )— (MST)
A B =T 2 A AFBEDRNDA B —T 2 A 25T T —F 47 AT — NI L., oA Z—
TxA AT ay s LET,

Bl WOBITIZ, V=T NRRELEZGHAIC, A= 7Y ) — AV AZ A 20 BLO22 ICHEMNT B
AV HE =T 2 ARANRT AT =T 47 AT — MNIRDAREEERD D FEEZRLET,
Switch (config) # interface gigabitethernetl/2
Switch (config-if)# spanning-tree mst 20,22 port-priority 0

E & R 9 5 121X, show spanning-tree mst interface interface-id ¥ité EXEC 2=~ > KZ AN L E
j‘@
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spanning-tree mst port-priority W

avy kR

T

show spanning-tree mst interface
interface-id

BELIEA LV Z—T 24 ZAD MST IERER T LET,

spanning-tree mst cost

MST OFFEIHEHT D2 aX M 2R ELET,

spanning-tree mst priority

HIELEAS=Y I = A Y RE L ADASL v F TIAF
)74 ERELET,
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spanning-tree mst pre-standard

FATHRED 7 ) v Fm bajn F—% a=y | (BPDU) EJZ2EETLLCR—FaRET DI
&£, spanning-tree mst pre-standard 1 > ¥ —7 A X a7 4 Fal—T g av N LE
D

spanning-tree mst pre-standard

no spanning-tree mst pre-standard

X DEREA Zoavy R, 5IBERITF—T—RIEIH Y FH A,
TIHIE T 7 AN EDAT— NI, FATRERA N—D A BRI T,
= AV B =Tz A AT (Fal—av
avy FERE y1y—= EEEM
15.0(1)EY Zoavwy RRBEMERE LT,
HERALEDHA RS54 N— N T, FATIHRELFEEOW 5D BPDU 2517 AL ZEMTEET, RAN— XA THRA—F
D4, Common and Internal Spanning Tree (CIST) 72N ZDA v F— 7 = A ATERITEINET,
>
GE) AA v TOR— D, FATEHED CiscolOS VY 7 by =T 2EIT L TWD AL v F IR IN TN D5
A2l A — MZxf LT spanning-tree mst pre-standard { > % —7 = A X 27 Fal— g
a~y REFEHTDLEN D 0 EF, Jef4TEHE BPDU 2 £ ET2 L 0ICR—FEREL WV
B, ~/F STP (MSTP) O/ T7 4 —~ UV ABKRFTHZENHY £T,
HECEATAER A N—2 T2 L5 ICFR— FBREIN TV SA . show spanning-tree mst
o< R prestandard 7 7 7/ S HEICFE R ESNET,
i WOFITIL, FEATHEEYE BPDU 23 2= ET 0 L9 ICR—FEeRET D HEEZRLETS,
Switch (config-if)# spanning-tree mst pre-standard
HIE & MR 5 121E, show spanning-tree mst £/ EXEC =2~ F&# AL E T,
EEa<UF avwv kR A

show spanning-tree mst instance-id prestandard 7 7 772 &, BEINTA L F—T 2 A AD

Multiple Spanning-Tree (MST) @A &K RLET,

Il CiscolE2000 A1 vyF avvF JYI7 LR
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spanning-tree mst priority

HBWELIEAR=Z TV Y= AV ABADAA v TF TITA4F VT 4 ZRET DHITIEL, spanning-tree
mﬁmmnwau—Aw:/74%;V—ya/:v/%%ﬁ%bi?o77%»%&% RTITIE,
Zoavwr RO ne BEREFEMRLET,

spanning-tree mst instance-id priority priority

no spanning-tree mst instance-id priority

WX DA

T2+

avv K E—F

instance-id AR I — A AB A, | DDAV AE A, FNENEAAL T T
XYool f v AR A, 723~ TR -7m—#HDA U AF U RAERET
XFET, FHETXH#HIZ 0~ 4094 TT,
priority *ELtXA¢/7/J—4/X§/X@X4/%774%)74% YELET,
DOFEIL, AL v TFBN—h A v TF L L GRIRENS ARet 226 LE T, /D
éb\f‘ﬁ% RETDHE, AL v TFBNL— K A v F L LTERIRSNDAREMENH F Y
E3r N

fEETE DHiHIZ 0 ~ 61440 T, 4096 F>HMLET, ARTIA AV T (1
12 0. 4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864,
40960, 45056, 49152, 53248, 57344, 61440 T¥, TN LS OMEITT X THES
SNET,

77 4V M X 32768 T,

Jua—nN)ary7 4 ¥al—vg v

av Yy FERE yy—=x EEHEEH
15.0()EY Zoawy RRBMEhE L,
i WOFITIE, ~VF A= 7YY — (MST) A VAZ L A20~21 DANR= 7YV —TFF 44
T4 & 81N ITHRIET D HEERLET,
Switch (config) # spanning-tree mst 20-21 priority 8192
FRE A TR T 511X, show spanning-tree mst instance-id ¥4 EXEC =2~ FEZ AN LE T,
EEEEPAS avw vk B
show spanning-tree mst instance-id WBELIEA LV HZ—T 2 A ADO MST HFHREZFERLET,
spanning-tree mst cost MST OFHE AT A2 22 2R ELET,
spanning-tree mst port-priority AVE—=T A ATITAFTVT 4 EZRELET,
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spanning-tree mst root

Xy T =7 OERIZESNTYLVTF A= 7Y ) — (MST) v—h AL v FDOTITA4F VT 48
LOF A~ —%FET HIZIE, spanning-tree mst root 72— VL a7 4 Fal—vay avws R
EHALET, T 740 bEECETICE, Z0a~v>y Fono BRAEERLET,

spanning-tree mst instance-id root {primary | secondary} [diameter net-diameter
[hello-time seconds]]

no spanning-tree mst instance-id root

BXX DA instance-id AR I — L VAL AR, | DDA VAL VA ERERE N

AT TR oo AR R, £330~ TR o —HD A >
AR ABBETEET, IHETEHHFIL 0 ~ 4094 T,

primary TDOAL FHEBEIICL— N AL v FITHRELET,

secondary TIA<Y — b AL v FIBEREAELIZHAIL, 2OAL v T %
J—F AL v FIZTHELET,

diameter net-diameter (EE) EED250 2 R AT —va VIICAAL v T ORRKEZHREL
9, HETEL2HMAIL2~T7 T, ZOF—U—RiI, MST A > A%
VAOICTEGEATEET,

hello-time seconds BB V—F AA v F ar7d7 o Xal—rar Ayvbe—UNLEESH
5 hello 7V vy 7a hajy 55— 2=v ; (BPDU) OMBREHRELE
T, IBETZAHMAIX1 ~10TT, 2OF—T— RiE, MST A > R ¥
A QIZEFEATEET,

TIF+IE TIAL <Y N—h AL v FDOFFA4F VT £ 1% 24576 TT,
EHHE) V= AL TFOTIFTAF YT 4128672 TT,
hello # 1 21X 2 B T9,

T
H
I
™.

avy Ja—R") a7 4 Xalb—g v

avy FERE yy—=x EEER
15.0(1)EY Toawr REMSE L,

BREDAA R34V spanning-tree mst instance-id root 2~ 2 NI, Ny 7 R—2 2, v FEFTHEHLTIZI N,

spanning-tree mst instance-idroot 2~ > Fa ANTHL, VT MU =T E DAL, v F e A= T
V= A VARZ U ADN— MIFRET LD DR TITAFTV T 1 ZRELLI ELET, LES A

TALAID MY R—=FENTWEEZD AL v FIIA LV AZ L ADAAL vF TITA4F VT (% 24576 1Z7%
ELET (ZOBEIZLSTIDAAL vy TR ESNIZA VAZ L AD)N— NIRDPY5E), fEESNZ
AVABZUADN— K AL v TN, 24576 \TMiT- 10 VAAL v F TIAF VT 4 BEESNTNWDHE
F. AL Y FIRAGDOTFAF VT A R BANDAAL v F TIAF VT ¢ L0 4096 7213/ S VMEIZERE
LET 4096134y N AL vF TI7A4F VT 4 D FALE Yy FOETT),
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spanning-tree mst root W

spanning-tree mst instance-id root secondary =~ > F&Z AT 5 &, LRV AT A ID BN YA — K&
NTWBED, Y7 T2 TIWEAL T 74XV T 4 %7 740 ME (32768) M5 28672 ITAH
LES, b= AA v FIIEEREE LGB, ZOARL v FRRON—h AL v FIZRYET
(Fy T NOMDAL v TF BT TNV NDAL v F TIZ7A4FVT 4 THD 32768 AL T D
72, — bk ALy FITRDAREEDPENSG A,

15l WOFTIE, AA YT EALVAZLAI0DNL— b AL v FLELTHEEL, *y NT—TEHZL 4175%
ETDHEERLET,
Switch (config)# spanning-tree mst 10 root primary diameter 4
KOBFITIE, A v FEA AL R0 DEASFY L—F AL v FLLTREL, Xy NT—JE
BRuw 4 ITRETDHHEERLET,
Switch (config)# spanning-tree mst 10 root secondary diameter 4
FRIE & WERR T 5121%. show spanning-tree mst instance-id it EXEC =2~ R&Z AL £,
BIEa<T Uk avw vk L
show spanning-tree mst instance-id WBELIZA VAH L AD MST [E#REFRLET,
spanning-tree mst forward-time FTRTO MST A v AZ 2 ATV THRAE R IERF I & 3% E L
EJrpe
spanning-tree mst hello-time N—hAAfvF ar74Xal—rar Avb—UREE
3% hello BPDU O3 E L7,
spanning-tree mst max-age AR TN —=P— |k AL v Finb Ayt —V%%E
THHRERELET,
spanning-tree mst max-hops BPDU RABERENAHECHO ) —Va DRy BTy b
HELET,
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W spanning-tree port-priority

spanning-tree port-priority

A B =T AR TTAF VT ¢ ZFRET HITIL, spanning-tree port-priority 1 % —7 = A X =
Y74 X alb—vary avry R LES, V=T RRELGEE, A=Y ) =374V —
TAT AT = MIT DA =T =2 ZAZHRITEET, 7740 PRECETITIE, Zoa<wy
K@ no &M LET,

spanning-tree [vlan vian-id] port-priority priority

no spanning-tree [vlan vian-id] port-priority

X DEREA vlan vian-id (BB A= 7 VY — A A A AT bz VLAN #iHz45E L E
9, VLANID F 5Tl & 7= 1 2O VLAN, TNzt A 7 TR - 7=
VLAN #ill, £7/213h v~ TRY -7 —#Hd VLAN Z4ETE£4, HHETE S
FPHIE 1 ~ 4094 T,
priority EETXAEKEIT0~240 T, 16 ToWMLET, G272 MEIX 0. 16, 32. 48,
64. 80, 96, 112, 128, 144, 160, 176, 192, 208, 224, 240 T¥, Zhlist
OEIFTRTHESEINET, HI/NIWIZIE, 7I7A4F VT 4o nm< 2 F9,

TI+NE F7 4V M T 128 TY,
avTvFk E—F A B =T oA R AL T 4 Fal—g
av Yy FERE yy—= EEEM
15.0(1)EY Zoavwy RPBEMEShE L,

#ERALDAHS RSAY B vian-id ZEW LIZBE,. 20 a3~ Fix VLAN 1 ICBEREM T O A =0 Y U — f R F v
ZlCHEAHENES,
AE—=T 2 A AREDV B TENTWRNVLANIC T 94 AV T A 2RETEET, ZOA 0 F—
7 xA A% VLANICEIV YU TH L, REVEDTRY £,

spanning-tree vlan vian-id port-priority priority =~ > K3 X U\ spanning-tree port-priority priority
av L ROWMEFEERLTA V¥ —7 = A A%&HET H8%A . spanning-tree vlan vian-id
port-priority priority 2~ > FINGHIT Y £7,

] WOFITIE, V=T NRELEBARICR— RT3 V=T 47 AT — NI EmD D i
R LET,

Switch (config) # interface gigabitethernetl/2
Switch (config-if)# spanning-tree vlan 20 port-priority 0

ROBITIE, VLAN20~25 DR—F FI7A4F VT 4 EERET HHEEZRLET,

Switch (config-if)# spanning-tree vlan 20-25 port-priority 0

X & MR 9 D I2iE,. show spanning-tree interface interface-id #i# EXEC 2~ REAH L E T,

Cisco IE 2000 R wF AT K Y77 LR
m. 0L-29596-01-J |



| £2% CiscolE 2000 XA v F Cisco I0S A= F

spanning-tree port-priority

BEav U kR avUFk B2L
show spanning-tree interface J5E L7~ A X —T 2 A ADANR=V TV ) —FEREFERLET,
interface-id
spanning-tree cost AN=Z 7Y ) —OFBEIENT 532 a X FERELET,
spanning-tree vlan priority BELEAR=Z U IV — AV RAB L ADAAL v F FI7A4 AV
T4 ERELET,

Cisco I[E 2000 R wF IRY K JI7 LR
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| spanning-tree portfast (JR—/S)L V74 FalL—L3Y)

spanning-tree portfast (/0—/\JL 2> T 4 Fa
L—a )

PortFast XA > X —7 =A A LTT Vv Fabar F—4% 2=y s (BPDU) 74 VXV T %,
PortFast x{jiiA > % —7 = A A LT BPDU #— FHRE T 4 V& %, if:am‘&‘f@# A Ve
Z—7 = A A T PortFast 8B % 7/ 0 — /L2 A X — 7 /LIZ T 5HITiL. spanning-tree portfast 7 = —
Ny arZ4Xal—varyavwry REERLET, 7740 %;5273 WWERTICIE, 20a<2 KO no
EAEHERALET,

spanning-tree portfast {bpdufilter default | bpduguard default | default}

no spanning-tree portfast {bpdufilter default | bpduguard default | default}

BX DA bpdufilter default PortFast x{iiA > #—7 = A AL TBPDU 7 4 & Y 2 7% 7 a—r )il A

F—T ML, TV R AT —2 g VRSN AL v TF A VB —T = A
ATO BPDU OEZEEBHEET,

bpduguard default PortFast XitaA{ > % —7 = A A - CBPDU ¥ — FifER 7 0 — L2 A 12—
TN L, BPDU %351 ¥ —7 = A A% errdisable A7 — T L &
7

default TRCDIENT oV 4% —T A A T PortFast BE%x 7 1 — L0 A
F—T NI L ET, PortFast BEENSA X —T VDS, £ v X —T = A Al
TayX T AT =ML T U =T 4T AT — MIEEBITLET,
ZOBRIZ, FRIDANR= 7Y ) — 25— MIZDLD £HA,

FIAIE BPDU 7 4% U 7, BPDU #— K. X PortFast #6E1%. HBNCHERE LRWRY , T XTHA
VH—T 2 ATT 4 =T NVTT,

av kR E—FK Ja—nN)arZ 4 FXal—var
avy FEE Jy—2R EEEMR
15.0()EY Zoavy RRBEMINE LT,

BRLDHS RS54y  BPDU 7 4 V¥ VU v JHEERRT 2 &, AL v F A v X —T =24 ATO BPDU OEZ(FEEIETE
i?‘ BPDU #— F#§#EIZ. BPDU %3154 % PortFast %tjiiA v % —7 = A A% errdisable 27— b

L/ij‘o
A A F D% Per-VLAN Spanning-Tree Plus (PVST+) &— K, Rapid-PVST+ (RPVST+) E— K, %
= F 2= 7YY — (MST) E— RTHBBL TV 25H61E. ZboliEs A *r—7 i T
TET,

PortFast xfJ5A > % —7 = A A (PortFast iiffRA 7 — hDA v F—T7 A X) ETBPDU 7 4 L4 Y
VT E TR — I, X — T WIZT BHIZIL, spanning-tree portfast bpdufilter default 7 =2 — 3L =
Y74 Xalb—vary avy REERALET, 2L VU7 B LT AL v FHRR(E BPDU
DITA4NEY T HFBETDETORIC, ZOA 2 —7 24 A0 5H BPDU BV Ok EENET,
AA 9 F AV E—T oA RACHEHRENTZHAA B3 BPDU 2%fE LWL 22T 512k, AA( vF kT
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spanning-tree portfast (JYA—/8)L 2274 Fa2L—3Y) ||

BPDU 7 4 WA Vo T % 70— )Vl A X =T NVIZT HLENSH D £, BPDU %515 L 7= PortFast
St A v 2 —7 = A ZTik, PortFast BifE 2T —Z AN RSN, BPDU 74 LV Z Y VI NTF 4 —7
T2 F7,

spanning-tree portfast bpdufilter default 7 = — NV 27 Fab— gy avr FOREL LFE
%9 %I|2/%. spanning-tree bdpufilter 1 > ¥ —7 A X a7 4 Fal—ary a~vr RefHAL
i‘?‘c

3l

BPDU 7AW B ) U T EBEDA B —T 2 A A FTA R —TNICTHZ LT, DAL F—T =
AALTAR=Z TV —2F 4 =TT AL ERLETHY, A= TV Y — L—TFNF
ETHZERH F9,

PortFast BifEAT — b DA ¥ —7 = A LT BPDU H— K& 70— ULl F—T7 M T 5T
spanning-tree portfast bpduguard default 70— )L 207 4 Fal—v g avr FEfALE
T FA%N7eERE TlL, PortFast xﬂ[?/l’ VX —7 x4 X% BPDU #%15 L £t A, PortFast xfJ51

% —7 = A AN BPDU % %15 L7=4; \mTénfm&m7A4X@&ﬁ&&@ﬁﬁ& RAENFTE
THZEEARLTEY, BPDU /— M‘%% ko TA v H—7 =1 AT errdisable 27— b2V £
?o4y9~714x%%@fﬁ@@%éﬁ&ﬁnﬁﬁ%ﬁmﬁA o iedE 2 i< IiZid, BPDU
H— FBEPRICLBET, V=X e M — Xy NT—=JHNTT 7 EAR—FRAR= 7Y
U—IZBM L2k 9129 2121k, BPDU H— Mgz L £ 9,

spanning-tree portfast bpduguard default 7 v — )L a7 4 X¥a b —ary av FORELX L

#£X 9521, spanning-tree bdpuguard { >4 —7 A A a7 4 Xal—ar avr FEHEH
LET,
TRCDIENT T A H—7 = A A T PortFast A% 7' 7 — L2 A =T M T DT
spanning-tree portfast default 72— 3L 27 4 FaLb— a3y avy REMHEHALET, PortFast
I, = R AT —va VTERT O =T = AR THELET, £ Lne, FHLAER
WRRBY V=T NREKRTT —H D7y b =T RREL, AL v TBIURy hT—7 OFMER
BFonsZenbY 9, U7 B3HENLT D &, PortFast kiAo ¥ — 7 = A A [IHEHEDHiZ LR IE RE
MOBBEHF-TIC, 2B ARN= L TV )= T3 =T 4 VT AT — MNIBITLET,
spanning-tree portfast default 72— N\l 27 4 Fal—vary avry FOREEZ LEEXTHI
i%. spanning-tree portfast 1 > % —7 A X a7 4 Fal—ay avr FEeEHLET, no
spanning-tree portfast default 72— N\l 27 4 F¥alb—vay av s FEfHTH &,
spanmng -tree portfast { > X —7 = A a7 4 Fal—Tar avy REMHA L THEINCEREL
AxERE, TRTOA X —T x4 A LT PortFast #7 4 E—7 M TEET,

OB TiX, BPDU 7 4 VX U o THsRER 7 00— S )V ICA X =T W2 T D HiEE R LET,

Switch (config)# spanning-tree portfast bpdufilter default

WOHTiX, BPDU 4 — Fi§fEE 7/ a0 — )W A F—T NI 5 HEERLET,

Switch (config)# spanning-tree portfast bpduguard default

WOFTIX, TRCDIENT 7 L F—T = A A LT PortFast #éfEA 7 0 — LIS A X —T LT
DHEERLET,

Switch (config)# spanning-tree portfast default

PR E Z M9 512X, show running-config #5# EXEC 2~ RE AN L ET,
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| spanning-tree portfast (JR—/S)L V74 FalL—L3Y)

EREaTU K =l BREA
show running-config BAEOEMEREZ TR LET, HXERIZOW T, [Cisco
10S Software Command Reference, Release 15.0) % Z ML T<
7ZEW,
spanning-tree bpdufilter A B =T x4 AN BPDU Z#EZELRVWESICLET,
spanning-tree bpduguard BPDU #%f5 LA & —7 = A A% errdisable 27— ~Z L
£

spanning-tree portfast (1 % — XHi&$ 259 _XTD VLAN NOREDA & —7 = A AT,
TxAfAaAr74F¥al—ar) PortFast igAE A *—7 /LI LET,

Cisco IE 2000 R wF AT K Y77 LR
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spanning-tree portfast ({ v &—J /4R avI7s¥alL—>3v) M

spanning-tree portfast (f >3 —2Jzx 44X 227+«
XalL—v3Y)

B 59 XT?D VLAN NDA ¥ —7 = A A LT PortFast #fg% 4 x—7 iz LE T,
spanning-tree portfast { % —7 A4 2 a7 4 Fal—va avr REMiH L E 9, PortFast £
RENA X —TNVDOEFE, AV F—T 24 AFTayF T AT =ML T7 43U —F 47 27— hZ
BEEBITLET, TOBIZ, FMOAR= 7Y ) — 27— NIEDY A, T 740 FEEICE
fmm\_@:v/bwnoﬂﬁ%ﬁ%LiT

spanning-tree portfast [disable | trunk]

no spanning-tree portfast

EXOHH disable (EE) fBESN-A 2 —7 A AD PortFast lRELX T 4 B — 7 VI LET,
trunk EE) FFox 7 A X —T7 A AD PortFast #iEZ A 2 —7 I LET,

FIAIE FTRTOA X —T A AT PortFast 21T T 4 E— 7 L TTN, ¥4 FIv Py TR R—FTIE
BENICA X —T e 9,

avyo kR E—F AV B -T2 A AT 4 X2l —g

avy FEE yyy—=x EEEM
15.0(1)EY Zoawy RRBMENE L,

HHEDHA FS51Y

COMEEIX, TR AT —va R T O F—T 2 Ao THEALET, T L,
THL2N A L—TRNRKTT —F DO/ b =T REAEL, AL v TBIORy hT—7 O
FERT SN Z ENH Y F9,

k7 7 FR— kT PortFast % 1 3 — 7 /LIZ 9 521, spanning-tree portfast trunk o > % —7 = 1 X
aryZ4¥al—vary avy FeAT208E»R Y £9, spanning-tree portfast =~ N, h
v R—FTIEHFR—FEShEEA,

AA T W Per-VLAN Spanning-Tree Plus (PVST+) <€— K, Rapid-PVST+ (RPVST+) £— K, %
i~ vF A= 7Y ) — (MST) ®— FTBREIL TWL5E1E, COMELZ A F—TVIITE X
R

ZOMREIZA L X —T A A EOFTRTH VLAN ICEE L £,

PortFast EEN A X — TR E SN TWNWDA X —T = A A%, FEHEDHR D5 R ERFE O B0l % #5 7=
W2, Rl BICAR= TV ) — T3 U—F 4 T AT — ki @ﬁbiﬁo

spanning-tree portfast default 7’ 0 —/NL a7 4 X al—vary avr REEHTLE, T3TO
FKNT A =T 24 A LT PortFast fiEZ 7 0 — /LT A X =T MCTEET, 12720
spanning-tree portfast f > ¥ —7 A X a7 4 Fal—ary avr ReffALT, Z/e—3UL
REX LEEXTEET,

spanning-tree portfast default 7 o — 3L =07 4 ¥ oL — g awy l\“%’fﬁ&fﬁ*ﬁéfﬂ/\

spanning-tree portfast disable f > ¥ —7 A X a7 ¥ a2 lb—r a3y avy NEHEA L’C\ k7
YA B =T =2 RUHNDA B —T = A A LT PortFast iEEZ T 4 E—T M TE £ T,
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W spanning-tree portfast ({ Y8 —7 x4 X A>T ¥aL—L3Y)

3l WROFITIE, FrEDAN— b T PortFast e & A *—7 W D HEEZRLET,

Switch (config) # interface gigabitethernetl/2
Switch (config-if)# spanning-tree portfast

RE & MFR T 512X, show running-config f5# EXEC =2~ FZ AL E T,

EEavUF avwokR BiE
show running-config BUEDEMEREZ R R LE T, #HUFHRIZOWTIE, [Cisco 10S
Software Command Reference, Release 15.0]% L T 723\,
spanning-tree bpdufilter AVE—T oA ATOT Yy Faharsy—F% 2=y}
(BPDU) OrZfEa%EiLE T,
spanning-tree bpduguard BPDU #%f5 L7A ¥ —7 = A A% errdisable A7 — MZ L%
R

spanning-tree portfast (72— PortFast Xtin 1 % —7 = A 2 LCBPDU 7 4 V& U 7 B4HE

NNV ary7Z4Falb—vay) X BPDU F— REREZ 70— WA X—T7CT D0, Fi
WET_RTDIERNT o A F—T = A AT PortFast BEREZ A % —
T LET,

Cisco IE 2000 R wF AT K Y77 LR
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spanning-tree transmit hold-count

spanning-tree transmit hold-count

BRHEEINDT Y)Y Irhal F—4 2=y I (BPDU) O %HET 5L, spanning-tree
transmit hold-count 72— V)L a7 4 Fab— gy av s FEEHLET, 774V FREICRE
T, Zoa~vwr RO no BRNEFH L E T,

spanning-tree transmit hold-count [value]

no spanning-tree transmit hold-count [value]

B DA value (EE) ®iXfE S5 BPDU $, f5E T& D#iPHIT 1 ~20 TT,
T4 77 AV MEZ 6 T,
avy kK E—F Jo—s ) arZ 4 FXal—vagy
avy FEE yy—=x EFEANRE
15.0()EY Zoa~wr FREMSHE LT,

BALDHA FS54Y  RPVST+ E— ROLE, EEHRED UV FOMEEECT & CPU FIHSRICE K2R L KT T ATREM:
NHOET, ZOEEHDOTE, 2o A=V 2OEENMIETLET, T 74V NREEEHT I
LEMERLET,

! WOBITIE, BEFR—V R BT b ITRET DHEERLET,

Switch (config)# spanning-tree transmit hold-count 8

FRE & MR 5 I21L, show spanning-tree mst £/ EXEC =2~ R& AL E7,

BlEavU KR avwvk §RBA
show spanning-tree mst IBEFR—IL R BT  N2ETe, w/LF A= 7 —
(MST) DV =Y avEEBLOAT =X AZRRLET,

Cisco I[E 2000 R wF IRY K JI7 LR
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Bl spanning-tree uplinkfast

spanning-tree uplinkfast

Vo IRAA y FILEERRAE LGS, A= 7Y ) —PNHBINICHRESINTZSGEIC,
Luyvb— | AR— F AR T#INT 5121%. spanning-tree uplinkfast 72— L 27 ¢ ¥ =2 L —
YaravryREEHLET, 774V MREICRETICE, Z0a~vr RO ne BREHEHLET,

spanning-tree uplinkfast [max-update-rate pkts-per-second|

no spanning-tree uplinkfast [max-update-rate]

X DA max-update-rate pkts-per-second UEE) BH Ty MEERED 1 BdHizv o7y MITT,
FETE 5#iMHIE 0 ~ 32000 T,

TIAIE UplinkFast I1¥7 4 £—7 VT,
WAL T 150 <4 v /BT,

avY kR E—FK Ja—nN)arZ 4 FXal—var
av v FEE yy—2 ZERE

15.0(1)EY Zoawy REMESNE L,

FREDHS ES1Y ToavwrRiE, TR AL vF EEFCHERLET,

UplinkFast ##E(Z. Rapid PVST+ (RPVST+) £— NE72lE~/LF A= 27Y J— (MST) £— K
TRETEETN, A=Y Y —F— & PVSTHIZAETHETCZOMEITT v —7 0 GET
754 7) OEFETT,

UplinkFast & A 2 —7 WZT D&, AL vy FRERICKH L TA RX—T MY £9, VLAN B TA
F—T T HZLIETEEREA,

UplinkFast A % —7MZT 5 &, T_XTD VLAN DAL v F 544V T 41249152 ITRESNE
9, UplinkFast & A 3 —7 /2T 54, £70F UplinkFast 239 TlZA X — 7 VIR ESN TV 55
BT, NRA TR & 3000 REOEICEETLHE, T_XTOAS L F—T oA ABLUNVLAN 77
DA AR 3000 ZFEAMLET (32 & FE 3000 YL EOMEICEE LA, 82 3R RMIA
FHEINETA), AA T TIT7AFVT A BIORR aRXRNEEETDLHE, AL vTFNL—hF XA >
FNZR D AREMEME L 72 0 £,

T 74V MEZZEE L TWRWEA, UplinkFast 27 4 E—7 L2325 &, 73THD VLAN DA A >
F FPIAFIT 4T RTDOA L E—T oA AD/RA AR T 7 4L MEIZERESNET,

Jo—k R—= MIEEREEL TSI ENAR= 7Y U —TH&EN 5 &, UplinkFast [T A A v F
EEEBICAEAL—F R—FMIEFELTC, HIiLWL—F R— b 2EET T T 47 AT = NIE
ITEEET, TR, PR PEFEBRANEESINET,

Cisco IE 2000 R wF AT K Y77 LR
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spanning-tree uplinkfast

UplinkFast BRE TR T 514 4 —T7 = A AT, V— b H—FEA X =TT LRNTLIZE N,
UplinkFast Z /32 &, WERERIC (Try 7 AT —bD) NI T v T L Z—TxA RN
o=k R—=NMZRVET, LoL, FKIZL—F T— b A X =TT > T2 AT,
UplinkFast e CEH SN DT X CTONY I T v 7 A X2 —7 = A A root-inconsistent (7' 72 7)
AT—=NMIRY, 74T =T 47 AT — MIBTTE R ET,

max-update-rate & 0 IZRHET D &, AT —2 a3 v EFET T L—ARERENT, BEOUIRTE,
A= YY) — MR Y Oa L N— 2 RAICET LEENELS Y £17,

15 WROFITIE, UplinkFast &4 X2 —7 MZT 5 HEERLET,
Switch (config)# spanning-tree uplinkfast
FXE & WEFR 9 A 121X, show spanning-tree summary 54 EXEC =2~ > REZ AJJLET,
EEa<UF avwv kR A
show spanning-tree summary ANR= I = A H =T 2 A AT — DY~ —%F
RALET,

spanning-tree vlan root primary = D21 v FEMEHIFNL— b A v FITREL E7,
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M spanning-tree vlan

spanning-tree vian

f: VLAN HAL CAR= 7Y U —Z R ET 2I121E, spanning-tree vlan 72—/ L a7 f F 2 L—
YaravryREEHLET, 774V MREICRETICE, Z0a~vr RO no BREHEHLET,

spanning-tree vlan vian-id [forward-time seconds | hello-time seconds | max-age seconds |
priority priority | root {primary | secondary} [diameter net-diameter
[hello-time seconds]]]

no spanning-tree vlan vian-id [forward-time | hello-time | max-age | priority | root]

WX DA

T2+

vian-id

ANRZ T Y — U RAZ 2 A ZBE T S 72 VLAN i ¢,
VLAN ID F 5 Tkl &= 1 2@ VLAN., ZNENnE A 7 TRY)-
72 VLAN #if, £/ 30 ~TRU-7=—# D VLAN 2f8ECT& £,
EETE DHMIL 1 ~ 4094 T,

forward-time seconds

ER) FBELIEANR= TV U — A U AZ  ADEEEEBIERFH 238 E L
F9, EREBIER IR, A F =T = A ANWEEZAT D ETIZ, Y
A=y AT = BEWRT == 7 A7 — MR ENE ARG T 5 R %
fEELET, fRETE 2HMHIT4 ~308TT,

hello-time seconds

LB V=R A v TF ar74Fal—vary AyvbE—UnbEESh
% hello 7Y v¥ 7u har F—4% 2=y I (BPDU) OMFEZHE L E
I, FRETE DT 1~ 10 B TT,

max-age seconds

(FEE) A= 7Y)—=p—h 2 v Finb Ayt —VaZET 5M
zkELET, A0 v FNZORBORIZV—F A1 v F 5 BPDU
A=V EZELRPoTGEIE, A= 7Y ) — bR VREERE
SNET, FHETE2HMIT 6 ~ 40 BT,

priority priority

(ERE) BELIEANR=ZU TV Y= A VAR ADAAL v F TT74FY
FAERELET, ZOREIF. ZOZXL v FNRL—K 2L vF & LTE
RENDAREMICEELET, NSWVEEZHRTETDE. AL v TFHRL—1
AL v FE L TGRBIRSNDAIREMENEE D £,

FRETE 2#iPHIT 0 ~ 61440 T, 4096 T HOMML L, AT T A4
U7 1 EiE 4096, 8192, 12288, 16384, 20480, 24576. 28672,
32768, 36864. 40960, 45056, 49152, 53248, 57344, 61440 T4, %
NUSNADET T TGS S ET,

root primary

(EE) ZOAA v FEHmHINIL—F AL v FIZLET,

root secondary

EE) 774~V —F AL v FIEENRELEBAIC. ZOAAL
FHrN—h AL v FITRELET,

diameter net-diameter

UEE) FED2 90 K AT —V g VEIICAAL v TFORREAREL
F9, FHETEHHEPHIL2 ~T TT,

F_XTOD VLAN TRANR=U T U —RNA X—T VT,

FR LR IE R T 15 BT,
hello Z A A£13 2 BT,

ARBRIE 20 BT,

TIAY =t AL v TFOTTAF YT 1% 24576 T,
THHE) V= AL TFOTTAF YT 41528672 T,
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spanning-tree vian W

aAv R E—F Fa—s\ aryZ 4 FXal—vg
avy FEE yy—x EEHEEM
15.0()EY Zoavr RREMEhE LK,

HHEDHA K51V

]

STP #7 4 E—7 NI T 5L, VLAN IZFAN= 7V ) — bR ~0RMEEIELET, %8 Lo
AT RIEDA VH—T = A AL, XU REOEETY, ;?J?LtBPDUi o= LF % v X

T —AERERBICEXEINET, STP 2T 4 B—7 VD4, VLAN [TV — 7 ORI 21TV E
A,
HWIET 77 4 7 TIERWVLAN ETSTP 27 s E—7MIC L, ZOEREMRT 521X, show

running-config ¥ 7213 show spanning-tree vlan vian-id ¥ EXEC =2~ > F&fHH Li‘f REIL.
VLAN 37 2 7 4 7 Th2HaIcih b 220 £,

STP #7 4 =T NWIZT D0, BOARX—TNWZTDE, T48—TNEREFAX—TNIZTD
VLAN #ifl 28 E T £7,

VLAN #2574 B—T7 NI LThbHA RX—T M LA, £ VLAN IZE D Y ToHNCWadXTo
VLAN 35| & A" ET, 2720, 3XTOANR= TV — T o NI A—=ZITED
FHE (VLAN XF 4 B—TIVIZR D EFTORE) IR £9,

A UH =T 2 A ANED Y THNTWARW VLAN BT, A=Y — T g A R—T)0IC
TEET, A Z—T7 = A% VLANICEIV Y TH &, REVDERCRY £,

max-age seconds ERETDHE. AL v TFBRERESNTHBRBOMIZL— K~ 24 »FinbH BPDU &#%15
LZgholegflid, A= 7Y ) — bARr URHERRE SVET, max-age DR EHIL, hello-time
DFREMELY %)j(% <ApFiude v £8A,

spanning-tree vlan vian-id root 2~ RiE, Ny 7 R—r AL v FEFTHEA LTI EEN,

spanning-tree vlan vian-id root 2~ REA/T 5L, V7 b =734 VLAN OBIEOL— K X
AYTFDAL T TITAFVT 4 ZHERLET, JERVAT A ID B R—FINTNDLTH, A1
FIHEE SN VLAN DRA v F FI7A4F VT 4 % 24576 ITRELET (ZOHEICE>TIDAAS ¥
FHREEE STz VLAN OL— MIRD56), HE S4L7z VLAN Ob— b A A » FIZ 24576 (ZHii7- 72
WAL v F TITAFT VT A BRESNTWDELHEEIE, AL v T FZFD VLAN IZHOW T, BHDOTS T4
FVT 4 BR/NDAAL T TT7A4AVT 050 4096 2 /NS VEIZEELET (40961X4 v F R
AvF FITAFVT 4 ORTAE Y NOETT),

spanning-tree vlan vian-id root secondary =~ > F&Z ANT 5 &, JLET AT A ID N AR—FEh
TWATH, Y7 N = TIEAA v F 77/]’?)7‘4’ T 7 40 MHE (32768) M5 28672 ITAFE L
F9, b= F AL v FICEENRELIZLGIE, 2O v TFRRONL— b AL v FIZRDET
(R NU—T7NOfD R A ‘y?‘ﬁ§7“‘\\72!'/1/]\@?<4' vF TITAFIT 4 ThHDH 32768 %HEHL TS
72, — bk ALy FITRDAREEDENSE A,

WOHITIX, VLANS ETSTP 27 4 E—7 VT D HEERLET,

Switch(config)# no spanning-tree vlan 5

HE AWML T 511X, show spanning-tree §## EXEC =~ FE AN LET, TOAL L AF L ADY
A MZ, VLAN 5 ii‘%ﬂ?éﬂiﬂ‘ﬁ/

WKOFITILZ., VLAN20 & VLAN 25 O RR= 77 U —|ZO\W T, IRikiEBERFMZ 18 ICRETHH
EERLET,

Switch (config)# spanning-tree vlan 20,25 forward-time 18
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M spanning-tree vlan

WOHITIL, VLAN 20 ~ 24 DAN= 7 Y =22\ T, hello BERFHZ 3 BICRET 2 HiEER
LET,

Switch(config)# spanning-tree vlan 20-24 hello-time 3

WOHFITIX, VLAN 20 D A/X=2 7"V Y — max-age /X7 A — % % 30 IR ET D HEE R LET,

Switch (config)# spanning-tree vlan 20 max-age 30

ROFITIHANR= T ) — A 2 ZH A 100 5 L0105 ~ 108 D max-age /N7 A —H &7 7 4 /L
MEIZRY ke rmLET,

Switch (config)# no spanning-tree vlan 100, 105-108 max-age

WDOFETIX, VLAN20 DANR= 7V U —ZOWT, FIAFVT 1% 8192 IZHET HHIEEZRL
9,

Switch (config)# spanning-tree vlan 20 priority 8192

WOBTIE, A4 T % VLANI0O D/L— K AL v FELTREL, Xy NV —JVEHRZ 4 IZHETD
FEERLET,

Switch (config)# spanning-tree vlan 10 root primary diameter 4

WOFITIE, A4 vF% VLANIO DI ZY b—h AL v FLELTEREL. Xy NT—FEHEE 4
WCRRET D HikER LET,

Switch (config)# spanning-tree vlan 10 root secondary diameter 4

X E & MR 5121, show spanning-tree vlan vian-id $## EXEC =2~ FEZ AL E T,
EEa<TU KR avw vk BL
show spanning-tree vlan AN 7 ) —IERERRTLET,
spanning-tree cost ANR= 7Y ) —OFREIERT 552 a X MERELET,
spanning-tree guard BIRENTA LV E—T = A ATHHET AT T VLAN (2% LT,

o=~ = FEEE I —7 ' — FEREE A x—T7 iz LET,
spanning-tree port-priority A B —T 2 A AT IAFT VT4 ZHELET,
spanning-tree portfast (2 PortFast xtfisf % —7 = A A L CBPDU 7 4 V¥ U > JHEEE 1=
R—NL 37 4F¥2lb—a [ZBPDU V— FEEEZ 7 10— VLA R =TT D, 23T
V) RCOIE T 7 A B —T x A AT PortFast e % 1 x— 7 /LI
LET,
spanning-tree portfast (f > XS T 259 XTH VLAN NOFFED A > ¥ —7 = A AT, PortFast
=Tz R AT 4 X2 — HELZA X —TMIZLET,
Tay)
spanning-tree uplinkfast UplinkFast 52 % 1 r—7 /W2 L, HLWL— K F— b & 5RpHE
TERTEDLOICLET,
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speed

speed W

10/100 Mb/s & 721 10/100/1000 Mb/s " — s DIEEEZFRET HI21E, speed > FX—T = A A 3
T4 F¥alb—varyavwry FEERLEST, R—F2F 740 MECRETIZIZ, Z0a<2 RO no B
A F 721 default X ZMHH L E9,

speed {10 | 100 | 1000 | auto [10 | 100 | 1000] | nonegotiate}

no speed
BEX DA 10 10 Mb/s #48E L £,
100 100 Mb/s Z#8E L £7,
1000 1000 Mb/s ZF 8 E L E£9, Z DA 3 0%, 10/100/1000 Mb/s R— k TETH
Ml TERRSINET,
auto Vo7 Dbh 5 —HFOKEDOR— M EEZ L THEIMIGEE 2R LE3, 10,
100, F£721X1000 F¥— U — K& auto ¥—V— F& —ICHEHTIHE, A— M
BELLLHEE CHS R I — g V2T EITWET,
nonegotiate HEirIvo—2 3 93T 4 B—T7 02> TEY, R— KX 1000 Mb/s T
L£9 (1000BASE-T SFP (% nonegotiate ¥— 7 — K& H R —hLTWHEHA),
T4+ 77 v hiT auto T,
avv kR E—F AV B -T2 A AT 4 X2l — g
avy FEE yyy—x EEER
15.0(1)EY Zoawy RRBMEhELE,

HHEDHA K51V

1000BASE-T SFP £V =2 — A %%, SFPEV 22—/ F— "R EEHRIv=—ar a2 HE—FLT
WIRWT A ZZEFHE SN TV D6, RAvT— R L72RW XK 512 (nonegotiate) 4% E T& %
7

AN auto IZERESNTVWEIHE, A4 v FEHL I —FHDU v 7 ORIGICH DT N4 A L HEREIC
ONTHxIVE—hL, EEZFI VT — FENFEICHEBIOICRELET, T2y 7 AFEEILY
VU DO COREN EMANE TR, ZHICEY, Ta7 Lyl ABREICFENELDLZ ENHD
7,

FALOMEABH RIS —2 a2 R—FLTWAEAE, T 740V 0B EIxI > o—2 9 3%
ExEMHAT L 2m<HELEY, DA v F—T =2 AFHIHRT = a0 2R —F L,
H ) —HOKBIIVR—F L TWARWVWES, 3R —FLTWDMHIZIE auteo FEZMHHA L, ¥ AR—FL
TWRWKERIZIET 27 by 7 AB X OHEZRE L ET,

A E—T A ZARERBINT 2Ly 7 A E— R NOREXLEETDH L, BHRETICA LV F—T =
AANRT Yy hE T L, BOA R—T NI RDGENRDY 5,
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W speed
AL v FORELBLIOT 27 Ly 7 ADNRT A—FORFEICHET2EREFHITI, 20V Y —RZxh&T
27 =T a7 4¥alb—v a3 A4 RO [Configuring Interface Characteristics| O % £
LTL7EEW,
il WOFITIE, A— FOHEEZE 100 Mb/s IZFRET D HiEERLET,
Switch (config) # interface gigabitethernetl/1
Switch (config-if)# speed 100
WOFITIEL, 10Mb/s ZIF THEIR I = — b DX IR FNERET HHFEEZRLET,
Switch (config) # interface gigabitethernetl/1
Switch (config-if)# speed auto 10
WOHITIL, 10 Mb/s £721% 100 Mb/s 727 THEI X T = — h T2 KO IR — FERET D HEER
LET,
Switch (config)# interface gigabitethernetl/1
Switch (config-if)# speed auto 10 100
B E & M9 5121k, show interfaces ## EXEC 2~ K& AHLET,
[CEEEINS avwyk L]
duplex Tal by AE—ROBEERZEELET,
show interfaces TRCOA L F—T 2 A AETRIFFFEDA VF—T = A AZXT D HEHE
WMERRLET,
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srr-queue bandwidth limit

srr-queue bandwidth limit

R FOHERENZRRBLET, 774V FRECETICIE, Z0avry Rono JBREZHEH L ET,
srr-queue bandwidth limit > % —7 = X a7 4 Fal—ar avr ReHLET,

srr-queue bandwidth limit weight/

no srr-queue bandwidth limit

WX DA

T2+

avwv kR E—F

weightl HIRE A R— REED A—E T —, BETX AT 10 ~ 90 T,

A—MIL— RSN TELT, 100% IZRESNET,

Ay B =T oA AT Fal—a

avy FEE

BERLEDAA K1Y

)
()

]

yy—=x EFERRE
15.0(1)EY Zoavwy RPMEMEShE L,

Zoavy RE 80% ICRELIEHA. N— MM 20% OFRFFILY A RREEIZRD £5, F14 0 L—
MIHEHORE D 80% ([T £, 2L, "—=Fy=TE 74 L— & 6% BHATHELTND
. ZOMEITEE TIEH Y FE A

HAFa—0F7 740 MREF, FEALORWIZEL TWET, HF 2 —IZ o0 THSEELT S
2T, ZTIHDOREN—F D Quality of Service (QoS) YV U =—/ 3 V&l e\ & flllr L7235
BICRY  REELET LI ENTEET,

WOHITIL, RA— k% 80 Mb/s IZHIBRT 2 HiEEZRLET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# srr-queue bandwidth limit 80

E & 9 5 121X, show mls qos interface [interface-id] queueing #5# EXEC =2~ > F&Z AN L &
j‘@

| oL-29596-01-J

Cisco IE2000 R/ wF IRV F YI7LVR



$¥(2%F Cisco IE 2000 R4 ¥ F Ciscol0S a< Y F |

W srr-queue bandwidth limit

BEa<o K avwrFk B

mls qos queue-set output buffers Ry TZr7eFa—ty MIEIDYTET,

mls qos srr-queue output cos-map  H—t 2 752 (CoS) fEEZHIF=2—, FidF=a—LL
SVWHEID ICv vy B 7 LET,

mls qos srr-queue output dscp-map DiffServ =— K &K1 > F (DSCP) fiZH ¥ a—. F7-1T
Fa—lLEWEIDIZYYyESX T LET,

mls qos queue-set output threshold F 4775 —/1 Frv” (WTD) LEVMEAXHZREL., Ny
T7DTNATEYT 4 RiEL T, Fa—ky MIXTD
RRKAEVEY B TERELET,

queue-set R—braeFa—ty NIvy 7 LET,

show mls qos interface queueing QoS EHEF R LET,

srr-queue bandwidth shape L SN EAEED BT, K Miw s By 7 &
N4 50 HF 22— ETHEEY =—E v 72 A 3 —7 L
WZLETS

srr-queue bandwidth share HHETHELEZEDYC, F— v 7SN 4 o0

W% o — ECHEiE0LG %2 4 r—T7 i LET,
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srr-queue bandwidth shape W

srr-queue bandwidth shape

TV U T ENTEBELEEN YT, R— NIy BT ENZ 4 OO F 2 —OEBRIED S = —¢°
VT AR —TIZT BHIZIX, srr-queue bandwidth shape 1 > ¥ —7 = AA X 2T 4 F a2l —T 3
vawry REGFEHLET, TUANRREICETIO. 2oavwr Fone B EFEHLET,

srr-queue bandwidth shape weightl weight2 weight3 weight4

no srr-queue bandwidth shape

XX DA weight] weight2 Vr—UE U ENDIR-IDONR— TV REETDOELEEID Y TET,

weight3 weight4 A =2 (1/weight) 1Z, ZOF2—DL = —¥ 7 HIEZHE L $
To BEIZAR—ATXYY £, FHETE 2HMIZ 0 ~ 65535 TY,

TIAIE weightl 1% 25 IZRE I AL TWET, weight2, weight3, 3L weightd X 0 ITRESNTVWET, F
2. ZOFa—iFHFEE—FTT,

avyo kR E—F AV B -T2 A AT 4 X2l —g

av Yy FEE yy—2x EEAE
15.0()EY Zoawry RRBMEE L,

HHEDHA FS51Y

GE)

3l

—E U7 = RTE, Fa—|IHEERHE TRIES N, ZoREETIZL— MRS ET,
VoI WTA RAVDEATH, Yo2—Er 73N T 7 0 v 713EI0 Y THN T AikilE 2 2 THEH
TEEFA, XN—AMOHDLINT T 4 v I EAL—XIZT D, FREFEMTOIZ->THIIEAL—X

T BHAIT, Y S EHHLET,

—Er 7 EF—RE, EE-FEEDICLET,
srr-queue bandwidth shape%//}7 7141 Ay 74 Xal—vary avry FeEAL Ty z—F
VIEINEF2—DELE OICRETDHE, ZOF2—FTHLEE—RTHMLET, srr-queue
bandwidth shape =~ > FTIEE SN/ HATEY S, srr-queue bandwidth share o > % —7 = A
AaryZ4F¥al—vary avy FCRESNEF 2 —OELPEIIRY £,
FILAR—bFDOFa—% T =2—VE LT LIEFOMBICETET2HE,. RNOFa2—% T =—E U JITRTE
LET,

mﬁ%;—@77wwb&ﬁ¢\i353@mm T LTWET, mﬁ%; WZOWTHERE LT 5
2T, TOBREDRL—HFD QoS VU a—TarimlInE W LZEEIZRY, REEZEFT LT
<7‘:“éb\

WOFH T, AUAR—FDOFa—% v o—b 7 LD FICRET D HFEEZRLET, Fa— 2,
3. 4 DELENOICHESNTWVWELEDT, 2NHDOF a2 —FFE—FTEELET, Fa— 1 O
BIEDOBELT 1/8 T, ZHUE 12.5% TT, Fa— 1 I1FZZOFMIEIMEEE S, T2 2 OFIEE TI2
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M srr-queue bandwidth shape

fIRENTWEST, MOFa2—IZ 8T 74 v 703 TA NVRETHSTH, lOF2—Itxa v b
EYRELET AL, ¥a2—2, 3, 4IFEAFEE—RT, F=2— 1 OREFTEHINET, EFEE—FD

F o —IZHID Y ToRIAREHTIX, 4/ (4+4+4) T, Z4UE33% T,

Switch (config) # interface gigabitethernetl/1

Switch (config-if)# srr-queue bandwidth shape 8 0 0 0
Switch (config-if)# srr-queue bandwidth share 4 4 4 4

Bl F avwy kR B

mls qos queue-set output buffers Ny T77%Fa—ty MZEYYTET,

mls qos srr-queue output cos-map Class of Service (CoS) fExH ¥ =2 —, FloidF=—L L
SVMEID Iy BT LET,

mls qos srr-queue output dscp-map  DiffServ =— F R4 >+ (DSCP) iz ¥ =—, 2L
Fa—LLEWMEIDIZwY BT LET,

mls qos queue-set output threshold &HFE4fti1F5—/1 Frv” (WTD) LEVWEZREL., Ny
Tr7DT_NATEVT 4 ZRFEL, F=2—&y MIxT 5K
RAEVEIO Y TERELET,

priority-queue R—bh ECTHIBEEF 2 —2 A X—T M LET,
queue-set A—hre¥a—ky NIvov BT LET,

show mls qos interface queueing Quality of Service (QoS) fEWMEZRFLET,

srr-queue bandwidth share HEFTL2EAZEV YT, F—h~vyvErr7ahi-450

W% 2 — ECHEEO G 2 A =7 VI LET,
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srr-queue bandwidth share Wl

srr-queue bandwidth share

EEFTLHEAZEV LT, R—FMZvy B 7SN 4 OOHNF 2 —DHHIEDO A 2 4 x—T7 i
F 511X, srr-queue bandwidth share > ¥ —7 = A a7 4 Fal—Ta avr REffAL
£, EAKIT, Y=/ TR TV R R E“‘/ (SRR) A7V a—INEFa—no 7y MR H
FTHEDLRTY, 7740 PRECRTITIE, Zoa<wr Fone Bz L £,

srr-queue bandwidth share weight! weight2 weight3 weight4

no srr-queue bandwidth share

XX DA weightl weight2 SRR A7 ¥ 2= 07y haeI ) W3 HEORER, FHEIZAN—ZATXY]
weight3 weight4 D EJ, HRETE DML 1 ~ 255 TT,

TIAIE weightl, weight2, weight3 3 X0 weight4 |3 25 IZBREINTVET (FF 2 —ICHIEIED 1/4 2%
UENOR

avTvFk E—F A B —TxA R AT 4 Fal—g L

avy FERE yy—=x EFEANRE
15.0(1)EY SOy FABMSIE L,

HHEDHA FS51Y B HHOMHEITERNRVWDO T, RIA—FHETE2HEHLET,

HEE—FTE, RESNIZERCLY T2 —FTHEES LG S E T, 20O L UL TEUFE 0k
FEESNTVWETR, ZOVVICREINTWERAL, &L Fa—RETY U I7IFL20EE L
RS, TRV OF 2 — [ IRMEHOHEIEE TR L, Fa2—MTIoHMIEZIEATEET,

srr-queue bandwidth shape f > % —7 A/ XA av 7 4 Fal—vary avr FEFEHLTYy=—F
VI ENEFa—DOELE OICHRETDHE, ZOFa—F SRRIFFE—FTEIMLET, srr-queue
bandwidth shape =~ > N THE SN2 BT S 41, srr-queue bandwidth share > % —7 = A
AaryZa4F¥al—vary avy FCRESNEX 2 —OBELPEITRY £,

RILHR—FDOFa—% > x— U7 L EOMFICHRET HHE. RDADFa—% v = —Er ZICRE
LET,

(B Hhx=a—07 740 PREF, BEAEORWITHEL TWET, HAFa—IZOWTHHBE LS
AT, ZORENL—=FD QoS YV a—araifilz/an LY LIELEICRY , REZELELT

<TZ&EW,
5l ROBITIE, AR —FTHEEHTD SRR A7V a— T DEAMERET D HiEERLET, ﬂE:L~—4
OEMEMLET, HAE— FOKF 2 —IZH D Y TONFAHEORIT, 1/ (1+2+43+4), 2

(142+3+4) . 3/ (1+2+3+4) . 4/ (1+2+3+4) T, ZHhiE, F¥=— 1. 2. 3. 4%%%%@:?#1/( 10%.
20%. 30%. 40% TJ, F=2—4IF=2—1 DOBHIED 4%, $=2—2 OFEHIEO 2 E, ¥=2—3 0D
HakED 1 L 13 [FECHH I LERLET,

Switch (config) # interface gigabitethernetl/1
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MW srr-queue bandwidth share

Switch (config-if)# srr-queue bandwidth share 1 2 3 4

BEEaTUF =1 N e

mls qos queue-set output buffers Ny T77%5Fa—ty MZEYYTET,

mls qos srr-queue output cos-map  Class of Service (CoS) EEZHIF=—, FoiFF=—L 1L
EVWMEIDICvy BT LET,

mls qos srr-queue output dscp-map DiffServ =— K 7R > b (DSCP) EHH ¥ =—, /X
Fa—lLEWMEIDIKYYEY T LET,

mls qos queue-set output threshold HF {75 —/1 Fuev” (WTD) LEVWEZREL., Ny
TrDT ATV T 4 ZRGEL, Fa—ty M D&
RAEVEHOYTERELET,

priority-queue A—F ECTHNBREX 2 —2 A X—T M LET,

queue-set R—=haFa—ty NIvy BT LET,

show mls qos interface queueing Quality of Service (QoS) 1F#H%EEFLET,

srr-queue bandwidth shape Vr—VEr T INTELAEFHVY T, R—hMIvy BT E
Nic4 5o F 2 — ETHBIEY =—Y o 72 32 —7 L
WZLET,
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storm-control

storm-control W

Tr—R¥y A b wAFHFY AP EFFa=Fr AN XA M—2fllE A R—T VI, A H—
T2 AADLEVWEL L EFHET HITIE, storm c0ntr014’/§7 T A AT 4 Fal— g
avw REFEALET, 774V MREICETIE, Z0avwr Ko no BRNEFEH L E7,

storm-control {{broadcast | multicast | unicast} level {/evel [level-low] | bps bps [bps-low] | pps
pps [pps-low]}} | {action {shutdown | trap}}

no storm-control {{broadcast | multicast | unicast} level} | {action {shutdown | trap}}

B DA broadcast

AV B =T A ADTa—FFx¥ A~ A M—LHHEZAF—T VI LET,

multicast

A B =T 2 A A LET<LF Ry AN A M—LAfIfHIZA R—T MIZLET,

unicast

A H—Tx2A A LTa=F% %Y AR XA b—AfllllZA F—T I LET,

level level
level-low

LRI K OVFRRINE LAV AR — h ORFIEIR ORI G THRE L ET,

o level : ERRIIHILV~v UNIRELTE 2 0ET), FHETE HHPHIZ 0.00 ~
100.00 T3, f8E LT level DIEIZFELTZHBE. A=A XFr v v DT Ty
Fav T Ty LET,

o level-low : UEE) TEREIHEI L~ UNELITE 2 2FT), FHETE HHiH
1% 0.00 ~ 100.00 T¥, Z OEIT ERIMHENE L 0 /NSy, EXELL 22T
X2 A, TR~V AR E LR2WEHE, BRI L~ L OEITER
EINET,

level bps bps
[bps-low]

ERBIOFRImMEIL~VE, R—FTZETLI T 74 v 7 OHE (v M)
THELET,

o bps: E[REIHEI VA~ UNRELITE 1 ALET), FHETE 28I 0.0 ~
10000000000.0 T3, f§E L7 bps ODEISELIZHA. A R—AL Ty D7
FyT v Ty LET,

o bps-low: ({EE) TREMGEI L~ UNMIUGRLITE 1 Lk T), HETE D
¥ 0.0 ~ 10000000000.0 T4, Z OMEIFEREMEEIZE LW, E2idhE<
RIFIEe 0 FE A,

REWVEMEOLEVWEIZIE, k. mi, gREDA N w7 7 4 7 AEEATEE
R

level pps pps
[pps-low]

EREBIOTFRMGEILAVE, K= P TRETDIINT 74y 7 OEE (N7 v b
) THRELET,

o pps: LRG0 ONERLLTE 1 ALE T), $8ETE 2P 0.0 ~
10000000000.0 T3, 8 L7z pps DIEICE L7286, A M—A XTFy hO 7
TvT 4T Ty LET,

o pps-low : (EE) THREMH L~ UNMRULTE 12 E T), FEETE DM
X 0.0 ~ 10000000000.0 T¥, Z OfEIF ERIMHEMEIZEE L, 23 &<
RTAIER Y FH AL

REWEIEDO L EWMEIZIE, k. m, gREDATN) v T4 7 2 TEE
‘é_o
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W storm-control

action R—=F TR —L2BRELEGEICETEINDT Vvay, 774V 8T 7var
shutdown |trap |3, FS5 T v ETANEZYV LT, XY FU—2EHTa FaL
(SNMP) FT7 o7 H#EELERA,

X —U—ROBWRIIKDO LB TT,
e shutdown : XA h—ADM, K— b 2T 41— NI LET,
o trap: A F—AFARFHZ, SNMP F7 v 7 E2EELET,

FTI+IE Ta—RXxy A b, v ALFF¥ R b, BLORa2=%% X h X h—=L1HIEIIFT 4 =7V TT,
FTIANNTIavid, b T4y ET4NF YT L, SNMP FT v T EREFLETA,
avY R E—F A H =T 2R AT fFalb— g
avy FERE J1y—= EEEMR
15.0(1)EY Zoawr RRBMERE LE,

HEREDHA K51

GE)

A b= SHEIE L SE, A FOSFIRIROEIS, TN T v 0 2ZETHIHE (1 b
DoXRTy MR, FRIZ TRV OE Yy M) TANTEET,

EHIRIEOR G THEE L72HE. 100% OIGHEIX, FBELIZE N T 7 4 v 7 XA TITHIRBHEE ST
WRWZ L EBEWRLET, level 0 0 OfEIX, A—F EDFT R TOT o —RFFyr A b, wLFF v A b,
=Xy AN NT T 4wl BTy LET, A b—2HENE, BRI LV 100% K OHE
WA R =T MR 5, ORX M —2HERENEEINTWARWES, 77408 T 73
SE AR LORR LR TND R T T4 v s ETAAS Y7L, SNMP h Ty T ERELEE
oo

YAFEXAD FTT 4 I DA P AHELEVEICELESS, TY Y TR bal T 2
=v bk (BPDU). Cisco Discovery Protocol (CDP) 7L —2D L5l vT 7 4 » 7SO~ LT
F¥AL FTFT7 47 3T_RTT vy ELET, 7272 L, AA v F Ti& Open Shortest Path First
(OSPF) DX BN—FT 47 Ty 7TF—be, EROVATFIXY AL T—4% b7 7 4 v 7 IZKHIE
NIRNTZD, WD T T 407 ZATHRT a7 SRET,

trap 3 £ O shutdown 47 3 i, AWML L TWET,

Ny b AM—LAPBHINTEE XYYy MU UEITS (A F—ADM., F— 2 errdisable (272
) XTI varvERETDIHGE, AVE—T A AEZDAT— NP LEERT HIZ1E no
shutdown f v 4% —7 x4 A a7 4FXal—Yay avy ReiHT 20828 H Y £3, shutdown
TIarvERELROGA, T2 v arE trap (A N—LRIHEHZAL v TR NT v T EART D)
IZHRELTL &0,

A N—=LRFREL, FTESNDTI72arBD T T4 7DT74NEY) T ThHEE, TR L~
ABEEINTNRNE, T 7 0o 7 L— B ERIHI L~V EVELSRDETAL v FIELTRT
DI 74w 7% Ty LET, FRAGILSABEEINTWAEYEA, FF 7 v 27 L—MRZ
DUV EVELRDETAA v FIIN T T4 v &Tay 7 LET,
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GE)

storm-control W

A b — AN, BEA =T 2 A AT R—FENTWET, £7-, EtherChannel T% A b — 4
HEAZRETE T, A b—LH# % EtherChannel THRETIHA. 2 h— LR EIX
EtherChannel WA > % —7 = A A L £,

THa—RExY AN AM—LANRBEL, BEITENDTIVarN T T4y I DT 4 NVETHIEA.
AA v FIET o —RKE¥Y A s VT T4 v T ET ey LET,

FAIZOWTIE, 2OV U —RIZHIETDY 7 b7 ar74Xalb—vay A REEMLTL
7ZEW,

i WOBITIE, 75.5% O ERIIHI L~V TT7r— RE¥ ¥y XA N A h—LARlH%Z A X —T NZT D HikER
LET,
Switch (config-if)# storm-control broadcast level 75.5
WOBITIE, 87% D _LRIGI L~L & 65% O FIRENE L~V DR—FTa=F v X b 2 F—Afili#l &
ARX—=TNVICT D HEETRLET,
Switch (config-if)# storm-control unicast level 87 65
WOBICIE, 2000 237w N /B O ERRH v & 1000 237 v N/ B O TR L~ L O R — K T
NFFx AN A b—Lifliflle A 2—T7 VT D HEERLET,
Switch(config-if)# storm-control multicast level pps 2k 1k
OB TIE, A— kT shutdown 727 3 & A F—TMZT D FkERLET,
Switch(config-if)# storm-control action shutdown
[CEEIEINS avwy kR BiEA
show storm-control TRTDA LB —T =2 AL, FRIFHEDA L X —T =4 A LT, 7
B—R¥¥ A b, v ALFF¥ A FEHIFT2=F% v 2 N 2 b— LAl O
ExERTLET,
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W switchport access

switchport access

ABT 40 TIRAEZFEAT IV T78AKR— e LTHR— FERET DT, switchport
access f o X —TxA XA AT 4 FXal—ay avwy RefEHLET, 77EX %—%%24 A
DT 7/ K VLANIZU 2y b3 52iE, Zoa~vr Fone BXNEHEHLET,

switchport access vlan {vian-id | dynamic}

no switchport access vlan

BEX DA vlan vian-id A B —T A R%, T2ZEAFE—KVLAN ® VLANID %>z ¥
TAVT TIZEAR—FELTHRELET, BETE DHMAIX 1 ~ 4094
‘/GTO
vlan dynamic VLAN A2 R_R—=2 w7 R — H— (VMPS) 7 haick-oTr s

TR E— R VLAN BPREDLLITHELET, F— h kaféﬂf_ﬂ‘%]\
() OEEITL MAC 7 R L RZHEHESNT, R— bR VLAN FDHT
BNET, AL v FiE, HLWMAC 7 RLRAEZ(5T 570N VMPS
H—NZIEE LT, 5f/f‘)“/7 T EAR—NIZ 'JDéTéVLAN@
AEiEBRELET, TCI — MZIZ VLAN 23510 B THHRTWT, %
fE7E78 VMPS 12 J:o'@?(um éﬂ‘(l/\ LG, A TRy NEEYT
% VLAN IZHEE L £,

T2+ FIFNV DT 7 A VLAN BIOR M7 f B2 —T x4 A FXAT 47 VLAN I, I v k
T —bLFERFA =T 2 A A N—=F =TI L7727 74/ b VLAN T,

ATy TI7EZR— I, BUILZED VLAN DA NCHBET, ZIELT7 vy MIESHY
THEIDVYCEZELET,

avY kK E—F AV B =Tz A AT 4 Falb—var
avy FEE Jy—=2 EE &
15.0(1)EY Zoavy RREMERE L,

FREDHS ES1Y 24 v FHR— FDF— N, access [ITRESNTWAEE., B— MIFEED VLAN O R 3L LTH)
fELEF, dynamic & L CEHEINTWAEHA. ‘J"— l\ i BELIEE Ay M-SV T, VLAN
Y B CoOmHERKBLET,

no switchport access =~ KX, 77 & A £— K VLAN %27 /3A 205727 7 4 /v~ VLAN {2V
FLET,

switchport access vlan =~ > RZ G 2I121E, FAHCFR— 2T 782 E—RNZTH20LERH Y
£7.

TI7RA R REFVLETHILERTELDIE, 1 20 VLAN 721 T,

—hEXAF Iy L LTRIET HITIE, FHNZ VMPS #—3 (Catalyst 6500 U — X 2 A v F 72
&) ERETDHDMLENDY £,

Cisco IE 2000 R wF AT K Y77 LR
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switchport access W

BAF w7 TU/RAR= I, ROHIBREESEH SN ET,

e V7 hu=7iE, Catalyst 6500 >V —X A A »F7ED VMPS #7 =1 —TZ 2% VLAN Query
Protocol (VQP) 7747 hEFRELET, AL v FiX, VMPS $—_TlId vV AL, KN—
NEFAFI v & LTRET DL, FATC VMPS V—RZ2RETHLERD Y £,

o HAFIvI TIRAKR—-MI, VR ATV aroERICETERALES, Ty
g haVEFEATEIAL T ERIEIN—FIIEATFT I T TIOERA R NEERT D &, )
rshdZenH 0 £,

o STPRXAFIvI TI7EAR—F2STP 7uyFr 7 AT — MLV EHic, 2y hU—7
ERELET, A FIv 7 77 AX AR— Tl PortFast BEEN BB A R —F 2R Y %
7,

o XAFIv I TIEAR—=NI, 12O VLANIZ/ZTET 22 EMNTE, VLAN ¥ X 713l
LEHA,

o XAFIvI TIEAR—FEROIIICHRETDHI LITTEERA,

— EtherChannel R— ks Z V=T DA LN (XA FI v T TI7EAFR— NI, MOXAFI v
R—=rpl, MOR—FEIZITNV—TLTEEHA)

— RET 47 T RFLVA T NIHNORETERITSEER—

— B=X KA—F

i WOFTX, 778 RAE—FRTEHET LA vF RA—h A X —T x4 AN, T 71/ VLAN
TiE72< VLAN2 TEIHET A L2 AR L E T,

Switch (config-if)# switchport access vlan 2

FHE &R T D I2iE, show interfaces interface-id switchport ### EXEC =2~ > K& AL T,
Administrative Mode 173 X O Operational Mode 1T O {H# % < F 7,

BEaTUFR avwUFk BieA
show interfaces switchport KR—F 7 ov¥ 7 R— MEERERE, AL vF 7 FEr—
TAVYT) R—FOEFHAT —HZABLOEEAT — X AERRLE
‘é—‘o
switchport mode A—=FrDVLAN A= o7 = RERELET,

Cisco I[E 2000 R wF IRY K JI7 LR
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Bl switchport autostate exclude

switchport autostate exclude

VLAN A v 4 =T 2 A A (AL v TFRBA L H—T 2 A R) DTA VAT — DT v TERIFL T
DFEMNBA ¥ —T = A%RIT D I2I1L. switchport autostate exclude f > % —7 = X2 2
Ta4Falb—varavy FeHLEd, 7740 PRECETITIE. 203~ RO ne Bz
ALET,

switchport autostate exclude

no switchport autostate exclude

GE) Zoavw R, AL vFRIP YV —ERA A A—=VEBEL TCWAEFICETHHTE £,

BX DA Zoa=y RZE, 5IELEFF—TV—REIHY £HA,
TI4NLE VLAN DT _RTOR— % VLAN A > X —T = 2 Vo T v TERICEDET,
avvk E—F A B =Tz A AT (Fal— gy
avy FER Jyy—= EFEANRE
15.0(1)EY Zoavr RRBEMEhE LK,

BRLEDHA FS1Y SVIIZBT LAY 2T 78A F—bEIEFT 27 K— | T switchport autostate exclude =~ >
REATILET,

A—F0BE VLAN O v 57 ¢ v 7 Bk LT 546, VLAN A &2 —7 A A (SVD) ZEEH L
TWET, VLAN FOTRTOR— I REZ 7 LTWAENhT ey 7 LTWAEA, SVIIZF 7 LT
WET, SVI 74> A7 — F&EEI4 521X, VLAN Eodb7a b 1 2OR— &8 LT, #xk
SHBHZMENRDH Y EF, switchport autostate exclude =~ > REFEHATHE, SVIA v F—T A R
DITAVAT— K ToTlERRATHENOR— BRI TCEET, HExiE, £=2Y 7 K—
AT 77 4 77272 TVLAN BEEI L TWA ERRINBRNE ST A0z, HENLE=XY
VI R—bERATEET,

A — kT switchport autostate exclude =~ > REZASj+25 L, ZDa~vy FEAR— FTARx—T T
2o TWHFRTO VLAN I S E T,

A v H—7 A AD autostate E— N & fEZE T 5121, show interface interface-id switchport F74#
EXEC 2> REANLET, T— FBRREIN T2V E | autostate E— FRRRFINEH A,

5 ROBFITIE, A ¥ —7 A AT autostate (R ZREL T, REZMWRT D EEZRLET,

Switch (config) # interface gigabitethernet 1/1

Switch (config-if)# switchport autostate exclude
Switch (config-if)# end

Switch# show interface gigabitethernetl/l switchport
Name: Gil/1

Switchport: Enabled

Administrative Mode: dynamic auto

Cisco IE 2000 R wF AT K Y77 LR
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Operational Mode: down

Administrative Trunking Encapsulation: negotiate
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled
Voice VLAN: none

Administrative host-association: none
Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Autostate mode exclude

switchport autostate exclude W

BEa< R

avwyv ki EA

show interfaces autostate E— K (FHEINTWAEA) 28T, A4 vF 7 G

[interface-id] switchport N—TF 4 T) R— b DOEHAT—Z ABLOEMERT — % X% FKR
LET,

show running-config BRAEOBMEREL R LET, MUFRICOWTIX, [Cisco 10S

Software Command Reference, Release 15.0] %S L T 1230,
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M switchport backup interface

switchport backup interface

Flex Link #&ET 2I21E, ALY 7T v T T4 02 =T =2 ADXTIE, LAY 2404 —
7 = A AT switchport backup interface f > ¥ —7 =/ A a7 4 Fal—vary avr RefHL
%9 Flex Link BEZHIFRT 2121%, Z0a~r Fono JBAzfMMHLET,

switchport backup interface [FastEthernet interface-id | GigabitEthernet interface-id |
Port-channel interface-id | TenGigabitEthernet interface-id | {mmu primary vlan
interface-id | multicast fast-convergence | preemption {delay delay-time | mode} | prefer vlan
vilan-id}

no switchport backup interface [FastEthernet interface-id | GigabitEthernet interface-id |
Port-channel interface-id | TenGigabitEthernet interface-id | {mmu | multicast
fast-convergence | preemption {delay delay-time | mode} | prefer vlan vian-id}

(G¥) ZDawy REFEHATEADIE., A1 v F N LANBase £ A —V % FEITL TWAEATT T T,

BXXniRHA FastEthernet (f£E) 77 Ak A —¥%x> F IEEE 802.3 &R — M &2fEE LET, H5E
T 5#PHIT0~9 TT,

GigabitEthernet (fEE) ¥H vy b 4 —¥% %> b IEEE 802.3z R— " &45E LE 3, &
TEH#PHIZ0~9 TT,

Port-channel EE) A2 —T x4 ADA—HF vy b FrxLZiEELET, HETE

LHFEPHIL 0 ~ 48 TT,

TenGigabitEthernet  (fEE) 10 ¥ Wy b A =¥ &y b K= bPAZEELET, HETE2H
BHIE 0 ~9 T,

interface-id REENBA L EZ—T2AADNRNy 7T v 7 Vo7 LTCEETALAY
QA H =T 2 A RF, DA H—T =2 A RIS X —T = A A F
TR — b Fr RN ERETEET, A— M F v RLHEPHIZ 1 ~ 48 TY,

mmu primary N2 T T A E—TxAAXTDMACBEIEH (MMU) Z&EL
vlan interface-id ER

multicast INFXXAREEI L A=V A NRNT A= EEELET,
fast-convergence

preemption R T T A BZ—TxzAAXAXTOUYWKRZAXF—LEHZTELFT,
delay delay-time TV a VBRERELET, AREIL 1~300 B TT,

mode 7Y x> F v 3y E— K% bandwidth, forced, F7/=id off IZFXE L E T,

prefer vlan vian-id VLAN # Flex Link X7 DR 7 F7 v F f v HZ—T = ATFEITIND L
JIWZHELE T, VLANID #tiHi% 1 ~ 4,094 T,

off NI T TNET ITF AT ~DT VT T a v REELRNT L i
ELET,
delay delay-time TPV Fya VBEERRELET, ARRMEIZ 1 ~300 T,
TIFIE 5 7 # v hi&, Flex Link AEEINTCWEHA, V7 vary ®—RNE47Td, 7V

TarETVWERA, VT g VBT 35 BICHRESN TWET,

™.

H
I

™.

avy f B =T A AT 4Fal— g
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switchport backup interface

avr FEE

HEREDHA K51

3l

yy—=x EEER
15.0(1)EY Zoawr REMShE L,

Flex Link # 3% ET5 . 1 2OV I NRTIA4 <Y A F—T 2 AL LTHELT NI 74 v %
AL, b)) DA A =T 2 A ANARZ LN, T—= R0, TT7A4~Y Vo IBTy vy b LY
VENTEGAICEEEBGTEL I ICHEHINE T, RESNDIA LA —T = R I T 7T 47 Y
V7 LRI, RESNTA Vv E =T A RINy 7 Ty T V7 ELTHAIENE T, 2 ORI
ANR=y 7YY — 7 a hail (STP) offbvicsEftsin, =—F»n STP 24 712 L THHEARNZR
VRN EMERTEET,

o ZDATURNIFE LAV 2 AU F =T A AT LTRITEMFRETT,

s [EEDOT VT 47 UV ZIZx L CRREMRER Flex Link Xy 7 7 v 7 V2731 25T, 77
FUATAE =T 2 A RALFRRDA X —T = ATHRITFTRY EH A,

o A LUHA—T A ANHFTBTE D Flex Link 71X 1 2F T, A v F—T 2 A AR I T o7
Vo203, 1 o077 747 Vo7 LTCETTYT, 772747 U Z7i3Blo Flex
Link XT7IZBT5Z LIXTEEHA,

e RNyl T wT VI3 T7IT7 47 Vo7 ERIULEAT (2277 AN A=y FOXH
By b A— *JL;‘rv/ F) THRLETEDLEWVWERA, 27200, AZ UL VIR NT T 4w Zlinik
BB LTGROV —TBRAELZVEERER L2 Lk 512, MWD Flex Link % [FEED
HPE TR E#ém%#%@i#

o WThoU 2% EtherChannel I/ 54— MIIEBRNEFA, 722, 2 OO)‘J““* b F ¥R
(EtherChannel #H#lA > X —7 = A R) % Flex Llnk ELTRETEET, £, A=k Frx/
DYBA L B —T 2 A ZADWTN—FET 7T 47 V7L T, FA—h 7’“%%»&%@4 g
H—7xA AR—br% FlexLink &£ LTHETEET,

o STP NAA v FITREZINTWAHEE, Flex Link 13+ _XTHOAEX7Z VLAN T STP 22 ML+
Ao STP NEMEL TWARWEA, RESN TV PRI TIL—0NREBAELTWARNWT & 2R L
TLEE W,

WDOFETIX, 2 2D A FZ—T x4 A% Flex Link & L TRET A AL ET,

Switch# configure terminal

Switch (conf)# interface fastethernetl/1l

Switch (conf-if) # switchport backup interface fastethernetl/2
Switch (conf-if) # end

WOFITIE, N I T v TOTV 2 Tyav 2795277 A A=Y Fy b A F—TxA
AERET DHIEERLET,

Switch# configure terminal

Switch (conf)# interface fastethernetl/1

Switch (conf-if)# switchport backup interface fastethernetl/2 preemption forced
Switch (conf-if) # end

KOFETIX, 77 AR A—P XY N AV B—T oA ZADF YL g VBEEMEZHRTET 5 HES
RLET,

Switch# configure terminal

Switch (conf)# interface fastethernetl/1

Switch (conf-if)# switchport backup interface fastethernetl/2 preemption delay 150
Switch (conf-if)# end
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M switchport backup interface

WOFITIE, MMU 774 ~YU VLAN £ LTT77 AN A=Y Ry b A F—T oA RAEHETDHFHIE
R LET,

Switch# configure terminal

Switch (conf)# interface fastethernetl/1l

Switch (conf-if)# switchport backup interface fastethernetl/2 mmu primary vlan 1021
Switch (conf-if) # end

RE & MR 521X, show interfaces switchport backup #### EXEC =2~ F&# AL ET,
WOHITIL, #% VLAN O EFIEEZRLET,

Switch (config) # interface gigabitethernet 1/2
Switch (config-if)# switchport backup interface gigabitethernet 1/1 prefer vlan 60,100-120

X &R T D I2iE. show interfaces switchport backup ## EXEC 2~ > RZAA L E7,
ZOHITIX, VLAN 60 8L OV100 ~ 120 BSAA v FITHREINLTWET,

Switch (config) # interface gigabitEthernet 1/2
Switch (config-if)# switchport backup interface gigabitEthernet 1/1 prefer vlan 60,100-120

W5 DA 2 —7 = A AREEFOEEIE. Gil/2 8 VLAN L ~50 D b7 7 ¢ v 7 ik L, Gil/l
7 VLAN 60 8LV 100 ~ 120 D b T 7 ¢ v 7 &fEE LET,

Switch# show interfaces switchport backup

Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernetl/2 GigabitEthernetl/1 Active Up/Backup Up

Vlans Preferred on Active Interface: 1-50
Vlans Preferred on Backup Interface: 60, 100-120

Flex Link f V% —7 = A4 AN F 35 L (LINK DOWN), ZOA ¥ —7 A ATELINS
VLAN (%, Flex Link X7 OET f VX —T =2 RAIBHLET, ZOBITIE, /1 F—T AR
Gil2 #9425 L, Gil/l 28 Flex Link <7 @34 ~T?» VLAN Z{=% L £,

Switch# show interfaces switchport backup
Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernetl/2 GigabitEthernetl/1l Active Down/Backup Up

Vlans Preferred on Active Interface: 1-50
Vlans Preferred on Backup Interface: 60, 100-120

Flex Link f > % =7 = A ZBT v FZlad b, ZOA 2 F =7 = ATEESND VLAN ZET A
VH=T 2 A ATT Uy I EN, Ty T LAV E—T =2 ATT AT =T 47 AT — NIV F
T ZOFTIE, A F =T =A 2 G2 BHFOBB LHEDD L, 2O =T ATEEESND
VLAN BET A v #—7 x4 X Gil/l TV rvy 7 I, GillR2 IZiEEsSET,

Switch# show interfaces switchport backup

Switch Backup Interface Pairs:

Active Interface Backup Interface State

GigabitEthernetl/2 GigabitEthernetl/1 Active Up/Backup Up

Vlans Preferred on Active Interface: 1-50
Vlans Preferred on Backup Interface: 60, 100-120

Cisco IE 2000 R wF AT K Y77 LR
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switchport backup interface

=2

WOFITIE, A Z =724 AGI/TIZTATFFY A MGHEAL NV 2V ALEREST D HEELRLE
ﬁ—o

Switch# configure terminal

Switch (config) # interface gigabitEthernet 1/1

Switch (config-if)# switchport backup interface gigabitEthernet 1/2 multicast
fast-convergence

Switch (config-if)# end

HIE & MR 5 121E. show interfaces switchport backup detail £7# EXEC =2~ K= A LE T,

Switch# show interfaces switchport backup detail
Switch Backup Interface Pairs:

Active Interface Backup Interface State
GigabitEthernetl/1 GigabitEthernetl/2 Active Up/Backup Standby
Preemption Mode : off
Multicast Fast Convergence : On
Bandwidth : 1000000 Kbit (Gil/1l), 1000000 Kbit (Gil/2)
Mac Address Move Update Vlan : auto

BEgEa<w K

avwy kR SiEA
show interfaces [interface-id] A A v FEITHRE LTcA v ¥ —7 = A ATHRE SN TS Flex
switchport backup Link & FDAT—H A% KR LET,

| oL-29596-01-J

Cisco IE2000 R/ wF IRV F YI7LVR



$¥(2%F Cisco IE 2000 R4 ¥ F Ciscol0S a< Y F |

W switchport block

switchport block

AADOTAVFH ¥y XA NERIF2=F % X b Ny PPEEINRVE DICT DL, switchport
block f V4% —7 AR a7 4Falb—aryavwy FEERALET, RADOLVFXR¥ X £
=%y A h Xy NOEREEZHTTIHIZE., Z0oa~v> Fono BRXEHEHLET,

switchport block {multicast | unicast}

no switchport block {multicast | unicast}

X DERBA multicast RHOLF XYy A+ VT 7490”7 nv 7 S8Nd L2 ICHEELET,

GE) MBRLAY2~ATIXYARL N T 740008 FRBTrny 7 3NE
T, ~v X —IZIPv4 £7213 IPv6 DI RE G~/ F X v X k2
o MIvaey s EhEREA,

unicast RHOZ=F YA N N T 74w 0N Ty 7 E3N5IHITHELET,
TI+ILE KRR~V TFHF ¥ A MBI =F Y2~ T 700737y 7 SR THERA,
avwv kR E—F AV H =Tz A AT (Fal— gy
avy FERE yy—=x EEHEEH

BRLOHA KS1Y F 740 hTlE, AR MAC 7 RLAERESTRTO N T 7 4 v 7 N TRTOR— MIEREEINRE
T, R — M EIFIERER— N EORRAL~ L F Xy A b ERIF2=F Y AN VT T 40T BT
Oy 7352 ENTEET, FHRYALTF Ry A MNERIFZZ=2F% v AN NTT7 4 v 7 DNMEER— T
TuyZ INEWEE, EX a2V T4 ICHEOHLGENH Y 9,

VNVFXFY AN T T 47T, A=K 7oy XU TERERIIMR LA Y2 Xy NETET e Y
JLET, ~v X —IZIPv4 £721X IPV6 DEREZ G~ L F ¥ A N Xy MIvav s SnEdA,
T2 LT Xy XA NERF2=F Yy AN T T70v o707 my 7, Ri#EFR— N ECTHEIZA
F—=TWNZIF R Y EHA, FIRMICRETOILERDL D £,

NrybhoTday 2T A3ERIE. 2OV Y —RCKHETEY T 2T ar7 4 Xal—a v
HA FEZBLTLTIEE N,

1 WOFTIE, A F—T2AALTRABRZ=F v AN VT T4 v 7T a7 355 EERLET,

Switch (config-if)# switchport block unicast

FE & FERR 9 5I21%. show interfaces interface-id switchport ¥# EXEC 2~ > FE AN L ET,

BEaTUF avUFk BREA
show interfaces switchport R— K 7o vx 7/ R— MEERERE., AL vF 7 Gir—
TA4vT) R— b OEBAT =X ABLOEEAT —F A TR LE
R
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switchport host W

switchport host

WX DA

TIHILE

™.

H
I

™.

avy

R— F DR R & R 9 5121E, switchport host f V% —7 A A a7 4 Fal— g 2
YU REERALES, VAT L E~OREEZRLTIE, Z0avr Fone BE2HEHLET,

switchport host

Zoavwy R, IEELITF—U—FEH D A,

A= DT 73V NI, FA M~OERIMEE S TWERA,

A HF—T 2 A AT 4 Fal—3g

avy FEE

BEREDAL T4

]

)y —= EEERR
15.0()EY Zoavy RRBIMEShELE,

BFA MEGOTZ DR — b & E{LT 5 121%, switchport host 2~ KT, 7278 AT DA A vF KR—
FE—REREL, A=YV —PortFast £ X —7 ML T, F¥ RN IN—E L T%T ¢
TN LET, TR ATy a VIR I OREEEAT LN TEET,

A= 77 Y — PortFast i34 2 —T /N Th H72, switchport host 2~ N&2 TV JLARR N EHE
BT DR— MIIEFATILET, TOMDAL vF NT averbb—%, £7E37) v
fast-start IW— N & T D &, —HEAICA R IV ) — V=T RRET LR £,

switchport host =~ > K& A X—7 V2L, 7y MNEEDORLICK T 2 BERMAZ > SE5 2 &
MTEET,

WOBITIE, K— FDOHRA MEFROBRE & kil d 5 ke R LET,

Switch (config-if)# switchport host
switchport mode will be set to access
spanning-tree portfast will be enabled
channel group will be disabled

Switch (config-if) #

FXE & TR T D I2i%, show interfaces interface-id switchport ## EXEC 2~ K2 AH L ET,

BEgEa< K

avy kR L]
show interfaces switchport =2/ vFR—K T—FE2Et, AL vF LT R—FOEBAT—X
ABIOEERAT —F AR RLET,
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Bl switchport mode

switchport mode

A= KD VLAN A =y 7 £— RERET 2I121L, switchport mode > % —7 = A a7 ¢
Fal—varyavrs FaeEHLET, = Fa7 M 20T 74V MRECY Y FT5HIC
X, Zoavr Rone BERXEFEHALET,

switchport mode {access | dotlq-tunnel | dynamic {auto | desirable} | trunk}

no switchport mode {access | dotlq-tunnel | dynamic | trunk}

EBX DR access R—hr%&7T 7EA E—F (switchport accessvlan f ' % —7 = 2 a7 4

Xal—rary avl ROREBIISL T, AET 4 v TI7RBRAERIZZA
T TIZEAOWTAN) ICHRELET, A— MIBKFMCT 78 AT
HEITEHRESN, TRV (ZTRL) TL—hEBEZETHIH—DIE
FZ72 27 VLAN A v —T =24 AL LTEMELEYT, 778RA R—%2EY
MTHIENTEXDHDIFE, 1 20 VLAN 7217 CTF,

dynamic auto AVB—T 2 A NTrX T B— R FALF Iy 7 AT 2= % auto IZik
ELT, A H =Tz A ANV TR T2 7 Vo7 CEBRT DI HICHRE
LET, TUBRT7HNVFDAAL v F F—F T— R ET,

dynamic desirable (> % —T7 AR NTUFL T F—R FAF I v T A—F% desirable
WRELT. A E—T oA AINY OB T Vo PICT 0T 4 I8
Wb koI ELET,

trunk N IR — N EREMHICERELET, F—MIVLAN LAY 2 A& —
TxAARAENT X7 LET, A— M, E#ETLD VLAN Zi#kBI3+ 557
vk (X 7f1E) JLv—aEEBZELET, N TUIE 2 00AL vF
M., FREAAL v FEV—FZBORAL L FY—KRA Vb Vo7 TY,

T4+ 77 #/v b ®— KL dynamic auto T3,

T
H
I
™.

avy A B—T A AT 4 F¥al— g

avy FEE yy—x EEERT
15.0(1)EY Zoavy RRBIMEhELE,

BRALDASL ES4Y  access. dotlg-tunnel, E£72i% trunk ¥—7U — RICXBRENALE 225 DIE, switchport mode =2~
VREHFEHALT, @URTE—RFCR—FE2RTELEGATET T, AT 407 TI7ABLO T
VI OBREFTRFEINETE, BARICT 77 4 7 TEDLOIXNTNOOBRELT TT,
access T— RZEBIAET D E, A1V F—T oA RIKEWRIEN T X T T—RIZRD, ZAN— A
VE=T A AR MBI NT T VT ~OBEBIZEELRWESETH, TOEBREITO LD
ek TvT— b LET,
trunk E— REANTD L, A 0¥ —T oA AFKEENR T X7 B— R, BkoA( v
=Tz A AN I N NT 0T VoI ~OEBIZEBRLZVEAETH, ZOEBEITI LHITx
Tz — FLET,
dynamic auto £— FZ AJ) L72BEIC, A ¥ —7 = A AH trunk £ 7213 desirable £— FIZF&
EENdE A F—=Tx2ARAFV % T 0 Vo2 IZEBLET,
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switchport mode W

dynamic desirable =— K% A L7 WA 2 —7 = A A trunk, desirable, F721%
auto E— NIZRESND &, ¥ — 7:421%7/74/57 T A AR ET,

oo 7 EHBIR I =2 a T 5I0F, A X —T 2 ANREL VLAN hJ %07 7o b
2 (VIP) RAA VICHFHETLIMNERSV ET, hT 07 I3y —Tad, RA 2 MY —KA
‘/l~ Jue harcThirAAFIv s bTUxrS Fu han (DTP) ko TEBEShET, 772
. THDA L E =Ry NI =X T FRAL AL > TDIP 7 L— Ai)S‘TIE’%%éMT\ FJE LTz
ﬁ&fié%/\#%biﬁ“o ZOFEREEBET HI21E,. DTP VR — b LAWEBEICER Sz v
5{ T2 A ANDTP 7 L—AZEmELARVEHIZ, DEY DTP 24 71 #éiouﬁﬁﬁé%\gbi‘%
D E9,
o INLDOY YU ETRIZ VXU T EITORWEAIL, switchport mode access 1 > % —7 = A A
a7 4F¥al—varyavry ReFEALT, FIUF T ET =TI LET,

e DTP#H KR —FLTWARNWEETKrI X 7% A 3—7WICT HIZIE, switchport mode trunk
B L U switchport nonegotiate { > ¥ —7 = A X a7 (Fal—al axr e LT,
AVE =T A ANITFT U725 THDIP 7L —A&EAERLRNLIICRELET,

dotlg-tunnel # AJj 5% &, AR— MFIEEE 802.1X b R/ R— k& L THEMHIZHRESNET,
TIREAR=F FFr7 R—h BEO b B M HAICHHMAZ2BRICH Y £,
IEEE 802.1x t4fEIX, DO HIETAAL v F A—F E— RIZEAHLET,

o 527 R—PFTIEEE802.Ix A F—7NMICL LD ETHE, TT— A v b—URNEREN,
IEEE 802.1x (A *—7 /L7 £ A, IEEE 802.1x MJGR— FDE— & M7 U ZIZAE L K
2ELTH, A— b E—FNIELTEINEHA,

o R— Fg%iE T IEEE 802.1x % dynamic auto ¥ 72X dynamic desirable |21 *—7 /L L L9 &F
HE, =2T— AvbE—UNRERRFIN, IEEE 802.1x 1314 3r—7 /W27 0 £ A, IEEE 802.1x %/t
A— hDE— F% dynamic auto ¥ 721X dynamic desirable [ZAE L L5 & L TH, A—F E—F
FEESNEEA,

o X¥AF Iy T rEA (VLAN Query Protocol (VQP)) A— kT IEEE 802.1x %A X —7/LZL
EoreTsL, 27— AvEe—URKRARIN, [EEE 802.1X A R —7 W27 ) £ A, IEEE
802AXx XA — FEEHLLTHAFTIv 7 VLAN ZEHD Y TLHIELTH, =F7— AvE—UN
F/REI, VLAN REITZELEEINE A,

WOFTIE, R—r 2T 7R T—RFIRETDHEEZRLET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# switchport mode access

WOHITIE, RA— % dynamic desirable £— FIZRET 5 HEEZRLET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# switchport mode dynamic desirable

WOFITIHR, R—Fr2 7027 F—RICRETAHFEEZRLET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# switchport mode trunk
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Bl switchport mode

BEaTUF avUFk B
show interfaces switchport A—=r TuavR 7 R—MEERERE, AL vTF T (FFEr—
TAVT) K= FOEHRAT —ZABLOIERT —F A ERRL

£,

switchport access R=h"ERAET 4T TIVAR= ERIZFAFIv I TI®
AR—=FELTRELET,

switchport trunk AVHE—T A AN T X7 B— ROBE, N7V 7 OFEE
HEELET,
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switchport nonegotiate Il

switchport nonegotiate

FAFIv 7 bk Fuban (DTP) XA m—3a s N7y MRLA Y2 A48 —T=A
ATREFEENWE S ITHET H121E, switchport nonegotiate 1 ¥ —7 = XA 27 ( Fa L —
varvavwry REFERALET, AMvFIE, 2O F—T A A ETDTP XFv—v 3 VEITHD
Fth, T7ANVIRECETIE, 20avr FOone BRXEERLET,

switchport nonegotiate

no switchport nonegotiate

X DA Zoavy R, 5IBERITF—T—RIEIH Y FH A,
TI4NE FTI7ANETE, FTUF S AT —H REFERT L0, DTP 2 dva—va VEBHLET,
= AV B—=T 2Ry T4 Falb—ar
avy FERE Jy)y—2 EEANRE
15.0()EY Zoa<wy RRNBMEE LT,

BEREDAL T4

3l

nonegotiate A7 — ¥ A Z i7" 5 1ZiX, switchport nonegotiate =~ > F® no X EHHL £,
Zoa<wy RBNEN DL, AV F—T A A AL v TF K—FE—RKNTI7VAERITINT 7
(switchport mode access ¥ 7-(% switchport mode trunk > % —7 A X a7 4 Fal—T =z
o<y RTRE) OBAIT T, dynamic (auto F£7-(% desirable) £— R CZ D a~> FEEITL
EoeToe, =7 —NEINET,

DTP #HR—F LA 2=y FT—F 7 T/NA ZATE, DTP 7 L— A BRELLEESNT,
RECTEPRELDZERnHY £7, ZOMBELZEREET 5I21E, switchport nonegotiate =~ > N4 fif
MLTDTP #47IC L, DTP %R — bk LTWRWT N, RTHERE SN A » F—7 = A A DTP
TL—LEEELAENEIICHRELET,
switchport nonegotiate =~ N ASJL7cHc, DA —T7 A4 ATEDIP X T =—v 3
N7y MIREEENERTAL, TNXAAR ST XU T RFETTENE D T, mode /NT A —X
(access £721% trunk) 12X - TRED ET,

e INHLDU I ETRIUF U7 H2ITORVEAIL, switchport mode access 1 % —7 = A X

a7 4 Falb—vary avr REEHALT, NIy F T a2 T 40— LET,

e DTP KR —FLTWRNTNAATD KT UF2 T %A 3—T )T 5 I21E, switchport mode
trunk 3 L O switchport nonegotiate f > ¥ —7 = A A a7 1 F¥al—v gy a~vr N&HH
LT, AV E =Tz AN NT 727> TH DIP 7L — L& AMLRNE D ICRELET,

ROFITIE, F— ML TRIvrF 7 E—Foxravym— bEflRL, (E— ROREIZLLT)
NI R—=FERIZT 78X R— M LTEMESE D HIEETRLET,

Switch (config) # interface gigabitethernetl/1
Switch (config-if)# switchport nonegotiate

R A TR T 511X, show interfaces interface-id switchport £##% EXEC =~ > F& AN L ET,
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M switchport nonegotiate

EEavUFR = SV B
show interfaces switchport R—F 7o oXx 7 R— MRERERE, A vF L7 R— D
AT —=ZABLOINEAT =2 A 2R RLET,
switchport mode AR—=FD VLAN A=V v 7 £— REFRELET,
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switchport port-security W

switchport port-security

A F =T 2 A ADK—bF ¥F2 VT 42 X =T NZT DI, F—U— FefEEETIC
switchport port-security f > % —7 A A a7 4 Fal—r g avr FeALET, F—
U—RERETDE, BEX2T7 MACT RLA, AT 4 vFMACT RLARA F—=7 £F%=7
MAC 7 FLZADRRE, EFRITERE— RBREINET, A—h X2 V7027 0= ML
720 ERFNATA=FET 740 MREICETICIE, Z0oaxr Fone BAEEHLE T,

switchport port-security [mac-address mac-address [vlan {vian-id | {access | voice}}] |
mac-address sticky [mac-address | vlan {vian-id | {access | voice}}]] [maximum value [vlan
{vlan-list | {access | voice}}]]

no switchport port-security [mac-address mac-address [vlan {vian-id | {access | voice}}] |
mac-address sticky [mac-address | vlan {vian-id | {access | voice}}]] [maximum value [vlan
{vlan-list | {access | voice}}]]

switchport port-security [aging] [violation {protect | restrict | shutdown | shutdown vlan}]

no switchport port-security [aging] [violation {protect | restrict | shutdown | shutdown vlan}]

W DERBA mac-address mac-address

UEE) 48ty P MAC T RLRAZANLT, A& —T=A ADE
=27 MACT7 RUAZEELET, TSN AKET, X
7 MAC 7 RL AZBINITX £,

vlan vian-id

EE) T2 R—F ETETF, VLANID BEIUMAC 7 KL A%
BELET, VLANID T L2R2WIEAIE. %A1 7 47 VLAN 23Mif
HanxEd,

vlan access

(L&) 727 &8A R—KrTEIF, VLAN 27 72 VLAN & L THE
LET,

vlan voice

({EE) 77 A R—FTHEIF. VLAN #3%7 VLAN ¢ L CHRELE

kR

G¥)  voice ¥—VU— FiX, ¥ F VLAN X R — MR EINTZED
R— N7 7 & A VLAN TRWIEAICIE Y FIH AT T,

mac-address sticky
mac-address

TE) A X —T2AADIXF ¢ vF F—=2 %A F—TNNZT
5121, mac-address sticky ¥ —V— ROALEZ AT LET, AT 4 v
X T T EAR—TNICTDHE, A F—T oA RTHITFEY
LT R_RTOEF2T7 MACT RLREFE[Tary 74 Xal—3ay
WIBIMLT, TNHDT RLAZAT 4 vF %27 MACT FL &
A LUET,

(EE) mac-address “ NJJ L, AT 4 v¥ %27 MACT7 RL A%
BELET,

maximum value

ER) AV F—T A ADRKKEF2T MACT RLAERELE
T A v FICRETESEF 27 MAC 7 KL ADRKREIE, v A
TLATHFAENTVD MAC T FLADRREIZ L > TIREY £,
ZDEFILT 7 T 4 772 Switch Database Management (SDM) 7 >
FL—hMIXoTHROLNET, ML, sdm prefer 7' m— L =
T4F¥al—vary avr RESZRLTIEIN, 20T, 4~
H—=T A ATRESNIMO LA ¥ 2HERELZ OO EF 27 MAC
T RULRRE FIHAEER MAC 7 RLADGEEERLET,

F7 AN NOREIL 1 TY,
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W switchport port-security

vlan vian-list UEE) FT7v 27 R—HMI LT, VLANDE*=7 MAC 7 FL
DI KE A 7% Ebiﬁ vlan ¥— U—&#Aﬁéﬂfwﬁmﬁu\?
TV MENERAINET,

e vlan : VLAN Z L IR KEEZHRE L £7,

e vlan vian-list : VLAN &, $721Z—&#E® VLAN N® VLAN =
LR RE A E LET, VLAN #ipHIZ A 7 —#®D VLAN
Eh < TREY £9, VLAN 25 & L72W4E, VLAN 2¢O
RAREAER S ET,
aging (f£7) switchport port-security aging =~ REZHHL T 7Z&0,
violation (Eﬁ)t%nj%4@&%—F FIEAR—F X2V T 1 I0EK
LB BICETTHT7 7 v a v ERELET, T 740 M
shutdown T,
protect X2 VT 4 EXKRHEE—RERELET, ZOF— RTHE, A— b
0)"12:‘?17 MAC 7 RV AEN AR — N CTEHFA STV D i R Bz
L7ema. ARFEETLT RLA0oNTy MI ey 7F7a3nEd, K
= /7‘5“%) ZLTEF2T MAC 7 KU A%E EIRK U bR T 5
M. HFETEDLT FLADRREAZHELSRWVIRY | ZoRER e
FT, EX 2 VT4 ERBEZ - TH, =2 —HFIZiTiE %Déﬂi‘@/uo

GE) FF o7 A= HMIREET—FERETH I LITHRLETA,
fREE— F T, A— PRI E L TV < TH VLAN
PREE— FORKBICET DL, F—=0 I BT 1&8—T N
2720 7,
restrict tHx 2T A EKAIRT—-FERELET, ZOF—FTIE, ¥F%=
7 MAC 7 RV AHMNAR— b CTHFHFA S TN D RKREUCEZE L7256,
THREEILT FLADOARTy MIFey 73 ET, E% =27 MAC
TRV ZEE BRI DR 50 HFETEDT FLADRKE
EHRLIRWIRY , ZoRENFEET, SNMP 7 v 7REEIN
FT, syslog AvE—URaForan, BT ZREMLET,
shutdown X2 VT ER Yy NV FE—RERELET, ZOE—FT
X, ERBREEL, KR—hDOLED B4 72D L, A F—T =z AR
2 errdisable DARABIZZ2 Y £9°, SNMP F T v I REEENET,
syslog A ve—vnnX o /a3, BRIV ZBEMLET, &
¥ =27 R— b2 errdisable 27— kD34 errdisable recovery
cause psecure-violation 72— V)L 27t X¥a L — a3y av KN
EANNLTZDOAT— M&fEBRL7=Y . shutdown 35 £ T no
shutdown >4 —7 A A arv 7 4 Falb—vary avr KeEAN
LTFEITHOAS XR—T T BHZENTEET,

shutdown vlan VLAN D> v v hE T A X2 ) T BRKE— REZHRELE
T, TOFE— RTIE, BERMNIEE LT VLAN 7217 2 errdisable 1272 0
e S
T4+ FIANLETIE, B—F X2V T4 13T 48—V TT,

R=hr X2 T 4 2AF—TNVILTHF—T—=FREAHTLRZWEA, T 74V DX 2T MAC
7 RV AOERREIT 1 T,

F 7 F L kDEXRE— FiL, shutdown T,
254X FT—=U I TF 4 =T VT,
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switchport port-security W

avTvFk E—F A B —TxA R AL T 4 Fal—g
avy FERE yy—=x EEE
15.0(1)EY Zoawy RRBEMEShE L,

HHEDHA K51V

X 27 A— MIBETLHIRFHRIT, kOLBY TT,

o EXaT R—MITIZ/EBEAR—PELIEIINT VI R—NMITDHZLIEITEETRN, ¥4 FIv7
T EAR—MIUIRETEEHA,

o EF 2T A—HMIN—T vy F RA—-MIITEEEA,
o BHF T R— MIRER—- MIITEEEA,
o BEXaT R—brEAAL v TFRA—=F 7F 74 (SPAN) D5 R— MITDHZ LIFTEEEA,

e &% =7 #— I % Fast EtherChannel % 721X Gigabit EtherChannel " — F 7V —FICEDHH Z LI
TEEHA,

o HF VLAN TIE, R4 T 4 v/ ¥FaT7 EEFAT A v F EFa2T7 MACT RLAZRETE &
A,

o HE VLAN DHEEINTA v H—T oA xLTT— FEX2 VT4 EBARX—T VT DHEEIE
R—=FDOJRRKEF=2T 7 RURAFEREE 2 ICHELET, A— k% Cisco IP Phone (2 ?ﬁf;ufé%
4%, 1P Phone {Z MAC 7 KV A3 1 D43 T, Cisco IP Phone ®7 KL A3 VLAN LT
FRINFETN, 7278 AVLAN LT EINERYA, 1 5D PC % Cisco IP Phone (28567

zﬁm . MAC7 RL2AOBMISLESHY /A, 2 5L ED PC % Cisco IP Phone (28553 55
&, % PCIz 1>, &5IZCiscolP Phone IZ 1 DE VY CTAH LI+ Ex=aT 7 L AEHRE
?5%%7?&)@?73—0

e HHF VLANI7 278 A A= ETREIYR—- T, FF70 7 R—bETE¥PFR—-FshZx
T,

o AUH—TxAADEF2T T RVADKRKMEE AT HEA. HLWESETEIOM L Y KX
Lo LWEIC L o THIEIOREER? EEX SR ET, HLWVERERIOE LV /NEL, £ F—
T2 AATEREINTWVWAEX2T7 T RUVAEDHFLWVMEL Y KEWEE, o~ NIIES S
ij—o

o ZAA VFIFAT 4 v F EF 2T MACT RLADR—F ¥F 2T 4 =2—I 0 7% PR —FLT
WEEA,

X227 MAC 7 FLADKRKIENT LA T—F/VICHFE L. T RV A T =7 LIZIFEE LR MAC
T RVAEROARAT = a v BA U Z—T oA AT 7®ALL I ELIEEA, 23807
R— ]@t%:TMACTFVX&LT RESNTEMAC 7 RLAEZROAT—va B, ¥4 —T =
ARZT 7BALELD L LG/, B2V 7 0 EXBNEZ Y 97,

X 27 F— b2 errdisable A7 — F OHE X, errdisable recovery cause psecure-violation 7 2 —
SNy arT7 4 F¥alb—vary avwr REANJLT, ZOARAT— I bREIEDLZENTEET,
shutdown 35 LU no shutdown > ¥ —7 =2 A X a7 4 Falb—ar avy REATT5h,
clear errdisable interface fi# EXEC a2~ > REZEH LT, A — M2 FEHTHRA X—TMIZTHZ
LR TEET,

T RUVADERKEEZ 1 ITHEL, #HSNEZTNNAAD MAC 7 RLAZBRET D&, EIZT A A
DR — b OMFIRIEZ ERIEHTEET,
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W switchport port-security

U

A =Tz ADEFaT T RVADRKEEZANT LD E, WOEZPFEELET,
o FLWEDHIHOME L Y KEWEGE, BT LVMEIZ L > THIE O EMS LEE SNLET,

o HLVMERHIEOMEE VNS A F =T 2 ATRESNTVDEF 2T 7 FUAEMNHL
WEE D REWEE, avy FidEGRshET,

2T 4 vF X227 MAC 7 RLRIZIE., ROEMERSH Y £,

e switchport port-security mac-address sticky f > ¥ —7 = A X a7 4 Falb— g avy
FEZHERMLT, AV F—T A ALTRAT 4 vF T—=0 T 2AX—T NI ULTERE, A2 —
Tz ARTITRTODEAFT IV T BEXaT7 MACT RL A% (RT 4 yF F—=2 I BRAR—7
WZIRDANZF A T Iy ZIZFEENTT FLALED), AT 4 vF %27 MACT FLRIZ
BHL, $RTOAT 4 vF £F 2T MACT RLRAEZFETar 74 Falb—a VITBEMLE
D

e no switchport port-security mac-address sticky 1 > #—7 A X a7 1 F a2l —Y g a~v
VREEHLT, AT 4 v X T2 T BT 4T AT A FREETa T 4 Xa b —
a Y EHIBRT 2HA1E. AT 4 v ¥ EF a7 MAC 7 KL AESF Tary 7 4 Fal—varD—
EIZEED T8, T RV A T =7 AnbBIFHIBRS N ET, HIBRSNZT RLAIZF A FI v 7
HRETHILENTE, ¥4Iy TRLAELELTT RVA T—7MIZEMENFET,

» switchport port-security mac-address sticky mac-address 4 > % —7 = A A 227 ¥ a b —
vary avryREFEALT A7 4 vF EX¥a2T7 MAC 7 RLAZRETLHHE. 7 RLAET
RLA F—TNEEfTar7 s Xal—va ilBMangEd, F—bh X2V T4 0B8T 4 —
TADHFE, AT 4 vF BF2T7 MAC 7 FLARFFEITa L7 4 Falb—a i) £,

o AT 4vF BFa2aT MACT RLARary 74 Xal—vay 774 MIRESR TS L, A
A v FOFELEF, /340X —T 2 A0V Yy NETUVIFIZ, AV F—T 2 AT BHD
T RULAZFEZEE LR CTAET, AT 4 v X BF 27 T RLVRAZEFELRVES, 7T RLX
ERkbhET, AT 40X T—=V I RT 4 B—TNDOEE, AT 4 vF X227 MACT R
AFFAFTIvI BEXaT T RLVRIZERIN, EfTar7 s Falb—rarhoillREnETd,

o AT 4 vF¥ FT—=uT%T 4 E—T/MZ LT, switchport port-security mac-address sticky
mac-address { VB —7 = A A a7 4 Xal—varavwr ReEANLERAE, =T7— Ay
T URERIN, AT 4 vF EF 2T MACT FLRFFETary 74 Falb—avilBiish
EJ VR

ROBTIE, K—=FTHR=—F X2V T 424 =T NI, EF% 27 7T FLRADRKREE 5 ITRE
TOHEERLET, EXE—RNIT 74V ET, £%F27 MAC 7 FLATRESNLTWVEEA,

Switch (config) # interface gigabitethernet 0/2

Switch (config-if)# switchport mode access

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security maximum 5

WKOFITIH, A—FTEXFx=2T7 MAC7 KL AL VLANID 2% E7 2 HiEkE R LET,

Switch (config) # interface gigabitethernet 0/2

Switch (config-if)# switchport mode trunk

Switch (config-if)# switchport port-security

Switch (config-if)# switchport port-security mac-address 1000.2000.3000 vlan 3

WOFITIE, AT 4vF T—=V T E2AF—TNMILT, KR—FET2O0DAT 4 vF £F 27
MAC 7 Rv A& AT 2 kxR LET,

Switch (config) # interface gigabitethernet 0/2

Switch (config-if)# switchport port-security mac-address sticky

Switch (config-if)# switchport port-security mac-address sticky 0000.0000.4141
Switch (config-if)# switchport port-security mac-address sticky 0000.0000.000f
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switchport port-security W

WOBITIE, ERMPBELZGEICVLAN T2 Yy MU TR ICR - MaRET 2 Hik%E
FLET,

Switch (config) # interface gigabitethernet 0/2
Switch (config) # switchport port-security violation shutdown vlan

REZ IR T 511X, show port-security £ EXEC =~ RE# AN LFET,

BgEa< UK avwy R B

clear port-security MACT7 RVA T—T 0B AL vF LERIFA L F—T =4 A L
DEEDEZATDEF 2T 7 FLRAERITTRTDOEX2T TR
LVAZHIBRLET,

show port-security address 2L VFCRESHTNDEZTRTOYXF2T7 7 RLAZERLE
7

show port-security Ay FELITBESNTIA LV F—T 24 ADF—F X2V T 4

interface interface-id JTEEAFRRLET,

Cisco I[E 2000 R wF IRY K JI7 LR
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M switchport port-security aging

switchport port-security aging

X7 7 RLA UMY @1—Vy7‘ BALLIATERELIZY FEDOR—O®X2T 7K
VADT—T» JEEEZ T T 5I2IE. switchport port-security aging 1 > % —7 = A X 27 ¢
Xal—vayawy R&EH Liff R=h X2V T4 O=—T U T %T 4 =T MICLTD,
K@ ART A= 2T 740 MRBICRTIZIE, Zoa~vy Fone BAZERLET,

switchport port-security aging {static | time time | type {absolute | inactivity}}

no switchport port-security aging {static | time | type}

XX DA static ZOR— MIHIICRESNZEXaT 7T RLVADZ =V T h A F—T )b
WZLET,
time time ’@T"— o= 7 XA LERELET, HBHETE HHFHIT 0~ 1440
HSTY, time N0 DFPEH. ZOR— I OZ—I 0 NI TF 48 —T L TT,
type TV BATEHFRELET,
absolute @ﬁz—y/7547% YELET, ZTOR—FOTRTOEF2T 7 KL

T, 5 SRR (4)) 2SR L2 RICHIIRGIN E 20 % 2T TR
1/2 YA RablBrshEd,

inactivity KT I T4 T4 2=V T EATERELET, BEISNERERANICE
FaTERBITT RVADPLDT—% T 7 4 v 7 BNRWERTET., ZDR—
FDEF2T T RUANYRIINICRY 9,

TIHIE F—h X270 2=V THEREIT 4 =TV TF, 77 40 FORRIE 0 43T
FITFN DO — 7 XA 71T absolute T,
FIFINVNDRET 4 v 7 2=V TEVMEILZT 4 B—7 T3,

™.

H
I

™.

avy A EF—T A A AT 4 Falb— gy

avy FEE )= EEEH

15.0(1)EY Zoa<wy RPNBMEE LT,

BREDHA R34V BEDKR—IDOEF2T 7 RVA 2=V T2 X—T VT DHITIE A—h 2=V T XA L% 0
LIS OEIC iR E LET,

BEOEX a7 7 FURAICHKMEZRELTCT 7 ERATE 35103 3I100%, =2—U vy 24 7%
absolute |2 ELET, =—V 07 XA LOHENEIND L, EX=2T 7T FUARHIBRENET,

AR T 7B ATE D F 2T 7 FUVARERIRT 51213, =— Y7 Z 4 7% inactivity ([ZT3RE
LET, 20X TDE, T 7T 47 olctHar 7 RUARHIBRES, o7 RLARE
XTIl ENTEET,

EX a7 T RLAA~DT 72 AHIREMRT HICIE, EF =27 7T FLALLTREL, no sw1tchport
port-security aging static 1 > ¥ —7 A X a7 4 Fal—ary avy R LT, FFUICE
EEINt¥aT T RLVADZ—V U T 5T 42—V LET,
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switchport port-security aging W

KOFITIE, BF—FOTRTCOEXF2T 7T RLRIZH LT, =— 7 %A 7% absolute, =—3 >
T HEA L% 2R ELET,

Switch (config) # interface gigabitethernet0/1
Switch (config-if)# switchport port-security aging time 120

ROFITIE, R—MIBREENTZEXF 2T 7 RLRAICH LT, =—Y 7 ¥ A 7% inactivity, =—
T EALE2GICERELET,

Switch (config) # interface gigabitethernet0/2

Switch (config-if)# switchport port-security aging time 2

Switch (config-if)# switchport port-security aging type inactivity

Switch (config-if)# switchport port-security aging static

WKOFITIE., BEINT-EXF2T TRLAODZ—V v Vo2 T 42— NITEHERRLET,

Switch (config) # interface gigabitethernet0/2
Switch(config-if)# no switchport port-security aging static

avvFk Eﬁ.ﬂﬂ
show port-security — MIEBEBSNER—F ¥X2 VT A REEZERLET,

switchport port-security HR— k FTR—F X2V F 124 % —7 ML, A— bOfFE x4 %
I—YPEREDAT—vary JA—TICHIBRL, E¥27 MAC 7 FL &
ERELET,
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W switchport priority extend

switchport priority extend

BEL TR LT L—ADKR— K 7°§4’z‘)%4%\ FRE DR — M S 7u7z 1P Phone 23%2{579 2 7
V—bDTTAF VT 4 HFRET HITIE, switchport priority extend f X —7 A X a7 1 Fa
L—Yay avwry ReALET, 777r/l/}\‘““* IR, Zoa~r Ko ne IBXNZHEHALE
R

switchport priority extend {cos value | trust}

no switchport priority extend

XD cos value PC ¥ 71345 L 7= Class of Service (CoS) fl# Hro#afsitiE » 5515 L 7= IEEE
802.1p 77 A AV T 4% EEEZTH LD IPPhone F— h2RELET, IBETE 5
HIIZO0~7 CTF, TRAHRLENVT T4 AV T 4TI, T74/H8FL0TT,
trust PC F7-13#akidtE i 5515 L7 IEEE 802.1p 774 AV T 4 FEHEITDHELOICIP
Phone AR — &R E L E T,

TIANLE R—=bNCREFLEFIZRLTZL—LIZEF, 7740 R—bt 774407 11X, CoSHEO0 CTHESN
TWET,

avTvFkF E—F A B =T AR AL T 4 Fal—g

av Yy FERE Jy—= EFERRE
15.0(1)EY Zoavwy RPBEMEShE L,

BRALDSHA F31Y B VLAN A4 X—7 VI LTeH/ G, AA v F & EL T, Cisco Discovery Protocol (CDP) /X7 v
h%Z3%{5 L. Cisco IP Phone ®7 7t A R— MIHf SN DEBMN LT —F 7 v MEERIETHHE
% IP Phone (24877 C& £, Cisco IP Phone {Z7% €% 459 % 121X, Cisco IP Phone 128kt L T\ 5
AA v F K—hDCDP %A X—TNWIZTHHLENRSHY ET (T 74/ hTix, CDPIZTXTHA
AVvF AL E—T 2 ATTa—rVYUIAL F—T N TT),
AA v F TIZEAR—FETER VLAN X ETHLENRHY £7, 4 VLAN I, LAY 2HK—
h RICTETRETEET,
H VLAN A4 32— 7 /VICT DRI, mlsqos 72— )L a7 4 F¥alb—vay avy R AL
TAA »F® Quality of Service (QoS) %4 x—7/LIZ L, mls qos trust cos 1 > % — 7:4’?( :z/

T4 ¥ a2l —raryavry REANLT, BEHTDIILOICA— MEEIREEZRET D 2 L 2HiE
R
i WOBITIEL, A5 L7 IEEE 802.1p 7' 7 A AV T 4 #5HT 5 L o, fRES AR — Mok S

7= IP Phone # % E ¥ 5 HiEZE R~ L £7,

Switch (config) # interface gigabitethernetl/2
Switch (config-if)# switchport priority extend trust

RE# MR T 511X, show interfaces interface-id switchport £## EXEC =2~ K& AN L ET,
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switchport priority extend W

BREaOT VR avw vk L
show interfaces AL v F T FEL—T 4 T) R— NOFEHRAT —H AL L OCEIEA
T AERRLET,

switchport voice vlan R — [Z9%# VLAN 2% E L £7,
{vlan-id | dotlp | none |
untagged}
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switchport protected

FCAL v F EOMOBRESNTZFA—INE, LAY 2D2=F ¥y A, vALTFFx A, TE—R
X¥x AN NT T4 w7 E0BET 51X, switchport protected > ¥ —7 = A A 27 4 Fal—

vary avy REMALET, F—FCRELZT  E—T7 T DHI2E,. Z0a~v > RO no B4
MLET,

switchport protected

no switchport protected

X DA Zoavy R, 5IBERIETF—T—RIEIH Y FH A,
TI4NE REFR— MIERINLTOVERA, TRTOFR— FMRHESNTOET A,
= AV B—=T xRy T4 Fal—ar
avy FERE y)y—2 EEERT
15.0()EY Zoa<wy RRNBMEE LT,

BEREDAL T4

3l

AA v F R— MEEEIIA A vy FRICRESH, F—2AA v F LOR#ER— MHTIE, v A1 v 37
NAAZNLTCREITBETEET, BRDAA v F LORER— MNHOBEZEILET5121F, AL Y
FORER—F2—ED VLAN IZREL, ZOAAL v FMIC T2 Vo7 aRETLLERHY
T RER—MIEX2T R—FEITERY T,

PRER— M, FRICRER— MR TV AMMOR— M LT, 2=F ¥ A b, v TFF v R b,
FFT e —FX¥Y XN VT T 4w T EEBELEYA, T—F M T 4y 7L AT 2 ORHEFR— |
MTHXINEEA, PIM X7y I3 CPU TAEINTY 7 =T TEHEIND 2D, 2D &
DB ST 7 4y 7 EINEEENET, RER— MNHZERT 5T XTOT—F 77 14 v 71,
LAY 3TNA 2% LTIHESNRTNIERY £HA,

F=Z V) TR PFBIOE=F Y 7 SNLR— FOWMGTBRR#ER— FDOHE, R—F =4
U 73 RE L £H A,

WROPITIE, A F =T =24 A ETHR#ER— b A X—TNWVIZTDHEERLET,

Switch (config) # interface gigabitethernet01/2
Switch (config-if)# switchport protected

E & MR T A 121X, show interfaces interface-id switchport £5# EXEC =~ > K& AN L E 7,

BEgEa<w K

avyk L]

show interfaces A—h7TavXr 7, K— MRERERE, A vF U7 K—FOEHER
switchport TR ABIOEERT =2 A ERKRLET,

AVE =T A ALTARRARIANT XY A NERITZ=F YA T T 1 v
7 EEET,

switchport block

Il CiscolE2000 A1 vyF avvF JYI7 LR
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switchport trunk

switchport trunk

AVH =Tz ARANR NI F T BF— ROGEIZNT v 7 OREZEET 2121%. switchport trunk
AVH =Tz A a7 4Xal—varyavr RefALET, MTUoF T8 E2T 700 MC
Vty hT25121F, 20a~<vr Fono BRXEFEHLET,

switchport trunk {allowed vlan vian-list | native vlan vian-id | pruning vlan vian-list}

no switchport trunk {allowed vlan | native vlan | {pruning vlan}

XD allowed vlan vian-list +J %7 FT—ROBFHIZ, ZOA L F—T = A LTE7fE XD
o740 BEZETE5F VLAND Y X FERELET, KD
vian-list EXEZ 2R L T 72 &V, none ¥— 7V — NIZ®ELTT, T 7 4/

M all T,

native vlan vian-id A EBE—=T 2 A AN NT X T FT— RROBEHIC, 2R LT 74970
EEZETDHEOIICHKAT 47 VLAN 2R ELET, fHETE 28T 1
~ 4094 T,

pruning vlan vian-list Mo Xo T = RKOBEIZ, VIP P —=0 7|27 VLAN © U A K
FRELET, all ¥ —U— FIIER T,

TIF+IE VLAN 1 . B—F DT 741V DX A5 47 VLANID T3,
F_TH VLAN U 2 hDF 7 4L MZid, 7XTH VLAN R EENF T,

avTvFk E—F A B =T oA R AL T 4 Fal—g L
avy FERE yy—=x EFEANRE
15.0(1)EY Zoavy FNEAIRE L,

BRLEDHA RSMY vian-list A%, all | none | [add | remove | except] vian-atom [,vlan-atom...] T3, £F—U— KD
BEHIX, ko LBy TT,

e allld, 1 ~4094 OF_TD VLAN ZELET, ZOF—TU— K%, UAFDTITH VLAN
FRBICRETAZEEZFAMLAVaw Ly FETIMEHATEEE A,

e none lIZED Y A FERLET, HED VLAN R ET 20, £/13407%< L 15D VLAN %
BETHVLERSH L2~ T, 2O0F—U—RFEfHTEETA,

o add (FBUERE STV VLAN U A FEEESHZ W T, ERZFAH VLAN U X M &L %
T A#72 ID X 1~ 1005 T, HAEICL > Tik, #K3EHP VLAN (VLANID 78 1005 &Y )
ZEATEET,

~

GE) ¥R VLAN U R MZHESE#PH VLAN 28T 4R, 7b—=" 73K VLAN U 2 |k
WZIENTE £ A,

H v v, g L7 VLANID 2 X810 £9°, ID OfiH 2 H7ET 21213, ~A 7 o 2
LET,
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W switchport trunk

il

remove [THEFRTEIN TS VLAN U R A EEHXRNT, U R MDOLERFEA VLAN U R
FEHEIBRLET, A2 IDIX 1 ~ 1005 T, HHEICL > Tk, IEEFM VLAN ID 2 Cx
ij—o

~

()  #F9 VLAN U 2 b BIRIREIPH VLAN ZHIBRCE 928, T —= 270k Y 2 F b
THIBRTE £H A,

= EFEV, #fkE L7722V VLANID 2 XY £9°, ID O®EZEET D123, N1 7 &2 H
LET,

except [ZEFRFH A VLAN U 2 MRS, GHHET 204N HSH VLAN 2 LET (FEELE
VLAN Z[< VLAN VB ENnE3), AR ID T 1 ~ 1005 TT, B or~Ziv, i Liawn
VLANID # X4V £4, ID O&HEFRET DI, N 702 FHLET,

vian-atom 1%, 1 ~ 4094 NOHE—?D VLAN FHE, £721L2 20 VLAN F5 THE S iodik L
7-#iPHD VLAN T, /NS W OEZJEEEICNA 7 > TRYIY £97,

*A 7 47 VLAN :

FNF7v 7 A= TZEINETRTOXITRLINT 74 v 71, R—MIRESINTE=RAT 4T
VLAN IZ k- CHEEE SN E T,

247y D VLAN ID 3EERIAR— hDFRA T 7 VLANID LR L THNIE, D87 v MI#F
TR LTEEENET, *147 47 VLANID L RADGE51E. AL v FIXTDNry e X T
T THELET,

native vlan =~ > F® no IBUL, FA 747 F—RFVLAN &, A RIZ@L7=2T 7 +/V b
VLAN 2Vt FLET,

# " VLAN :

ANRZ DY) = =T FREFA =20 27 25 T3, #F AU A b VLAN 1 ZHilEk
LTMl%®DVLAN v 7> 27 R—F D VLAN1 27 4 2—7 W TEET, T 7 R—hb
VLAN 1 ZHIBRL725A, 41 X —T7 A AIEH T 7 + v 27 (Cisco Discovery Protocol
(CDP), A~— hEHK 71 b2 (PAgP). Link Aggregation Control Protocol (LACP), # A 7
RvZ FFrxr s Fuhan (DTP), BLOVLANL © VLAN FZ7 v F% 07 o han
(VIP)) ZEZZAE Lkt £3,

allowed vlan =~ FoO no ik, VA 2574 b UA K (F3CT®» VLAN 27 7]) 12V
v b LET,

NI TN T

TN—= TR A RE, by A= MEFICEHEIET,

FZv 7 R—=FZTELIZMEO#EKE Y A NRH O FT,

VLAN # 7 )L—=0 7 LWL, F—=0 k) 2 s> VLAN ZHEIBRLE94, 71—
SV AW D VLAN X, 77T 47 NI 7407 5%FLET,

VLAN 1. VLAN 1002 ~ 1005, X O¥LEHPH VLAN (VLAN 1006 ~ 4094) 1%, 7 1—=1
JTEEEA,

WOBITIE, T_XTOZ TR T T4 v 7 2 EETHR— DT 74/ FE LT, VLAN3 Z%ET
LHEERLET,

Switch (config)# interface gigabitethernet0/2
Switch (config-if)# switchport trunk native vlan 3
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switchport trunk

WOFITIX, #FATY A MIZ VLAN 1, 2, 5, BELT 6 2BNd 2 HEz R LET,

Switch (config) # interface gigabitethernet0/2
Switch (config-if)# switchport trunk allowed vlan add 1,2,5,6

WOBITIL, TNV —=2 7Y A 26 VLAN 3 BELT10 ~ 15 ZHIBRT 5 HiEd R~ LET,

Switch (config)# interface gigabitethernet0/2
Switch (config-if)# switchport trunk pruning vlan remove 3,10-15

E & 9 5 121X, show interfaces interface-id switchport #5# EXEC =~ > K& AN L E 7,

BEaTUF avUFk BieA
show interfaces switchport R— K 7o vx 7/ R— MEERERE., 2L vF 7 GEr—
TAVT) R—FOFHAT =S ABLOEEAT — X AERRFLE
‘é‘o
switchport mode A—=FDVLAN A= o7 = RERELET,

Cisco IE 2000 R4 wF a2 K YI7LYR
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switchport voice vian

A—MIER VLAN 2R ELET, 7740 PREICETITE, Zoa~vr Fono BRAZMHHLE
ﬁ‘o switchport voicevlan / > ¥ —7 A X a7 4Fab—vary axr FaERLETS,

switchport voice vlan {vian-id | dotlp | none | untagged}

no switchport voice vlan

BEX DA vilan-id EFE NI 74 v 7 AT S VLAN 282 ELET, RETE 24X 1 ~ 4094 T
T, 74 FTlE, IPPhone X794 A4V T4 SEMHEHLCEFNT 7 4 v 7 %i
FELET,
dotlp IEEE 802.1p 79 A4 4 VT 4 #F¥ > 7 BLVLANO (XA 7 17 VLAN) %5
LHEOICEFMERELET, 7 74/ FTIE, Cisco IP Phone (% IEEE 802.1p 77
AFVT 4 5EFEHLCER NI 74 v 7 iRk LET,
none =7 VLAN |2 L T IP Phone (235 R L £ 8 A, IP Phone ® ¥ — Ry RIZH AT &N
CERTEEMALET,
untagged ZTIRLDOBEFRNT 7 4 v 7 BERETDHLICEEERTE L ET, 2 IP Phone
DT 7 )V FFEIT/RD T,
T4+ F 7 )V FTliX., AA v FIid IP Phone % H#IFRE L £ A (none),
F 7 # /L TiX, IP Phone 137 L — A& V&£ A,
avY kR E—F A B —TxA A AT 4 X2l — g0
avy FEE yy—= EEE
15.0(1)EY Zoa<wy RRNBMEE LT,

BERLEDAL FF1Y

LAY 27 78A KR —KETER VLAN 2 ETHLERH D 7,

A A v F @ Cisco IP Phone (Z##i L T\ 5 A A v F R— b LEd Cisco Discovery Protocol (CDP) % A
F—=T ML, IP 7 4 VICREFREZFETDLEN DY T, 774/ FTIX, CDPi3A ¥ —
T A A LT u— LA Z—T LT,

B VLAN Z A X —7/WZ T HH1IC, mlsqos 70— 3L ar7 4 Falb—var avy FE AL
TAA v F® Quality of Service (QoS) %A Fx— 7°/I/G’L mls qos trustcos { ' F—T = A A A
Ta4F¥alb—Yaravry ReANLT, BETLLIICHR-MEBEREZRET 22 LAMRELE
\?AO

VLAN ID # A/19 % &, IP Phone IZ IEEE 802.1X 7L —ADEFEF b T 7 4 v 7 ZFRE I 7= VLAN
ID # /ft& Tzt LET, AA vFIXIEEERO2.IX BEF T 7 1 v 7 57 VLAN [ZANE T,
dotlq. none. F7-/3 untagged RN L7-HE. A v FIRIEEDEF I 74 v 72T 7 A
VLAN IZANVE T,

TRTCOBRET, BFFNT 7427134 % 20 IP precedence fEZEVET, EF VT 74 v 7 DT
7 4V ML 5 TY,
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switchport voice vian W

F7 VLAN B"REESNTA LV HZ—T oA ALETHR—b X2V T 424 X—TNVIITDHEEE, A—
MOJRRKEF2T 7 RUVATFREE 2 IZHELET, A— % Cisco IP Phone (28t T 254 1%, 1P
Phone iZ MAC 7 KL AN 1 DM E T, Cisco IP Phone ®7 KL R |LF7F VLAN LCTEH I ET
N, 778 AVLAN ETiEE#EINETA, 1 5D PC % Cisco IP Phone (2867 2%A&. MAC 7 K
VADBIMIMLESH Y A, 2 5L ED PC % Cisco IP Phone (289 2846, £ PCIZ 1o, &56
\Z CiscoIP Phone |12 1 DEIV U THEI+0REX=aT 7 NVRAEZRETILENHD T,

7 7% A VLAN THEEDOR— KN %2 VT 4 X4 THRA X—T NN HE. B VLAN TH A
FIv 7 R—F X2 UF 4 IZEHBICA F—T TR FT,

EH VLAN Tlt, A4 7 4 v 7 X227 MAC T RLAEZRETXEHA.

E7 VLAN %% &9 5 L. PortFast B¥REN HEIAUICA X—T 2720 £9°, HF VLAN 25 4 & —7
JMZ L Th. PortFast BEEIX HEIMICT 4 B —T7 LT 0 $H A,

3l WOFTIE, VLAN2 ZHR— FHESR VLAN & L TRELET,

Switch (config)# interface gigabitethernet0/2

Switch (config-if)# switchport voice vlan 2

FE & FERR 9 5I21%. show interfaces interface-id switchport ¥4 EXEC 2~ > F&E AN L £ T,
BEaT YR avwrvk E7L:)]

show interfaces interface-id switchport 14 v F> 27 GEL—F 4> 7)) R— FOEHR T — X
ZABLUOEAT = 2 FRLET,

switchport priority extend BESHhiR— MIERSNTZT A AN, FEER—F
TZELETIAFTVT 4 N T 740 v 7 BT D HE
FRELET,
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sync flash sdflash

FERDT T v a VAT AT T va A A—VEa—F4 521k, EXEC £— F® sync flash
sdflash =~ FE2FEHLET, Z0a~vr M, BEABOOT 77 A V&2 abt—%D 7 J v =B
BEHIZa—LET, 20L&, a =077y afiIat—EDT7 Iy a HITEEHBmI LN
£7.

sync flash sdflash {ios-image-name | skip | save-old-files}

EX DA ios-image-name F#I3 2 CiscoIOS A4 A—2, ZhE, A A=V A EILTT NV RA4
WA ENTEET, E5HIT. CiscolOS A A—T£iTs D 7
7 v a® BOOT 2Hicav—3hEzT,

skip config.text, CiscoIOS - A—, vlan.dat* DWW 1 >E7ET
RTDT7ANDA—2ZAX v FTHIIOEELET,
save-old-files CiscoIOS 7 7 A WV ERIE L £,
T4 77 ANVBIREENER A,

Cisco I0S A A —=TABMETE ENTWR WA, CiscoI0S £ A—VEab—xD 7 7 v = BOOT B
BEEN N aY -7 vy vaizat—anEd,

skip % — 7 — FAUEESARVEA, TRTO7 7 A Aniae—SnETd,

avv kK E—F EXEC
av Yy FERE yy—=x EFERRE
15.0(1)EY Zoavwy RPMEMEShE L,

BREDHM K34y Cisco IOS A A—=VARF LHE, RESNTVDLA A—TVATIDAS A—VABRTFEINET, =
Bl at—EORANFE LT 4 L7 FIAEFRSEG, a3 —%0T 4 L7 P UL *saved & LT
RIFSNET, RIFSNTZT 4 L7 PIDTRTOT7 7 A MFIRICEETT, RLCARTORF LWT 1 L
7 MY ERBBEC L > Tae =D 7 T v va RIZERSNET,

i WOBITIE, SD 7T v vadnbAd R R—K 77 v all Cisco IOS £ A —Y & RAT 25 HiEE R LE
ﬁ—o

Switch # sync sdflash: flash: standard config new_config skip config.txt vlan.dat
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systemmtu W

system mtu

KAy N A REERKREERM (MTU) A X2 ¥y b 4/ —FFxy b R"— bk, L—
Ty RF—F FEFE77 AN A—F2x> b (10/100) A— MIERET HIZIE, system mtu 7' 27—
L ary 74 Xal—vay avwry RefALET, Za— UL MTU %5 7 4V MEICRTI2IE,
Zoa~vr RO no BREFEHLET,

system mtu {bytes | jumbo bytes | routing bytes}

no system mtu

XX DA bytes 10 £7213 100 Mb/s ICRESNTWVER—FDI AT A MTU 2R EL
+, BETE ST 1500 ~ 1998 /34 FTF, Z#LiE. 10/100 Mbps
A—YFy b AL vF K— FTETHHRANMTU TT,
jumbo bytes 1000 Mb/s L ETBB L TWAXHE Y b A —FF v b =D 2T A
VxR MTU 23%E LET, f5E TE DHPAIL 1500 ~ 9000 /31 ~ T,
ZhiE, FHEY b A=y b B— FOYER— F TZETHHREAKR
MTU <9,
routing bytes N—T v R 27y hORAKMTU 2% ELEd, £/, ZELEZ MTU &
A R%YR—=F"TEL—F 47 Fa haLRNTy RAZ A XT % EKMTU
LRETEET, FHETE LI 1500 N4 b~ Z2F 5 MTU ETT,
VAT A N—T 47 MTU I, v—T v K "7 v FORK MTU TH Y |
72 OSPF oo a bharvdon—T7 47 T v 7T —hFTAAL v FNT
RAZ A ZFT 5K MTU ThdH 0 £,
TIAILE FTRTOR—FOF 7 4/ F® MTU H4 R 1500 N4 T, 7272 L. VA7 5 MTU IC R H{E
ERELEHRS. BESNEEII. A4 vF Vty boBICEHESNDE, V=T v K R—F+DOF
7 4V b MTU A X270 £9°,
avY kK E—F sa—s\) arZ 4 Fal—ar
avy FEE yy—x EEEMR
15.0(1)EY Zoavwy RPMEMEShE L,

BERLEDAL FF1Y

ZDavwy RTYATAMTU £33V % VAR MTU O A REEE L2546, # LOBRENE & Kk
SHDHIF, A vTFEVEY FTHXLENRHY 3, system mtu routing 2~ > FEERAT 2545
T, BEEAREKMIGDDICASL v T2ty bTHIXLEETHY A

AT L MTU &EIX, NVRAM DA A v FREZHICHRFSH, A v F 2 -5 L EIChH
R0 ES, VAT L MTU ON—T  » JRIE LT Y | system mtu F5 L T system mtu
jumbo =~ R&MH L CTAJIT 5 MTU X EIL, copy running-config startup-config F# EXEC =
~V REANLTH, AL v FDCiscolOS a7 4 Fal—vay 77y A VERTEINERA,
L7zid>C, TFTP 2L, "v /7 v 7 ar 7 4F¥al—var 77 ALVTHLOAL v F %k
ELT, YATLAMTU 27 7 40 FUSOEIZ L2 0GE . BT LW AL v F T system mtu 38 LY
system mtu jumbo ZHIRIICEREL, AA v T &2V 0 — RTHLERHY F7°,

1000 Mbps THEEIL TWDHX Ty b £ —H Ry b A— M system mtu =~ > NIC K 28845107
F® A, 10/100 Mbps A" — b iX system mtu jumbo =~ RIZ X B HEBEZ T EHA,
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W system mtu

GE)

(E)

N—T» K AR— T MTU ¥ XEZET 521, system mtu routing =~ > REFEHTXFET,

AT A MIU A REBRZDHN—T 4 7 MTU 14 RIFHRETEE- L, VAT 5 MTU ¥4 X%
BERESNTWDONLN—T 4 7 MTU A XXV /PSWVEICEE T 5 L, REEARITZ T ANLIE
FTHRICAAS vy T2ty FTL2ETHEASNEEAL, REEEDNGIN DL V=T 47
MTU # A Z3H LW AT 5 MTU A ADTF 7 40 MY £9,

FEDAA vF 2 A TITHERENOBEEZ AN T2 & EREESET,

ZA Vv FIZ. AV E—T2A AL DO MTU OBREEZYR—FLETA,

AA v F O CPU TEETE L7 L—2A H 4 XL, system mtu 2~ > R TAS L7fEICBIfRZR <,
1998 XA MZHIBENE T, BmEINZ7 L —2FFV—T v K 7L —AL, #@% CPU TiIzx{E
LEHANR, =807 b (#7740 v 2, SNMP, Telnet, BLUOL—F 17 Fa haii
L) X CPUIZEEESNET,

A2A v FIEIANTy FESEILRNDT, ROy e Raey X LET,
o A VE—T 2 A ATHHR—FENDI Ty B FAXLYVRKREN, AL vF K v b
e N—T 4 MTUELY KEWL—F7 v K X7y |k

7o & 21X, system mtu fEZY 1998 /S [T, system mtu jumbo {23 5000 /34 kDA 1000 Mbps
TEBBT 542 —7 A4 AT, &K 5000 31 bDOXRTry MEZETEET, 72720, 1998 31

N Z D37y ME 1000 Mbps TR 754 v ¥ —T7 =2 A ATZETEETHN, sikA ¥ —7 =
A AN 10 F£721F 100 Mbps TEEMI L TWABA. 7y Mifkay7Zanx 7,

i WOFITIEL, 1000 Mbps L ETBEI L CWAFXFHE Y b £ —FF v b A= bDRERKY v R X7y b
P A X% 1800 N A MIRET D2 HEERLET,
Switch (config)# system mtu jumbo 1800
Switch (config)# exit
Switch# reload
REZMHIRT DX, show system mtu F5# EXEC 2~ FEZ AL E T,
BEEav K avwUFk EEA
show system mtu T77 AR A —HF vk H—F, FHE Y b £ —FF v h
A—=PF BEOAL—FT v FFR— MIFEEINTNT Y b
YA XEeRTLET,
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test cable-diagnostics tdr W

test cable-diagnostics tdr

AP =Tz A A LTHA L FALSEREE (TDR) #REZ FATT 5121%, ##HE EXEC £— R T
test cable-diagnostics tdr =~ FZ#H L 7,

test cable-diagnostics tdr interface interface-id

WX DA interface interface-id TDR #7964 v F—T = A A&EELET,
TI+ILE 7L
avY K E—F it EXEC
av Y FEE Jyy—= EEEm
15.0(1)EY IOy RBBEMENE L,

BERLEDAA FF1 Y

il

TDR 1%, 8O A —H x> k 10/100 ¥ L ¥ 10/100/1000 R— s THR— &N E9, SFP £ 2 —/b
A= FTIEHR—FENFHEA, TDR OFEMICONWTIE, 2OV Y —RICHET AR VY I, T 22
T4 Fz L —5 2 U FESRBL TSN,

test cable-diagnostics tdr interface interface-id =2~ > R% il LT TDR #5E4T L7=t%., FREHER
95121 show cable-diagnostics tdr interface interface-id % EXEC 2~ R&EH L E7,

WOHTIE, A1 Z—7 A% FETTDR #E/7+ 5 HEEZRLET,

Switch# test cable-diagnostics tdr interface gigabitethernet0/2
TDR test started on interface Gi0/2

A TDR test can take a few seconds to run on an interface

Use 'show cable-diagnostics tdr' to read the TDR results.

A B =T 2 A ADY 7 AT —=ZART v TIREETHEEA 10 Mb/s £7213 100 Mb/s TH D55 .
test cable-diagnostics tdr interface interface-id 2~ KE AT H L, RDORA vE—VRFRINE
‘j—o

Switch# test cable-diagnostics tdr interface gigabitethernet0/3
TDR test on Gi0/3 will affect link state and traffic

TDR test started on interface Gi0/3

A TDR test can take a few seconds to run on an interface

Use 'show cable-diagnostics tdr' to read the TDR results.

EEa< R

avwv kR HL
show cable-diagnostics tdr TDR fEENFRINET,
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M testrelay

test relay

UL —RIEZF L ETA 7T 2I21E, F5# EXEC £— R T test relay 2~ > REFHEHA L E T,

test relay {major | minor} {on| off}

test 2~ REFHTIHLEIL—DRT—F (FrFEHiIA7) DEFINET, BEATO AT —
MIRTFEEINEFA,

avwY kK E—F ¥4 EXEC
avy FERE yyy—=x EERE
15.0(1)EY Zoawr RBREASHELE,

BERLEDAA K1Y

T T —F TNAALA~DY U— [0l R T DI, test relay £ EXEC =~ > REfHALET,
T T — AR EERETICT T — b Ay T ET A FTEET,

Bl WOBITIE, AV ¥ — VL —REEALNCTDHEELERLET,
Switch# test relay major on
EEaTUF avwyF SiBA
show alarm profile TI—=bL T T s ANTXRTCELFRELLT 7—L5 Tur 7 AL

ERRL, ENENOT T T 7 A VREEMT LN TNEA o F—
TxAf A% YA MFRLET,
show alarm settings BET 7 —AREBLIOA T v a v ERENET,
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traceroute mac M

traceroute mac

BEINZEETLTMACT FLANGIREESNTZHMEMAC 7 RLAETE2@®BTA N7y hOL A Y
2 RAZFRTHICIT. HBi#HE EXEC = — R T traceroute mac =~ > FA2HHA L £,

traceroute mac [interface interface-id] {source-mac-address} [interface interface-id]
{destination-mac-address} [vlan vian-id] [detail]

ESTHIHRER interface interface-id EE) B ELERITSEAAS v F LEOA U F—T oA ZEEELET,
source-mac-address EETLAAL v FOMACT FLAFREELET (16 #H),
destination-mac-address 555 A A v F O MAC 7 RLAZEELET (16 %),
vlan vian-id LR) BEIAA v TFNRDLIEEAL v T ZERTH7ry bOL A ¥ 2

DRA% L —2F25 VLAN 2 EELE T, FEETE 5 VLANID O#
FIX 1 ~ 4094 T4,
detail (FE) FMEREER T8I ELET,

TIALE 7L

avyYy Rk E—F 5t EXEC

avy FEE y1y—=x EEE
15.0(1)EY Zoa<wy RBNBMEE LT,

BEREDAL T4

LA ¥ 2 @ traceroute Z i UIZHERE S 5121%. Cisco Discovery Protocol (CDP) 234y U —2 D
TRTCDAL v TFTAX—T NIRRTV DUERDHY ET, CDP 27 4 £—T7MITT 5 Z LITHET
TLIEENY,

AL FPVA T 2/8ANTUA Y 2 traceroute ZH AR — F LTWRNT AL R BRI LIESEE, X
A FIIV AT 2trace 7 =V —%EE LT, FALT 7 MILET,

INANTHBIFIREZ2 AR v 7 v ML 10 TT,

LA ¥ 2traceroute iF2 =% ¥ A b T 74 v 7 FFEYR—-FLET, L FXFXY XA MOEETER
1356856 MAC 7 RLAZELTYH, WEMZRRATH#N ST, 27— A vE—URERINET,
HMESNTEREEFETBLU%ET KL ANE L VLAN 125 584, traceroute mac =~ > KX LA
Y2 AR ERFLET, R75 VLAN (Ch BHFETH LOGIET L ABHE LIGE, L1238
TP S NT, =T — Av—URERENET,

PE(R T £ 72 134058 MAC 7 F L A8V VLAN (2h B34, #15765 £ U%i% MAC 7 F L X i)
DOJFET D VLAN ZRETHMENH Y £3, VLAN BFEESI2W0E RAF@Easnd, =7 —
AvE—UNRRENET,

BEOWEPANT 2 LT 1 DOR— MRS TWDEE (72L& 21E, O CDP A /31—
A= N THRHIND72E), LA ¥ 2traceroute FEREIZH A — b I FEH A, D CDP A =7 1
DOOR— M THRIHINTEHE, LAY 2 SRAIRBEINT, =7 — AvbE—URERINET,
ZOMREIX, F—2 U2 VLAN TiE¥AR— hInFEd A,
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traceroute mac

3l

WROFITIE, FEIHBLOSEE MAC T RLRAEZRET LI LT, LAYV 2DONRRERRT D HEER
LET,
Switch# traceroute mac 0000.0201.0601 0000.0201.0201

Source 0000.0201.0601 found on coné6[switch mmodel] (2.2.6.6)
con6 (2.2.6.6) :Gi0/1 => Gi0/3

conb (2.2.5.5 ) : Gi0/3 => Gi0/1
conl (2.2.1.1 ) : Gi0/1 => Gi0/2
con2 (2.2.2.2 ) : Gi0/2 => Gi0/1

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed

WOFEITIX, detail ¥ — T — R&2FHTAHZ LT, LAY 2DRRAERRTDHHEEZRLET,

Switch# traceroute mac 0000.0201.0601 0000.0201.0201 detail
Source 0000.0201.0601 found on coné6[switch mmodel] (2.2.6.6)
con6 /switch mmodel/ 2.2.6.6

Gi0/2 [auto, auto] => Gi0/3 [auto, auto]
conb5 / switch mmodel / 2.2.5.5

Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
conl / switch mmodel / 2.2.1.1

Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 /switch mmodel / 2.2.2.2

Gi0/2 [auto, auto] => Fa0/1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

WKOBTIE, BEILEBIOGLHEAL v TFDOA L H—T =2 AEBETDHIET, LAY 2O RAEFER
T3 hEE R LET,

Switch# traceroute mac interface fastethernet0/1 0000.0201.0601 interface fastethernet0/3
0000.0201.0201

Source 0000.0201.0601 found on coné6[switch mmodel] (2.2.6.6)

con6 (2.2.6.6) :Gi0/1 => Gi0/3

con5 (2.2.5.5 ) : Gi0/3 => Gi0/1
conl (2.2.1.1 ) : Gi0/1 => GO0/2
con2 (2.2.2.2 ) : Gi0/2 => Gi0/1

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed

OB TIE, AA v FREETLAA v FITHEHRSNTORWNEED LAY 2 DR ZRLET,

Switch# traceroute mac 0000.0201.0501 0000.0201.0201 detail
Source not directly connected, tracing source .....
Source 0000.0201.0501 found on con5[switch mmodel] (2.2.5.5)
con5 / switch mmodel / 2.2.5.5

Gi0/1 [auto, auto] => Gi0/3 [auto, auto]
conl / switch mmodel / 2.2.1.1

Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / switch mmodel / 2.2.2.2

Gi0/2 [auto, auto] => Fa0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

OB TIE, BETLMAC T RLADGHR— S RAEONERWVWEAED LAY 2 DRAERLET,

Switch# traceroute mac 0000.0011.1111 0000.0201.0201
Error:Source Mac address not found.
Layer2 trace aborted.

WOBITIX., BIETBIOSIHRT A ANELD VLAN IZHAHEDO LAV 2 DR RAEZRLET,

Switch# traceroute mac 0000.0201.0601 0000.0301.0201
Error:Source and destination macs are on different vlans.
Layer2 trace aborted.

Cisco IE 2000 R4 v F a2 K JI7 LR
2-808 0L-29596-01-J |



| £2% CiscolE 2000 XA v F Cisco I0S A= F

traceroute mac M

WOFITIE, 585 MAC 7 RL AR LFFv AR 7 RLADPAD LA ¥ 2 DA &R LET,
Switch# traceroute mac 0000.0201.0601 0100.0201.0201

Invalid destination mac address

WOFITIX, HETBIOEAL v FREED VLAN IZH 55O LAY 2 ONRRAERLTNET,

Switch# traceroute mac 0000.0201.0601 0000.0201.0201
Error:Mac found on multiple vlans.
Layer2 trace aborted.

avwyvFk HL
traceroute mac ip FREDEEITIP 7T FRLAFERIIARA MEENDL, FBEDSHLIP 7 R AE 71X
RA NG EBRBT DNy hOLA Y 2R BRRLET,

Cisco IE 2000 R4 wF a2 K YI7LYR
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M traceroute mac ip

traceroute mac ip

BESNTCERFBILIP 7 RUAELITFRA MML, BEESNTSEIP 7 RUAELIIFRA M ETE
BB D7y POV AT 2 RN A& FRT 51213, FitE EXEC £— N T traceroute mac ip =~ N %
EALET,

traceroute mac ip {source-ip-address | source-hostname} {destination-ip-address |
destination-hostname} [detail]

B DA source-ip-address REETLAAL v TFOIPT KL 2%, 2y hOETHELET (Ky M
= 10 #%50),
destination-ip-address SEGEAAL v TFDIP T RL A% 32y hOETHEELET (Fy Mix
10 #2350,
source-hostname EETXLAAL v TFOIP KRR R,
destination-hostname S AA o F D IP KA M,
detail EE) FEMEmaEs R rT2 L5 ICEELET,
TI4NE L
avwy kK E—F HHE EXEC
avy FERE Jyy—=x EEEM
15.0(1)EY Zoa<wy RPNBMEE LT,
HERALEDHA RS54 LA ¥ 2 @ traceroute & HYIIHEHE S ¥ 5 121X, Cisco Discovery Protocol (CDP) 3%y U —27 D

TRCDAAL v FTA X =T MR TWDIRENRHD ET, CDP &7 4 &—7/WIZT 52 LIidlET
TLZEWY,

AA v FNLA Y 2XANTLAY 2traceroute Z VAR — L TWRWT A ZEBALIZEE, A
Ay FirbA¥ 2trace 7 =V —%EE LET, A LT MILET,

INAWNTEBIFHEZR A » 7 o> MiX 10 T,

BESNTEERILBLUSED I[P 7 RLARE—OY T Xy NNIZH H%A . traceroute mac ip =~

VRHAELA Y 2 R EFERLET, IPT RLRAEZEBELEEES. A v FIET7 RLUAERT 2 k

2V (ARP) #fEH L. IP 7 FL X EZNIZHkIET S MAC 7 KU A KO VLAN ID % BI#EfHT £

T

o FHEDIPT KLAD ARP O F U BIFEL TWAGEE. AA v FIXEEMT 7 MAC 7 K
VAEBRL, WER R EHALUET,

e ARPOZ UV FNUMFELRWEGEE, A4 v TFITARP 72V —%2EE L. IP 7 FLAEZMRILL L5
LRALFET, IP 7 FLRAER—OV 7Ry MCHDIMLENDH Y £9, IP 7 F L ARMFRR SN2
Lo RRAFEENRT, 2T — A vE—UREKREINET,

BHOEBEBNATEZN LTI DOFR— MIERINTWDAEHE (I2& 20X, B0 CDP A /=0

R—FTHRHEIA7E), LA ¥ 2 traceroute #EREIZ Y AR — F I E A, #HED CDP *A —» 1

OOR— FTHRESNESGAE, LAY 2 AARIRESNT, 27— AvbE—URERINET,

ZOMEEIX., F—2 U 27 VLAN T R—FEhEHA,
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3l

traceroute macip M

KOBFITIL, detail F—U—FEZMEH LT, FETEBIUSEIP 7 FLAZKRET LI LT, LAY
2DONRREFRRT D HEERLET,

Switch# traceroute mac ip 2.2.66.66 2.2.22.22 detail
Translating IP to mac .....
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C2950G-24-EI] (2.2.6.6)
con6 / switch mmodel / 2.2.6.6 :
Gi0/1 [auto, auto] => Gi0/3 [auto, auto]
con5 / switch mmodel / 2.2.5.5
Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
conl / switch mmodel / 2.2.1.1
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / switch mmodel / 2.2.2.2
Gi0/2 [auto, auto] => Fa0/1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

ROFITIE, FELBIOWEARA MERET L2 LT, LAY 2D RERRTTDHHEEZRLE
R

Switch# traceroute mac ip con6 con2
Translating IP to mac .....
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on coné6

con6 (2.2.6.6) :Gi0/1 => Gi0/3

conb (2.2.5.5 ) : Gi0/3 => Gi0/1
conl (2.2.1.1 ) : Gi0/1 => Gi0/2
con2 (2.2.2.2 ) Gi0/2 => Fal/1
Destination 0000.0201.0201 found on con2

Layer 2 trace completed

WOHITIL, ARP BIEEILIP 7 LR EXfIET D MAC 7 LR EBIEMT R WEED, L1
2 DN AERLET,
Switch# traceroute mac ip 2.2.66.66 2.2.77.77

Arp failed for destination 2.2.77.77.
Layer2 trace aborted.

pgga<w R

avwyFk SiEA
traceroute mac FREDEEFEIL MAC 7 FLADD, FEEDSEHLE MAC 7 KL AL TE v b
PDEETAELA Y2 2 EFRLET,
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W trust

trust

class RY v —~vv 7 a7 s ¥al—rarEliclass-map e — 3L 3T 4 ¥ 2 L—g
A FTHBEESNT I T 74 v 7 OREREZERT 212, trust R —~ v 7 772 a7 ¢
Fal—varavwryFaEALEY, 7740 MRECETICE, Z0oa<>r RO no BAZHA L
£7

trust [cos | dscp | ip-precedence]

no trust [cos | dscp | ip-precedence]

EXDHHA cos (E=E) 3% » @ Class of Service (CoS) fEAHHL T, AN &7y &%
LET, #7DRWVIP N7y hORFE, A— DT 740 hdD CoS EAFH S
nEI,

dscp (&) %%~ bo DiffServ =— K A1 >~ (DSCP) i 8 v b +—br 2 ¥
AT T74—=NVFOEfL6 Y M) BZEHLT, ANy beapELET, N
oy ERETHEDOEE. JEIP X7y MIIZ N7y b CoS EAFEH S E T,
Wy RIRZ T I LOHA, CoS D DSCP v~y B 7T 740k R— D
CoSfEREM ENET,
ip-precedence ({EE) 737 v b IP-precedence i (8 B b h—ERAX A7 7 4 — )L KD EAL 3
By ) ZEHLT, AWy bE2SELET, Ty MRZ 7 E 0545,
FEIP Ty NI ATy FO CoSENREHEINET, Ny bR Z TR LD%
A. CoSPDSCP v v BV IR — b DT 741+ CoS AR S ET,
T4+ T va  HMEHEEINTWERA, ¥F—U—RERETTICa~vr REAN LA, T 740 ME
dscp T,
avy kR E—F RV —~v T VTR a7 4F¥alb— g
avy FERE Jyy—=x EERA
15.0(1)EY Zoawr RBNBMENELE,

BEREDHL T4

¥E D~ 7 4 > 7 ® Quality of Service (QoS) DFEMEEIMEEZMD T 7 4 v 7 ERBITH720IC,
Coawy REFALET, 2 20E, FED DSCP EZHOEFRFE NI 7 4 v 7 BMEHEENE T, &
Er774 >y 7DDSCPEL—HEL, BEH T/ IA Ty TE2RETEET,

Zoavy RTREINIAEEEDOMEIL, mlsqostrust 1 ¥ —T =2 Af A a7 4 Fal— g A
v~ FCRESNIGEEEOMEL LEES LET,

trust 2~ FNiE, FA—ARVv— =7 HNDOset RV v — v V7 I7RA a7 4Xal—yagy avw
VR EFEICHHM 72 BfRICH D 9,

trust cos #15E€ L7284, QoS 135 5 L7z CoSfE., £/iET 74 /v b R— F® CoS ik L
CoS/DSCP v v 7 %A LT, /37 v ~o DSCPEZARK L FT,

trust dscp Z & L7254, QoS X AS/$7 v kv DSCP EEfHEA L £, ¥ /& DIEIP X7y
MZH L TiX, QoS iEZ(E L7z CoSfl%E., ¥ 77 LDIIP X7y MIH LTI, T 7440~ F—1
D CoSEEERLET, EbLooghEE., /X7 > Fd DSCP fEiix CoS/DSCP < v 7 bl &
7T
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trust W

trust ip-precedence 5 & L7356, QoS IXAT1/XF » R B LV IP precedence/DSCP ~ > 7' b 1P
precedence fEZ A LE T, ¥ V& DI EIP X7 > ML TiE, QoS IFZE L7z CoS %, ¥ 7
RLOIEIP N7y Mt LTI, 7740 R—FD CoSEAMMLET, EHHDEEL, Ty
k@ DSCP i CoS/DSCP ~ v 7 in bl S E ¥,

RKIv—=v 7 ar7ZoFalb—ralr T—FNIIRDICE, exit 2~ FEEHLE T, $# EXEC
FT— NIZRE AL, end 2~ REEHA L £,

£l WOBFITIL, class] THEINTZNT 7 4 v 7 DS DSCPEAEHT D & 5 IR — MEFIREA E
BIDHHEEZRLET,
Switch (config)# policy-map policyl
Switch (config-pmap)# class classl
Switch (config-pmap-c) # trust dscp
Switch (config-pmap-c)# police 1000000 20000 exceed-action policed-dscp-transmit
Switch (config-pmap-c) # exit
FXE Z MR T DI2iE, show policy-map #### EXEC =2~> FEAHNLET,
REaTUF avwyFk B
class BESNTI TAS Yy THD NT T 4 v 7 5538 —BS&M (police,
set, BLPtrust RV v —~v 7 772 a7 4FXalb—ar
avrRIZED) BERLET,
police SHELIEN T 74 v 7 IR =R ERZLET,
policy-map BEOR— Mo aTie R R ) v — ~ v T EAER EITEE L T,
F—ER R —FHELET,
set 2377w M DSCP fE & 7213 IP precedence fEZ X ET 2 Z L1t k-
T.IP FI 740y 73 ELET,
show policy-map QoS RV v— ~vFEFRLET,

| oL-29596-01-J
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W udid

udid

%ﬁﬁ)/ﬂ%ﬁtﬂ (UDLD) T7 7 Lyy 7 F—RE/E/  —~/L T— REA R2—=T L, FREH

RRAvyE—Y XA ~v—0ORMEZHFETHITIE, udld 72— 1 :/74#—;1/—“/3/:1“\7/1\%
ﬁ%biﬁo¢AT®%774A/—k177v//7% KFE71Z /) —~/L E— KD UDLD %
F =TT B, 2oavry Rono BREFEHLET,

udld {aggressive | enable | message time message-timer-interval}

no udld {aggressive | enable | message}

XD EiBA aggressive FTRCOET AR H =T 2 RATBNWC, T/ v 7 EF—KT
UDLD %A % —7 VI LET,
enable FTRTOXET 7 AN F—T 2 RAZEBWT, /—~/)L E— T UDLD
A X —T NI LET,
message time T RAREARX T z—RZHY, WIFh &R S =R — 17 % UDLD

message-timer-interval 7t —7 X v —YMOMRRMEREEZZE L £, #HIT 90 ﬂ"(‘ﬁ“

T+ FTRTCDA »#Z—7 A AT UDLD 135 4 E—7 LT,
Ayb—T ZAv—I2 60 BICRESNLET,

aAvY R E—FK Fa—s\ arZ 4 FXal—vag
avy FEE yy—x EEHEEH
15.0()EY Zoavy RBRBEMEShE Lk,

BRALDHL RS54y  UDLDIE, /—~ (F741L 1K) T 7Ly 7D2 O0EE— e R—FLTWET, /—
<)L E— RTiE, UDLD %, X7 7 A NEERICB W Tl T SN v Z—T =24 AL HH—
Fmay 7 EBRELES, 7/ Ly 7 = RTE, UDLDidE7R., K7 7 A RNBLORY A R b7
VYV DOHE—FR N7 74y ZICEbHE—FRY 7, BXOXRT 748 Vo728Vt THRE
INTeA LV E—T 2 A RZLDHE—FMY 75 LES, /—< LV E—RBLOT 7Ly o7
E— FOFEHIZOWTIE, 2OV ) =R THY 7 b7 a7 4FX¥alb—ray T4 RO
[Understanding UDLD] ®OIEAZZMML T 7ZE 0,

Tua—7 Ry MNEO A vE— VR ELEET A5 E, REEBE LS CPU AHMO L — 47 %175 T
w%:&m@@iioﬁﬁ%ﬁ@éﬁé&\@&mﬁ%m Wbz EnTEETN, CPU DAMD
LR T,

Zoawy RBRERTLIONR. K77 AR B =T oA AT T, oA Z—T A R X AT
TUDLD #A % —7NWZF2881F, wdld A v F—T =2 A a7 4 FXal— gy av Rl
ALET,

Cisco IE 2000 R wF AT K Y77 LR
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udd H

UDLD 2k o> Ty vy hEDVENTA v F—T 2 A A% VY hTHDIC, ROa~vy REMHHAL

iﬁ—o

e udld reset #i# EXEC =2~ > F : UDLD IC &> TCv v v MUV ENETRTCOAL V H—T = A
2% Uty FLET,

e shutdown 33 X W' no shutdown 1 > ¥ —7 =2 X a7 4 Fal—Tary avy R

* noudldenable 7o — V)L 27 4 Fab—3 3y a<vr ROKIZ udld {aggressive | enable} 7
B—/L a7 4 ¥al—vary avy REAS L, UDLD #0077 — VLl 32—7 LT L
ES N

e noudldport f ¥ —7 A A AT 4 Fa2lb— gy avy ROKIZ udld port £721% udld

port aggressive { > ¥ —7 =z A A a7 4 Xal— g avr e ANL, fRESNEZA v
#—7 =4 A0D UDLD # U0 F—7 VI LET,

 errdisable recovery cause udld ¥ £ U} errdisable recovery interval interval 7' 02—/ 27 ¢
Xal—Yary avwr R HEMIZ UDLD errdisable 27— S [EIE L £,

15l WOFITIE, T_XTCOHT7A NN A F—T =244 ATUDLD A F—TNWIZT D HEERLET,
Switch(config)# udld enable

RIEZ MR T 2121, show udld ¥4 EXEC =~ R& AN L ET,

BIEa<T UK avw vk BL
show udld FRTOFR— N EITHEE SN K — hd UDLD OEH AT — &
ABLCIERAT = 2R LET,
udld port BrxDA 2 —7xAATUDLD A F—T7/WZT 20, £2iE

KT F7ANRNA v E—=T 2 AP udld 7o —rL 237 4 F 2

L—Yay avy RZEoTAF—T VIR DDENHEET,
udld reset UDLD 2L > Ty vy MUV ENTZTRTDOAL U H—T = A A

ZUVEybL, FT7 74 v 2FRBERBRIELLICLET,

Cisco I[E 2000 R wF IRY K JI7 LR
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W udid port

udid port

WreDAf 2 —T7xA4ALETHEEMY 7K (UDLD) 2A x—7 W29 52, £/ udld 7' 72—
PNV arv 74 Xal—vary avw s RickoaTHRT AN A F— 7I4Xﬁ4*—fwuéhé@
ZRFEES, udld 7 o — 30 :1/74"%;1/—“/3/:1’\7/1\&7@ CRTICIE. Zoa<w2 FdDnno
EREHEHAL, T 7 AN F— N TCAISINTZEHAIZ UDLD 27 1 & — 7/1/ 9 HI21E, udld
port f > % — 7I4x3/74%;V—Va/:v/b%ﬁﬁbi¢o

udld port [aggressive]

no udld port [aggressive]

WX DA

T2+

aggressive I BEISNFA LV E—T oA AZBWT, 7Ly 7 T—RT
UDLD %A %*—7/WIZLET,

T 7ANA L Z =T 2 ATE, UDLD IFA R—=T N, 77 Ly 7 F—F T4E=7LDNF
NTEHVEFA, 20D, K77 A4/ A4 % —7 A A%, udld enable ¥ 7213 udld aggressive
Jua—sL arZ 4 ¥al—ay avy ROAT— MIEW UDLD 24 X — 7 MIZ LET,

FENT AN A H—T =24 ATlE, UDLD 1ZT 4 &—7 LT,

Ao B =Tz A a7 4Fal—3ar

HEREDHA K51

)= EE &R

15.0()EY Toawr REMSE L,

UDLD #piaaAR— kB BID A A »F @ UDLD M IGAR— MIEHR SN TWDEHAE, ZOR— MIE—J)
MYy EmHTEEREA,

UDLD %, /—~/ (F74/ k) &7 7Ly 702 >08EE— &Y R—FLTWES, /—
<)V E— R T, UDLD IE, 7 7 A4 NEERICBOW Tl T SN v X —T =2 AL DH—
FHmyrrERELET, 77y 7 F—FTE, UDLD X7, X7 7 A R”BIOY A R FRT
VY OHE—FH NI 74y ZICEbHE—FmY 7, BXORXRT 748 V7128V T - TR
SINTeA LV E—T 2 A RZLDHE—FMY 7% LES, /—< L E—RBLOT 7Ly o7
F— ROFEHIZOWTIE, 2OV YV —RZHIETAHAY 7 b=z a7 4 Falb—ary T4 KD
Configuring UDLD| O#EAZRL T &,

UDLD %/ —=/V &E— RTA RX—7NZTHIZiE, udldport 1 > F—T AR 227 4 Fal—
Vary avwry REMEHALEYT, UDLD 27 /L v ¥ 7 E— R TA X —7/LIZT HIZiE, udld port
aggressive {1 V¥ — 7 x A A a7 4 X¥al—var avry ReEFEALET,

UDLD @ﬁ%ﬂﬁﬁuzﬁ: udld enable 70— )L a7 4 Falb—v gy a<wr FIZELZY ., UDLD %23k
Tr7ANB—=RTT 4 E—T M LD THHAF. 7 745K — T no udld port =2~ K&l
)Eﬁl_/ij‘o

udld enable %7213 udld aggressive 70— /L 27 4 X2l — gy avy ROREZEHNCT S

AiE. K7 7 A3 A— b T udld port aggressive 2~ RZHEH L EJ, ZORTELZHIFRL T
UDLD A ®*— 7“/&{[10)%']?&[1%3 udld 7 e— 3L a7 4 Xalb—rary avy RIZELEZY., UDLD
BIFNT 7 ANKR—=FTT =T MLV TDHEE. K774 K= Tno BXAEMHEH L E
R

Cisco IE 2000 R wF AT K Y77 LR
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udid port W

UDID k> To vy NED LV ENTFA L EZ—T oA A%y hT5DI2, kOa~vy REHEHL
iﬁ—o

e udld reset #i# EXEC =2~ > F : UDLD IC &> TCv v v MUV ENETRTCOAL V H—T = A
&Yty FLET,

e shutdown 35 L O no shutdown f V4 —7 A A a7 4 Fal—vay avs R

* noudldenable 7o — V)L 27 4 Fab—3 3y a<vr ROKIZ udld {aggressive | enable} 7

o—\)L ary74F¥alb—vgry avwr REAL, UDLD #2070 — LA F—T7 iz L
*7,

e noudldport f ¥ —7 A A 2T 4 Fa2lb— gy avy FROKIZ udld port E721% udld
port aggressive {1 > % —7 A A a7 4 ¥al—aryavry ReEANL, BEINA v
#—7 =4 A0D UDLD # U0 F—7 VI LET,

 errdisable recovery cause udld ¥ £ U} errdisable recovery interval interval 7' 02—/ 27 ¢
Xal—Yary avwr R HEMIZ UDLD errdisable 27— S [EIE L £,

i WOFITIX, A— b~ ETUDLD A X—7WZT B HEERLET,
Switch (config) # interface gigabitethernet0/1
Switch (config-if)# udld port
WOBITIHE, udld 72— VL a7 4 Falb—vay avy ROBREICHEFRRLS, 77434
X =72 A ALTUDLD 7 4 £—7 M2 d 5 HikE R LET,
Switch (config)# interface gigabitethernet0/1
Switch (config-if)# no udld port
E & 9 5 121X, show running-config ¥ 721X show udld interface it EXEC =2~ K&Z AL
ij‘o
REaT VKR avw vk BL
show running-config AL v FDFETaLr T4 X2l —a rERprLET, HBUHRIZH

Wi, [Cisco 10S Software Command Reference, Release 15.0)] %
ZHRLTLLIZ3N,

show udld TRTCOFR—MERFEEINEZHR—+® UDLD OEHAT—HX R
BLOEEAT —H A &2E£ R LET,

udld UDLD »7 7'V y v 7 £— REEEF /) —~<V T— KaeA X —TNIZ
TDH0, FRERERRA vE—Y XA ~—DOFRRZRTELE T,

udld reset UDLD iIZX» Ty v N TV ENTZTRTDOA V H—T =2 A%

Vey L, P77y 2B0EBSELLOICLET,
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W udid reset

udld reset

HhmY 7B (UDLD) Ik CF 4 —T M &NZA v F—T =24 AT TV kv L, b
T 4y RNBERERETIOEBFOHATIICNE (A= 7 V)— R—MEHT e bar
(PAgP), ¥4 FIv 7 b x> 7 7u bhai (DTP) 72 EOMOBEEITA r—T NMZT 5 LEBHED
NREZEHBETN), ¥ EXEC £— F T udld reset =~ > R&fEH L £,

udld reset
X DA Zoavy R, 5IBERIETF—T—RIEIH Y FH A,
TIHIE L
avY K E—F ¥¢iE EXEC
avy FERE Jyy—2x EEERT
15.0(1)EY Zoa<wy FRNBMEE LT,

ERALEDAHS RS54y A B —T A ADHFET., UDLD BEFA R —T AL THAHIEE. ZhbHDFR— MIFO®UDLD O
WKL, BEMEESN T RWEAICIER CEBTT 4 E—7 720 7,

i WOFITIX, UDLDICX > TT 4= M ENTZTRTCDOA v Z—T x4 A% VY N5 k%
RLET,

Switch# udld reset
1 ports shutdown by UDLD were reset.

RIE & MR 2121%, show udld #5# EXEC 2~ F& AN L ET,

BEEaTUF avwv kR A
show running-config AL T OFETFar 7 4 X2 lb—ra rEFRRLET, BXFERICS
WX, [Cisco I0S Software Command Reference, Release 15.0] %
ZLTIIES 0,

show udld TRTCOR— bERIFREESNZR— D UDLD OEHRAT — X X
BILOEMWERAT —F A 2R RLET,

udid UDLD 7 7V vy 7 = RELiF/ —~</b T— &AL 12 —7)VIC
THEN, FRIERETRERA v —Y XA ~—DOFR 2R T L £,

udld port @ x DA 2 —T7xAATUDLD A F—TNMIZT D0, £7-130%

Tr7ANA L E—T 24 AP udld 70— )b 27 4 X2 b—T g
vV awr RiEoTAR—T NI RDL0EHEET,

Cisco IE 2000 R4 v F a2 K JI7 LR
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vian H

VLAN #EBM LT, VLAN 2> 7 4 Fal—3 a3y T— REHBET AL, Za— 3L ar7 0¥
L—yay T—FRTvlan 2~ F&2EH L E9, VLAN ZHIRT 28451, 2Dz~ KO no EX
FEALET,
vlan vian-id
no vlan vlan-id
B DA vilan-id BB LOEET S VLAN O ID, fEETE H#MHIL 1 ~ 4094 T, 1 2D
VLAN ID., #nthax B v~ TRE-7=—#? VLAN ID, F72i3 A 7 o &HIC
A L7 VLAN ID Ofia A1 T& £7,
TIHILE 2L
A< K E—F Ju—sNb arZ4Falb—a
avy RERE yy—=x EEE
15.0(1)EY Zoavwy RPMEMEShE L,

BERLEDAA FF1 Y

AR VLAN (VLANID 1 ~ 1005) ®=a> 7 4 ¥ a b—3 3 UFERIT. ®IZ VLAN 5 —Z N—2
WIRFEENET, VLAN b7 F% 7 Fu han (VIP) "=V a3 %A LTWHHEA. £/20%
VIP E— KB FF AT Ly b (VIP A=V g0 1 $72132) OB41E. $EEHP VLAN (VLAN
ID 78 1006 LA E) Z1ERKTHZ &N TEET, VIP A=V 323 Tk, 25D VLAN & VLAN
T R= AR EINET,

HHEFIFH O VLAN (VLANID 1 ~ 1005) R¥rik#iF VLAN (VLAN ID 1006 ~ 4094) %#iE019 %12
WX, vlanvign-id 7o — )y a7 4 ¥ a2l —v gy axy REFEHLEY, VIP A=Y a3 1 BXL
U= 3 v 2 AT 28546 1%, JEEHE VLAN %13 2 A1lC, vtp transparent 7 2 — 3L =
V74 Fal—varyavr REHEHLTAASL v TFEZVIP 7V AXRT LY F F— RIZTHLERD
DET, VIP N—=Ta v 1 BRO2 Z2HEHT 225G, $EEHIFE VLAN X VIP IZ X > TRk,
VLAN F—Z _R— A2 BMENFEEA, VIPE—FR T AT L b THBEHE, VIPE— K&
RAAL U HBLORTRTO VLAN RETETa 740 X2 b—2 g VITIRESRETY., ZofHR%E
AA FDAEZ— T v a7 4 Xalb—ay 77 ANMVIRGETLHZ L TEET,

VTP R"— 3 > 3 13 EiE#EIF VLAN Oz AR— M L TWna ), £ H % VLAN — " F 7213
74T = RRTIERTEET,
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H vian

VLAN BEXOVIPHREEZAF — T v ar7 s Fal—rary 774 VIRIFELT, A v T %
V7 =T 25&, REFBKRDOLIITEIRSNET,

e VLANTF—AR_R—2bLar74Xal—ay Z7A4ADHFDVIPE— KRR KT AT L
FTHY, VIP RAAL VAR —ET 55, VLAN F— 4 _XR—2 [ 3E\ESNET, RF¥—F T v
T ar4Xal—vary 774 LNDO VTP BL O VLAN REMEA SN E4, VLAN 57—
R—=ZND VLAN T —F RXR—2 JEVa VEFEFEFINEEA,

o VTP £— FRV—ROPE, FHIEIAX— T v 7 VIP T— REFIE R A A V475 VLAN 57—
AR 2L —E LWEE . BP0 1005 fHd VLAN @ VTP £— FH LU VLAN REICIT
VLAN 5 —Z _R— 2 EWRHEHENE T, VIP S—2 3> 3 Tk, +T?D VLANID /X VLAN
T _R—=ZANIZIFE L E T,

VIP "=V a v 1 BXOR=Ua 2 TR AL v TN VIP F T VAT LY b F— FTERWEE
WZHEEHPH VLAN 2Bk L k5 &35 L, VLAN IFHERFSN, =7 — X vb—UREREINET,
N7 VLANID # A2 &, =7 — A vbE—UMREAREIN, config-vlan € — FZBBTE EHA,

vlan =< > F% VLAN ID ##i& L CAJ1T 5 & config-vlan E— R34 x—7 270 £7, BEF
® VLAN ® VLANID # AJ17 2% &, H LW VLAN [IER S EREAD, £D VLAN © VLAN /35
A—HEEFECTEET, FEESN/ VLAN (I, config-vlan T— FEE T L& SITBMELIFLEFES
nEd, (VLAN1~ 1005 @) shutdown =2~ > RZFNE72HICHEBHIC/RY £,

WHar7 4Falb—ar a<wy KA config-vlan T— FTRIHTE £9, 2~ KD no BX%
EHT D&, FEREDT 74V b AT — MIRED £7,

(E) TRCOa~vy RNFREINET N, ILEFE VLAN THHR—F &5 VLAN 207 s a2 b—v 3
v 2w RiE, mtu mtu-size & remote-span 7217 T3, LI VLAN 084, o3 TOREIX
TITANK AT —hOFFICLTEBILERDHY £7,

e are are-number : Z® VLAN 4/ —h =7 2710 —> (ARE) &y 7O KEEEHRLET,
ZOF—TU— RFiX, TrCRF VLAN 7ZifiIc#EHINE T, IETE 2T 0~ 13 T, 7741
MX7 TF, ERADENRNGESE, BRREIT0 THhERINET,

e backuperf: Ny 77 v 7 CRF E— REHEELET, ZOF—U— Fi&, TrCRF VLAN 7Z{F |2
AanEt,

— Z®VLAN ®X> 277 7 CRF £— K% enable (/ x—7 /) 2L,
— Z®OVLAN ® Xy 277 7 CRF £— K% disable (54 ¥&—7 L) IZLET (F7x4/ 1),

 bridge {bridge-number| type} : i3k —A V—F 47 TV v 5%V, FDDI-NET,
h—2 U 2 NET., $ LT TrBRF VLAN W CTH VLAN & L CZ® VLAN % FO9 X TOmEL
Vo 7 EMEERT A7) v UERELET, FBETE2HMAIX 0~ 15 T9, FDDI-NET,
TrBRF., BLX WO Fr—2 > U7 NET VLAN IZOWTIE, T4 DTV v OFRIZ0 (VY —R
N—TFT 47 7Y wyPkL) TY, type ¥—7— Rk, TrCRF VLAN 72 IZ@H S, ko H 5
DOWVWFTNMNTT,

— srb (V—2L— K 7Y v )
—srt (VY—R)L—F FSFo AT L) 7Y v VLAN

o exit: FEEZHEMHL, VLAN F—Z_X—2 J Vg %S (VLAN 1 ~ 1005 721F) ZHnEH,
config-vlan €— RZ& T LE T,

e media: VLAN AT 47 XA TE2ERLET, SEIERAT 4T XA T THEY R a~v RBXL
OHESZDWNTIE, & 2-37 28 L T EEn,

Cisco IE 2000 R/ wvF ARV F YI77L VR
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vian H

GE) AAvTFBRIFR—FTDHDEF, A —Y Xy b A= ZTT, FDDIBLO =27V
T AT 4 THEAOREIT, BIOAAL v FIZHTDH VLAN b T X7 7Fu han (7
02— )L T RS A RINESTHRELET, 260 VLAN e — il SnE
7,

— ethernet (X, f —V Xy b AT 4T XA T TT (F7H/L1F),
— fddi 1%, FDDI A5 4 7 %A 7 C9,
— fd-net |%, FDDI Network Entity Title (FDDI-NET) A FTU4T AT TT,

— tokenring |3, VIPV2 E— RNTFT 4 =T ADOPKITIE =22 VT AF 4T ZA4TTh
V. VIPv2E— F¥ARX—=T VDAL TrCRF T,

— tr-net (3, VIPV2 T— FBF 4 =7V OEEITIE b —2 > U > 7 Network Entity Title
(NET) AT 47 #A4FTHVY, VIPVv2 E— KBS X —TNVDOFETTIBRF AT 47 XA
“C“ﬁ-o

mtu mtu-size : AIEEHAL (MTU) (A FHEZOAT v b A X)) ZHEELET, fAETED
HPHIZ 1500 ~ 18190 T9, 7 7 4/ MF 1500 /XA FTY,

name vian-name : EF KA A L NT—ETHD 1 ~ 32 5D ASCII X751 T VLAN 24 LE
4, T 7 4 NI VLANxxxx T3, ZZ T, xxxx 12 VLANID %F 5 & AU 4 Hro¥T (efrtn
ETe) TT,

no: a2~y REMWMHIZL, T 74V IREICRERLET,

parent parent-vlan-id : BEf7® FDDI, ~—2 > U > 7 £721Z TrCRF VLAN ®# VLAN %57
LET, ZDF A —FX, TrCRF 23f1/E 3% TrBRF Z#BI9 5 DT, TrCRF #E&£ T H & =
ICLBEETT, FRETE DML 0 ~ 1005 T4, ¥ 74/ h@#H VLANID /&, FDDI B L h—
7 U7 VLAN TiZ 0 B VLAN 72 L) T9, F—72 U 7B X TrCRF VLAN O /5 T,
# VLANID 137 —# X— AT TIZFELTWT, b—27 21U 7 NET %721 TrBRF VLAN &
BT GN TV AMERH D 97,

remote-span : VLAN % U £— I SPAN (RSPAN) VLAN & L Ca%E L %9, RSPAN FEHESEE
O VLAN [T E N 54, £9 VLAN iZHIBR &4, RIZ RSPAN #fE L t bicHA SR E
3, RSPAN BERENHIBRINADET, EOT 7R R—= LIET 7T 07120 F3, VIP A
F—7NVOE4, H L RSPAN VLAN (%, 1024 X D /hEWk5 0 VLAN ID @ VTP (2 L Y {55k
SMET, I—=V71XVLAN ETF =727 £9, #EMIZ>0 T, remote-span =
<y RESHRLTLIEIN,

ring ring-number : FDDI, ~—2 > U > 2 ¥£721% TrCRF VLAN OV > 74 &% L £ ¥, I8
ETEAHPHIZ 1 ~ 4095 T9, h—2 U227 VLAN ®F 7 4/ MEX 0 T3, FDDI VLAN
Wi, 774V EREXH Y EHA,

said said-value : IEEE 802.10 IZft#i S TWb X2 VT 4 7Y =—3 a3 ID (SAID) %f5
ELET, FHETE D ID X, 1 ~4294967294 T3, ZOHFEIL, BERAALA VAT -EHTHD
VERH Y 9, 7 74V MEX, 100000 |2 VLAN ID &5 % A L72E T,

shutdown : VLAN @ VLAN 2A v F o 7% ¥y MU LET, ZOavy NEELICH
T/ £9, oz~ K, config-vlan T— F&K T Lz & XA £9,

state : VLAN 27— h&$EE L £7,
— active |Z. VLAN B’BET THE2ZL2EWKLET (F7 4/ 0),

— suspend /X, VLAN MFIELTWH Z LA EBHRLET, FIELTWS VLAN 137 v b & @
WEEEEA,
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H vian

ste ste-number : AX=2 7YV J— x A7 —7 (STE) OKy 7OHKRKBEEERLET, 2D
% —U— KX, TrCRF VLAN 2@ S E T, EETE2#EIX 0~ 13 T, T 74/ M
7 T9,

stp type : FDDI-NET, +—2 U > 27 NET., 721X TrBRF VLAN DA N= 7Y ) — Z A7
% L ¥ 9, FDDI-NET VLAN O34, 774/ h® STP %A 7 ieee T9, h—27 U7
NET VLAN O34, T 744 +® STP # A ZiZibm T¢, FDDI LR h—27 U 7 VLAN
DOBE. T7ANV DI A T IFRESNRTOER A,

- V—A)—hK FTFTUARXT Lk (SRT) 7V vV T HETLTWD IEEE A —% x> b
STP DAL, ieee

— Source-Route Bridge (SRB) %347 L T\5% IBM STP ¥4 1. ibm

- V—=A— K T UAXT Lk (SRT) 7V v (IEEE) % XU Source-Route Bridge
(SRB) (IBM) OfiAEHOEEFEITL TS STP 41X, auto

tb-vlanl tb-vianl-id 3 X O tb-vlan2 th-vian2-id : Z® VLANIZC h T AL —vat i 70 v
YIBTHORTWS 1 BOBLIO2EFDD VLAN 2 5ELET, FT7 AL —3 37/ VLAN
X, ZEXIEFDDlI £k b—2 Vo Tk A —Y Ry MIEH L ET, FEETXDHMIT0 ~
1005 T, EREEINRNE, 0 (R AL —Ya L T w7 L) ERREIRET,

® 2-37 SELFELATAT7 FATTHETEDIT U FEHEX

ATAT B4T |FBETEHWX

e name vian-name, media ethernet, state {suspend | active}. said said-value.

mtu mtu-size. remote-span, tb-vlanl tb-vianl-id. tb-vlan2 tb-vian2-id

FDDI name vian-name, media fddi, state {suspend | active}. said said-value, mtu

mtu-size, ring ring-number. parent parent-vian-id. tb-vlanl tb-vianl-id.,
tb-vlan2 tb-vian2-id

FDDI-NET name vian-name, media fd-net, state {suspend | active}. said said-value, mtu

mtu-size, bridge bridge-number. stp type {ieee | ibm | auto}. tb-vlanl
tb-vlanl-id, tb-vlan2 tb-vian2-id

VTP v2 £— KRBT 1 E—7 VD4, stp type % auto ([ZF%E LRV T 30,

k=22 V 27 VTPVl — FidA x—7 /1T,

name vian-name. media tokenring, state {suspend | active}. said said-value.

mtu mtu-size. ring ring-number, parent parent-vian-id, tb-vlanl tb-vianl-id.
tb-vlan2 tb-vian2-id

k=22 Vo27 |[VIPV2 T— RiIA %X —7 LT,

; /U-Ii/_;&l:b— name vian-name. media tokenring. state {suspend | active}. said said-value.
(TtCRF) e mtu mtu-size. ring ring-number, parent parent-vian-id. bridge type {srb |
T

srt}. are are-number, ste ste-number, backupcrf {enable | disable}. tb-vlanl
tb-vlanl-id. tb-vlan2 tb-vian2-id

k=22 Vo27 |[VIPvl T— RiIAx—7 LT,

NET

name vian-name, media tr-net, state {suspend | active}. said said-value. mtu
mtu-size, bridge bridge-number. stp type {ieee | ibm}. tb-vlanl tb-vianl-id.
tb-vlan2 tb-vian2-id

h—22VU>2 VTP V2 T— KA Xx—7 VLTI,

T vY U L—
Kg6E (TrBRF)

name vian-name, media tr-net, state {suspend | active}. said said-value. mtu
mtu-size, bridge bridge-number, stp type {ieee | ibm | auto}. tb-vlanl
tb-vlanl-id. tb-vlan2 tb-vlan2-id
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vian H

# 2-3812, VLAN OREN—/NLZRLET,

& 2-38 VLAN &)L —IL

BE

n—iv

VTP v2 &— R3A F2—T7 LT,
TrCRF VLAN A F 4 7 %4 7%
FELTWDELS

T TILT —F _X—RIZ(FE L TW25 TrBRF O#l VLANID %45 E
LET,

VUo7 BEEBELET, 2OT7 44—V FEZEAOEEICLARN
TLIEZ W,

TrCRF VLAN (2[R Ul VLANID 28 & 238113 —F DY /%
BEEHELET, 12Oy 7y arkvry h—% UL —i
e (CRF) P2 A X —7NICT BN TEET,

VTP v2 &— R A X—T LT,
TrCRF AT 4 7 XA TLHD
VLAN #&RE L TWBEA

Ny 77 w7 CRE ZHEE LRV T IZEN,

VTP v2 &— R A X —T7 )L T,
TrBRF VLAN A5 47 %4 7%
HELTWDLES

TV VRGERELET, TOT7 44—V REZEHOEFEICLR
NWTL7EEY,

VTP vl &— NiFA %x—7 L T9,

VLAN @ STP # A 7% auto IZRE L RN TLZE 0,

ZoN—nE, A —H% x> ~, FDDI, FDDI-NET., F—2 >V
7. BEOR =22V NET VLAN ICEH S £,

rZoAL—2 a7 oY
VR VLAN ZBd 5
BA (EIZ 0o ICHEESNARW)

fEHEND T AL—2aF v 7Y v/ VLANID 1L, T
TILT — A R—=RAFIE L TWARERH D 9,

(7= z2iX., 41 —¥ %> MIFDDI #&A > ~ L, FDDI X1 —%
Iy FEFRAYFNTDHENI L) a7 Fal—Ta P
RALBPLTCWB T AL—Y gL 7Y vP 7 VLANID
Zh, T VAL —2a b T U oD T ORI A—=FD 1 DITTE
D VLAN ~ORA EREENTVWDHLERDH Y 7,

a7 4 X a2lb—valrBNRA VN TD NI UAL—vat L T
Uy 7 VLANID if, (7=& 2013, A=V %y MIb—2 2V
VI HEBRA LV NTHIENTEDE NS K HIZ) 5£D VLAN &iX
BB AT 4T XA T THLILERNDHY T,

fHEDORT AL —vaF 7Y w7 VLANID AR EEH
TWaEHE, (& zxiE, A1 —% x> MIFDDIBL O F—7
Vo7 %BA LV RNTHIENRTEBLEWNS LI Zhbo
VLAN (3B B AT 4T ZA T THLAHVLERHY £,

WOFITIZ, T 74NV EDAT 4 THREZFFOA —¥ K> b VLAN ZBINT 2 5 EEZRLET, 7

7 &V MZIX VLANxxx @ vian-name & ENTWET, 22 T, xxxx 1T VLANID FS LR U 4 #10
¥y (it nagly) T, T 74/ F® media 7Y 3 i3 ethernet T, state 47 3 %
active TJ, 7 7 4 /v b D said-value %1%, 100000 (Z VLAN ID 215 L72fE T, mtu-size 4%
1% 1500, stp-type 47" = L ieee TT, exitconfig-vlan 27 4 Fa b — g avr NE AJ)
L7286, VLAN RELEGFEL TR Do GBI B EMSNE T, &5 ThWEEg, Zoa
~ v R HERLER A,

WOFITIE, T_XTOHRMEET 7 40 b TH LV VLAN Z1E& L. config-vlan &— R & BAtAT 5 ik
TR LET,

Switch (config)# wlan 200

| oL-29596-01-J

Cisco IE2000 R/ wF IRV F YI7LVR



$¥(2%F Cisco IE 2000 R4 ¥ F Ciscol0S a< Y F |

H vian

Switch (config-vlan) # exit
Switch (config) #

WOBITIE, TXTORMEET 7 40 b THEFP VLAN #$i#i/Emk L. config-vlan € — FZBG L
TOHLWVLAN ZAA v FDRAZ— T v 7 ar74¥ab—var 77 A MIRET 2 EE R
LET,

Switch (config)# wvtp mode transparent

Switch (config)# wlan 2000

Switch (config-vlan)# end
Switch# copy running-config startup config

RIEZ MR 211X, show vlan i EXEC 2~ R A/ LET,

EEavUF avUF St
show vlan FTRTOFKE SN2 VLAN £721% 1 50 VLAN (VLAN ID 7134
HIEE SN TVDIEE) ONRTA—F 2 EE AL CFRRLET,

Cisco IE 2000 R wF AT K Y77 LR
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vlan access-map M

vlan access-map

VLAN X7y h 74 VB U 7D VLAN = v 7 =2 b U 2{ERE-ITEET 5I121%, vlan
access-map /02— L a7 4 Fal—var avr FEFEALEY, 2oz bUiE E—FE
VLIAN 77 %A ~v 7 a7 4 Xalb—ra LB LET, VLAN~v 7 = b ZHIBRT 51
X, Zoa<r Fone BRXEFEHLET, vlanfilter 1 VX —7 =2 A a7 4 Falb—v gy avw
v RiX, VLAN v > 7% 1 oF 721384 VLAN ([Z@H L £9,

vlan access-map name [number]

no vlan access-map name [number]

X DERBA name VLAN ~ v 74
number UEE) B ERIILEF T~y 7 = b U DY — 2 Z2%F S (0~ 65535), VLAN
<~y TEERTDEBICY =7 ABEERTE LRWVWGA, BRIXAEHNICE LTS
. 10 6B LTI T8N LEST, Z0FEEZ. VLAN 7 7R vy 7 = |k
VIZHATE2. X VLAN T 78R ~v 7 =2 U S EIGRT BIEE T,
FI4IE VLAN 24 % VLAN v~ v 7 = R U £7212 VLAN = v FI13H 0 8 A
A< K E—F Ju—sb arZ4Falb—a
avy FERE yy—= EEE
15.0(1)EY Zoavwy RPMEMEShE L,

BERLEDAA FF1 Y

Jua—)L ar7 4 F¥Fal—yary T—RTE, 20a~2 RX VLAN =y P2ERE - IFMEE L E
T 2O U E. FE—FEVLANT7 7R ~v 7 a7 X2l —3 3 288 LEY, match
TR~y ar7 s Fal—varyravry RefEHLT, —#HT25IP £/723FEIP T 74097
A7 782 VA MEFELET, action 2~ N, ZO—FHIZL W 3y "EEXRELIZFa Y
FETEMNEIDERELET,
VIAN 77 kA ~vyFar7 s Xal—ary B—RFRTlE, koa~vy RRAFIHTXET,

e action: ETTH7 7V arE2RELET (REFEHIT R v ),

e default: =~ K&5 7 3/ MAIZHRE L £9,

e exit: VLANT7 7 tR~wvy 7 arv 7 4F¥al—Tary T—ReEKTLET,

e match: BAETHEAZRELET UP 7 RLAEHIIMAC 7 FLR),

e no: vy REEMZITIN, TDOT 74/ MIRELET,

T NVEE (=T RER) BEELRWEES, vy TORKICEMSNET,

VLAN ZEIZ VLAN v v i3 1 DFETRETEET, VLAN v v 7L, VLAN TF v h&2%ET
HEWMHAINET,

— 7 v A% S % FEE L T no vlan access-map name [number] 2~ REfEHT 5L, = MU & 1
DHIFRCTEET,
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Bl vian access-map

Ju—sL ary7 4 FXFalb—iay B—RTIE, vlanfilter f V% —7 =24 A a7 4 X2 lb—g
vawy REMALC, VLAN v v 7% 1 DE 77213850 VLAN IZEA L9,
VLAN v v 7 =2 FUOFEMIZOWTE, 2OV ) —RZHInTDY 7 b7 a7 4 Xab—
vary A REZRLTIEIN,

{4 WOHITIE, vacl EWVH4 D VLAN v v T E2ERR L, — 85727 v a v %2%0D VLAN < v 7
WHTAFEERLET, o= N Ry FICHEELRWVES. Ziux=> hU 101220 £9,

Switch(config)# wvlan access-map vacl
Switch (config-access-map) # match ip address acll
Switch (config-access-map)# action forward

WROBITIL, VLAN v v 7 vacl ZHIBRT 2 HEER~ LET,

Switch(config)# no vlan access-map vacl

EEEESAY avwyvk B

action VIAN 772~y X = N7 7 a 2R ELET,

match (778X vy arvryy 19FBFEEOT 72X VA NEEANTy MR—FTDH LI

Xl —al) VLAN ~ v 7% #&HELET,

show vlan access-map BED VLAN 77 B A <~ 7139 XCH VLAN 77 & &
~y FICEAT A EMERRLET,

vlan filter 1 >F 71385 D VLAN I, VLAN 727 A ~> 7 &AL
S
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vlan filter W

vian filter

1 28l E® VLAN I VLAN ~ v 7 %23 5 ZiE. vlan filter 72— 3L a7 X2 b —T g2 2
U REFERHLET, v~ v 7E2HIRTAGEIE. Z0avr RO no BRNEFEH L E7,

vlan filter mapname vlan-list {list | all}

no vlan filter mapname vlan-list {/ist | all}

)
() COa=wyRiE, AAvTFRIP Y —ER A A—VEBHL TCWIHEIZETEHNTEET,
BT EREA mapname VLAN =v 7 = hU 4
vian-list VLAN ® U X k,
list tt, uu-vv, xx. BL W yy-zz B TO | D713 D VLAN U 2k, &
Ul Ry a DRIEDANR—AIMER TT, HETE 2HMAIL 1 ~ 4094
<7,
all FT_NTHO VLAN 057 4 VX2 BHIBR L ET,
TI+NE VLAN 7 4 V2 13H 0 8 A,
A< K E—F Ju—sNb arZ4Falb—va s
avy FERE Jyy—= EEEM
15.0(1)EY Zoa<wy FRNBMEE LT,

BEREDAL T4

]

Ny MeBRo TRRENIC Rr y 7L, RET R ERADOBP TSNS Z R0 E ST,
VLAN 77 82 v v 7R FERCERZ L THSH VLAN ICHEH T2 2 L 2L £,

VLAN v 7 = FUOFEMIZOWTIE, 2OV ) —RZHInTDY 7 b7 a7 4 Xab—
vay A4 REZBRLTIIEEN,

WOHITIL, VLAN vy = Y mapl % VLAN 20 B LU 30 @A L £,

Switch(config)# wvlan filter mapl vlan-list 20, 30

ROFITIX, VLAN v v 7 = U mapl % VLAN 20 26 HIERT 2 HiEE R~ LET,

Switch(config)# no vlan filter mapl vlan-list 20

BE % iR 9 2121, show vlan filter £5#% EXEC =~ F& AL £7,
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W vian filter

BIEa<T UK avw vk SHER
show vlan access-map FsED VLAN 7 78R = 7T EIETXTHO VLAN 7 7R <= v 7T
BT oM EaRRILET,

show vlan filter VLAN 7 4 V2T _XTIIZET 2 1H®R, 72138 ED VLAN F721%
VLAN 77 €A = v 1T 2 EWRER T LET,
vlan access-map VLAN A7 v b 74 0Z Y DO VLAN~ Y7 =0 MY BER L ET,
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vmps reconfirm (¥4 EXEc) W

vmps reconfirm (454 EXEC)

7272612 VLAN Query Protocol (VQP) 7 = U —% (LT, VLAN A =2y 7 R Y o— $—n
(VMPS) TOFTRTOHXAF I 27 VLAN #0 ¥TE2HEMERT LI, F7HE EXEC E— KT vmps
reconfirm =~ > RZHEHL 7,

vmps reconfirm

X DEREA Zoa<wy NiZiE, 5l ELITF—VY—FNEIHY THA,
TI+IE 7L
avY kK E—F ¥+ EXEC
avy FERE yy—= EEHER
15.0()EY Zoavy RRBIMEShELE,
15l WOFITIX, VQP 7 =V —% VMPS IZ/- 12 BICEET 2 HikE R LET,
Switch# vmps reconfirm
RE MR T 512X, show vmps Fi# EXEC =2~ > K% AJjL T, Reconfirmation Status £ 7 > 3
@ VMPS Action 4% F~<FE 3, show vmps =~ > NiL, FHER¥ A ~— ORI, F721% vmps
reconfirm =< ROASTDOWT NN LD EBIZEHD B TORBMEBI N EO/REERTLET,
BEaTUF =1 BREA
show vmps VQP 5 LT VMPS fF# &£ R~ L £,

vmps reconfirm (72— VQP 7 747 FOHHEREREZEE LET,
Xy avsT74Falb—
vay)
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W vmps reconfirm (Fa—/XL av74¥aL—>3Y)

vmps reconfirm (¥O0—/\)L A>T 4 Xal—o 3
V)
VLAN Query Protocol (VQP) 7 74 7 F OFERMREEZZE T 5I2i%. vmps reconfirm 7 = —

NarZ a4 Xalb—varyavwry ReEFERHLET, T 740 MREICETIZE. Z20a~<r RO ne B
KEFEHLET,

vmps reconfirm interval

no vmps reconfirm

B DEREA interval ZAF v VLANEID Y CTEHHERTL720OD VLAN A "= v 7 KU v—
P—s3 (VMPS) ~DVQP 7 A4 7 b 72V —OFEHREWE, f8E T 50
X1~ 120 4T3,

TIAILE 77 4V s OFHEBRIREIL 60 43T,

av kR E—FK Ja—nN)arZ 4 FXal—var

avy FERE yy—=x EREM
15.0(1)EY Zoa~wr RRBEMERE LK,

il WOFITIE, VQP 77 AT "R 2053284 AF 2 VLAN =2 b Y 2 EHiERT 5 & 2 I E
T HEERLET,

Switch (config)# vmps reconfirm 20

BIE MR T 5121%. show vmps ¥i# EXEC =2~ > F% A7) LT, Reconfirm Interval 5% F{~<F£ 3,

BEa< YR avwUFk e
show vmps VQP 8L N VMPS fE#EF R LET,
vmps reconfirm (% EXEC) VQP 7 =) —%%fE LT, VMPS TOT_RCOLAFI v

VLAN #0 4 CEB#ERLET,

Cisco IE 2000 R wF AT K Y77 LR
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vmps retry W

vmps retry

VLAN Query Protocol (VQP) 7 Z4 7 > bOH— T L OFFRITEEZ#HET 21215, vmps retry
ra—s arZ4Fab—varavry RefLET, 774V PRECETICE, Z0oavy
K@ no &M LET,

vmps retry count

no vmps retry

B DA count UARDERDY—NCHRETDHHICZ T4 T > R VLAN A=y 7 K v—
P— N (VMPS) & OBEARITT DR, f8ETE DML 1~ 10 TT,

T4 T 7 40 b OBRITEEIL 3 T,
avvYv kK E—F sa—s\) arZ4Fal—ar
avy FERE Jyy—=x EEEM

15.0(1)EY Zoavwy RPMEMEShE L,
i WOHITIL, FRATEEZ 7TICRET D HIEELZRLET,

Switch (config)# vmps retry 7

FXOE & MEFR T A 121X, show vmps FikE EXEC =2+ > K& AJj LT, Server Retry Count 5l Z 7~ F 9,
BEavUF avwvFk Bk

show vmps VQP 5 LT VMPS & &R L £,
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W vmps server

vmps server

774U VLAN A=y 7 R = H— (VMPS) LHRR3BOENZ Y —_"aRiE
T 51X, vmps server 72— L a7 4 Fal—gy avy REFALET, VMPS h—1%
BT 25121E. Zoa~wy Ko no B EHHLE T,

vmps server ipaddress [primary]

no vmps server [ipaddress]

X DEREA ipaddress FI5A<VERITEDI L FY VMPS H— "D IP 7 RLAFELIIHRA M, KA b
ZHERETDHHEICIE, FAAL Y F—A VAT A (DNS) —R_"BEEINTH
DRENHY F£7,

primary EE) 794~V LD FIDELLD VMPS b —R"Z2RETLH0ERE L E
9,
TIF+IE T4V ERITE I FY VMPS H— NI EZESI N TWVER A,

™.

H
I

™.

a< s Jua—/N)p a7 4 ¥alb—vay

avy FEE )= EEER

15.0(1)EY Zoavwy RPMEMEShE L,

BRLEDHA RSMY primary S A ZNTWANE I N LT, EMICATISN T —NIZEBNIC T 714 <
P NE LTEREINET, O — T FLAE, kD=2~ KT primary 2EHT25 2 L2k
DN T D ENTEET,
JITAR arv T4 FXalb—2arDAUN AL yFIZIPT RVABRRWEE 7 FAZITED AN
AL v FICEEESNT VMPS U —RZFHLEHA, TORDY, 7T AF|ITavr K AL vTFD
VMPS —RZFEHAL, a3~ F A v FIiE VMPS Rk 7 x L7220 £4, VMPS — N, 7
FABEH—AL v F L LTHRY, av L R ALy TFOIPT RVAEMEH L TERISELET,

ipaddress [EZHBEETIC no BRAAEHAT L L, RESINTETRTCOYV—A"DHIRENEST, ¥ AT
XYY TR R IBRGFET DL LT RTOV—REHIRTHE, A1 vFiE, VMPS IZHRET
EhWVWED, INHDOR—FOFH LWERETN DD/ y MEIRETE E8 A,

i WOHITIE, IP 7 RL-A 191.10.49.20 DY — %75 4 <V VMPS — L LTHRET D HEELRL
F9, I[P 7 FL A 191.10.49.21 3L 191.10.49.22 Y — %, EH L H Y =L LTHREINE
j‘o

Switch (config)# vmps server 191.10.49.20 primary
Switch (config)# vmps server 191.10.49.21
Switch (config)# vmps server 191.10.49.22

WOFITIE, TP 7 RLZ 191.10.49.21 DY —_%ZHIRT 5 HikE R~ LET,

Switch (config)# no vmps server 191.10.49.21
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vmps server W

RE# MR T 511X, show vmps F7# EXEC =~ K% AJ1 L C, VMPS Domain Server ¥l % < %

o

BEITUF = BiE
show vmps VQP 3 LT VMPS &£ R L £,
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W vtp (Fo—SLaviq¥al—3y)

vtp (JA—/\)LaAVT74Fxalb—aY)

VLAN +J o %7 Zubhay (VIP) a7 4 Fab—a VB EREEZIEET I,
vtp 7 — )L 2y T 4 Falb—vary avwr REFERLET, REZHIBRLIEY, 774V NERE
WELEDTAEASIE. 2oa~vry Fone BXa2HEHLET,

vtp {domain domain-name | file filename | interface name [only] | mode {client | off | server |
transparent} [mst | unknown | vlan] | password password [hidden | secret] | pruning |

version number}

no vtp {file | interface | mode [client | off | server | transparent] [mst | unknown | vlan] | password
| pruning | version}

X DA domain domain-name A A v F D VIP EH KA A U 2545 1 ~ 32 50 ASCI XFH|T
VIP RAA U EZRELET, FAAL VA TIERILFE/NLFENRXFIE
7,
file filename VTP VLAN & ENRFZIN TS CiscolOS 77 AV VAT L T 7 A V%

fHELET,

interface name

DT NAATEHG SN VIPID 242354 v 7 —7 =4 ZAD4HI & 5
ﬁbi‘j‘o

only

(UEE) VIPIP 7 v 5 —2 L L TCZDA v E—T =L AZADIP 7 KL AT
JTRERALET,

mode

VIP#EEE—RNEITAT U b, = FRF N T AT L MR
ELET,

client

AA v FHVNTP 7747 F—RlZLEd, VIPZV 747 h E—F
DAL v FIZVIPIZKH L TAF—T L THY, 7 RARAFX A B EETEE
T2, VLAN BREZHRMNTI7-DICHBERRHBEEA T RH Y THA,
AA v FTVLAN R ETHZ LI TEETA, VIPZ 747 > F0NEH)
T5E. VIP 79472 MEIZFD VLAN F—Z RXR—=2 2 @H{t+ 57 KA
HARXEZETDHET, VIP 7 RARZ A XERELEEA,

off

AA v FH VTP A7 E—KNZLET, VIPA 7 E—RKDARA v FiL, b
T R—=FETVIPT7 RARZ A XA FEFRIE LRI & ZBRWT,
VIP b TV AT L b T34 R LERRICHEREL £,

server

AA v F & VIP =" E—FRIZLET, VIP V=R E—RDZAA v FiT
VIPIZ LTA RF—TNTHY, 7RI AXEEEFELET, A vFT
X VLAN 2 ETEE7, AA v Fik, BEBRIC, REREATU 1D
BIED VTP 7 —F X—ANDTXTD VLAN {F#HREZFETE E7,

transparent

2A v F & NTP b7 AXT Lo = RIZLET, VIP F 7 AT
LU R E=ROAL v FiE, VIPIZH L TT 4 =7 THY, 7 k¥
A RADFER, DT A ZAINBIRE ST RANZ A X b OFE %17

WERA, Flo, Xy NI =7 NOMODT /S 2D VLAN REILHEL 5
2D EEHVEFL, ALY TFIEIVIP T KR A XEZfE L, 7 KX
ARXEZELIEF T A= ZR<T_XTO T 7 R— MIZhaisd
ELET,

VIPE—RBRF AT LU b THLIHE, T— FRBRIORAAL V41X
AL v FOFETaAr 7 4 Fal—vary 77y MIREESRET, o
REAL Y FODRE— T v 7 a7 4F¥alb—3ay 774 MUARET
51Z1%. copy running-config startup-config fi# EXEC =2~ > K& AJ)

L%,
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vtp (FO— L avIs¥aL—2ay) M

mst EE) ~NF 2= Y J— (MST) VIP F—#Z~_—2x (VIP /S—
Tar3ICEs) ICE—RERELET,

unknown (&) RO VIP 5F—F X=X (VIP X—=V a3 IZRD) IZ&F—F%
RELET,

vlan ({£7%) VLAN VTP & — ¥ _— A |2E— K& B ELET, “hBNT 7 41

FCE (VIP N—P 3 31ITRS),

password password VTP 7 RARZ A XTEFE SN, %5 VIP 7 RNRF A XEfERT 57200
MD5 #4 V= A MR ETHEMEND 16 A N ORBEEE LR T D700
BHRAAL Y RAT—FERELET, SAT—FiI, 1 ~ 32 XFD
ASCI XFH|TE, NRAT— R TIEIRLFLE/NLERRBIENET,

hidden (EE) NATU—FK A MY I bAERSNT-F—2 VLAN 5 — &% _X— 2%
T ANMIREEND Z L 2EELET, hidden ¥—U— F&EE LRV
o, NAT—F X )37 07 TR A MUAEFEENET, hidden
RAT— REAS LSS, ZORZAT—REBEAHNL. FAALLHNTa
VU RERITTHVLERNHY ET, ZOF—T—REVIP A—2 33T
DOHYFE—FENFET,

secret (EE) 22— VN RT - FOMBEXF—42EEHRTTEAHLIICLET
(VTP "—2 2 v 31Z[R5),
pruning 2L v F ETVIP PN —=2 T %A Z—T VI LET,
version number VIP RX—=V g 2 —Tg 1, X"=Ug 2 £33 —V 9 0 3 ICRE
LET,
TIAILE T 7 AN DT 7 A NG flash:vian.dat TT,

T7ANDE F—=REP—NE—=RFT, 774V DT —F~X—2Z VLAN T,

VTP R—Y 33 Tk, MST T —H#_X—ADT 74V K T—REhT AT LV FTT,
RAAL A ERIFART = NIZER SR TV E A,

NAT— RERE SN THERE A,

IN—= TNIT 4 E—T N TT,

FIFNRDONR—=T g F A=V a1 T,

Ja—nN") a7 4 ¥alb— gy

™.

H
I

™.

avy

avy FEE yy—2 EEANRE
15.0(1)EY Zoavy RRBIMEShE LE,
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EREDHA KS1Y VIP £— R, RAA 4, BIXOVLANREEZ AL vTFOAF— T w7 a7 4 Falb—ay
T ANMARIEL T, AA v FZ2EHEHT S L, VIP BL O VLAN REIZRDOSEHICE > TRERIREN
7,

VLAN 7 =4 R—R b arv 74 Xal—vay 774 VOE SO VTP E— KRR KT AT L
R THY. VIP FAA AR —HT 55E, VLAN 77— _R—2 3R I ES, A¥— 7 v
T av74¥al—vay 77 AANO VTP B LU VLAN #EREA S ET, VLAN 7—¥
NR—=AAND VLAN 7= _X—=2 J bV a v EFEEIETINEE A,

AB— KT w7 VTP £— KB =N E— KOHFE, HEFAF—F T 7 VIPE—FELIE R
AAED VLAN 7 — 2 _X—2 & —F L2 WEE . &#D 1005 ® VLAN © VTP £— FEB LW
VLAN #EIZ. VLAN F—Z _X— 2 {FRIC L > RIS, 1005 22 %5 VLAN 13, A1 v F
a7 4 Fal—vary JrAADLRESNET,

BT —H _X—=2% 0 — FT250IC vtp file filename Z{EHAT 5 Z L3 TEEHA, Tt BEFED
T—HR=APRIEINTND 7 7 A VDOLARIEETET 521 TT,

VTP RAA A ZRET D & EITE, ROEFBFHICE->TIESUY,

RAAVEZERETDHET, AA v TFIFIHEEERNAAL AT —FORETT, FEHEFNAA 2 X

7 — FDOREIE, 2—H/L VLAN REICEENRAELTH, A v FIEVIP 7 AR X A4 XE2EELE
Hh, AL vTFIE, FToX T E{ToTNDER— B THRYIO VIP b~V — 7y hE%E L7
%, E721X vtp domain 2 v RTRAAL VA EZRELIZHE T, FEEHRAL L AT — ML HT
HLET, A4 vFIiE, B~V —XTFy "ML RAALVEZE LGS, T0ary 7 4 XFab—

var lEVarESE0IVEy bLET, AAvTFREFHARAL L AT — MO HITH L
725 &, NVRAM (FRERMERAM) 227 V7 LCY 7 b =742V v —RT5HET, AL vFN
CDOAT—RNMIFPADLLIRETDHZ LITTEERA,

FAA H TR, RCFLDFBRBI S ET,
RELTE R AL 20E, HIRTE E®R A, BIO RALTHERVE T LrbHY A,

VTP E— RERET D L X2, KOEEFHEIZHESTLLIZE W,

no vtp mode =~ FE2EMT 5L, A v F % VIP =N ET— NIRRT ENTEET,

vtp mode server 2~ NE, AL v TR FA T N T—NEREI N T AT L N E—RT
VBB T —HIBEI W & ZFRITIE. no vtp mode & [F LT,

ZEAAL TN ITAT VN E—RTHIHEE, /74T b A v FIIEORELEEL T,
Y= ar74¥al—varzabt—LEd, 7747 F F—FDRAL v FRHLIGEIC
I, BT =N E—FRORAAL v FTTXTO VTP £721F VLAN HEEEZIT-TLIEI W, 5%
BAL v FNRYPF—NRF—RERIZF T AT LU N BE— R THLIPEE. AL v FOREITLEH
INFEHA,

KTV ART VL h = RKDAAL vFiL, VIPIZEZMLEEA, FT U AT LU K E—FKDR
A4 v FTVTP £721X VLAN REDEH 21T 7oA, BHIIRy NT—7NOMD A A » FI2i%
BREEINETA,

P—=NE—FKDAA vFTVTP 721X VLAN REEZELE L12HE, TOEFEIZFRL VIP KA A
VDT RTDOAL v FIBEINET,

vtp mode transparent =~ RiX, AL LD VIP 27 4 B—TNMICLETRH, AL v TFnH R
A EHIBRLEE A,

VTP "= g > 1 BLON2 Tl $EEHP VLAN #8L7=Y . VTP X VLAN [F# % FE1T
AT 4 FXalb—vary TrAVRTELED T8I, VIPE—REI I AT LU b
WCRELTL &Y, VIPIZIRERE VLAN 227 947 P B IO — = R THHR— L L,
VLAN F—Z _X— 2 TR FELET,
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vtp (FO— L avIs¥aL—2ay) M

VTP "= 5 1 BRO 2 TI&, #E5EHFFH VLAN A A v F TREI N, VIP £— Fa¥—F

737 747 MIRELE D ELIEEGE, =7 — Ay E—URERIN, TORETHITSH
EFtA, VIP E— Fi&, VTP N—2 3 3 THLGR VLAN 225 2 LIk W AEFTE £,

A F I w7 VLANERR AT 4 E—7 L OB4E. VIPITRETEXL2E— NI, H—RNE—FF~
7 94T kN EB— ROWT Bﬁbiﬁ“o

vtp mode off =~ FEMEHATH L, T34 A% A7 IZHRELET, no vtp mode off 2~ K%
HEHTDL, 7L 2% VIP V=" E—FicVEy FLET,

VTP NAU— RE&RET 2 & EITE, ROEEFHICKE-> T ES0Y,

INAT — KT, RXFE/DXFRRBIENET, NAT—=RE, AL RAALCHNOTXTOA
A v FT—HLTWALERNHY £,

A FHNAT— FRREI N T RWIRBIZETHAIL. 2032~ KO no vtp password &
AEFEHLET,

hidden 5 X O secret ¥ — UV — Fi&, VIP "=V 3 v 3 FIFCHAR—FrENTWET, VIP ~—
Tar2hnb VIP A=V ay 3 ICEABRT 5846, 2812 hidden & 7213 secret — 7 — K& Hl|
BRI DMERHY 7,

VTP 7N —=0 J%RETH L EIE, ROEEFFHEIIE-> T EEW,

VTP 7 —=2 7%, 7 —=" 75 VLAN IZFTE T D AT — 3 a U in7anWiga ., £ VLAN
DOEHE VIP THFOHIBR L E5,

VIP %= R_TIN—= T oA X —TNCTHE, T—="F X VLANID 1 ~ 1005 OEH K
AL ERTA RF—=T M0 £7,

FN—= T A MIFEE S VLAN 72008, I —= 7 ORI 0 £97,
TN—= 7%, VIP A=V a1 BLONR—= a2 THR—-FENTWET,

VIP "=V a3 U ERET D & EITE, ROTEEFHIIHE > T EE N,

N=Var2 (v2) E=FRAT— 12UV E2LE, HDL—EDT 74V N VLAN OD/XF X —4
MEFEINFET,

% VTP AA > FIEMOTXTOD VIP 751 ZOHREE BB LES, VIP N—T 3 02
EFHAT LIS, Xy FT—=INOFTSXTO VTP AL 5 FTA=T 3 2 BYPR—PINTND
MHERHYET, £ TWEE, VIP A=Y a v 1 E— N TEBTAILOBRETLHILERH D
ESSR®

RAALLHADTRTDORAAL FNVIP R—U a3 U2 %S THLIBEE. | DDA v FTHR—U g
Y2EBRETIE, N—Va rETIL VIP FAAL CHOMON—T 5 2 2 5HEAA v FITARHE
SNET,

h=7 Y ZBRETVIP Z#H L TV EHE, VIP A=Y a3 2 bA X =TV THLLEND
DET,

Token Ring Bridge Relay Function (TrBRF) % 721% Token Ring Concentrator Relay Function
(TrCRF) VLAN A7 47 2 A 7&FRELTWDLHEITIE, A=Y ar 2 2L TS0,
f—=2 Vo7 EiE =2V Z NET VLAN A7 4 7 A TH2FEL TV DHEITIE, ~N—
VarlaERL TSN,

VTP 78— 5 2 3 T, VLAN 7 —Z X=X FHIZT T $TOT —F~—Z VTP fFHfHR
VTP RAA ZBERELET,

FFZUART LY N BE—=RTE 2O VIP A=Y a3 ) —=Va LA VIP A=V a 1 F
AL VIP N—=Va v 2 2l x THETEEEA,

AL v F arZ 4 Xal—rvary 774 MIINATY—R, Tr—=27 BlUOAR—-Yar arrgy
Fal—valrZ2RETHIEIITEEEA,
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il WOFTIE, VIP a7 4 FXalb—ray ATV DOT 7 A N4 % vipfilename \ZEF T 5 k%R L
9,

Switch (config)# vtp file vtpfilename

ROBTIE, TNAARAN—=V DT 7 ANLE T VT T 55 EEZRLET,

Switch (config)# no vtp file vtpconfig
Clearing device storage filename.

ROBTIX, ZOTNNAADONTP 7 v 77 =5 1D 2T 51 2 —T7 = AOL4HERET D H
EaERLET,

Switch (config)# vtp interface gigabitethernet

ROBFITIE, A v TFOEHLRAL VEZRET D HEEZRLET,

Switch (config)# vtp domain OurDomainName

WOFITIE, AA vF% VIP FF o AT Lok T—RIZTA55EERLET,

Switch (config)# vtp mode transparent

WOFITIL, VIP KA A NATU— RERETDHEEZRLET,

Switch (config)# vtp password ThisIsOurDomain’sPassword

WOHITIEL, VLAN 5 —FZ R—ZATCOFN—= T 5 A X—T T A HEEZ R LET,

Switch (config)# wvtp pruning
Pruning switched ON

WORFITIL, VLAN T —FRX—=ZADN—= a2 2 E— ReAf X =TT DHHEEZRLET,

Switch (config)# wvtp version 2

REE MR T 511X, show vtp status §7# EXEC =2~ REZ AN L ET,

BEEa< VR avwo R B2L
show vtp status AZA v F O VIP HeHEHRB L O VIP BH N A A v AT — X 2ADO— % 1EH
EFRRLET,

vtp (MU F—T 2R A F =T ATVTP A X—TNVELEIT 4 =T M LET,
ary74¥=2b—va
>)
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vip (1>

Vtp (1Y 8—Jz4R 2V T4 ¥aL—>ay) B

BR—=JxARAT4Xa2aL—3Y)

A—FHALCTVLAN hT %7 7a ban (VIP) 24 3—7 T DI, vip A ¥ —7 =4
A avZ4Xal—varyav s ReEERHLET, A VX —T A ATVIP 27 4 E—7NIZT 55
B, Zoa<wr Rone BRAFEHLET,

vtp
no vtp
~
GE) ZDawryRiE, AL v TFBRLAN RX—R A A—=UBIORVIP A= 32 3 2FITLTWDLEHEAETT
PR—hrENET,
WX DA Zoavry R, ¥—U—RE58IEH Y A,
T7XIE L
aTvFk E—F A B =T xR AL T 4 Fal—g L
avr FEE )= EERE
15.0()EY Zoawy RRBMEE L,

HHEDHA K51V

Zoawy RiE, VIP A=V a U3 ITHEINTWDAARA v F EREITTHR— SN TWET,

Bl WOBITIE, A4 —Tx2A4AETVTP A X—TMIT D HEEZRLET,
Switch (config-if)# vtp
WOFTIE, A F—T2ARXAETVIP 27 4 8—TWZTHHEERLET,
Switch(config-if)# no vtp

BEavUF avwv kR B

vtp (ZFr—p a3y VIPDRAA L&, RAT—R, FL—=7 RN"=Var BIOE—
T4X¥2lb—Ygy) Rarm— LI ELET,
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M vtp primary

vtp primary

VLAN rZ %7 7Fr bhan (VIP) OF 74~ —"Ee LTAL v FEZHRET HITIEL. vip
primary fi# EXEC =2~ RZ#EH L7,

vtp primary [mst | vlan] [force]

Zoawy R, no EXiEH v A,

(i) ZoawrRE, AL TR LANR—RA S A—UBIORVIP A=V 3 0 3 2ETLTWAEAETET
PR—bFENET,

(G¥)  vtp {password password | pruning | version number} 2~ KiZa~ FI A v ~LVTICRRENE
TR, PR— SN TWEFEA,

BX DA mst (EE) A vFEhe~LF 2= 7Y ) — (MST) #7714~
VTP — "L LTERELET,
vlan (fEE) A4 v F & VLAND T I A4 <Y VIP #— "L LTHRELET,
force (FEE) 774 ~) P—RERETIHE. AL v FRHBAETIHT A A%

FzvZ LBWVWEIICHELET,

T+ E AL v FIE VTP B H v &Y F—_TT,

avrykE—F kit EXEC

avy FERE yyy—x EENE
15.0(1)EY Zoa<wy RRNEBMERE L,
EREDHS K54y ZDa<wy R, VIP A=V a V3 ICREENTWA AL vF EFEIFTHR—FERTWET,

VTP 7T A4 <V =N T —F_X—XFERET v 7T — L, VAT LAHADTRXTOT A RAZL -
TITbnaT7T v 7T — b 2R ELET, VIPEA XY =N, TT7A4< ) =" EZE LT
Ty T RENEVIPOa L 7 4 Fa2l—2 a3 NVRAMICIA Y Y 7T o 7352 L ITNRTExE
7

T7ANNTEH, TRXTOTAAA R TEDFY) =R LTEREILET, T4 <) =D
T—H A, BHERRAAL HNOT A 7 == At —VERITTIHEOT —FRX—=A T v/
T— b DTDTEFICMETT, TTA~<Y =R L TEHVIP KAL U EROZENTEET,

TRAANY B = RT LN RAAL  RIA=EPEFINTZHE, 774~ Y) B—_"ORAT—Z A%
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i ROFITIE, AL vF% VLAN O7 74~ VIP h—_E LTRET DL HEEZRLET,
Switch# vtp primary vlan
Setting device to VTP TRANSPARENT mode.

RE MR T D121, show vtp status §7# EXEC =2~ REZ AL ET,

BIEaTVF av vk By
show vtp status AA v F DO VTP HFHERB LR VIP EFH KA A > AT — X 20— % IEH
ERRLET,

vtp (Fe—rvary VIPZ77A4N4, AV F—TxA R, RAAL 4, B— K, BLUOA—
T4 X¥a2l—ay) VarERELET,
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