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x-taxii-content-type: urn:taxii.mitre.org:message:xml:1.1
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<taxii 11:Poll Request
xmlns:taxii 11="http://taxii.mitre.org/messages/taxii xml binding-1.1"
message_id=" " collection_name=" ">

<taxii 1l:Exclusive Begin Timestamp>2015-01-16T00:00:00+00:00</taxii 11l:Exclusive Begin Timestamp>

<taxii 1l:Inclusive End Timestamp>2015-01-17T00:00:00+00:00</taxii 1l:Inclusive End Timestamp>

<taxii 11:Poll Parameters allow_asynch="false"/>
<taxii 1l:Response Type>FULL</taxii 1ll:Response Type>
</taxii 11:Poll Parameters>

</taxii 11:Poll Request>
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Poll_Request
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foTFubYa=r s rut A05ETHRICEM

INET,
Exclusive Begin Timestamp RIS U C o DfEZ TR U £ 9,
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x-taxii-content-type: urn:taxii.mitre.org:message:xml:1.1

x-taxii-protocol: urn:taxii.mitre.org:protocol:http:1.1
x-taxii-services: urn:taxii.mitre.org:services:1.1
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<t:Poll Response xmlns:t="http://taxii.mitre.org/messages/taxii xml binding-1.1"
xmlns:c="http://cybox.mitre.org/cybox-2"
xmlns:cc="http://cybox.mitre.org/common-2"
xmlns:co="http://cybox.mitre.org/objects#CustomObject-1"
xmlns:coa="http://stix.mitre.org/CourseOfAction-1"
xmlns:sc="http://stix.mitre.org/common-1"
xmlns:ind="http://stix.mitre.org/Indicator-2"
xmlns:ttp="http://stix.mitre.org/TTP-1"
xmlns:inc="http://stix.mitre.org/Incident-1"
xmlns:s="http://stix.mitre.org/stix-1"
collection name=" " more="true"
result _id=" " result part number="1"
in response_ to="generatedMessagelID" message_ id="responseMessagelID">
<t:Exclusive Begin Timestamp>2015-01-17T15:11:00.6482</t:Exclusive Begin Timestamp>
<t:Inclusive End Timestamp>2015-01-20T15:11:00.6492</t:Inclusive End Timestamp>
<t:Content Block>
<t:Content Binding binding id="STIX XML 1.1"/>
<t:Content>
<s:STIX Package xmlns:cta="http://cisco.com/td/cta"
id="cta:package-1412045744-66911c07-c908-4389-8888-00e438f58c2e"
timestamp="2015-01-20T15:11:02.766Z" version="1.1.1">
<s:STIX Header>
<s:Package Intent>Incident</s:Package Intent>
<s:Information_ Source>
<sc:Identity id="cta:customer-1234567890"/>
<sc:Tools>
<cc:Tool id="cta:tool-cta">
<cc:Name>Cognitive Threat Analytics</cc:Name>
<cc:Vendor>Cisco</cc:Vendor>
</cc:Tool>
<cc:Tool id="cta:tool-amp">
<cc:Name>Advanced Malware Protection</cc:Name>
<cc:Vendor>Cisco</cc:Vendor>
</cc:Tool>
</sc:Tools>
</s:Information Source>
</s:STIX Header>
<s:Incidents>
<s:Incident xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="inc:IncidentType"
id="cta:incident-1412045744 f8bae03fb2ff7d6185907ae3240d ITMAL1">
<inc:Title>malware|using automatically generated domain (DGA)</inc:Title>
<inc:Victim>
<sc:Name>JohnDoe</sc:Name>
</inc:Victim>
<inc:Related Indicators>
<inc:Related Indicator>
<sc:Indicator xsi:type="ind:IndicatorType"

id="cta:indicator-1412045744 1421623800000 f8bae03fb2ff7d6185907ae3240d 0">
<ind:Observable>
<c:0bservable Composition operator="AND">
<c:0bservable>
<c:0bject>
<c:Properties xsi:type="co:CustomObjectType">
<cc:Custom Properties>
<cc:Property name="timestamp">1421623882432</cc:Property>
<cc:Property name="xElapsedTime">1810</cc:Property>
<cc:Property name="scHttpStatus">0</cc:Property>
<cc:Property name="csContentBytes">622</cc:Property>
<cc:Property name="scContentBytes">907</cc:Property>

STIX/TAXII +—E X II



| P

STIXTAXII H—E X |

<cc:Property name="csUrl"></cc:Property>
<cc:Property name="sIP">195.22.26.231</cc:Property>
<cc:Property name="cIP">33.196.39.11</cc:Property>
<cc:Property name="cUsername">JohnDoe</cc:Property>
<cc:Property name="sReputation">-580</cc:Property>
<cc:Property name="sCategory">unclassified</cc:Property>
</cc:Custom Properties>
</c:Properties>
</c:0bject>
</c:0Observable>
<c:0bservable>
<c:0bject>
<c:Properties xsi:type="co:CustomObjectType">
<cc:Custom Properties>
<cc:Property name="timestamp">1421623896635</cc:Property>
<cc:Property name="xElapsedTime">1942</cc:Property>
<cc:Property name="scHttpStatus">0</cc:Property>
<cc:Property name="csContentBytes">361</cc:Property>
<cc:Property name="scContentBytes">582</cc:Property>
<cc:Property name="csUrl"></cc:Property>
<cc:Property name="sIP">195.22.26.231</cc:Property>
<cc:Property name="cIP">33.196.39.11</cc:Property>
<cc:Property name="cUsername">JohnDoe</cc:Property>
<cc:Property name="sReputation">-580</cc:Property>
<cc:Property name="sCategory">unclassified</cc:Property>
</cc:Custom Properties>
</c:Properties>
</c:0bject>
</c:0Observable>
</c:0Observable Composition>
</ind:Observable>
<ind:Indicated TTP>
<sc:TTP xsi:type="ttp:TTPType">
<ttp:Title>communication to automatically generated domain
(DGA) </ttp:Title>
</sc:TTP>
</ind:Indicated TTP>
</sc:Indicator>
</inc:Related Indicator>
</inc:Related Indicators>
<inc:Discovery Method>Log Review</inc:Discovery Method>
<inc:COA_Requested>
<inc:Course Of Actionxsi:type="coa:CourseOfActionType">
<coa:Stage>Remedy</coa:Stage>
<coa:Type>Eradication</coa:Type>
<coa:Parameter Observablescybox major version="2"cybox minor version="1">

<c:0Observable Package_ Source>

<cc:Time>
<cc:Produced Time>2016-08-15T17:02:02.6162</cc:Produced Time>

</cc:Time>

</c:0Observable Package Source>

<c:0bservable>

<c:0bject>
<c:Propertiesxsi:type="user:UserAccountObjectType">
<user:Username>JohnDoe</user:Username>
</c:Properties>

</c:0bject>

</c:0Observable>

<c:0bservable>

<c:0bject>
<c:Propertiesxsi:type="addr:AddressObjectType"category="ipv4-addr">
<addr:Address_Value>33.196.39.11</addr:Address_Value>
</c:Properties>
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</c:0bject>
</c:0bservable>

r—voonE [

</coa:Parameter Observables>

</inc:Course Of Action>

</inc:COA Requested>

<inc:Confidence>

<sc:Value>Low</sc:Value>

</inc:Confidence>

<inc:Information_ Source>
<sc:Tools>

<cc:Tool idref="cta:tool-cta"/>

</sc:Tools>
</inc:Information Source>
</s:Incident>
</s:Incidents>
</s:STIX Package>
</t:Content>
</t:Content Block>
</t:Poll Response>
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Information _Source DA T DY — AT D IEHR,

Tools

Tool Cognitive Intelligence & AMP O E'H 5 DY —

VIR, DA T M EH L,
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<t:Status Message
xmlns:t="http://taxii.mitre.org/messages/taxii xml binding-1"
xmlns:c="http://cybox.mitre.org/cybox-2"
xmlns:cc="http://cybox.mitre.org/common-2"
xmlns:co="http://cybox.mitre.org/objects#CustomObject-1"
xmlns:sc="http://stix.mitre.org/common-1"
xmlns:ind="http://stix.mitre.org/Indicator-2"
xmlns:ttp="http://stix.mitre.org/TTP-1"
xmlns:inc="http://stix.mitre.org/Incident-1"
xmlns:s="http://stix.mitre.org/stix-1"
status type="FAILURE" in response to="23537"
message id="16ed0b75-2af6-4537-b71c-da00e0alc419">
<t:Message>An error occurred during request processing.</t:Message>
</t:Status_Message>
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o— K73 401 T,

BAD_MESSAGE N2 HER A v E— T, Message NT A —H %
ZRLTLIZE0,

FAILURE FIEEDT T —TT, Message /3T A — X &5
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x-taxii-content-type: urn:taxii.mitre.org:message:xml:1.1
x-taxii-protocol: urn:taxii.mitre.org:protocol:http:1.1
x-taxii-services: urn:taxii.mitre.org:services:1.1
x-taxii-accept: urn:taxii.mitre.org:message:xml:1.1
content-type: application/xml

accept: application/xml

authorization: Basic ...

PR -

<taxii 11:Poll Fulfillment

xmlns:taxii 11="http://taxii.mitre.org/messages/taxii xml binding-1.1"
message_id=" " collection_name=" "
result _id=" " result part number="2" />

<taxii 11:Exclusive Begin Timestamp>2015-01-16T00:00:00+00:00</taxii 11:Exclusive Begin Timestamp>

<taxii 1l:Inclusive End Timestamp>2015-01-17T00:00:00+00:00</taxii 1l:Inclusive End Timestamp>

<taxii 11:Poll Parameters allow asynch="false"/>
<taxii 11l:Response Type>FULL</taxii 1l:Response Type>
</taxii 11:Poll Parameters>

</taxii 11:Poll Request>
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Poll Request

message_id TAXI AHARIZIE > T, HAZRICH L TT & LI
AR E NI STH, BRI LI B DT A
AR LET,

collection_name Cognitive Intelligence H— & A 7> b il £ 72 13 HUfS

XNbHaL v a4, ZOEMEIX. Ciscoll
Yo TFubeva=r /v AD%ET %R

SNET,
result_id A=V U TIREND ZOEEE 1T E 7,
result_part_number A=V TIEOMEIS ZOfEE 1 L ET,
Exclusive Begin Timestamp BRI U CZ DfEZRE L £,
Inclusive_End_Timestamp RIS U C o AR L £,
Poll_Parameters
allow_asynch Z DBMEILFIC false [IZRRE L E T,
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() Exclusive Begin_Timestamp & Inclusive End_Timestamp O CH A — h I b KD 3
HTY, ZNINEBZTWHEE, IRSNDHERIT Inclusive End_Timestamp 7>5 3 HAETE
TIZHIR SN ET,

XEny T

IOk T va T FEMARTRAEIC T CRERICEREE 2R ET 5728, Cisco STIX/TAXII
API TR ENBILED 7 =) O—IZHOWTHBA LET, 7=V f i 4 2803,
SPLUNK DFEAIZEE SN TR Y | 72t O TY, FED T 4 —/V ROMEIXe — DL OffE
WL CTRADAREMENH Y £928, 72 OFWIZSIEM ¥ AT 2B X OMAITA < #AH &
nEd,

EX bk SPLUNKIZHOT =X ZIE L TV EHE. BA N, AT v 7 A 23 — AL DSEHIC
7 =1 %;3B/ L T Cognitive Intelligence 7— ¥ OB &I L THRE L E T,

Users Affected by Confirmed Threats

ZO7 2 ) IHERE OB A OT R TO2—Y 2R LET, £/, TA27 by TBEEDE
¥ @ Incident Response Team |2 T HZ ENTEET, TNHDOAL T B Y AT NE
WA, BREZITDT AN AOFHA A=V 7RG LET, 207 =V ik, 282 %0)
HA—PFLBLOF v o= A B FFOT =T VAR LE T, RO X I L TETROF Y
VR — B B RRER L, username+campaign X7 O EAE ZHEFR L £,

campaign!="" | table cUsername campaign | dedup cUsername campaign | sort + cUsername
FE, ROEIICF Y o = OEBMEDO T 4 — )V REHEHLET,
campaign!="" | transaction cUsername | table cUsername campaign | sort + cUsername

Users Affected by Confirmed Threats Within a Timeframe

ZO7 T VITE, RANCERENTANB L ORBZICR RTINS EENTHNET, EThRNY
Xy L _X— U Z RS L, usernamet+campaign X7 THEH L, Web 7R —D X A LAZ VT Dhg
MBS KL O KREAFIR LET, fRIE= RNy 7 JUBBEATTR, LEISTT, ALy
A —REEIC AT E £,

campaign!="" | stats min(timestamp) max (timestamp) by cUsername campaign

F21E, strftime B AMEH L TR v 7 OF#EEZDE T, ROBITE, I UVBEHIBRT S
72, ZADLAZ LT 1000 TEI- TWET,

campaign!="" | stats min(timestamp) as oldest max(timestamp) as newest by cUsername
campaign |
eval oldest time=strftime (oldest/1000,"%m/%d/%y $H:%M:%S") |
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. Users Affected by High Risk and High Confidence Incidents

eval newest time=strftime (newest/1000,"%m/%d/%Sy $H:S$M:%S") |
table cUsername, campaign, oldest time, newest time

Users Affected by High Risk and High Confidence Incidents

OV ZVIE, HERINTZX Y o= OFEIIHID LT, BV A B I OE M EEEE
FFO2—HOEBENANY A NOT—T NV EERLET, BV AT EEWEEEEZRE L.
2—PLHOEEEZPRELET, 26T XTOAL T2 MEEWY 27 D o@E MEHETH
Lz, WEBEZTDLT NAADOHA A=V U T ERFLET,

confidence="High" risk="High" | dedup cUsername | table cUsername campaign

Users Affected by Campaign

o7 VL, YL —EIZ oW T, oK E Eblicxr o RX—2TREILTES T
TEERLET, BTRWVF Y= Z2HREL, | HOHIETbin #54T7L, £® bin D
2—V L ORMREEFELET,

campaign!="" | timechart dc(cUsername) span=1ld by campaign

\}
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Command and Control Servers

o7 VL, ERENT AT ) TREENETRTOavy REXOHIE (C&C) H—N
DYAREERLET, Y—OIPT KL ALF ¥ o R=2 2 HKRTH T, ZETHROF¥
VAR—VERLT, = NIPT FLAOEEZYRL T, MROMERE, C&C DB & HEEF
THIDITEY L T=T A ATHA SN C&C 4 IP 7T KL A% Y A M LET, 4% C&CIP
TRULAZEIL, EOBEF v o X—VIZEHEENTHDEO0 000 ET, L0EI DA T
VY2V ADMD U AT AERE L, EX2 U T 4 REOHEE (I0C) Zi#ftL, BL-=
VRRAVNDEEOHD T n R ET T = a VERET A EDIEHATEET,
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