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AT Y 7°1:[Configuration] > [Tags & Profiles] > [Tags]Z iR L £9, [Policy]X 7 T[Add]Zi#RL
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AT Y 7°1:[Configuration] > [Tags & Profiles] > [AP Join]ICB &L . [Add]ZBIRL£T, BEIZA
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Add Site Tag
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F73a1: COFATTATR, —EBIL1DDAPERETHIHENHY) £T, [Configuration]
> [Wireless] > [Access Points]ICBBILE T, R—ALFT7 1 AICBEHTHAPZERL., [Home
Office Tags]ZiZIRL £9, [Update and Apply to Device] Z&RL £9,
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Registered
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AP Name - Modal : IP Config
Disablad
APD120_4CETIC CO120AK- |
4 B | LED State [EN*BLGD .] CAPWAR Preferred Mode  IPvé
1 10
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Static IP (IPvd/IPv) o
) Cleandir NS| Key
5 GHz Radios A
Time Statistics
Tags
2.4 GHz Radios bk
J| e
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A72322: COFTIAUTR, BROAPERRICERETE £, [Configuration] >
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ip access-list extended HoneOffice_ACL
1 deny ip any 192.168.1.0 0.0.0.255 |l og
2 pernit ip any any |og

!

wireless profile flex HonmeOifice_Fl exProfile
acl -policy HomeOffice ACL

of fice-extend

!

wireless profile policy HomeOf ficePolicy
no central association

aaa-override

flex split-mac-acl HomeOffice_ACL

flex vlan-central -sw tching

i pv4 dhcp required

vl an defaul t

no shut down

!

wireless tag site HomeOriceSite
flex-profile HoneOffice_FlexProfile

no | ocal -site

!

wireless tag policy HoneOf ficePol i cyTag
w an HoneOffice policy HoneOf ficePolicy
!

w an HoneOffice 5 HomeOffice

security wpa psk set-key ascii 0 XXXXXXX
no security wpa akm dot 1x

security wpa akm psk

no shut down

!

ap 70db. 98el. 3eb8

DROICHEVYET,



policy-tag HoneOf fi cePol i cyTag
site-tag HoneOliceSite

|

ap c4f7.d54c. e77c

policy-tag HoneOf fi cePol i cyTag
site-tag HoneOliceSite

!
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eWL.C- 9800- 01#show ap name AP3800_E1. 3EB8 confi g general

Cisco AP Nane : AP3800_E1. 3EB8

Cisco AP Identifier : 0027.e336.5a60

MAC Address : 70db. 98el. 3ebh8

| P Address Configuration : DHCP

I P Address : 192.168.1.99

I P Netmask : 255.255.255.0

Gateway | P Address : 192.168.1.254

SSH State : Enabl ed

Cisco AP Location : default location

Site Tag Name : HomeOficeSite

RF Tag Name : default-rf-tag

Policy Tag Name : HomeOfficePolicyTag

AP join Profile : HomeOfficeAP

Flex Profile : HomeOffice_ FlexProfile

Primary Cisco Controller Name : eW.C 9800-01
Primary Cisco Controller |P Address : 192.168.1.15

AP Mode : FlexConnect

AP VLAN tagging state : Disabled
AP VLAN tag : O

CAPWAP Preferred node : |Pv4
CAPWAP UDP-Lite : Not Configured
AP Subrode : Not Configured
Office Extend Mode : Enabled

APICE#EEGL, REZWRIDLETERT,

AP3800 E1. 3EB8#show ip access-lists
Ext ended | P access |list HomeOf fice ACL
1 deny ip any 192.168.1.0 0.0.0.255

2 permit ip any any

AP3800_ E1. 3EB8#show capwap client detailrcb
SLOT 0 Config

SSID : HomeOh'fice
Mlan Id : O
Status : Enabl ed

otherFlags : DHCP_REQUIRED VLAN CENTRAL_SW

Profile Name : HomeOffice



AP3800_E1. 3EB8#show capwap client config

AdminState : ADM N_ENABLED( 1)

Name : AP3800_E1. 3EBS

Location : default |ocation

Primary controller nane : eW.C 9800-01
Primary controller P : 192.168.1.15
Secondary controller nane : ¢3504-01
Secondary controller 1P : 192.168.1.14
Tertiary controller nane :

ssh status : Enabl ed

ApMode : FlexConnect

ApSubMode : Not Confi gured
Link-Encryption : Enabled
OfficeExtend AP : Enabled

Di scovery Tinmer : 10

Heartbeat Timer : 30
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TP ETANE, IP192.168.1.98M U 5 4 7 > M 5Google DNSH—/YA, RIZ
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L 2192.168.1.99DIPZEETE TBAICMPERRETEEXR T, RFT7 1Y IUNDILSK > XILTH
Flteh, 77)5—23>0F—RTL—LDOINRREND L, 192.168.1.254\ Dicmplk &

WEEA,

M “Ethemnet_yellowCable

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Internet Control Message Protocol

Frame 825: 74 .b.ytés on wire (59.2" I;i.ts), 74 bytes capturéd -{ 592 b.\ts) on interface @
Ethernet II, Src: Cisco_el:3e:b8 (7@:db:98:el:de:b8), Dst: ThomsonT_73:cS5:1d (@€:26:44:73:c5:1d)
Internet Protocol Version 4, Src: 192.168.1.99, Dst: 8.8.8.8

dn 0 [ IDRB Res=TsEEQaam

|i{ liemp

Mo Delta Source Destination Info Ext Tag Number

» B25 @.000000 192.168.1.99 8.8.8.8 74 Echo (ping) regquest id=0x8@81, seq=13/3328.
831 #.018860 8.8.8.8 192.168.1.99 74 Eche (ping) reply id=6x8e6l, seq=13/3328..
916  ©.991177 192.168.1.99 8.8.8.8 74 Eche (ping) request id=-8x@@@l, seq=14/3584..
928 B.918004 B.8.8.8 192.168.1.99 74 Echo (ping) reply id=6x0881, seq=14/3584..
951 1.889921 192.168.1.99 B8.8.8.8 74 Echo (ping) request id=6x@@81, seq=15/3840..
954 8.817744 5.8.8.8 192.168.1.99 74 Echo (ping) reply id=ax@del, seq=15/3848..
lele 1.800264 192.165.1.99 8.58.8.8 74 Echo (ping) request 1d=8x@88l, seq=16/4896..
lell @.818267 8.8.8.8 192.168.1.99 74 Echo (ping) reply id=0x88081, seq=16/4896.
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AP Hameh AD3B00_E1.3EB8
AP 1P Address 192,188.1.59
AP Hodg FlexConnact
AP MAL Address Toidhihboel b
AP Uptime © days, © hours, 52 minutes, 25 seconds
AR Softeang Version LES R
WLE Info [eWnC-2800-02][192.168.1.15]
CAPWAR Stalus Run
Wl Gatewar Status Good

AR Statistics

Radis Admin Status Chan/BW T Pawer Phts Injfout
2.4 GHE Enpbled 1/200M2 14dBm 22718/145430
5 GHz Enabled 36/40MHz 18d8m oo

LAN Port

Port Ne Admin Status Port Type Link Status PHEs Injfout
1 Disabled Loal Blocked o

2 Disabied Local Blocked oo

3 Digabied Local Blocked L

4 Disabled Leocal Blocked (]
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