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CORFIXVRNTR, IXTORIETOT7AINERBUX_Z1—TRETEDLDIC,
Advanced Wireless SetupZ AL TR T ETA7 7M1 ILOREZTVET,

AT ¥ 7°1:[Configuration] > [Wireless Setup] > [Advanced] > [Start Now] > [WLAN Profile]\c B}
L. +tAddZ2 VY OLTHLUUVWWLANZERLET, SSID, Z7O7 714 J)LE&. WLANID, &
UWLAND A T—R AZRELE T, RIZ, [Security] > [Layer 2][CBEIL ., BREZTVET,



Add WLAN x

General Security Advanced

Layer2 Layer3 AdA,

i WPA + WPAZ
Layer 2 Security Mode | * r Lobby Admin Access D
MAC Filtering 0O Fast Transition | Disabled v
Protected Management Frame Over the DS O
Reassociation Timeout 20 |
EMF Disabled v
MPSK Configuration
WPA Parameters
MPSK 0

WPA Policy O
WPA2 Palicy
GTK Randomize D
OSEN Policy ()
WPAZ Encryption AES(CCMP128)

U compzse

Occmpizs

O ccmpzse
Auth Key Mgmt Osoz.1x

PSK

—

I:I Easy-PSK

O ccrm

EESSIDEF I UT A RE/N—K
2



o
(O Easy-PsK

O coim

OFr - 8021«
OFr - psk

O so2.1x-5HA256
O psk-sHAZSS

PSK Format | Asci v |

PSK Type | Unencrypted |

Pre-Shared Key* | | |

EESSDEF21UT A REN—K3EFESSIDEF 21U T 14 RE/N— M

¥ :PSKSSIDTlE, O—Z2JHONYRITIAIVFEVED, FTE2EMICTIHLERFH
\)EB A, 802.1X WPA Enterprise 2R ET DB S k. FT+802.1XEAKME L THERIICL.,
Fast TransitonZBMICLETAH. "Overthe DS, FERICL THLL ZEEHRLET,
FT+PSKERETE R TN, COPITRHRBEEICT D LHICEEDPSKEFEAL TWET,

AT Y 72:[Advanced]| 2 7 ICEBEIL. Aironet EZBMICLET, O—RNZ I 2T EFHIRR
NEMCE>TVWDEEZERLET,

Add WLAN x

General Security Advanced
Coverage Hole Detection D Universal Admin D
[aironet iE @ =] OKC (&
Advertize AP Name D Load Balance D
P2P Blocking Action | Disabled v | Band Select O
Multicast Buffer IP Source Guard D
Media Stream Multicast- 0O WM Policy | Allowed v |
direct
mONS Mode | Bridging v |
11ac MU-MIMO (=)
Off Channel Scanning Defer
WiFi to Cellular Steering D 9
- ‘o mm ~

BUR—T, 754A)FT 145, 6, BROPTICR/ULTATFYZRILAF Y OEBANFr BMIC K
2TWBREEBRELET, cnllkY), ThSOUPTSA AT 14 (BEEXWICEZFRFT7L—A



) DT L—LAZEETNERIC, AP0 UMBEATF Y RILICBEDDZHERT,

Add WLAN x

WiFi to Cellular Steering D
Fastlane+ [ASR) @
Deny LAA (RCM) clients ()

Max Client Connections

Off Channel Scanning Defer

Defer Prioity OJo O 0O:
0Oz 0Oa 5
& O7

Scan Defer 100

Tirme

Per WLAN | 0
Par AP Per WLAN | 0
Per AP Radio Per WLAN | 200

11v BSS Transition Support

Assisted Roaming (11k)

Prediction Optimization D

Meighbor List

AT Y 7°3:[Policy Profile]ZiZIR L, [Add|Z2 VY UV LET,.




Configuration~ > Wireless Setup~ > Advanced

— L4
| Start |

NS
Paolicy Profile Name .
Tags & Profiles
default-policy-profile
(i R ¥ Policy Profile b
o Policy Tag & = 0O
(i) AP Join Profile = 0O
(i | Flex Profile = 0O
o Site Tag & = O
o | RF Profile = o
o | RF Tag T = O
Apply
(i} I Tag APs =

[Policy Profile name]Z 5% L . [Status]%[Enabled]lC&E L . [Central Switching].
[Authentication], [DHCP and association] ( 17.6M# . [central association]F T Y JRY O AN 7
JEBYET ) ZBVOEXREICLET,



Add Policy Profile *

A Disabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies Q05 and AVC Mobility Advanced

Marme* | PE1 | WLAN Switching Policy

Description | Enter Descriptior | Central Switching ENABLED .

Status ENABLED . Central Authentication ENABLED .

Passive Client Central DHCP EMABLED .
O

Encrypted Traffic Analytics B oissee Flex NAT/PAT B osceeo

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT | 2-65519

[Access Policies]2 2 1JY 2 L., SSID Voice \DELHBFICTDA VL AISA T MNNEIVHTS
NBVLANZRELE T,




Add Policy Profile ®

A Dizabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profila.

General Access Policies Q05 and AVC Mobility Advanced

RADIUS Profiing O WLAN ACL
HTTP TLV Caching 0 PuacL | v
DHCP TLV Caching 0O

IPv6 ACL | v
WLAN Local Profiling

LIRL Filters
Global State of Device 6]
Classification Pre Auth | v |
Local Subscriber Policy Mame | v Post Auth | v |
VLAN
VLAN/VLAN Group ] v
Multicast VLAN | Enter Multicast VLAN |

RID—=7OA7F7ANT I AR) S —BER—D

[QoS and AVC]Z2 2 )Y UL, [Auto QoS]/\NT X—& % [Voice]lCiZEL E T, [Save & Apply to
Devicel2 7 JUY VL&Y,

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Auto QoS | Voice v | Flow Monitor IPv4
SIP-CAC Egress ‘ v
Call Snooping Ingress ‘ v
Send Disassociate Flow Monitor IPVE

Send 486 Busy
Egress ‘

Ingress ‘ v ‘

| =] Save & Apply to Device |



[Advanced|2 7Y oL, Y232 XA LT N%84000(CFKEL . [IPv4 DHCP required]) A’ #&
MCBLOTVWBRZEZHEL., ARPTOFZZFMICLET,

Edit Policy Profile *

General Access Policies Q0% and AVC Mobility Advanced

WLAN Timeout Fabric Profile O
. . . N Link-Loca D
Session Timeout (sec) 84000 Bridging
Idle Timeout {sec) | 300 | mDNS Service | default-mdns-ser.. |
Policy Clear
Idle Threshold (bytes) 0 |
Hotspot Server | b |
Client Exclusion Timeout [sec) &0 | )
User Defined (Private) Network
Guest LAN Session Timeout D
Status D
DHCP
Drop Unicast D
IPv4 DHCP Required 0O DNS Layer Security
DHCP Server IP Address |
DMS Layer | Not Configured L |
Security Clear
Show more ==> Parameter Map ===
Flex DHCP Option
AAA Policy for DNG
Allow AL4 Override D Redirect .
WAL Stete O WLAN Flex Policy
Policy Mame | default-aaa-policy x |
VLAM Central Switching O
Accounting List v
¢ | © Split MAC ACL | v |
WGB Parameters
Air Time Fairness Policies
Broadcast Taggin D
qqing 2.4 GHz Policy | v |
WGB VLAN O
5 GHz Policy | v |
Policy Proxy Settings
EoGRE Tunnel Profiles
Tunnel Profile ¥ |

IPvE Proxy | None v |

| Update & Apply to Device

RID—=7O7 74 IIOFHMBRER—D

AT Y 7'4:[Policy Tag)Zi®#IRL, [Add]|Z0 VY VLET, RURRTEZZRELFT, [WLAN-



Policy Maps] T, [+ Add]Z%2 ') v U L%, WLAN Profile & Policy Profilez ROY 7RO X
1—-HSEBRL, REITBZIIXVITOFIVIORIIUYILET, RIC, RELTFNAALEA
129V vOLET,

Add Policy Tag x

Name™* | PT1 |

Description | Enter Description |

Vv WLAN-POLICY Maps: 0

WLAN Profile ~  Policy Profile w

0 | 10 « | items per page Mo items to display

Map WLAN and Policy

I WLAN Profile* | Voice v

Policy Profile* | PP .

RLAN-POLICY Maps: 0

[ =| Save & Apply to Device ]

AT Y 7°5:Site Tag]Zi&IRL, [Add]|Z2V Y U LET. APFO—HILE—RTEETEILSIC
. [Enable Local Site]’RY 9 A& F/ICLET. RIC. [Save & Apply to Device:]Z22 Y I L&

LD
Name* ST1
Description Enter Description
AP Join Profile default-ap-profile v
Control Plane Name default-control-plage
Enable Local Site v

=] Save & Apply to Device

AT Y 76:[RF Profile]Zi&iR L, [Add]Z ') Y U L& T, [Configure an RF Profile per band].




Add RF Profile x

General 802.11 RRM Advanced
Name* ‘ Voice2dGHz ‘
Radio Band | 2.4 GHz Band v |

Status enasle [

Enter Description ‘

Description

Add RF Profile x

General 802.11 REM Advanced

Name* | VoicebGHz |

Radio Band | 5 GHz Band - |

Status ENABLE .

Enter Description

Description

=| Save & Apply to Device

[802.MAZ21—CBELET, 12MbpsKFNDINTHOL—RNEEMICL, BEAEL—MELTI2
MbpsZiXEL. MADTFH THR—RENS18 MopsA LZFREL T,

24 GHzF—Z2L—b:



Add RF Profile x

General 802.11 RRM Advanced

S—
Operational Rates 802.11n MCS Rates
1 Mbps | Disabled v ‘ Enabled Data Rates:
2 Mbps Disabled v
| ‘ [G,1,2,3,4,5,5,?,8,9,'|D,'I1,12,13114,15,1511?,18
i .19,20,21,22,23,24,25,26,27,28,29,30,31]
5.5 Mbps | Disabled v
6 Mbps | Disabled v ‘
Enable MCS Index v,
9 Mbps | Disabled v .
'
11 Mbps | Disabled v v 1
v 2
12 Mbps | Mandatory v
v 3
18 Mbps | Supported v ‘ v .
24 Mbps | Supported v ‘ vl 5
v 5]
36 Mbps | Supported v ‘
v 7
48 Mbps | Supported v v .
54 Mbps | Supported v v o
1 2 3 4 » #

‘ 10 v "Lcms per page

1 - 10 of 32 items

=| Save & Apply to Device

5GHzF—XL—h:



Add RF Profile x

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates
6 Mbps | Disabled L | Enabled Data Rates:
9 Mbps Disabled v
| | [0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
,19,20,21,22,23,24,25,26,27,28,29,30,31]
12 Mbps | Mandatory v |
18 Mbps | Supported v |
Enable MCS Index v
24 Mbps | Supported v .
W
36 Mbps | Supported - | = 1
o 2
48 Mbps | Supported v |
o ]
54 Mbps | Supported v | o 4
o 2
N =1
v 7
o 8
v 9

1 2 3 4 » w
‘ 10 « ‘ilcr‘rs per page

1 - 10 of 32 items

= Save & Apply to Device

AT Y 7TIRF Tag)ZiBRUL, [AdA|Z VY I ULET, COEIZIVOARTY T5THERL L
RFZ7O77AINZEERLET, RIZ, RELTFENAALCHEHAZOPVYILET,



Add RF Tag x

Name* RT1

Description Enter Description

5 GHz Band RF Profile Voice5GHz v
2.4 GHz Band RF Profile Voice24GHz v

9 Cancel =| Save & Apply to Device

AT Y 78 [Tag APs|ZiZIRL . APZIRIRL T, UAENZERL RV —, B4 N, BRTFRFX
JEBMULET, R, RELTFNIACERAZ2VYILET,

Tag APs x

Tags

Changing AP Tag(s) will cause associated AP(s) to reconnect

‘ D Cancel ‘ _ ' Save & Apply to Device

RRASYFY : AV KRSAY AV R—TTAR(CLI)

CLINSXDOAX REEITLET,

//////// WLAN Configuration
w an Voice 1 Voice
ccx aironet-iesupport



no security ft adaptive

security wpa psk set-key ascii 0 GCiscol23
no security wpa akm dot 1x

security wpa akm psk

no shut down

//////// Policy Profile Configuration
wireless profile policy PPl

aut ogos node voi ce

i pv4 ar p- proxy

service-policy input platinumup
servi ce-policy output platinum
session-tineout 84000

vlian 1

no shut down

//////// Policy Tag Configuration
wireless tag policy PT1
w an Voi ce policy PP1

//////// Site Tag Configuration
wireless tag site ST1
local -site

//////// 2.4 GHz RF Profile Configuration
ap dot 11 24ghz rf-profile Voice24GHz

rate RATE_11M di sabl e

rate RATE_12M mandat ory

rate RATE_1M di sabl e

rate RATE_2M di sabl e

rate RATE_5_5M di sabl e

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// 5 GHz RF Profile Configuration
ap dot 11 5ghz rf-profile Voice5GHz

rate RATE_24M support ed

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// RF Tag Configuration
wireless tag rf RT1
24ghz-rf-policy Voi ce24GHz
5ghz-rf-policy Voice5G+

//////// AP Configuration
ap a023. 9f 86. 52¢c0
policy-tag PT1

rf-tag RT1

site-tag ST1

#7233~ B : FlexConnect A—HJ)L AL v F> ¥

FlexconnectO—AILAAS Y F 2 ITZY NDO—OK



Corporate
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Wireless Flex AP
IP phone

FlexconnectA—AHIL ALY F>I2TETAT7 740

AT Y 7°1:[Configuration] > [Wireless Setup] > [Advanced] > [Start Now] > [WLAN Profile] (i B &
L. +AddZ9 UYL THLVWLANZER L E£T, SSID. A7 71L&, WLANID, B&
CWLAND AT —RAZRELE T, RIZ. [Security] > [Layer 2]icBEIL . BREZITVET,

Add WLAN x

General Security Advanced

Layer2 Layer3 Abh,

Ver i WPRA + WPRAZ
Layer 2 Security Mode | v Lobby Admin Access D
MAC Filtering O Fast Transition | Disabled v |
Protected Management Frame Cwver the DS O

Reassociation Timeout 20 |

MPSK Configuration

PMF Disabled -

WPA Parameters
MPSK O



WPA Policy

WPAZ Palicy

GTK Randomize

0O 0O|©|O

OSEM Paolicy

WPAZ Encryption D AES{CCMP128)

U compzse
Oaoueizs
O ccmpzse

Auth Key Mgmt Dauz.u
@ rsk

O easy-psk

O cckm
EESSIDtEF 2T 15&E/N—bB
2

o
(O Easy-Psi

O ccxm

OFr - 8021«
OFr+psk

O s02.1x-5HA256
O Psk-5HAZSSE

PSK Format ASCI -

PSK T'ﬂ:i‘ Unencrypted A

Pre-Shared Key* | s

oo

EFESSIDEF 1 UF A EBE/N—R3ZESSIDEFIVFARE/N— M1

X : PSKSSIDTI, O—Z>2>T0FONRIIAIONFEVED, FTEZEMICTIHERED
EH A, 802.1X WPA Enterprise 2 S2E T B84 k. FT+802.1XEAKME L THZIZL .
Fast TransitonZBMICLETAH. Overthe DS, BEMICL THBLKEEZHELET,
FT+PSKERRETE X TN, COPITEBRICTDILEHICEFEDOPSKEFERAL TWVWET,

AT Y 72:[Advanced] X 7 ICBEIL. Aironet EZEBMICLET, O— RN 2T EFTER
AEHCE>TVWDREZHERLET,



Add WLAN x

General Security

Advanced

Coverage Hole Detection

JAironet IE @

=

Advertize AP Name
P2P Blocking Action

Multicast Buffer

Media Stream Multicast-
direct

11ac MU-MIMO

WiFi to Cellular Steering

| Disabled v |

]

J O ©

v |

Universal Admin D
oKC
Load Balance D
Band Select D
IP Source Guard D
WMM Palicy | Allowed
mONS Mode | Bridging

dl

Off Channel Scanning Defer

BUR—IT, 75A4F )T 45, 6. BLT7TIERULTATF Y RILAF Y OEHAIBHICE
DTVWBREZHBELET. chiZkY, ChSOUPTZA AT 4 (BEANICEFEF/L—ALA
) DT L—LAREENLERIC, AP0 UMBEATF Y RILICBEDDZEHERT,

Add WLAN x

WiFi to Cellular Steering
Fastlane+ (ASR) @

Deny LAA (RCM) clients

Max Client Connections

Per WLAN

Per AP Per WLAN

Per AP Radic Per WLAN

O
O

11v BSS Transition Support

Off Channel Scanning Defer

Defer Prioity OJo O 0O:
O: 04 s
@s 0Os

Scan Defer 100

Tirme

Assisted Roaming (11k)

Prediction Optimization D

Neighbor List

AT Y 7°3:[Policy Profile]Zi&IRL, [Add|Z2VJUY I LET,




Configuration~ > Wireless Setup~ > Advanced

TN N

Paolicy Profile Name v
Tags & Profiles

default-policy-profile

(i} I WLAN Profile = O ] | 10 v |items per;
(i} Policy Tag Y 4 = 0O

(1) AP Join Profile = 0O

(i | Flex Profile E O

(i} Site Tag f | = O

(i} RF Profile = O

o RF Tag ¥ = 0

Apply
(i) I Tag APs =

RU—7O77A4)INBEREL. [Status]Z[Enabled]lC5%E L. [Central Switching] & [Central
DHCP]|ZEMICLE T, PSKSSIDDIFS., RIAZO—HILICBEL T, TIOEARSA U MC
PSKEHER T HREZEZADCENTEXT, 8021XNDHEEIE. BE., WLCT802.1XFRA & Akt
THRIMBENFHYET,



Add Policy Profile x

Dsabling a Policy or configuring it in ‘Enabled” state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies Q05 and AVC Mobility Advanced

Mame* | PRZ | WLAN Switching Policy

Description | Enter Descriptior | Central Switching
IStatus EMABLED .l Central Authentication

Passive Client Central DHCP

Encrypted Traffic Analytics Flex MAT/PAT

CTS Policy

Inline Tagging D

O

SGACL Enforcement

Default SGT

= sovty o Devce

Flex Local Switching/RU 2 —7"07 7 4 )L D&

[Access Policies] 2 7 ICBEBL, DA VYL AISAT UM TT7FINTIOWLANIZERT S &
ZILEVYETSNBVLANZEIYETET, ROVTEIUHNSVLANEZ1DERT D, F8
TVLAN IDZEAHNTEET,

[QoS and AVC]Z2 2 )Y L, [Auto QoS]/\NT X—& % [Voice]lCiZ¥EL E T, [Save & Apply to
Devicel2 7 JUY VL&Y,



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Auto QoS | Voice v Flow Monitor IPv4

SIP-CAC Egress ‘ v
Call Snooping Ingress ‘ .
Send Disassociate Flow Monitor IPv6

Send 486 Busy
Egress ‘

Ingress ‘ v ‘

| =] save & Apply to Device |

[Advanced|Z22 Y UL, Y23 XA LT NZE84000ICFREL ., [IPv4 DHCP required]h" &
MICHE2TWAZEZERL, ARPZOFEEMICLET,



Edit Paolicy Profile ®

General Access Policies Q05 and AVC Mobility Advanced

WLAN Timeout Fabric Profile O
Session Timeout (sec) 84000 I Iéir?ééhcga O
Idle Timeout (sec) | 300 | mONS Service | default-mdns-ser... |
Policy Clear
Idie Threshald (bytes) 0 |
Hotspot Server | ¥ |
Client Exclusion Timeout (sec) &0 |
User Defined (Private) Network
Guest LAMN Session Timeout D
Status D
DHCP
Drop Unicast D
IPv4 DHCP Required 0O I DNS Layer Security
DHCP Server IP Address |
DMS Layer | Nat Canfigured v |
Security Clea
Show more =»» Parameter Map
Flex DHCP Option
AAA Policy for DNS
Allow A8A Dverride D Bedirect .
NAC State O WLAN Fiex Policy
Policy Name | default-aaa-policy x |
VLAM Central Switching O
Accounting List v
d | |© Split MAC ACL | v |
'WGB Parameters
Air Time Faimess Policies
Broadcast Taggin D
eging 2.4 GHz Policy | v |
WGE VLAN O
5 GHz Policy | \a
Policy Proxy Settings
EoGRE Tunnel Profiles
I ARP Proxy B oscee0 I
Tunnel Profile ¥ |

IPvE Proxy | None v |

[-| Update & Apply to Device

JLYORARVI—=7O7 7 A4\ OFMRE

AT Y 7 4:[Policy Tag]Zi&IRL, [Add| 20V Y OLET, RUARTEZRELET, [WLAN-
Policy Maps] T, [+ Add]Z%2 ') Y 2 L%, WLAN Profile & Policy Profilez KO Y 7’0 > X
1—HAS8BIRL., REITZIVIOFIVIORIIUYILET, K, RELTFNAALEA
129U vOLET,



Add Policy Tag x

Name* PT2

Description Enter Description

v WLAN-POLICY Maps: 0

{~ Add

WLAN Profile ~ Paolicy Profile v

0 10 - ‘ items per page No items to display

Map WLAN and Policy

WLAN Profile® | Voice v '

—

Policy Profile* PP2 v

RLAN-POLICY Maps: 0

= Save & Apply to Device

AT Y 75 [Flex Profile]2 2 vy VL. [Add|22 Y U L&Y, Flex Profile®., &4 7 4 7VLAN
ID, & & TEnable ARP CachingZsEL 7,

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security

r— [ FP2 ] Fallback Radio Shut O
Description l Enter Description l Flex Resilient O

ARP Caching
Native VLAN ID ‘ 1 ‘

Efficient Image Upgrade
HTTP Proxy Port [ 0 ‘

OfficeExtend AP O
HTTP-Proxy IP Address ‘ 0.0.0.0 ‘

Join Minimum Latency ()
CTS Policy

IP Qverlap D
Inline Tagging D

mDNS Flex Profile | il
SGACL Enforcement (@)

CTS Profile Name | default-sxp-profilex ]



Flex7’O7 7 4 LR S —DERE

¥ Z4FT 1 7VLAN IDIE, Z DOFlex ProfilelC EEM TS NEAPHFEHEENTVWD RS Y
FR—NCEEENEZXSAT 1 JVLANEZSBLET,

AT Y 7°6:[Site Tag]Zi#IRL . [Add]Z20 )Y UV LET, Site Tag Z5&EL . [Enable Local
Site]l# 7> 3> & A 7IZL T, Flex ProfileZBILE T, RIZ, [RELTFNAAICHERZEOV
YOLEY,

Add Site Tag x

Name* ST2

Description Enter Description

AP Join Profile default-ap-profile . v
Flex Profile FP2 v
Control Plane Name default-control-plasg v

Enable Local Site

=] Save & Apply to Device |

3 : [Enable Local Site] " EMIZE > TWD S, COHA RNRTICEVY) HTSNEAPRE.
FlexConnect APE L TEEIMICEREENE T,

AT Y 7'T:[RF Profile] 23#3iR L, [Add]Z 0 ') Y U L& T, [Configure an RF Profile per band].

Add RF Profile x

General 802.11 RRM Advanced

Name* ‘ Voice24GHz ‘

Radio Band | 2.4 GHz Band v |

Status ENABLE .

Enter Description ‘

Description

|=| Save & Apply to Device




Add RF Profile x

General 802.11 RRM Advanced
Name* | VoicesGHz |
Radio Band | 5 GHz Band v |

Status ENABLE .

Enter Description

Description

=| Save & Apply to Device

[802. 11X Z21—ICBEIL£T, 12MbpsKBNITNTHOL—NEEMICL, BEL—KRELT
12Mbps, WA DHHTHR—REnB18 MbpsA LOL — R ERELE T,

24 GHzTF—&XL—hK :



Add RF Profile x

General 802.11 RRM Advanced

S—
Operational Rates 802.11n MCS Rates
1 Mbps | Disabled v ‘ Enabled Data Rates:
2 Mbps Disabled v
| ‘ [G,1,2,3,4,5,5,?,8,9,'|D,'I1,12,13114,15,1511?,18
i .19,20,21,22,23,24,25,26,27,28,29,30,31]
5.5 Mbps | Disabled v
6 Mbps | Disabled v ‘
Enable MCS Index v,
9 Mbps | Disabled v .
'
11 Mbps | Disabled v v 1
v 2
12 Mbps | Mandatory v
v 3
18 Mbps | Supported v ‘ v .
24 Mbps | Supported v ‘ vl 5
v 5]
36 Mbps | Supported v ‘
v 7
48 Mbps | Supported v v .
54 Mbps | Supported v v o
1 2 3 4 » #

‘ 10 v "Lcms per page

1 - 10 of 32 items

=| Save & Apply to Device

5GHzF—XL—h:



Add RF Profile x

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates
6 Mbps | Disabled L | Enabled Data Rates:
9 Mbps Disabled v
| | [0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
,19,20,21,22,23,24,25,26,27,28,29,30,31]
12 Mbps | Mandatory v |
18 Mbps | Supported v |
Enable MCS Index v
24 Mbps | Supported v .
W
36 Mbps | Supported - | = 1
o 2
48 Mbps | Supported v |
o ]
54 Mbps | Supported v | o 4
o 2
N =1
v 7
o 8
v 9

1 2 3 4 » w
‘ 10 « ‘ilcr‘rs per page

1 - 10 of 32 items

= Save & Apply to Device

AT Y 78[RF Tag)ZiZR L, [Add|ZYUYILET. COEIIIVDRATY T6THERL
RFZO77ALERELET, RIC, IRELTIFNIACEAIZEIVUYILET,



Add RF Tag x

I Name* RT2 |
Description Enter Description
5 GHz Band RF Profile Voice5GHz v
2.4 GHz Band RF Praofile Voice24GHz v
D Cancel | =| Save & Apply to Device |

AT Y 79 [Tag APs|Zi#IRL . APZIBIRL T, BEIICERL RIS —, 4 ~, BLURFX
JEEBMLET, R, RELTFNAIAKCEAZIVYOILET,

Tag APs x

Tags

Changing AP Tag(s) will cause associated AP(s) to reconnect

‘ D Cancel ‘ _ ' Save & Apply to Device

APIZCAPWAP K> X)L ZBi2E L. 9800 WLCIZHIIA L £3, [Configuration] > [Wireless] >
[Access Points]iCBE L . APE— KA [Flex:

—
Total ~ AP ~ BaseRadlo ~ | AP ~ | Admin + Operation ~ | Policy ~  Site ~ RF ~ | Tag v
AP Mame & ~ Slots Model MAC Mode Status Status Tag Tag Tag Source Location +~ Country W

AlR-
AP28021-21 2 AP28021-B-  a023.9186.52c0 | Flex Enabled Registered P12 512 RT2 Static e us
Ko location

FlexconnectA—AHAILAAYF I AX VY RTAL 24> B —T7 T4 A(CLl)



CLI?SRDIARY REXRITLET,

//////// WLAN Configuration

wl an Voice 1 Voice

ccx aironet-iesupport

no security ft adaptive

security wpa psk set-key ascii 0 Ciscol23
no security wpa akm dot 1x

security wpa akm psk

no shut down

//////// Policy Profile Configuration

wireless profile policy PP2

do wirel ess autoqos policy-profile PP2 node voice
service-policy input platinumup

service-policy output platinum

vl an 2672

no shut down

//////// Policy Tag Configuration
wireless tag policy PT2
w an Voice policy PP2

//////// Flex Profile Configuration
wireless profile flex FP2

ar p-cachi ng

vl an-nane 1

native-vlan-id 1

//////// Site Tag Configuration
wireless tag site ST2

no |local-site

flex-profie FP2

//////// 2.4 GHz RF Profile Configuration
ap dot 11 24ghz rf-profile Voice24GHz

rate RATE_11M di sabl e

rate RATE_12M nandat ory

rate RATE_1M di sabl e

rate RATE_2M di sabl e

rate RATE_5_5M di sabl e

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// 5 GHz RF Profile Configuration
ap dot 11 5ghz rf-profile Voice5GHz

rate RATE_24M support ed

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// RF Tag Configuration
wireless tag rf RT2
24ghz-rf-policy Voi ce24GHz
5ghz-rf-policy Voice5G

//////// AP Configuration
ap a023. 9f 86. 52¢0
policy-tag PT2

rf-tag RT2

site-tag ST2



XFATFTINTA—ZDERTE
GUI TOERE

AT Y 7 1:[Configuration] > [Radio Configuration] > [Network](CBEI L £ F. 5 GHz& 2.4 GhzD i@
FOFEHZEMZL. Apply.

COBREICEKY, TXTO5ghzwifiRY NT—I N —RRHICEMCEDZEICEFELTLSEZY
o ChlE, XUTFUVARATAVRITATHOAREITLTLEEY

Configuration~ > Radio Configurations ™ > Network

5 GHz Band 2.4 GHz Band

General

5 GHz Network Status

Beacon Interval® 100
Fragmentation Threshold(bytes)* 2346
DTPC Support v

AT ¥ 7"2:[Configuration] > [Radio Configuration] > [Media Parameters]ic BB L ¥ ¥, 2.4 GHz&
S5GHzOEADOFHTT RIY A VHBAC)EO—RR—ANDI—ILT RIZY > 3 HIH
(CAC)ZEMIZL. [Apply]22 Y OLET,



Voice

Call Admission Control (CAC)

Admission Control (ACM)

Load Based CAC

Max RF Bandwidth (%)* ‘ 75 |

Reserved Roaming Bandwidth (%)* ‘ 6 |

Expedited Bandwidth
SIP CAC and Bandwidth
SIP CAC Support

AT Y 7°3:[Configuration] > [Radio Configurations] > [Parameters]ic BBIL £9. M5 DFIHT
EDCAZ'O7 7 4 )L Zoptimized-voice& L TEXEL . [ApplylZ2 VU Y I LET,

Configuration~ > Radio Configurations - > Parameters

5 GHz Band 2.4 GHz Band

EDCA Parameters

EDCA Profile | optimized-voice

v

DFS (802.11h)

AT ¥ 7°4:[Configuration] > [Radio Configuration] > [Network] (CBE L £9, 5 GHz& 2.4 Ghz# D
mEZEMICL, [ERZIVYILET,



AN RZA2 A2 2—=T T A A (CLI)

CLIASRDIARY RERITLET,

Andr essi _9800( confi g) #ap dot 11 24ghz shut down
Andr essi _9800( confi g) #ap dot 11 5ghz shut down

Andr essi _9800( confi g) #dot 11 24ghz cac voice acm
Andr essi _9800( confi g) #dot 11 5ghz cac voice acm

Andr essi _9800( confi g)#ap dot11 24ghz edca-paraneters optin zed-voice
Andr essi _9800( confi g)#ap dot 11 5ghz edca-paraneters optim zed-voice

Andr essi _9800( confi g)#no ap dot1l 24ghz shut down
Andr essi _9800( confi g)#no ap dot1l 5ghz shut down

TR

ROIANY RZEFERALT, REOKEZHIBTEXT,

show wlan { summary | id | name | all }

show run w an

show run aaa

show aaa servers

show ap config general

show ap nane <ap-nane> config general

show ap tag sumary

show ap nane <AP-nanme> tag detail

show Wl an { summary | id | name | all }

show wirel ess tag policy detail ed <policy-tag-name>
show wirel ess profile policy detailed <policy-profile-name>

CACHFIERED-IIHFHBEA NI Y V2#REIBICEF. KOOV RZEZRFTLERT,

HoHH H OH H KR HHH

#show ap nane AP2802l -21 dotl1l 5ghz voice stats
#show ap nane <ap-nane> dot 11 5ghz call-control metrics

hSTNa—h
FUENETNYITEBRT VT AT RL—A

Radio Active(RA) L — R, EEENIEZHE (ZOFIERIZA4T > MMACT RLR ) EXIFE

FTRIINTOTOCRACHLT, FNYVILRILONL—RAZRHLET, KHEFETFNYITZ
BHCTRICE, ROFIEZETLET, J—)LHIC9800 WLCHRHTDHHICEREZHTR

ED

ATY T TFNYITRENBHCB>TOVBVWI E ZRBLET,

# clear platformcondition all

ATYVT2 . EZBFTBDIVAVLAIVTZAT 2 MMACT RLADFNY TXHZBMCLET,
ZOOXRY RIF, EEENEMACT RL ADERE30% (18008 ) BB LET. ORI,
A7 3 THRAR20859784M4M ETEX T ENTEET,



# debug wirel ess mac <8821- MAC- address> {nonitor-tine <seconds>}

FEEBBOIOTAT N2REBFICERTDICIE,. MACT RL AZ &IZdebug wireless mac
<aaaa.bbbb.cccc> AN REERTLE T,

ERBTRRIDLEDIC, IXNTHABTNYTIFITEnd L, 2—2F )ty 3
JTCDIVTZATURNTITAETAOHIBFRRENEE A,

AT Y 7°3:8821 Cisco IP PhoneA 51— )L #HIL £ T,

ATY74: A=A ETLEEE, LT 7AINELIBRERAOEZXEEBAITY TS
BICAENBRENZEE, TNYITZEFELELET,

# no debug wirel ess mac <8821- MAC- addr ess>
EZIAREIfBRBIZD, FNYITDAYLANFLETS E, 9800 WLCIKRDBEROO—AIL
774N EEKLET,

ra_trace_MAC_aaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

ATYTEMACT RLATIVTAETADT7AILNZERELET, ratrace .logZ HAZH—/NICT
E—92h. HOZEAEICEERTTEERT, RANL—RAT7 7SI OB ZHALET

# dir bootflash: | inc ra_trace

774 )N —NICOE-LXT,

# copy bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX _ti mezone_DayWeek_Mont h_Day_year. | og
tftp://a.b.c.d/ra-Fl LENAME. t xt

A7V ERRLET,

# nore bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX ti nezone_DayWek_Mont h_Day_year. | og

ATYT6: TNV IRGEZHIBRLET,

# clear platformcondition all

FE:RSTIND2A-—TFT1200tv2a>o&kl, BFFNYITREEZHBRLTSEZV,

RANL—ADHE TR, RST7 4y O/EBTSPEC)ZIS I —a> A {Fhhn, 8821ThS 7
1V 1—YHYEBEIEMNGICN—F T TERINEDD, BRI ZBAUTEZIHLESIHHIY
BlEhEd, F1—-6NEAEXISI-—RNITBLEHIC. 8821 HTE2ERTBT I I VINT
v NERELET,

2019/ 08/ 25 18:53:54.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24
Got action frame fromthis client.



2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
Recei ved Action frame with code 0: ADDTS request

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
Got LBCAC Metrics I E:

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
ADD TS frommobile slot_id 1 direction = 3

up = 6, tid =6, upsd = 1, nediumtinme = 653, TSRSIE: No

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
U- APSD Power save

NTYREYTFv .

»| IEEE 802.11 Action, Flags: ....:...C
v IEEE 802.11 wireless LAN
v Fixed parameters
Category code: Management Notification (17)
Action code: Setup request (0x0000)
Dialog token: 0x2a
Status code: Admission accepted (0x0000)
v Tagged parameters (84 bytes)
v| Tag: Vendor Specific: Microsoft Corp.: WMM/WME: TSPEC Element
Tag Number: Vendor Specific (221)
Tag length: 61

OUI: 00:50:f2 (Microsoft Corp.)
Vendor Specific OUI Type: 2
Type: WMM/WME (0x02)
WME Subtype: TSPEC Element (2)
WME Version: 1

v |TS Info: @0x@034ec

«..0 110. TID: 6
. «e.» »11. .... = Direction: Bidirectional link (3)
saes ssse suse slus wuss seaa = PSB: U-APSD (1)
aa s e RO e e = P Yoicen (i6)
APAN 000G 0A.. ..00 1... ... Reserved: AxANAARA

TN = uEs == W

WLCKE, J—LZBHTR2 0D ToBEFHRISH2HESH ZHML . T2 3FEHIEA R
EhTVWRHER, TSPECROYI—2 3022 AN T3> T7L—LZEELET,

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [auth-ngr] [18106]: (info): [0000.0000.0000: unknown]
Session info 0x559e2019/08/25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info):
MAC. 0027.902a. ab24 LBCAC checks for tspec PASSED for ns slot_id 1 bwreq = 653, tot_available
MI' for tspecs = 22031 tx_queue_req = 20, current tx queue util =0

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): Calls in progress
increnented to 1

2019/ 08/ 25 18:53:54.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): allocating voice bw
for client: maxBW = 23437, BWrequested = 653, total voice bw alloc = 653

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ewl c-qos-client] [18106]: (info): MAC. 0027.902a.ah24
Call Accepted for tspec client

2019/ 08/ 25 18:53:54.511 {wncd_x_R0-0}{1}: [ew c-qos-voice] [18106]: (ERR): MAC. 0027.902a.ab24
TCLAS Set Not used for TCLAS of tid=6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): Recommended rate
6500kbps: MCS 0 is not operational for radio: 6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): Recommended rate
13000kbps: MCS 1 is not operational for radio: 6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): Recommended rate
26000kbps: MCS 3 is not operational for radio: 6



2019/ 08/ 25 18:53:54.511 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
Sendi ng Successful ADD TS resp to nobile slot_id 1
2019/ 08/ 25 18:53:54.511 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24

Build ADD TS slot:1, tid:6, user_priority:6
inactive_timer:0, tsmreqg_id:0
2019/ 08/ 25 18:53:54.511 {wncd_x_R0-0}{1}:
send qos ADD TS payload to AP

NTYREYTTFv .

upsd_enabl e: 1, dir: 3, bandwi dt h: 653, avail _bw O,

[ew c-qos-voice] [18106]: (info): MAC. a023.9f86.52c0

»| IEEE 802.11 Action, Flags: ..ees:..C
v IEEE 802.11 wireless LAN
v Fixed parameters
Category code: Management Notification (17)
Action code: Setup response (0x0001)
Dialog token: ©0x2a
Status code: Admission accepted (0x0000)
v Tagged parameters (119 byvtes)
v |Tag: Vendor Specific: Microsoft Corp.:
Tag Number: Vendor Specific (221)
Tag length: 61

WMM/WME: TSPEC Element

OUI: 00:50:f2 (Microsoft Corp.)
Vendor Specific OUI Type: 2
Type: WMM/WME (0x02)
WME Subtype: TSPEC Element (2)
WME Version: 1

v |TS Info: @x0034ec

= TID: 6
= Direction: Bidirectional link (3)
= PSB: U-APSD (1)
= UP: Voice (6)
Reserved: 0x000080

I1II
a---
--9@

II11
aall

0000

0000

ZTO#E, A-IIXR— Y EDSIPENLTO—IARELEN, RTPRZ 74 Y I EIEEhE
ED

| Destination | Transmitter address Receiver address Protocol | Info

16:11:41.860804 172.16.78.64 172.16.56.109 09:27:90:2a:abi24 a;23:9f:86:52:cf SIP/SDP Request: INVITE sip:181@172.16.56.109;user=phone |
16:11:41.864384 172.16.56.189 172.16.78.64 a@:23:9f:86:52:cf 80:27:998:2a:ab:24 SIP Status: 18@ Trying |

16:11:42.529759  172.16.56.189  172.16.78.64 aB:23:9f:86:52:cf @9:27:98:2a:ab: 24 SIP Status: 188 Ringing |

16:11:47.581067 172.16.56.189  172.16.78.64 20:23:9f:86:52:cf 90:27:90:2a:ab:24 SIP/SDP Status: 209 0K |

16:11:47.594494

172.16.78.64

RTP NT v b

16:11:47.700968
16:11:47.701470
16:11:47.717783
16:11:47.718528

16:
16:
16:
16:
16:
16:

11
11
11
11
11
11

:47.730826
:47.731395
:47.751602
147.752316
:47.766859
:47.776488

172.16.56.189

172.16.78.65
172.16.78.65
172.16.78.65
172.16.78.65
172.16.78.65
172.16.78.65
172.16.78.65
172.16.78.65
172.16.78.64
172.16.78.65

B9:27:99:2a:ab: 24

aB:23:9f:86:52:cf

Request: ACK sip:181@172.16.56.109:5060; transport=tcp |

172.16.78.64
172.16.78.64
172.16.78.64
172.16.78.64
172.16.78.64
172.16.78.64
172.16.78.64
172.16.78.64
172.16.78.65
172.16.78.64

00:eb:d5:db:00@:d6 a@:23:9f:86:52:cf RTP
a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
00:eb:d5:db:00@:d6 a@:23:9f:86:52:cf RTP
a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
@0:eb:d5:db:00:d6 a0:23:9f:86:52:cf RTP
a0:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
00:eb:d5:db:00:d6 a0:23:9f:86:52:cf RTP
a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
00:27:90:2a:ab:24 al0:23:9f:86:52:cf RTP
00:eb:d5:db:0@:d6 a@:23:9f:86:52:cf RTP

RIZ, 8821EO—IIART LI Zd—-I)INZ—2 v ICBAL, F1—-62FALBE<ELT
WBWLCICR LT, BlOT7 023> 7L —LzEELTEBALET,



2019/ 08/ 25 18:54:08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
CGot action frame fromthis client.

2019/ 08/ 25 18:54:08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
Recei ved Action frame with code 2: DELTS request

2019/ 08/ 25 18:54:08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
DEL TS fromnobile slot_id 1up =6, tid = 6, bw deleted = 653

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
Call Terminated for tspec client

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
Calls in progress - 1, Roamcalls in progress - 0

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
Bui |l d DELETE TS slot:1 tid:6 up:6 upsd_enable:1 avail _bw 0

2019/ 08/ 25 18:54: 08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (
send qos DELETE TS payl oad to AP

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. 0027.902a. ab24

nfo): MAC. a023.9f86.52c0

SIPRIBEHE LT I>a>TL—L4A:

Destination | Transmitter address Receiver address | Protocol

16:11:54.480738  172.16.78.64 172.16.56.189 08:2 24 cf Request: NOTIFY sip:1088@172.16.56.189 |

| 16:11:54.487572 172.16.56.109 172.16.78.64 a8:23:97:86:52:cf @8:27:90:2a:ab:24 SIP Status: 208 0K |

| 7268 16:11:54.409575  172.16.78.64 172.16.56.189 89:27:99:2a:ab:24 aB:23:9f:86:52:cf SIP Request: BYE sip:181@172.16.56.109:5060; transport=tcp |

| 7283 16:11:54.428215 172.16.56.109  172.16.78.64 a@:23:97:86:52:cf 08:27:99:2a:2b:24 SIP Status: 280 0K |

| 7285 16:11:54.431823 172.16.78.64 172.16.56.109 89:27:90:2a:ab:24 al:23:9f:86:52:cf TCP 51254 - 5868 [ACK] Seq=14915 Ack=T435 Win=39736 Len=@ TSval=443233

Cisco_B6:52:cf 89:27:90:2a:ab:24 aP:23:9f:86:52:cf i Action, SN=3887, FN=8, Flagss...P....C

IEEE 882,11 Action
IEEE 802.11 wirel
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