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GUI :

[Configuration] > [Wireless] > [Access Points] ICBEL £7,
o Search Menu TS Access Points

v All Access Points

5| Dashboard

Number of AP(s): 1

AP Name "Is equal to" 3702-02 x] ¥y

AP v Base v

MName AP ~ Radio AP ~  Admin ~ OQOperation -~ Policy ~
a Maodel MAC Mode Status Status Tag
i default-
3 Troubleshooting 3702-02 i,f\::?om— f07f.06ee.f590 Local Enabled Registered GoleyaR

CLI :

Site
Tag

<

default-
site-tag

RF
Tag

defau
rf-tag



# show ap tag summary | inc 3702-02

3702-02 fO7f.06el. 9ea0 default-site-tag default-policy-tag default-rf-tag No Default

ATYT2: ZOHARNRTICHERFTSATVRAPMAZTO7 7ML 2HELET
GUI :

[Configuration] > [Tags & Profiles] > [Tags] > [Site] > [Site Tag Name] ICBEL £,

Q. Search Menu Items Manage Tags

Policy Site RF

Dashboard
Monitoring

9% Configuration Site Tag Name
e ST
@ Administration
ST2
% Troubleshooting default-site-tag

BEM TS NIZAPIIATZ O 7AIILEXELET



Edit Site Tag

Name* default-site-tag

- Description default site tag
AP Join Profile | default-ap-profile
Control Plane Name | v
Enable Local Site v

CLI :

# show wireless tag site detailed default-site-tag

Site Tag Nane : default-site-tag
Description : default site tag

AP Profile : default-ap-profile
Local -site : Yes
I mage Downl oad Profile: default-ne-inage-downl oad-profile

ATY 7 3:APHAZO77AINCNTY RF Y I FYEREZEBMLET,
GUI :

[Configuration] > [Tags & Profiles] > [AP Join] > [AP Join Profile Name] > [AP] > [Packet Capture]
CBEBL. ILLVAPNTY RF+ 7 Fy7O7 7/ )L Z2BMLET,

AP JOIN PROFILE Edit AP Join Profile
General Client CaPwWAP Management Rogue AP

|E_-.| Dashboard General Hyperlocation BLE Packet Capture
P AP Join Profile Name
Monitoring
(1| cetaun-ap-protie <| AP Packet Capture Profile v E
1 10 « M

NTYRF+T7F¥7O7 7 A4I)LDO[Name]ZBIRL . APANT Y NF v T F v Z2EEFETHFTPY



—NOFWEANLET, o, TEZX2IBDNTY NOBEEERLET,

INY 774 X=1024 ~ 4096

HAf=1 ~ 60
Create a new packet capture profile
Name* l Capture-all Packet Classifiers
Description l Enter Description 802.11 Control v
Buffer Size (KB)* ‘ 2048 | 802.11
J Management

Duration (min)* ‘ 10 802.11 Data v
Truncate Length ‘ 0 Dot1x vl
(bytes)*

ARP v
FTP Details

IAPP v
Server IP ‘ 172.16.0.6

P v
File Path ‘ /homefbacku

P Broadcast v

UserName ‘ backup Multicast v
Password [ ...... TCP v
Password Type " clear n TCP Port ‘ 0 ‘

ubpP

UDP Port ‘ 0 \

=3

FYTFYITO7 74 %EREL LS, [Update & Apply to Devicel 22U Y I LET,

ARP v
FTP Details
IAPP 4
Server IP 172.16.0.6
| 71 Update & Apply to Device
CLI :
# config t

# wireless profile ap packet-capture Capture-all
# classifier arp



cl assifier broadcast
classifier data
classifier dot1x
classifier iapp
classifier ip
classifier tcp

ftp password O backup
ftp path /home/ backup
ftp serverip 172.16.0.6
ftp usernane backup
exit

HOHH H OH H K H HHH

H*

ap profile default-ap-profile
packet - capture Capture-all
end

H* H*

# show wireless profile ap packet-capture detail ed Capture-all

Profile Nane : Capture-all
Description

Buffer Size : 2048 KB
Capture Duration : 10 Mnutes
Truncate Length : packet length
FTP Server |IP 1 172.16.0.6
FTP path ./ home/ backup
FTP User nane : backup

Packet Classifiers

802. 11 Control : Enabled
802.11 Mynt : Enabl ed
802. 11 Data : Enabl ed
Dot 1x : Enabl ed
ARP : Enabl ed
| APP : Enabl ed
P : Enabl ed
TCP : Enabl ed
TCP port coall

UbP : Disabl ed
UDP port coall

Br oadcast : Enabl ed
Mul ti cast Di sabl ed

ATYT7 4. FZ 5’3‘6'74‘\7|/7\’77*f) YRE. WEFhADOSSIDE, NTY RF+¥TF v
EZFOAPIMAZOT 7 'f)L/J‘%U")‘_—Ll‘Cb*lT"’}’ﬁEEUU*_—L’l'CT‘APd)L\Thb‘L:\ 9 TICEE
RFSNhTVWR L ZRABLET,. BEFTSATVEVWEE, FYT7FrRIREKRTEEEA,

ENIOSATRNSSDICEKHETEBRVRERZNS TIIN>1—TFT1 2009258, E
BEICEETASSIDICELSL. BEOHASSDICO—Z I ULET, FYITFYRFISA47
VNIV, FEOTIOTAETAZINTCFYTFYLET,

GUI :

[Monitoring] > [Wireless] > [Clients] I8 L £,



Q Search Menu tems Clients

Clients Sleeping Clients Excluded Clients
Dashboard
f(.. N .
@ Monitoring
Configuration Total Client{s) in the Network: 1 @ Only 'Contains' is supported while filtering two or more columns.

Client MAC Address "ls equal to" e4:b3:18:7c:30:58 x Y

Administration

Client MAC Address ~  IPv4/IPvE Address ~ AP Name ~  WLAN ~ State ~  Protocol ~  User Name
3, Troubleshooting £4:b3:18:76:30:58 11.11.0.10 3702-02 3 Run 11ac

1 10 »

CLI :

# show wireless client summary | inc e4b3.187c.3058

e4b3. 187c. 3058 3702-02 3 Run 1lac
ATY7T5: F¥7F Y DORA

GUI :

[Troubleshooting] > [AP Packet Capture] IcBEIL £9,



Troubleshooting

Ping and Trace Route

Check Ping-ability and Trace route info
of a target destination through different
sources

AP Packet Capture

AP Packet Capture for troubleshooting
wireless clients

EZR29B9F5A4T>2NOMACT RLAZABL, [Capture Mode]Zi#IRUET, Autold. T4
YLAIZAT VNN ERTDIXNTOAPHFHL Wpcap7 7A L ZBEBNICHER TR L2 X
KLUET, StaticTlE, DI VLARAISAT U RN ZERIBZDBEDAPZI1DERTEET,

StartzEFAL TCF v 7 F v ZRKBLET,



Q. Search Menu ltems Troubleshooting : AP Packet Capture

+« Back to TroubleShooting Menu

(=B Dashboard Start Packet Capture
Monitoring
Client MAC Address* e4b3.187¢.3058
~\, Configuration
Capture Mode © Auto Static

P

& -

) O ¢ Administration

3 Troubleshooting

ey

Currently Active Packet Capture Sessions

0 10 v |items per page

RIZ, FYTFrOREVREZHIETEERT,
Currently Active Packet Capture Sessions

Client MAC Address w AP MAC Address +« Mode « Capture State ~ Site Tag Name
ed:b3:18:7¢:30:58 f0:71:06:ee:f5:90 Auto Idle default-site-tag

1 0 -

CLI :

# ap packet-capture start <E4B3.187C. 3058> auto

FIE6: F+7FrnfELL

BHOBEZXYTFrLES, GUIELRBCLITHF Y 7F v ZEFEILELET,
GUI :

Currently Active Packet Capture Sessions

Client MAC Address ~ AP MAC Address ~ Mode ~ Capture State ~ Site Tag Name
ed:03:18:7c:30:58 f0:7f:06:ee:f5:90 Auto Idle: default-site-tag

1 0 -

Client MAC Address v AP MAC Address +v Mode

« Stop AP Packet Capture

~ Stop AP Packet Capture



Do you want to Stop AP Packet Capture ?

No

CLI :

# ap packet-capture stop <E4B3.187C. 3058> al |

FIE7 : FTPH—/\AS.pcap7 A I ZREL XY

<ap-name><9800-wlc-name>-<##-file><day><month><year>_<hour><minute><second>.pcap &
WSEHEDT77AINERDTAHENBYVET

g

3702-02Gladius-0111102018_212026.pcap
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ATYT8: D7 7ANE, FEONTY hGHY—ILTHSZENTEFRT,

[ N ] ™ 3702-02Gladius-0111102018_212026.pcap

A m S RE Qe=ssEF S H @ Q Q F

M wian.addr == E4:B3:18:7C:30:58

No Time Source MAC Destination MAC Source Destination Infe
223 16:21:16.603957 11.11.8.180 11.11.0.1 Echo (ping) rec
224 16:21:16.603957 11.11.0.1 11.11.08.180 Echo (ping) reg
233 16:21:17.615950 11,11.0.10 11.11.0.1 Echo (ping) rec
234 16:21:17.615950 11.11.0.1 11.11.0.10 Echo (ping) reg
235 16:21:18.639951 11.11.0.18 11.11.0.1 Echo (ping) rec
236 16:21:18.639951 11.11.0.1 11.11.0.190 Echo (ping) reg
237 16:21:19.455970 10.88.173.49 11.11.0.190 Application Dai

16 .459967 .10 .88.173.49 Destination
239 16:21:19.663951 11.11.8.10 11.11.0.1 Echo (ping) rec
240 16:21:19.663951 11.11.0.1 11.11.0.180 Echo (ping) reg
241 16:21:20.507969 10.88.173.49 11.11.0.10 Application Dai
2 16:21:20.507969

11.11.08.18 10.88.173.49

Destination

ROV RZFEALT, NTYREY T F v BEOREEHITERT,

# show ap status packet-capture
Nurmber of Cdients with packet capture started : 1
Cient MAC Dur ati on(secs) Site tag name Capt ure Mode

e4bh3. 187c. 3058 600 default-site-tag aut o

# show ap status packet-capture detail ed e4b3. 187c. 3058



Client MAC Address . e4b3. 187c. 3058

Packet Capture Mode ;o auto
Capture Duration : 600 seconds
Packet Capture Site : default-site-tag

Access Points with status
AP Nane AP MAC Addr St at us

APf 07f . 06e1. 9ea0 fO7f.06ee. 1590 Started
NZ7ILZ31—b

COBBEEZNT TN 1—FT 1420332, ROFIEEZRTLET,

ATV T 1 FNYITRBGEEEMCTS

# set platformsoftware trace wirel ess chassis active RO wicmgrd al | -nodul es debug
ATYT7 2. 1T8ZBRISB

;_\7_"7 73 RBEOOAMNO—T0RHEREL T, OJZREAES Y ICERTEDRSICLE

# show cl ock

ATY7 4: O OIRE

# show | oggi ng process wncngrd internal | inc ap-packet-capture

ATY7 5 ODREZT7AILMNIRLET,

# set platformsoftware trace wireless chassis active RO wncngrd al |l -nodul es notice
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