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7.[Submit] 20 Y I LET,

. COFEE#EVYIRL, User2 (EAZAHI1I—Y ) ZEBMLET,
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LEJ, * : RADIUSEM &, Cisco Secure ACSOI1—HLARILNEERFIINL—TLARITEE
ETEET,

32

REERITH S, BEMPISERBAO WLAN 54 7> K E TN ZhETSR WLAN IC7
y:/I_>3>b¥3-o

oo

I—HHFEBEIFIA ST 4 VL A LAN Admin ([C#EHL TVWBIHEEICE, 802.1x JLF>> v
( ZDBFIDZBEE EAP-FAST VLT ¥ I ) ODAAN I—HICROSshFEST, I—HFHFILF
DY INEANTRE, WLCHENRSDIL T ¥ )L%& Cisco Secure ACS H—/NICELET
» Cisco Secure ACS H—NR@EI1—HDILFov N ETF—EIXR—AICBELUTHRIEL., BiEIC
B U =R T, url-redirect BEZ DA VYL ALAN O RNO—ZICRLET ., C OB TR
5£7T9Y,

fckion  Options  Help

Current Status | Profile Management | Diagnostics

Cisco SYSTEMS

M Profile Hame:  &dmirn

Link Statuz: Mot Azsociated Metmark, Type: Infrastructure
Wirelezz Mode: B GHz 5d Mbpz Current Channel; 149
Server Bazed Authentication:  MNaone Drata Encryption; AES

IP Address: 10.77.244.2

Signal Strength: Good

Advanced

dA—H%H Web 750H R E, I—HREEEIBHADKR—LR—JOURLAUASLIRNEN
F£9 ( Z® URL & cisco-av-pair BEZ ML TWLC IDIREhET ), I—HFk, VAL IKNE
XY RND=DIZTILNTOECRATEERT, RICAOVV—2>3avy h&aRmLET,



: Walkeamas fe ihe Ldmin Departmeend - Microaedi efenel Foplaer

o >RUC K A €2 aE8

Welcome to the Admin Department

o

% Cisco Aironet Desktop Utility - Current Profile: Operations

fction  Options  Help

Current Status | Profile Management | Diagnostics |

Cisco SysTEms
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Link Status: - Authenticated Metwork, Type: [nfrastrictune
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TR, BREODRZ TN 1—F A4V IEATERHERERLET,
M :debug ANV RZEFEATHHEIIC, Tdebug IV ROEEXMWE. 2SRL T LEE L,
REOKNZ TN 1—FT A2 TZT50C, ROAXV REFERITDENTEET,

. show wlan wlan_id : 3 E® WLAN ® Web VXA L U NEBED AT —ZAZRRLET, M

-Fb\“_ﬁu-(“j-o

WLAN Identifier...... ... .. . . . . .. 1
Profile Name......... ... ... . .. Admi n
Network Name (SSID)............. .. Admi n
Web Based Authentication......................... Di sabl ed
Web- Passthrough. . ... ... ... .. ... .. .. . Di sabl ed
Conditional Web Redirect......................... Di sabl ed
Spl ash-Page Wb Redirect......................... Enabl ed

- debug dot1x events enable : 802.1x N7 Y N XV E—20FNY T ZBMIZLET, UTH
_ﬁu-(“j-o

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Sending EAP Request from AAA to
mobile 00:40:96:ac:dd:05 (EAP Id 16)

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Received EAPOL EAPPKT from
mobile 00:40:96:ac:dd:05

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Received EAP Response from
mobile 00:40:96:ac:dd:05 (EAP Id 16, EAP Type 43)

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Processing Access-Challenge for
mobile 00:40:96:ac:dd:05

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd: 05 Setting re-auth tinmeout to 1800
seconds, got from W.AN config

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd: 05 Stati on 00:40: 96: ac: dd: 05
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setting dotlx reauth tineout = 1800

Fri Feb 29 10:27:16 2008: 00:40: 96: ac:dd: 05 Creating a new PMK Cache Entry
for station 00:40:96: ac: dd: 05 (RSN 2)

Fri Feb 29 10:27:16 2008: 00: 40: 96: ac: dd: 05 Addi ng BSSI D 00: 1c: 58: 05: e9: cf
to PWKID cache for station 00:40:96: ac: dd: 05

Fri Feb 29 10:27:16 2008: New PWKID: (16)

Fri Feb 29 10:27:16 2008: [0000] 79 ee 88 78 9c 71 41 f0O 10 7d 31 ca
fb fa 8e 3c

Fri Feb 29 10:27:16 2008: 00: 40: 96: ac: dd: 05 Di sabling re-auth since PW
lifetine can take care of sane.

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Sending EAP-Success to mobile
00:40:96:ac:dd:05 (EAP Id 17)

Fri Feb 29 10:27:16 2008: Including PMKID in ML (16)

Fri Feb 29 10:27:16 2008: [0000] 79 ee 88 78 9c 71 41 f0O 10 7d 31 ca
fb fa 8e 3c

Fri Feb 29 10:27:16 2008: 00: 40: 96: ac: dd: 05 Sendi ng EAPOL- Key Message to
nmobi | e 00: 40: 96: ac: dd: 05
state I NITPMK (nessage 1), replay counter 00.00.00.00.00.00.00.00

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Received Auth Success while
in Authenticating state for mobile 00:40:96:ac:dd:05

debug aaa events enable : IXT M aaa IR NDFNYTHIEBMILET, LUTH—
BT,

Thu Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 Successful transmission of
Authentication Packet (id 103) to 10.77.244.196:1812, proxy state
00:40:96:ac:dd:05-00:00

Thu Feb 28 07:55:18 2008: ****Enter processlnconm ngMessages: response code=11

Thu Feb 28 07:55:18 2008: ****Enter processRadi usResponse: response code=11

Thu Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 Access-Challenge received from
RADIUS server 10.77.244.196 for mobile 00:40:96:ac:dd:05 receiveId = 3

Thu Feb 28 07:55: 18 2008: 00: 40: 96: ac: dd: 05 Successful transm ssion of
Aut henti cati on Packet (id 104) to 10.77.244.196: 1812, proxy state
00: 40: 96: ac: dd: 05- 00: 00

Thu Feb 28 07:55:18 2008: ****Enter processlncom ngMessages: response code=2

Thu Feb 28 07:55:18 2008: ****Enter processRadi usResponse: response code=2

Thu Feb 28 07:55: 18 2008: 00:40:96:ac:dd:05 Access-Accept received from
RADIUS server 10.77.244.196 for mobile 00:40:96:ac:dd:05 receiveId = 3

Thu Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 AAA Override Url-Redirect
'http://10.77.244.196/Admin-login.html' set

Thu Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 Applying new AAA override for
station 00:40:96:ac:dd:05

Thu Feb 28 07:55:18 2008: 00: 40: 96: ac: dd: 05 Override values for station
00: 40: 96: ac: dd: 05

source: 4, valid bits: 0x0
gosLevel : -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTineout: -1
dat aAvgC:. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1

vl anl f Nane: , acl Name:

EEH
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