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RADIUS H—/NLORELEICBEENET,

EBI—HOFRMADIEFIFE WLC TEETEEXRT, chZERTTBHICIE. WLC O [Security] R—
> 5 [Priority Order] > [Management User] 22U Y O L&T, ZOR—IHS, FiADJEFZ
EBETEET, XICHZERLET,
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Management User Selection" />

2B B OBEIEME L TLOCALEERL -84, RAOELIENE L TESEhES
K (RADIUS/TACACS) /' EiETEETH D BRI D&, COFREFAL TI—HFH R
nEx9,

BRENELKKHEEET AN ESH BT SHICIE., CLI £E GUI (HTTP/HTTPS ) E— RT WLC
7Ot ALET, OF4> 7OV T " RRE NS, Cisco Secure ACS TREL 11—
BENAD—READLET,

REANEL TN, FRREICRLTWLC ICOJ A2 TEEXT,

Tl ACSTEELEESYOTIVEAFIRNI I—FICERATATVWRILESH ZRIETEI L
ETEET, ChZeWFBIBICE. HTTP £LE HTTPS ZFEAL TWLC O GUI IZT VAL
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ACS THHEY/BEALT VL AHESX S hE1—Fid, WLC TRETHEABEER> TV
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<ffroot>

(Cisco Controller) >

?



debug Manages system debug options.

help Help

Tinktest Perform a 1link test to a specified MAC address.
Togout Exit this session. Any unsaved changes are lost.
show Display switch options and settings.

(Cisco Controller) >config

Incorrect usage. Use the '?' or <TAB> key to Tist commands.

ROBABICRTESIC, O MO—FCLIO?2ICE, REQOI—YHNFEATESZIARXROUR
RARTRENET, T, COHABZconfig ATV RAEEATVEVCELEEELTLKEE VN, ThiE, Bk
BYEAL1—YH WLC L THREETSBEERLEVCLERLTVET., REKC. B&RY/EERAKZI—YE, J>rO0—7
FT(GUIBRTCLIE—RT ) BREZTOREZFE >TLET,




3 I RADIUSH—NTWLCI—HZRIALLETE, R—PHEEBHLENSTZVXTHE, BEHTTPSH—/VIC
KO2TVFATURNFRLULTAEIET, ER—IDTHRATOV M RRENABVERAR, 750 0Frvia
COLTF oY LFREENTHBINICEESENDLEHTTY,

=71V a—b

O NO—FHFACSEN UL TCEBI—HY 2L, RIANEEICTET U (accessaccept), A MOA—FICRALT—ARRE i)
BENFHYVET, LAL, I—HVIEBERIAOSOV T MRRENET,

ZN&SHHE, debugaaaeventsenable INV > REF T, AAEE>TVWT, AEI—HAWLCICOT A TEBRLVOAZIT
BTEFEHA, IV NO—SHBUERAE7OV T NERTIDEFTT,

COMBOREEL TR, ACSTA—HHEENAT—RFELKREENATVEELTE, HEOGI—HXTIL—7 0 Service
Type PRUEI—RZETLSICACSHREEATVBEVCENEXZSIET,

debug aaa events enable

OX Y ROHAHE. AAAY—/VD Saccess-accept X ) IBRENTVBICEN DD ST, I—HHFUELEM ( Service TypeE 4
EVYEE>TVWEVWIEEZRLTVSD TS EH A, debugaaaeventsenable AN ROHEHBIEXRIZRLET,

<#root>

(Cisco Controller) >

debug aaa events enabl e

Mon Aug 13 20:14:33 2011: AuthenticationRequest: 0Oxa449a8c
Mon Aug 13 20:14:33 2011: Callback......vviiiniii i e e ns 0x8250c40
Mon Aug 13 20:14:33 2011: protoCOTTYPe. v vttt i e eennnnnnannnnnnnnnnnnnns 0x00020001

Mon Aug 13 20:14:33 2011: proxyState........cuvuiveinnnnnn 1A:00:00:00:00:00-00:00



Mon Aug 13 20:14:33 2011: Packet contains 5 AVPs (not shown)

Mon Aug 13 20:14:33 2011: 1a:00:00:00:00:00 Successful transmission of
Authentication Packet (id 8) to 172.16.1.1:1812, proxy state
1a:00:00:00:00:00-00:00

Mon Aug 13 20:14:33 2011: ****Enter processIncomingMessages: response code=2

Mon Aug 13 20:14:33 2011: ****Enter processRadiusResponse: response code=2

Mon Aug 13 20: 14: 33 2011: 1a:00: 00: 00: 00: 00 Access- Accept
received from RADI US server 172.16.1.1 for nobile 1a:00: 00:00: 00:00 receiveld = 0

Mon Aug 13 20:14:33 2011: AuthorizationResponse: 0x9802520

Mon Aug 13 20:14:33 2011: StruCtUreSizZe. ... uiiiiiiin i itnnnrannnnnnns 28
Mon Aug 13 20:14:33 2011: resultCode. ... .iiiiiiiiiiin i it i ieannnennns 0
Mon Aug 13 20:14:33 2011: protocolUsed...... .ottt innnnnnnn 0x00000001
Mon Aug 13 20:14:33 2011: proxyState.........viirinrnnnnnnn 1A:00:00:00:00:00-00:00

Mon Aug 13 20:14:33 2011: Packet contains 0 AVPs:

¥ Mdebug aaa eventsenable X > RO H NI TlE. RADIUSH—/VH SAccessAcceptZZFEL TWBICENM D ST, WLCIC
Service Type7 RUEI—RABEERTVWEWLWI ENDAVET, Chld, ACSETZOTRIEI—-RMFZOI—HIIHLTE
EEhTVERWIENRETT,

Cisco Secure ACS & 1 —HEREENE T ServiceType PR UE I —RZBRI LS ICHRETIHEN HV) T, ServiceTypeE B,
A—HHERICE S VT, Administrative £ (ENAS-Prompt ICRRETDHEN B ET,

2EZB DOPHIE. debugasaeventsenableAX Y ROENZRLTVET, £EL., SHEIE ACSLET ServiceType 7 NUE 21 —KA
[Administrative] ICEREENTVET,

<#root>

(Cisco Controller)>



debug aaa events enabl e

Mon Aug 13 20:17:02 2011: AuthenticationRequest: 0xa449flc

Mon Aug 13 20:17:02 2011: Callback......vuiiiin it e e ns 0x8250c40
Mon Aug 13 20:17:02 2011: protoCoTTYPe. v v v i i eenannnnnnennnnnnnnnnnns 0x00020001
Mon Aug 13 20:17:02 2011: proxyState........ccuviiirnnnnrnn. 1D:00:00:00:00:00-00:00

Mon Aug 13 20:17:02 2011: Packet contains 5 AVPs (not shown)

Mon Aug 13 20:17:02 2011: 1d:00:00:00:00:00 Successful transmission of
Authentication Packet (id 11) to 172.16.1.1:1812, proxy state
1d:00:00:00:00:00-00:00

Mon Aug 13 20:17:02 2011: ****Enter processIncomingMessages: response code=2

Mon Aug 13 20:17:02 2011: ****Enter processRadiusResponse: response code=2

Mon Aug 13 20:17: 02 2011: 1d: 00: 00: 00: 00: 00 Access-Accept received
from RADI US server 172.16.1.1 for nobile 1d: 00: 00: 00: 00: 00 receiveld = 0

Mon Aug 13 20:17:02 2011: AuthorizationResponse: 0x9802520

Mon Aug 13 20:17:02 2011: StruCtUreSizZe. . ... uiiiiinnnrennnrnennnnnens 100

Mon Aug 13 20:17:02 2011: resultCode......cciiiiiiinnn i innnnnnnneenn 0

Mon Aug 13 20:17:02 2011: protocolUsed...... ..ot innnnnnnn 0x00000001
Mon Aug 13 20:17:02 2011: proxyState........vuuvrnurennnnn. 1D:00:00:00:00:00-00:00

Mon Aug 13 20:17:02 2011: Packet contains 2 AVPs:

Mon Aug 13 20:17:02 2011: AVP[01] Service-Type........... 0x00000006 (6) (4 bytes)

Mon Aug 13 20:17:02 2011: AVP[02] Class.........
CISCOACS:000d1b9f/ac100128/acsserver (36 bytes)
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