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ATY 71 =B EI—FT 1T 4O 14> L, [VPN]> [Client to Gateway]Zi®#R L
£ 9, [Clientto GatewayX—ZABHE XTI,



Client to Gateway

Add a New Tunnel

Tunnel Mao.

Tunnel Mame:

Interface:

Keying Mode:

® Tunnel O Group VPM

:
_|

WAN1

IKE with Preshared key

() Easy VPN

Enable: v

Local Group Setup

Local Security Gateway Type: IP Cnly

IP Address: 0.0.00
Local Security Group Type: Subnet

IP Address: 192.168.1.0

Subnet Mask:

255255 2550

Remote Client Setup

Remuote Security Gateway Type:

P Address W

P Cnly

AT Y 72[Group VPNIZZ ARE# VIV ILT, JN=TO0FATF> T =KD

A BEOVPNZEML T,




Client to Gateway

Add a New Group VPH

) Tunnel ® Group VPN () Easy VPN

Subnet Mask:

Group Ma. 1

Tunnel Mame:

Interface: WANA W
Keying Mode: IKE with Preshared key

Enable: ol

Local Group Setup

Local Security Graup Type: Subnet (¥
IP Address: 192.168.1.0

2552552550

Remote Client Setup

Remauote Client:

Ciomain Mame:

DomainMame(FODOM) )

LW ZRIOED

AT Y 71 [Tunnel Name] 7 1 =)L RIZKN 2RI DB EASILE T,




Client to Gateway
Add a New Group VPN
) Tunnel ® Group VPN () Easy VPN
Group Ma. 1
Tunnel Name: tunnel_1|
Interface: WANA W
Keying Mode: |[KE with Preshared key
Enable: o
Local Group Setup
Local Security Group Type: Subnet W
IP Address: 192.168.1.0
Subnet Mask: 255255 25660
Remote Client Setup
Remuote Client: CiomaintMame(FODMN) (¥
Domain Mame:

X IOLN-—TBES : JIN-—T0ESZRLET.,. BBER 71— RTT,

AT Y 72 [Interface] ROY A I UJARNDS, VPNIIL—TH T —RNDIAICEHETS
BB R—T7 I/ X&BIRLET,



Client to Gateway

Add a New Group VPH

) Tunnel ® Group VPN () Easy VPN
Group Mo, 1
Tunnel Mame: tunne_l_‘l_
Interface:
Keying Mode:
Enable:

Local Group Setup

Domain Mame:

Local Security Group Type: Subnet v
IP Address: (192.168.1.0

Subnet Mask: |255 255 2550

Remote Client Setup

Remauote Client: ComainMame(FQDMN) w

AT Y 73[Enable] FIYIRY IREAICLT,
T7FILRTRAEMICE>TVET,

BRI IABVPNEEIICLET.



Client to Gateway
Add a New Group VPH
) Tunnel ® Group VPN () Easy VPN
Group Ma. 1
Tunnel Mame: tunnel_1
Interface: WANA W
Keying Mode: |[KE with Preshared key
Enable: o
Local Group Setup
Local Security Group Type: Subnet W
IP Address: 192.168.1.0
Subnet Mask: 255.255.255.0
Remote Client Setup
FRemote Client: DomainMame(FQDM) W
Comain Mame:

X : KeyingMode (F—A 2T E—R) : FAThDRBAT—RERRLET, EaEE+
—ZEALEIKERKE—DFT>3>Td, D&Y, ERHEF—ZBAHNICERL TR
L. NORIORBIEZAHABEEEILTSHIC, Internet Key Exchange ( IKE ; 41 X —X%
Yy NERI ) ORJLNERENET,

ATYT4: ChETOREZREL, BUYETF7FIILNOERICTSDICE. FICRYO—
JJILT[Save]2 V)Y UL TREZRELE T,

A—ALTIL—7T ORRE

ATy 71 A—AIEeF21UT 14 TI)—7 R4 7 (Local Security Group Type)] KO Y 7'X'>
JURRNAS, VPNRFZIICT O TEZENEO—DINIANI—ELEEI—HT )
—7&BRLET, 7 #JL MNE[Subnet] T,



Client to Gateway

Add a New Group VPN
) Tunnel ® Group VPN () Easy VPN

Group Mo. 1

Tunnel Mame: tunnel_1

Interface: WaAN1 W

Keying Mode: IKE with Preshared key

Enable: o

Local Group Setup

Local Security Graup Type: Subnet W
IP

IP Address:
IF Range

Subnet Mask: VL LU LW

Remote Client Setup

Remauote Client: Domaintame(FQDMN) (¥

Domain Mame:

ERAAREEFT>IVRADLSICERENET,

IP: BEDIDODLANTFNA AEGNF RN ZRIWCTIOELATEXRS, COFTa>rm
BIRL B AE, [IP Address]7 1 —J)L RIZLANFNNA ADIPP RLAZALILET, T7
#)LNDIPIFZ192.168.1.0T 9,

- HTZRYN  BEOHTRY NEOIXRTOLANFNA AN N RIWICTIOEATEE
To COATaVEEBRLEEESE. LANFNLAADIPTRLAEYTRY KRIAV %
TNEN[IP Address]7 1 — )L R&[Subnet Mask] 7 4 —)L RKIZAZLET, F7#I KX
A 3255.255.255.0C 9

IPEIR : T KT EBLANTNAAN RN ZINVICTOECATEEXES, CcOAT>a > %w&E
RUEBEE. BEORVDEREBDIPT RLAZETNEN[Start IP|7 1 —)L RE[End IP|7
A=ILRICAHILET, 74 MOEFEIE192.168.1.0 ~ 192.168.1.254T 9,

ATVT2: CNETOREZREL, BYZTFT7AIILMNODERICTSICIE, TIcAYO—
JJLT[Save] 2V )Y UL TRREZRELE T,

VE—=NIZAT> NDORRRE

AT Y 71:[Remote Security Group Type] RAY 7RV UARD S, VPNNRILIZT D
TRATEDBEYED)E—NMANI—HELGEI-HY0IIL—-T2BRLET,



Client to Gateway
Add a New Group VPN
) Tunnel ® Group VPN () Easy VPN
Group Mo, 1
Tunnel Mame: tunnel_1
Interface: WANT W
Keying Mode: IKE with Preshared key
Enable: ol
Local Group Setup
Local Security Group Type: IP (¥
IP Address: 1892 168.3.0
Remote Client Setup
Remaote Client: DnmamNammFODN v
Domain Mame: 'Emall wjurnssquER FGDH
Microsoft XP/2000 VPN Client

ERATUREEATSAVRRADISICERENET,

- RXAZAFQDN)FREE : B RIMADT VAR, BEEFHARXAZNL THEE
T COATIAVEBRULBER. [RXAVB]T 1= RIZBREHK I\X'(/O)-ﬁ
BIZALILETY,

EmallAddr(USERFQDN)m,an: |\‘/?)l/\0))'7‘b7x(&" BEFX—ILT7RLAZNL
THRETY, cOATIAVEEBERLIEBER., [BFX—ILTRLAI 71— RIZEF
X=IVF7RLREAALET,

Microsoft XP/2000 VPN Client:Microsoft XP & 7= 1£2000 VPN ClientY 7 N T 7 A #H &
RAENTWVWBRIZATORNITNIDITRBEALT, RORIVICTIOEATEET,

ATYT2 . CNETHOREZREL, BUYZTFT7AILRNOFERICTDICEK., FICAYO—
JJUT[Save]2 7)Y VL TREZRELE T,

IPSec® 5% E

ATY 717 T—AX1DHZIIL—=71ROY 7HX D> 1) A N A 5B & Diffie-Hellman (DH) 2
IN—=T%BRLUET, 71—X1F. EF17HRABEEYR—KTBDEHIC, MR
OEFHEDOBICS 2 TLY VAOREBEFIVTATYII—3 2 (SA)ZRIUTDEHICE
AENhFET, Diffie-Hellmanid, 7 I —X1#ERTEEEZRAITHLHICRBEF—2ZHETS
EHICERATNIEBESF—XB®7O0NIILTT,



Remote Client Setup
Remaote Client: Microsoft XP/2000 VPN Client | w
IPSec Setup
Phase 1 DH Group: Group 1-768 bit v
Group 1- 768 bit
Phase 1 Encryption : Group 2 - 1024 bit
Group 5- 1536 bit
Phase 1 Authentication: MD5 v
Phase 1 3A Lifetime: 28300 sec [ Range: 120-86400, Default. 28800 )
Perfect Forward Secrecy;
Phase 2 DH Group: Group 1- 768 bit v
Phase 2 Encryption: DES "]
Phase 2 Authentication: Mos W
Phase 2 3A Lifetime: 3600 sec ( Range: 120-28800, Default: 3600 )
Minimum Preshared Key Complexity, [ | Enable
Preshared Key:

FERAREEF TS AVRBROLSICEREETIET,
Group1 (768EY K~ ) : RIETF—ZFELEFTH . RELXLTREHYEEA,
Group2 (1024EY K ) : F—DFHEREL VYN ETH. Grouplk V) ELZELTY,
Group5 (1536EY N ) : REEBVF—Z5tELETH, RELZELTT,

AT Y 72 [Phase 1 Encryption| ROAY 7Z I ARNN S, F—2BES{LITHEINEESL

FZEZERLUET, AES-128lE, BLVEFIVT A E/FREBNT A IV AZRRIB 1D
ICHRENET, VPNR R, MRTRAUESEAREZERATILEN XTI,



Remote Client Setup

Remote Client:

IPSec Setup

Phase 1 DH Group:

Phase 1 Encryption :

Phase 1 Authentication:

Microsoft <P/2000 VPN Client |

Group 2 - 1024 bit W

AES-128

Phase 1 SA Lifetime: AES-192 ec ( Range
AES-256

Ferfect Forward Secrecy: N 4

Phase 2 DH Group: Group 1- 768 bit W

Phase 2 Encryption: DES W

Phase 2 Authentication: MD& W

Phase 2 SA Lifetime: 3600 sec (R

Minimum Preshared Key Complexity: [ ] Enable

Preshared Key:

ERATREEATSAVRIRADISICERENET,

DES:Data Encryption Standard ( DES ; *—XBES#H1#& ) E56EY NOHVES{LAR
T, FRECEFITLBESLLERTESLY)FTEAN, BFEBREOLOICHEICEDEE
FHWET,

3DES — Triple Data Encryption Standard(3DES)lk, F—AX Z3EES{tTD =6, F
—H A A ZREL TR EHICFERAETNZ168EY NOBREBRESILARXNTT, chickt)
DESKNELFIVFAANBLKBYERTY, AESKWEEFIUT A FESBZVET,

AES-128:128E ¥ ~*—(AES-128)% {£ /i 3 % Advanced Encryption Standard(AES-
128)Tld. AESEEE{LIC128E Y NF—%EALEJ. AESRKDESL ) EEETRELTT
o —RXIC, AESIF3DESK VY EFETEETT, AES-128[FAES-1928 & VU'AES-256 & V)
EEETITY, REMPFE<SEZVET,

AES-192:AES-192 Tk, AESESLIC192EY R+ —ZFEALET, AES-192(F.
AES-128&L W EERETTA, 17T, AES-256K W EF/ETTA, X217 TREHY)
Tt A

AES-256:AES-256¢. AESEES{LIC256E Y ROF—ZFEAL £F, AES-256(FAES-
128B R TFAES-192& V) EEET I A, R2MREE<SZY XTI,

AT Y 7°3:[Phase 1 Authentication| ROY 77HA I 1) ARNA SHEYN SRS XN ZBIRLET
o VPNRZILIE, METRIURAARNZERATEILEN HBYET,



Remote Client Setup
Remote Client: Microsoft XP/2000 VPN Client | w
IPSec Setup
Phase 1 OH Group: Group 2 - 1024 bit W
Phase 1 Encryption : AES-128 W
Phase 1 Authentication: FJDS v]
M5
Phase 1 SA Lifetime: | SHAT sec ( Range: 120-86400, Default 28800 )
Perfect Forward Secrecy;
Phase 2 DH Group: Group 1- 768 bit W
Phase 2 Encryption: DES W
Phase 2 Authentication: MD35 v
Phase 2 5A Lifetime: 3600 sec ( Range: 120-28800, Default: 3600 )
Minimum Preshared Key Complexity, [| Enable
Preshared Key:

ERAARBEAT>IAVREROISICERENET,

MD5:Message Digest Algorithm-5(MD5)l&, F T Y I HLAFEICLZDEBEENH D HED
5F—XZRETH128EY NNV IBEKTT,

SHA1 — Secure Hash Algorithm version 1(SHA1)E160EY kD /\Y < 1 BT,
MD5&X VW E£ELZETT,

AT Y JT'4[Phase 1 SA Life Time] 7 1 —JL RKIZ, VPNRNZRIWHF 7 I —K1TTIT 17 7%
FETHIHM (V) EANLET, 774 hORMIZ28,8008TT,



Remote Client Setup

Remaote Client:

IPSec Setup

Phasze 1 DH Group:
Phase 1 Encryption :

Phase 1 Authentication:

Microsoft XP/2000 VPN Client | v

Phase 1 3A Lifetime:
Perfect Forward Secrecy:

sec ( Range: 120-86400, Default: 2330( ]

Phase 2 DH Group:
Phase 2 Encryption:

Phase 2 Authentication:

Phase 2 3A Lifetime:

Group 2 - 1024 bit W
AES-128 v
D5 g
2700
vl
Group 1-768 bit v
DES g
MD5 v
3600

Minimum Preshared Key Complexity: [ Enable

Preshared Key:

ATYVTE(A723a2 ) F—DOREZBILT B ICIE, [Perfect Forward Secrecy]F I ¥ 7
RYDABAVICLEY, cOATTAVEZFERATIE, F—HREShLZ/RICHLLF
—ZERTETRY, Chid, EFIVTAZ2BEITILEHICHERESNDTU232TT,

X : AT Y 75T[Perfect Forward Secrecy]Z2 4 7ICLi=3BE, 7T —AX2DHI I —7"%5%

ETIHEEHYEXEA,

AT Y 7°6:[Phase 2DH Group] ROAY 7RIV VA RNN S B &DHI )L —77%&RLET

o



IP5Sec Setup
Phase 1 OH Group: Group 2 - 1024 bit "]
Phase 1 Encryption : AES-128 v
Phase 1 Authentication: MD5 v
Phase 1 54 Lifetime: 2700 sec ( Range: 120-86400, Default: 28800 )
Perfect Forward Secrecy;
Phase 2 DH Group: Group 1- 768 bit v
Grmp1-?ﬁﬂhi .
Phase 2 Encryption: Group 2 - 1024 bit
Group 5 - 1536 bit
Phase 2 Authentication: WO ]
Fhase 2 5A Lifetime: 3600 sec [ Range: 120-28800, Default: 3600 )
Minimum Preshared Key Complexity, [| Enable
Preshared Key:

FEATUEEATIAVERORISICERENET,
Group1 (768EY N ) : RETF—ZEL EXIH. BERL2TRH) A,
Group2 ( 1024EY K ) : F—OFERELSZVETAH. Grouplk V) ELELTY,
Group5 (1536EY N ) : REEBVF—ZFHELEF TN, RELETT,

AT Y J2:[Phase 1 Encryption| ROAY 7RV JARD S, F—ZBSLTHEIEESL

FZEZEERLUET, AES-128lF, BVEFIVT A E/FEBNT ARV AZRRIB D
ICHREENERT., VPN ORI, MnTRUBSUAREERATILENBYET,



IPSec Setup

Phase 1 DH Group: Group 2 - 1024 hit W
Phase 1 Encryption : AES-128 LY
Phase 1 Authentication: MDa W
Phase 1 SA Lifetime: 2700 sec ( Range: 12
Perfect Forward Secrecy;
FPhase 2 OH Group: Group 2 - 1024 hit LY
r ™\
Fhase 2 Encryption:
Phase 2 Authentication: E
AES-128
Fhase 2 3A Lifetime: AES-192 sgc ( Rang
AES-256 )
Minimum Preshared Key Cﬂﬂ’lm&xiWZE_Eudiﬁu

Preshared kKey:

ERATUREEATSAVERADISICERENET,

DES:Data Encryption Standard ( DES ; — XS ) E56EY NOHVES{LAR
T, FECEFITLBESLLERTESLY)FTEAN, BFEBRMEOLOICHEICEDEE
FHWET,

3DES — Triple Data Encryption Standard(3DES)ld, F—2X Z3EEBES{LTS 8, F
—H A A ZREL TR EHICFERAETNZ168EY NOBREBRESILARXNTT, chiZkt)
DESKNELFIVFAANBLKBYERTY, AESKWEEFIUT A FESBZVET,

- AES-128:128E v ~F —(AES-128)% £/ 9 % Advanced Encryption Standard(AES-
128) Tk, AESEES{LIC128EY h¥—Z AL ET, AESEEDESKY £ /ETLZETT
o —M%IC., AESII3DESK Y EERETEETT, AES-128lFAES-1928 K T'AES-256 &K V)
ERETTYN, R2MFE<S<EYVET,

- AES-192:AES-192Tld. AESEEFILIC192E Y RF—ZFEAL £, AES-1921F,
AES-128&L W EERETTA, 17T, AES-256K W EF/ETTA, X217 TREHY)
Tt A

- AES-256:AES-256l%, AESEES{LIZ256EY hDOF—ZFEAL £, AES-2561FAES-
128B R TFAES-192& V) ERET I A, R2MREE<SZY XTI,

AT Y 7°8:[Phase 2 Authentication| ROY 77HA I 1) ARNA SHEYI SRS XN ZBIRLET
o VPNRZILIE, METRIUREARNZERATEILEN HYET,



IPSec Setup

Phasze 1 DH Group: Group 2 - 1024 bit ¥
Fhase 1 Encryption : AES-128 W
FPhase 1 Authentication: [fna v
s
Phasze 1 SA Lifetime: 2700 sec ({ Range: 120-86400, Default 28800 )
Perfect Forward Secrecy:
Phase 2 DH Group: Group 2 - 1024 bit W
Fhase 2 Encryption: AES-128 W

Phase 2 Authentication: MO5 7]
Phase 2 3A Lifetime: [ SHA | §sec { Range: 120-28800, Default: 3600 )

Minimum Preshared Key Complexity: L] Enable

Preshared Key:

ERTREEATSAVRRADISICERENET,

MD5:Message Digest Algorithm-5(MD5)id. F T Y VY AFHEICLZBEDH D WED
57— &EREITS1288Y NN\Yv 1B ERLET,

SHA1 — Secure Hash Algorithm version 1(SHA1)l&., MD5& V) £ &Z£7%160EY D /\
Y2 I1REKTT,

AT Y 7°9:[Phase 2 SA Lifetime] 7 4« —)L RIZ, VPNRNY RN T I —R2TT VT4 7B %
XTHDEH (W) ZAILET, F72ILNOEMIE36000TT .,



IPSec Setup

Phase 1 DH Group: Group 2 - 1024 hit W

Phase 1 Encryption : AES-128 W

Phase 1 Authentication: Mos v

Phase 1 SA Lifetime: 2700 sec ( Rar

Perfect Forward Secrecy:

Phase 2 DH Group: Group 2 - 1024 hit W

Phase 2 Encryption: AES-128 W

Phase 2 Authentication: SHA1 v

fPhase 2 SA Lifetime: 360 sec ( Range: 120-28800, Defau )

Minimum Preshared Key Complexity: Enable

Preshared Key:

freshared Key Strength Meter:

ATY 710 (A7232 ) BaBEF—0HREX—X—ZFMICTBEERE. [RDBard
BEX—DEME|TFIVIRYIDAREFVICLET,

3 : [Minimum Preshared Key Complexity]F T Y 9RY D RAZEFA LT B &, [Preshared
Key Strength Meter]\_, BZON—%ZFRAL TER-EF—0REN RRENET, K&
BFLRE, BRRFEETNIBE., REBVBEZRLET,

AT Y 7 11:[Preshared Key] 7 1 —/LRIZCEHDF—ZAHLE T, BaIEF—ELTH
RIVED16EHZFERATEET, VPNN IR, MHTRLUEFIREF—E2FERH T
ENFHYET,

¥ VPN RBENDELSIZ, IKEETRETEAEF—2HEBICEETD 2@ HR
LET,

ATYT12: CNETOREZREFEL, BYZF7AIPMOERICTSICIE,. TICAoO
—J)LUT[Save]2 V7)Y VL TREZRELET,

BEZRE
AT Y 7 1:[Advanced]2 VUYL T, FHMlREEZBRLET,




IPSec Setup

Phaze 1 DH Group: Group 2 - 1024 bit W

Phasze 1 Encryption : AES-128 W

Phase 1 Authentication: MD5 w

Phaze 1 5A Lifetime: 2700 sec ( Range: 120-86400, Default 28800
Perfect Forward Secrecy;

Phasze 2 DH Group: Group 2 - 1024 bit W

Phase 2 Encryption: AES-128 W

Phase 2 Authentication: SHA1 v

Phase 2 SA Lifetime: 3500 sec ( Range: 120-28800, Default 360(

Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ghd

Preshared Key Strength Meter: T [

Advanced + I

[Advanced]fBIICHTL VT 4 =)L RIFRRENET,

P

Phase 2 Authentication: SHAT W
Phase 2 SA Lifetime: 360 sec { Range: 120-28800, Default; 3600
Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ght

Preshared Key Strength Meter: e i o

Advanced

£,

Aggressive Mode

4]

Compress (Support IP Payload Compression Protocol(IPComp))

L]

Keep-Alive

(<]

AH Hash Algorithm | MDS | w

MetBIOS Broadcast

E =

MAT Traversal
\ F,

| Save || Cancel ‘

ATVT2(A723> ) xY ND—UERENMEVES, [FILYSTE—RIFI VIR
VOREBAVIZLET, PULYSTE—REF, SABHERICKNXILOIV RRAND
IDEYIUTTFFANTRBLET, chicky), RBICHELEBBEEHFEhETTH. &F



AVFTARETLERT,

ATV (AFT23a2 ) IPF—RISLOY A X EEMHT 356k, [Compress
(Support IP Payload Compression Protocol(IPComp)]F LY VRY VAZFAICLET,
IPComplRIPEMEZ7’ORNILT, XY RD—URENFMEVEE®, 1—FHFF—X%Z1BXE
<HBERICEFBULEVWEEIZ, PTF—RTTLADH A X EZEBI D LHICERAENET,

ATYT4(AT232 )PNRNRILOEGREEILTITATOERRICTRIHER. |
Keep-Alive]F T Y VRY VREFAVIZLET, F—T T4 7 2EATDE., BHENET
D747 EBEIC, ERENEICBEITERT,

ATYVTE(AT2AY ) F—ROBEERNORE, FIYIVALLRDT—ROREEH,
BRUIPAY X —(CHsRE N -REZ1TSHE . [AH Hash Algorithm]F LY V7RY U A%
FICLET, RIC, ROV A I VARND SEYARIEARZRIRLET, AXILD
MAITCREILZILOdVXLNFBETT,

ERTREEATSAVRIRDISICERENET,

MD5:Message Digest Algorithm-5(MD5)id. F T Y VY AFHEICLZBEDH D WED
57— %&REITS128EY NN\Yv S 1B ERLET,

- SHA1 — Secure Hash Algorithm version 1(SHA1)l&, MD5&k V) £ Z£7x160EY kD /\
YZIRHTY,

AFYTEVPNR Y ZLENLTIL—TFT A VI FEBRRNS T4 v EFAT2ESF.
[NetBIOS Broadcast]F LY VRY VRAZFAICLET, F7FILRNEFTTY,
NetBIOSIE, Y7 RIJIFTF77TVTr—23a Y NID—0FXAN—TY RBED
Windows#gEZ LT, XY RD—JROTV R, DE1—XBEOZRY ND—0DY
—AZRETBIEHICERENET,

ATYTT (AT ) TTAR=RANDSNT VY IIPTRLABATA VX —XY
NCT7OtEATBBEEE. [NAT TraversallF TV 9RY VR AICLET, NATRS/N—
Bk, ABATLADTZAR—=KNPF7RLAZNT VY JIP7RLAELTREE .,
EZTNHD2HEPRENSTTAR—RNP7RLAZRETDEOHICERAETAET,

ATV /8[Save]l2 V)Y ILT, REERELET,
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