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» Firepower Management Center ( FMC )
» Firepower Threat Defense ( FTD )
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show tech-support



show failover-history
show failover state ( 7 T—)LF—/N—REED KRR )

«  ARYBMNREFER102 B Dsyslog
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>
>

clish? 5 XDIAN RZERITLERT,

> show tech-support <- - To display configuration of the device.
> show failover history <- - To display failover Date/Time, what was the failover state an
> show failover state <- - To display Last Failure Reason and Date/Time.
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PMTOOLAT—2X A | grep -i gui

PMTOOLAT—2R A | grep -E "15#|1Z 1L | X"

7J)—-g
df -h
DBCheck.pl
top
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tail -f /var/log/httpd/httpsd_access_log
tail -f /var/log/httpd/httpsd_error_log
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>

> expert

admin@firepower:~$ sudo su -
Password:

root@firepower:~#

roothA SXNIN RZETLET,

root@firepower:~# pmtool status | grep -i gui <- - To display all GUI services status.
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root@firepower

root@firepower

root@firepower

root@firepower

root@firepower

root@firepower

root@firepower:
root@firepower:

root@firepower:
root@firepower:

:~# pmtool status | grep -E "Wait|down|disabled" <- - To display services that are in wai
~# free -g <- - To display Used and Free memory 1in
~# df -h <- - To display Used and Free disk.

:~# DBCheck.pl <- - To display any error or warning in database.(Database Integri
:~# top <- - To display which processes cpu & memory utilisation.

:~# pigtail gui <- - To display GUI Togs in real time.

~# cd /var/log/httpd/
/var/log/httpd# tail -f httpsd_access_log <- - To display GUI web server access logs in

~# cd /var/log/httpd/
/var/log/httpd# tail -f httpsd_error_log <- - To display GUI web server error logs in r
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tail -f /var/log/backup.log
« FMCOKRZSINZa1—FTa42T 774 EBRELET,

RSTND2A—F AT 774N EERTDICIE. Firepower7 ZAIINERFIEO RS T IS 2
—T 420, BSBLTLKEEL,

H—EAVIITANEA—T2FBICEF. TTACSRy ZZRLTLKEEL,
Bl : FMCvA' 5 MDIXN > ROEITHE.

FMCSSHIZOY 14> L, rooth8X > RZEFTLET,

Copyright 2004-2021, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A1l other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.10.1 (build 175)
Cisco Firepower Management Center for VMware v7.0.1 (build 84)

>

> expert

admin@firepower:~$ sudo su -

Password:

Last login: Wed Sep 6 21:38:20 UTC 2023 on pts/0

root@firepower:~#

root@firepower:~# cd /var/log/

root@firepower:/var/log# tail -f backup.log <- - To display backup Togs in real tim

OJ %9 3ICE, Cri+CF—=#HLE T,
4R —RBEDKRHK
. BIENDZEEFINTETLEL L,
« RUS—DOEANKRKLTWVWBRIEE,
« FMCOGUINS, BEAOKKBMERNTSVAVITRNOIZ—AVvE—0ARI)—>223Y
RzEBLT, RSO3 VIDEIRELFET,

[Deploy] 2 7 DEIZHZD T A 1% 2 Y UL, [Deployment] 27 &0 1)v UL T, [Show
History] 2 7 &0 U vy O LE T,

« RUI—ORFEZRTIZRIC. ROINY REHZRETIBENHYET,
FMC#A 5 :

v J7—I)L R


https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://www.cisco.com/c/ja_jp/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html#toc-hId--1695948773
https://mycase.cloudapps.cisco.com/case

tail -f /var/log/sf/policy_deployment.log
FTDA' S :
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tail -f /ngfw/var/log/ngfwManager.log
tail -f /ngfw/var/log/sf/policy_deployment.log
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>

> expert

admin@firepower:~$ sudo su -
Password:

root@firepower:~#
root@firepower:~#

rootA SIXMIN> RZRITLET,

root@firepower:~# pigtail deploy <- - To display deployment logs in real tim

root@firepower:/# cd /var/log/sf
root@firepower:/var/log/sf# tail -f policy_deployment.log <- - To display policy deployment Togs in r
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>
> expert
admin@FTDA:~$ sudo su -

Password:
root@FTDA: ~#

rootA 5SIXMIN> RZRITLET,

root@FTDA:~# pigtail deploy <- - To display deployment related Togs in real time.

root@FTDA:~# cd /ngfw/var/Tlog
root@FTDA:log# tail -f ngfwManager.log <- - To display FTD to FMC communication related logs in r

root@firepower:/# cd /var/log/sf
root@firepower:/var/log/sf# tail -f policy_deployment.log <- - To display policy deployment Togs in r
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