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CORFIXVNOERE. FEOZRARELHZTNARACETVWTERENEEDTT,
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BEZR O I—YHERAERTHDEVSEDAHWET, ZhiEk. CiscoBug D
CSCug39152 IREIRENTVET, ZDERERE. CONTOEBENEENTLS Cisco
IOSYT7RIDIT7 N—232TOREELET,

RLIE

COEOHREHE, BEICEHEENELEGEZFT LITLHIZ WebVPN OEHOIDTFARNERE
ALET, cXETEHIIN—TOR8I—Y2FATII_E2 DOEENHYET, FAHAS, 1
—HIDENAT—RTY, CORBENKETKR., 1—HFBEZRIATH E, IL—FSEHE
CHRETATVR—B0MEABEM (OU ) CETVWTIVR I—HEXBILET,
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ATYT1: =20 IDIIABOER


https://tools.cisco.com/bugsearch/bug/CSCug39152

I—2F IDRIBAEZEAL T, SSLVPN ICEHKETDII R I-—HFICESDID ZRLET. E
HICEDSVT, L—2FERLCACEBRAAEE LR Y —RN—FT A DFAERAZTOVThA ZE
RATEXRY,

Router (config) #crypto key generate rsa label RTR-ID modulus 1024 exportable
The name for the keys will be: RTR-ID

% The key modulus size is 1024 bits

% Generating 1024 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 2 seconds)

Router (config)#

! Generates 1024 bit RSA key pair. "label"” defines

! the name of the Key Pair.

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (ca-trustpoint) #crypto pki trustpoint RTR-ID

Router (ca-trustpoint) #rsakeypair RTR-ID

#enrollment terminal

Router (ca-trustpoint

Router (ca-trustpoint) #revocation-check none

( )
( )
( )
( )

Router (ca-trustpoint) #exit

Router (config) #crypto pki enroll RTR-ID
% Start certificate enrollment

% The subject name in the certificate will include: CN=webvpn.cisco.com,
OU=TSWEB, O=Cisco Systems,C=US,St=California,L=San Jose

% Include the router serial number in the subject name? [yes/nol: no

% Include an IP address in the subject name? [no]: no

Display Certificate Request to terminal? [yes/no]l: yes

Certificate Request follows:

MIIBjTCBOWIBADAtMRYWFAYDAQQODEWOXNZ IUMTYUMTQ2LjESMRMWEQYJKoZTIThveN
AQKCFgQyODIXMIGEMAOGCSQNSIb3DQEBAQUAALAGNADCBIQKBgQDsdvVNkb1TIYkA
0Lthi2fiAeRbyAYRa98kxD5mSHQ3UOgojQ2nvinbI6yghNP8AZx1C4PNRUO+AYYiY
r44Fst1E3RY0QQVKG]Q7nwlID7pVi2¢cFi/SFZssZ/GImQ]6eL8F+YPwUdyzyyEOvV
dQt1502aTbl00Fel tVWwCAEZgkThKVQIDAQABOCEWHWYJKOZIThvcNAQKOMRIWEDAO
BgNVHQ8BAf8EBAMCBaAwDIYJKoZIThveNAQEFBQAl1gYEAEtnBID1budjReLia6fZH
UlFmFD4Pr0ZhPJsCUSL/CwGYnLjuSWEZkacA2TIaG2wb6RZWbX /UlEydwYON2I3XiW
z3DIDrygf5YGamkG4DmmO24 ITHxvkFQAS5XKgbIamjWFGwhhLPIx040MMOCCHSFrYe
dm27yrPawX3aaiHNWn2gat YNBN=

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/nol: no
Router (config)#

ATYVT7 2: AARYY T ORE

AAENY T ZEAL T, HED WebVPN IV TFARAND VPN I TA T2 NOBEREGZ D
BLET, COTHERBIAAEVYTLRECNTVER—HEECETVTRITENET, ZOF
Bk, I>RI-Y—FHAEOOU 71—l R2H#FEIZHEEZTRLET,

Router#configure terminal

Router (config) #crypto pki certificate map sales 10

Router (ca-certificate-map)# subject-name eq ou = sales

Router (ca-certificate-map) #!

Router (ca-certificate-map) #crypto pki certificate map finance 10



Router (ca-certificate-map)# subject-name eq ou = finance
Router (ca-certificate-map) #exit
Router (config) #fexit

ERIHEN YT ZRETSEEIC, AUIIREN Y JTICEBBODA VARV AN HBEE

. TNSICOREENERENET, £EL, SIAEYY7ORLUA VAR AICEHOD
IL=IHFBREEHTVREERE., ThSIC ANDEENBRAENET, LEXE. CORE
Tk, XF%5 "Companys 2L H—/NICE>TRITEN, YTZIVRNBILXEHN T
DIAL; Z&T A, OrganizationUnit A2 R—X > ~MZ "TWAN, ZE2CHEN ZHTANS
nEd,

crypto pki certificate map Group 10M
issuer-name co Company
subject-name co DIAL

crypto pki certificate map Group 20
issuer-name co Company
subject-name co ou=WAN

ATY7 3: WebVPN 7*— KNI T A OFRE

WebVPN *— RN I Ak, VPN I—HYHNELEZRBRITHEMTT. REBEMBERETE. IP7
RLAECNICEENFFSNDRSARNRA M YBRETY, BEMFITSNDNTARRSLIU N
TRTR-ID, &, ATY 7 1 TWebVPNY—KRDJIATHERENEL =,

Routerf#configure terminal

Router (config) #webvpn gateway ssl-vpn

Router (config-webvpn-gateway)#ip address 10.1.1.1 port 443
Router (config-webvpn-gateway) #ssl trustpoint RTR-ID

Router (config-webvpn-gateway) #inservice

Router (config-webvpn-gateway) #exit

Router (config) #exit

ATY7 4. WebVPN OV TFANDORE

WebVPN OV FFARNZFEAL T, VPN ICERTHEEICHBENORI—ZIT R 1—HICHE
ALET, CcOBEDHITE., BTIN—TICERDRI—%2BRAITSEHIC Tfinances & T
sales; EVWSEBHIND2 DOEBZDIAVTFARNDERENEL =

Router#ficonfigure terminal

Router (config) #

Router (config) #webvpn context finance

Router (config-webvpn-context)# secondary-color white

Router (config-webvpn-context)# title-color #669999

Router (config-webvpn-context)# text-color black

Router (config-webvpn-context)# ssl authenticate verify all
Router (config-webvpn-context)#

Router (config-webvpn-context)# policy group finance-vpn-policy
Router (config-webvpn-group)# functions svc-enabled

Router (config-webvpn-group)# timeout idle 3600

Router (config-webvpn-group)# svc address-pool "finance-vpn-pool" netmask 255.255.255.0



Router (config-webvpn-group) #
Router (config-webvpn-group) #

svc keep-client-installed
svc split include 10.10.10.0 255.255.255.0

Router (config-webvpn-group) #default-group-policy finance-vpn-policy

Router (config-webvpn-context)# aaa authentication list ClientAuth

Router (config-webvpn-context)# gateway ssl-vpn domain finance

Router (config-webvpn-context)# authentication certificate aaa

Router (config-webvpn-context)# match-certificate finance

Router (config-webvpn-context)# ca trustpoint RTR-ID

Router (config-webvpn-context)# inservice

Router (config-webvpn-context) #exit

Router (config) #

Router (config) #webvpn context sales

Router (config-webvpn-context)# secondary-color white

Router (config-webvpn-context)# title-color #669999

Router (config-webvpn-context)# text-color black

Router (config-webvpn-context)# ssl authenticate verify all

Router (config-webvpn-context)#
Router (config-webvpn-context)# policy group sales-vpn-policy

Router (config-webvpn-group) #
Router (config-webvpn-group) #
Router (config-webvpn-group) #
Router (config-webvpn-group) #
Router (config-webvpn-group) #
Router (config-webvpn-group) #

functions svc-enabled

timeout idle 3600

svc address-pool "sales-vpn-pool" netmask 255.255.255.0
svc keep-client-installed

svce split include 10.10.10.0 255.255.255.0
default-group-policy sales-vpn-policy

Router (config-webvpn-context)# aaa authentication list ClientAuth

Router (config-webvpn-context)# gateway ssl-vpn domain sales

Router (config-webvpn-context)# authentication certificate aaa

Router (config-webvpn-context)# match-certificate sales

Router (config-webvpn-context)# ca trustpoint RTR-ID

Router (config-webvpn-context)# inservice

Router (config-webvpn-context) #exit

Router (config) #exit
Router#

A7TY75: O—A) I—H0ORE

2HBOFAAXAN_ALDEHZB/EZITICE. O—AD) I—HFBEENAT—RZRELET,

Router#configure terminal
Router (config)#

Router (config) #webvpn context finance

Router (config-webvpn-context)
Router (config-webvpn-context)
Router (config-webvpn-context)
Router (config-webvpn-context)
Router (config-webvpn-context)
Router (config-webvpn-context)
Router (config-webvpn-group) #
Router (config-webvpn-group
Router (config-webvpn-group

config-webvpn-group

) #
) #
Router ) #
) #

Router (config-webvpn-group

# secondary-color white

# title-color #669999

# text-color black

# ssl authenticate verify all
#

# policy group finance-vpn-policy

functions svc-enabled

timeout idle 3600

svc address-pool "finance-vpn-pool" netmask 255.255.255.0
svc keep-client-installed

svc split include 10.10.10.0 255.255.255.0

Router (config-webvpn-group) #default-group-policy finance-vpn-policy

Router (config-webvpn-context)
Router (config-webvpn-context
Router (config-webvpn-context
Router (config-webvpn-context
Router (config-webvpn-context
Router (config-webvpn-context

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

)
)
)
)
)
)

Router (config-webvpn-context

# aaa authentication list ClientAuth
# gateway ssl-vpn domain finance

# authentication certificate aaa

# match-certificate finance

# ca trustpoint RTR-ID
# inservice
#exit



Router (config) #

Router (config) #fwebvpn context sales

Router (config-webvpn-context)# secondary-color white
Router (config-webvpn-context title-color #669999

Router (config-webvpn-context text-color black

) #
) #
Router (config-webvpn-context)# ssl authenticate verify all
Router (config-webvpn-context) #

Router (config-webvpn-context)# policy group sales-vpn-policy
Router (config-webvpn-group) # functions svc-enabled

timeout idle 3600

svc address-pool "sales-vpn-pool" netmask 255.255.255.0

Router (config-webvpn-group
Router (config-webvpn-group
svc keep-client-installed

svce split include 10.10.10.0 255.255.255.0
default-group-policy sales-vpn-policy

aaa authentication list ClientAuth

Router (config-webvpn-group

) #
)
)
Router (config-webvpn-group)

#
#
#
Router (config-webvpn-group) #
Router (config-webvpn-context
Router (config-webvpn-context gateway ssl-vpn domain sales
Router (config-webvpn-context authentication certificate aaa
ca trustpoint RTR-ID

inservice

Router

) #
) #
) #
Router (config-webvpn-context)# match-certificate sales
onfig-webvpn-context) #
Router (config-webvpn-context) #
) #

Router (config-webvpn-context) #fexit

(
(
(
(
(c
(
(
(
(
(
(
(
(
(
(
(
(
(
(c
(
(
Router (config) #fexit
Router#

B —REGE

Router#configure terminal

Router (config)#

Router (config) #webvpn context finance

Router (config-webvpn-context)# secondary-color white
Router (config-webvpn-context title-color #669999
Router (config-webvpn-context text-color black

) #
) #
Router (config-webvpn-context)# ssl authenticate verify all
Router (config-webvpn-context) #

Router (config-webvpn-context)# policy group finance-vpn-policy
Router (config-webvpn-group) # functions svc-enabled

# timeout idle 3600

svc address-pool "finance-vpn-pool" netmask 255.255.255.0

Router (config-webvpn-group)
Router (config-webvpn-group) #
) # svc keep-client-installed

)# svc split include 10.10.10.0 255.255.255.0

Router (config-webvpn-group) #default-group-policy finance-vpn-policy

Router (config-webvpn-group) #
Router (config-webvpn-group) #

Router (config-webvpn-context)# aaa authentication list ClientAuth
Router (config-webvpn-context gateway ssl-vpn domain finance

Router (config-webvpn-context authentication certificate aaa
match-certificate finance

#
config-webvpn-context) #
# ca trustpoint RTR-ID
#
#

Router
Router (config-webvpn-context

Router (config-webvpn-context inservice

) #
)
)
)
)
Router (config-webvpn-context) #exit

Router (config) #

Router (config) #webvpn context sales

Router (config-webvpn-context)# secondary-color white
Router (config-webvpn-context title-color #669999
Router (config-webvpn-context text-color black

) #
) #
Router (config-webvpn-context)# ssl authenticate verify all
Router (config-webvpn-context) #

) #

Router (config-webvpn-context policy group sales-vpn-policy
Router (config-webvpn-group) # functions svc-enabled
# timeout idle 3600

Router (config-webvpn-group)
Router (config-webvpn-group) # svc address-pool "sales-vpn-pool" netmask 255.255.255.0
)

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

Router (config-webvpn-group) # svc keep-client-installed



Router (config-webvpn-group) # svc split include 10.10.10.0 255.255.255.0
Router (config-webvpn-group) # default-group-policy sales-vpn-policy

aaa authentication list ClientAuth
gateway ssl-vpn domain sales
authentication certificate aaa

Router (config-webvpn-context
Router (config-webvpn-context
Router (config-webvpn-context

) #
)
)
config-webvpn-context)
)
)
)

#

#
Router # match-certificate sales
Router (config-webvpn-context)# ca trustpoint RTR-ID
Router (config-webvpn-context) # inservice
Router (config-webvpn-context) #fexit

(
(
(
(
(
(
(
(c
(
(

Router (config) #exit
Router#

::_C“Lj:\ Eﬁ 75\“ L‘—Ej#l/r\l\égtféﬁﬁnm\bijo

REEA & D#ERR

Router#show crypto ca certificate
Certificate
Status: Available
Certificate Serial Number (hex): 6147EE6D000000000009
Certificate Usage: General Purpose
Issuer:
cn=NehalCA
Subject:
Name: Router
hostname=2821
CRL Distribution Points:
http://nehnaik-6y59kj7/CertEnroll/NehalCA.crl
Validity Date:
start date: 15:36:18 PST Mar 29 2013
end date: 15:46:18 PST Mar 29 2014
Associated Trustpoints: RTR-ID
Storage: nvram:NehalCA#9.cer

CA Certificate
Status: Available
Certificate Serial Number (hex): 17AABO7F3B05139A40D88D1FD325CBRB3
Certificate Usage: Signature
Issuer:
cn=NehalCA
Subject:
cn=NehalCA
CRL Distribution Points:
http://nehnaik-6y59kj7/CertEnroll/NehalCA.crl
Validity Date:
start date: 18:28:09 PST Mar 27 2013
end date: 18:37:47 PST Mar 27 2018
Associated Trustpoints: RTR-ID
Storage: nvram:NehalCA#CBB3CA.cer

T> R I—4 VPN E#OKREE



Fouter#show webrpn session user cisco context all
Segszion Type : Full Tunnel
Client User-Agent : AnyConnsct Windows 3.1.02040

==L nsame : cisco Num Connection : 1

Publiz IP : 172.16.89.138 VRE Mame : None CA Trustpoint
RTE-ID

Context : finance Policy Group : finance—vpn-policy

Last-Used : O0:00: 22 Creaked : *11:55:40.851 P3T Mon Apr 15 2013
Segzion Tineoub : Dizabled Idle Timeout : Je00

DPD Gl Timsout : 200 DPD CL Timeout : 200

Address Pool : finance-vpn-pool MTU Size H k2o

Fekey Time : 3600 Fekey Method

Lease Duration : 43200

Tunnel IP L S I L Hetmask TS SIS SIS S

Bx IF Packsts = 0 T« IF Packets : 0O

C3TF 3tarced : OD:00:18 Last-Received : 00:00:16

C3TP DPD-Req sent : 0O Virtual Access : 1

Msie-ProxyServer : None Msie-PuyPolicy : Disabled

Mzie—-Exception

Split Include d 10,210,100 255.253.235.0

Client Ports : 56420

Routerfishow webrpn session user cisco context all
Zezzion Type : Full Tunnel
Clienk Tser-Agent @ AnvConnect Windows 3.1.02040

Usern=me ! Eisco Mum Connection @ £

Fuhlic IP : 172.16.89.128 WEF Nate : Nons CA Trustpoint
RTR-ID

Context : zales Poliocy Group : galesz-vpn-policy

Last-Used : OO:00:11 Created i *11:5%7:24.851 P3T Mon Apr 13 2013
Seszgion Timeouk : Disabled Idle Timeoub : 2600

DPD Gl Tim=out : 300 DPL CL Tim=cut : 200

Bddress Pool i sales—vpn-pool MTU Size : 1199

Rekey Time r 3600 Rekey Method

Leasze Duration : 43200

Tunnsl IP 3 ApE B0 Metmask a5 25502550

Ex IP Packets : O Tx IF PFackets : O

CSTP Started : O0:00:08 Last-Received : 00:00:08

C3TP DPD-Reg sent : O Virtual Access @ 2

Msie=FroxyServer : None Msie=FxyPolicy : Disabled

Mzie-Excepbion

SFplit Include =110 I8 [ B RS e B

Client Forks : 49330 493437

NSTNY1—F 424
BEORNS TN 1—F 14205751k debug IX > REFEALET,

debug webvpn

debug webvpn sdps level 2
debug webvpn aaa

debug aaa authentication

3¥:debug AN REMFAHTZHIIC, Tdebug IV ROEBEXZE#H. 2BL T EEV


/c/ja_jp/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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