Auth-proxy F28EE{§ ( Cisco 10S Firewall - JL—
RIAAY FB KT NAT ) OREH

&

BE

Bl R SR

EZ#®
FAITRIVR—F b
RELE

BE

FYRI—=TUK

B

nX}E

oy
| (5%

h77k/1—h
PR

\ﬁ

OFREFTE, RA7OF > E2EALTT SV ORANRITENDET, ABRYRNT—
0)3"\'(0)7/\47\L-_§'(13'%>91~i|371'7\|\7§‘b®|\77'f vOoRFOVYILET, FAER, H—N

S5EE T V1A A N (permit tepliplicmp any any)ik, AZFPCHASHIPERY RT—IAD
'7'|z7\’§i—ﬂ-rEl’JL:E‘F—I?%>'}'de‘;J?I/I\U’E JEAVAN1BICEBMLET,

: ‘_0) RFEIXNTHEHAETNBAAEEE. Cisco 10s®Y 7 N T T7HBET B CatalystA1( Y FIC
RBanxd,

Ei— 3ua
Ef

C*fFﬁ‘

CORFIXVNIHRBEOEHRBEH XL A

FRTRIR—F> b

CORFIXVNOERE. ROVIRIVITEN—RIITON-2IVICETVTVET,

- CiscolIOS(R) V7 hoxTF7 J1)—AX12.2.23

. Cisco 3640 JL—2&
CORFIAIXNOBERIEF,. BENDTARRELCHDT/NAAICESVWTEREhELE, COR
FAXKNTERATRDZINTOFNA AR, DB (F72)N ) REORELSEBLTVET
o NRDIZRY ND—IONEBBHRTHIEBRICKE., EDKDIBIAIRICOVTE, TOEEN



BEECODVTHRICERL THBLKHBRENFHYET,
=

REFIXDNREBOFBICOVWTR, RO TININTAYTADOREFES 2ZRU T
=L,

BE

COtEI23aVTR, CORFIXPNTHATIMEBEREIZLOICLERRTRERMLT
WET,

:I'.!ilj

E: 2OV AVTEATATVASIOVNY ROFHZERAXS ICEF. Command Lookup Tool ( &
HBI—YER)ZZRLTLKEEV, —HBY=ILIEZ2LWVTR, YARNEBEROBERICETIEA
TEBVWEENIHYVETCERITHELILEEL,

XY RND—OR

CORFIXVRNTR, ROZRY RT—U Y NTYTZERALET,

171.68.120.214

Outside Inside

TACACS+
Server

171.66.118.2
171.68.118.143

171.68.120.1

40.31.11 E10 40141415

10.14.14.14
e \

3640 Rn uter

E0/D
40.31.1.144

PC Weabh Server

RUE

CORFIXVNTRE, ROFREZFEALTVEXT,

. Cisco 3640 JL—2&
Cisco 3640 JL—2&



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Current configuration:
!
version 12.2

service tinmestanps debug uptinme
service tinmestanps | og uptine
no service password-encryption
!

host nane sec- 3640
!

aaa new-model
aaa group server tacacs+ RTP

server 171.68.120.214
!

aaa authentication login default group RTP none
aaa authorization exec default group RTP none
aaa authorization auth-proxy default group RTP
enabl e secret 5 $1$pgRI $3TDNFT9FdYT8Sd/ q3S0VUL
enabl e password ww

]

i p subnet-zero
!

i p inspect nane nyfw cuseene tinmeout 3600

i p inspect nane nyfw ftp tineout 3600

i p inspect nane nyfw http tineout 3600

i p inspect nane nmyfw rcmd tineout 3600

i p inspect nane nyfw real audi o ti meout 3600
i p inspect nane nyfw sntp tineout 3600

i p inspect nane nyfw sqgl net timeout 3600

i p inspect nane nyfw streamworks tineout 3600
ip inspect nane nyfw tftp tineout 30

i p inspect nane nyfw udp tinmeout 15

i p inspect nane nmyfw tcp tineout 3600

i p inspect nane nyfw vdolive

ip auth-proxy auth-proxy-banner
ip auth-proxy auth-cache-time 10
ip auth-proxy name list_a http
ip audit notify |og

ip audit po nmax-events 100

]
interface Ethernet0/0

i p address 40.31.1.144 255.255.255.0

ip access-group 116 in
ip nat outside

ip auth-proxy list_a

no i p route-cache

no i p nroute-cache

speed auto

hal f - dupl ex

no nop enabl ed

|

interface Ethernetl1/0

i p address 10.14. 14. 14 255. 255. 255.0
ip nat inside

ip inspect nyfwin

speed auto

hal f - dupl ex

|
!--- Interfaces deleted. ! nat pool outsidepoo
40.31.1.50 40.31.1.60 netnmask 255.255.255.0 ip nat




i nside source list 1 pool outsidepool ip nat inside
source static 10.14.14.15 40.31.1.77 ip classless ip
route 0.0.0.0 0.0.0.0 40.31.1.1 ip route 171.68.118.0
255.255.255.0 40.31.1.1 ip route 171.68.120.0
255.255.255.0 40.31.1.1 no ip http server

access-list 116 permit tcp host 171.68.118.143 host
40.31.1.144 eq www

access-list 116 deny tcp host 171.68.118.143 any
access-list 116 deny udp host 171.68.118.143 any
access-list 116 deny icmp host 171.68.118.143 any
access-list 116 permit icmp any any

access-list 116 permit tcp any any

access-list 116 permit udp any any
dialer-list 1 protocol ip permt
dialer-list 1 protocol ipx permt

]
tacacs-server host 171.68.120.214
tacacs-server key cisco

]
line con O

transport input none
line aux O

line vty 0 4

password ww

]
end
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