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version 12.2

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
servi ce password-encryption

!

host nane psy-rtr-2

!

| oggi ng queue-limt 100

!

usernane adm n password 7 <del et ed>
aaa new node

!--- Enable AAA. aaa authentication |login default group
radi us none !--- Use RADIUS to authenticate users. aaa
aut hori zati on exec default group radi us none aaa
aut hori zation aut h-proxy default group radius !/---
Utilize RADIUS for auth-proxy authorization. aaa
session-id conmon ip subnet-zero ! ip cef ! ip auth-
proxy auth-proxy-banner !--- Displays the name of the
firewall router !--- in the Authentication Proxy login
page. ip auth-proxy auth-cache-tinme 10 !--- Sets the
global Authentication Proxy idle !--- timeout value in
minutes. ip auth-proxy name restrict_pc http /---
Associates connections that initiate HTTP traffic with
!--- the "restrict_pc" Authentication Proxy name. ip
audit notify log ip audit po max-events 100 ! no voice
hpi capture buffer no voice hpi capture destination
nma receive maxi mumrecipients 0! ! interface
Fast Et hernet0/0 ip address 192.168. 10. 10 255. 255. 255. 0
i p access-group 116 in !/--- Apply access list 116 in the
inbound direction. ip auth-proxy restrict_pc !--- Apply
the Authentication Proxy list !--- "restrict_pc"
configured earlier. duplex full ! interface
Fast Et hernet4/0 ip address 10.89.129. 195 255. 255. 255. 240
duplex full ! ip classless ip http server !--- Enables
the HTTP server on the router. !--- The Authentication
Proxy uses the HTTP server to communicate !--- with the
client for user authentication. ip http authentication
aaa !--- Sets the HTTP server authentication method to
AAA. ! access-list 116 pernmit tcp host 192.168. 10. 200
host 192.168. 10.10 eq Ww !--- Permit HTTP traffic (from
the PC) to the router. access-list 116 deny tcp host
192. 168. 10. 200 any access-list 116 deny udp host
192. 168. 10. 200 any access-list 116 deny icnp host
192. 168. 10. 200 any !--- Deny TCP, UDP, and ICMP traffic
from the client by default. access-list 116 permit tcp
192.168.10.0 0.0.0. 255 any access-list 116 permt udp
192.168.10.0 0.0.0. 255 any access-list 116 pernit icnp
192.168.10.0 0.0.0.255 any !--- Permit TCP, UDP, and
ICMP traffic from other !--- devices in the
192.168.10.0/24 network. ! radius-server host
192. 168. 10. 103 aut h-port 1645 acct-port 1646 key 7

<del eted> !--- Specify the IP address of the RADIUS !---
server along with the key. radi us-server authorization
pernmit missing Service-Type call rsvp-sync ! ! line con

0 stopbits 1 Iine aux O stopbits 1 line vty 0 4! end
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Authentication
Successful !
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BRAENZ7OF> ACL ZfE> T, RADIUS H—NZRETBIBENHET, COHFITIE. R
DACLIYNIUABAEIhET, chiCkl), PCATNAALERTEDRSICHYXT,

permt tcp host 192.168.10.200 any
permt udp host 192.168.10.200 any
permt icnp host 192.168.10.200 any
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Setup _
" Perrmt
Shared Profile
& | & Deny
& Network
Configurat ion
%E? system
. | Configuration
Cisco JOS/PLIX RADIUS Attnbutes v
(| Contrguration

IV [009001] cisco-av-parr

% | Administration
Control Iauth—prnxy:pr:iv—lvl=15 j

(7L, | Excternal User auth-proxy:proxvacl#l=permitc H
j‘Lﬂ | Databazes tep host 122.168.10.200 any
auth-proxy:proxyacl#Z=permit
Reports and
% e udp host 192.168.10.200 any  »|
o [ Daline [ [003101] cisco-h323-credit-amount
|Dwmm1tirtim

[ [003\102] cisco-h323-credit-time

[ [0094103] cisco-h323-retum-code
[ [

Subrmit Submit + Restart Cancel

7 : RADIUS/TACACS+H —/NOREFZEQHMICOVTR, TFRIAETOF OREL 25RL
TL<EEW,

TR

CNETE, RENEBLCBHELTVRHESHEZRIFITIRICRI>BBEBNLTVET,

TIORTYINAEZ=TVEY=) (BEEI—HEH) (OIT) F. BEND show IX> R& Y
A—BRLET, OITZFEAL T, show AN ROB IO ZERRLET,

. showip access-lists : 7P AP I —=)LCREEShEBEESLCILRACL ZERRLET (H
AFEYOACLIVNIEBE ) HAFZIVYIACLIVRNUE, I—YHFRBIAEhBH
ESHMICBUT, EHRICEMB KTHIBRENET,

- show ip auth-proxy cache : BBRE7OF> T MU FLERRTHORIA7OFBREERRL
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