IOS-XE A ZBFW BRED M T TN >1—FT 4
o9 B4R

&

BE

DOBELTRFIXB

AR DVIFLUA
F—RENABRSTINA—FT4 2 TFIE
BREDHER

BEHREQORER

77AT7I2Aa=) ROAVT A ROQOFIV Y
QFP tJO—/NI ROV T HIUR

QFP L7 7A 7O #—)L#eEROY T HI R
727AF72A=) RAVYFORZ TN a—F1>2T
Logging

O—AJ /NY 7 7 syslog

O—AJ /XY 7 7 syslog @ R
DE—hSEOFXF T
SHE—BEFEALENTY RS RL—R
Embedded Packet Capture

FNv Y

ZFEFNY Y

TNV ITDREERT

B=

CORFIXRNTR, PIUSF—>23a> H—ERIIL—X (ASR) LO/N—RJT7 ROV
HooaER—IIITHIAI REFEHLT, ASR1000 DY—R—RA T7ATI4—)
(ZBFW ) #EeZ RS 721 —FT 1 U FBRAN TIITAADVTHALFT, ASR
1000 B/\~KITFR—2ADEET S h 74 —LTH, Clsco I0S-XE ODIThTTFRELL?

. /A= R 17 ASIC Quantum Flow Processor ( QFP ) N B iz AL Z RITT B RDICTOVTALTEXRT, ~
nic&kY, A=y "HEML, NT7#—XANEMELET, XAk, NZTIL>a1— 74
IR NIZKVWCETT, cChETY—R—AT7ATI%—)l (ZBFW ) BETRENL
v avEROAY S AHIR2%BR—)TFT2EHICERAETN TV CiscolOS OX > Rk, YV
JRIOIF7TROY TN ITONGBEL B2k, EMIBE>TVET,

VDOBERTRFIXDB



AR VUTZ7PLVA

. Cisco ASR1000 ) —=A FI)SF—=2a> H—FEA)N—F2 AR VIJ7ZLUA
.CiscolOSXE3S AN R UTZ7LA

TF—ENARNZTIND1—-FT 1V TFR
F—ZNAERNT TS 1—F 42T FBIE, N5 74 Y 94 ASR & Cisco IOSXE OI— K

ZELKNAAINL—TFB2HLESIH ZBRBIDIBENHYNET, 77AT7 07— LBECKEEOT
—BNADKNZTNZ 1 —FT AV TRROFIBILCHVET,

1

2.

REORER  RREZNREL T, LHZHAEL, ERZERELET,

BEHEREORE : NST71YIONFELLBEIRTSBEE. Cisco IOS-XE A" ZBFW #MaEn i
BEBRCLET, COESE. V54T RNEY—NEORNS 7 1Y O EREEREBH
LE,

RAY T WOV 2ORRE : NZ 714V ONFELSERBLZVESEE, Cisco lOS-XE & RO

YTENENTY NCRIDZ ROY T NV RERBLET, COEDZEFIVYILT,
NZ74YOBEODRRAZR/RELET,

.AF>Y :syslog ZPNEL T, EHROBWEXPNTY NOROYTICRTZ &Y FlSE#RE

HELXY,

NTYRNKL=—ARAYZNTYN: NNy N NL—ARZEALT, ROAYTEhENT

Y NEREKLET,

TNV T TFNRNYTOPRERBRREARBEATSIVTY, TNV ITRE. NTY NOERERE

BENAZERIDLEOIC, REFETAFTERT,

RUTE D FERE

show tech support firewall DHH D Z A FTICRLUET,

--- show clock ---———-—-

--- show version -------

--- show running-config --------

--- show parameter-map type inspect --------

--- show policy-map type inspect -------

--- show class-map type inspect --------

--- show zone security --------

--- show zone-pair security --------

--- show policy-firewall stats global --------

--- show policy-firewall stats zone --------

--- show platform hardware gfp active feature firewall datapath <submode> --------
--- show platform software firewall RP <submode> --------

FERREORR


//www.cisco.com/en/US/products/ps9343/prod_command_reference_list.html
//www.cisco.com/en/US/products/ps11174/prod_command_reference_list.html

BERBHREAFINGE, ZBFW LOIXTOEGZMEIZ AN TEXRT, ROOY RZEA
ALET,

ASR#show policy-firewall sessions platform

--show platform hardware qgfp active feature firewall datapath scb any any any any any all any --
[s=session i=imprecise channel c=control channel
14.38.112.250 41392 14.36.1.206 23 proto 6 (0:0) [sc]

chlE, 14.38.112.250 & 14.36.1.206 B D TCP Telnet #E#iZRRLE T,

d=data channel]

X :IOOXVREZRTIDE,
LTLKEETV, COONY RE,
BHLET,

TNAALOEGEHBIZVEECREANAD I EIER
RDESIC, BED7AINEZZEELTRTIBZLEES

BRT—7LE. BEORERERAT RLAFEREET RLACRKRVALCZENTEEXRT,
platorm Y 7E— RODETT (L2 EFEALET, 7L ZVITOFT 3V 20 TICRLE
ER

radar-ZBFWl#show policy-firewall sessions platform ?

all detailed information
destination-port Destination Port Number
detail detail on or off

icmp Protocol Type ICMP
imprecise imprecise information
session session information

source-port

source-vrf

standby

tcp

udp
vd-destination-address
v4d-source-address
vb6-destination-address
vb6-source-address

Source Port

Source Vrf ID

standby information
Protocol Type TCP
Protocol Type UDP

IPv4 Desination Address
IPv4 Source Address
IPv6 Desination Address
IPv6 Source Address
Output modifiers

<Cr>

COEHKET—7IIE, 14.38.112.250 A S DEBE TN RRENDRDICTAINLEZVTENT
WET,

ASR#show policy-firewall sessions platform v4-source-address 14.38.112.250
--show platform hardware gfp active feature firewall datapath scb 14.38.112.250
any any any any all any --

[s=session i1=imprecise channel c=control channel
14.38.112.250 41392 14.36.1.206 23 proto 6 (0:0) [sc]

BERT—T7NEeT7 402V 0ThE, FHSERBREAFLTLVEENEINZTS L
NFTEET, COENERTIDICIE, detail F—J—RZEFEALET,

d=data channel]

ASR#show policy-firewall sessions platform v4-source-address 14.38.112.250 detail
--show platform hardware gfp active feature firewall datapath scb 14.38.112.250
any any any any all any detail--

[s=session i1=imprecise channel c¢=control channel
14.38.112.250 41426 14.36.1.206 23 proto 6 (0:0)
0x8c5d4£f20, Dbucket : 64672, fw_flags:

scb state: active, scb debug: 0

d=data channel]
[sc]

pscb : 0x204 0x20419441,



nxt_timeout: 360000, refent: 1, ha nak cnt: 0, rg: 0, sess id: 117753
hostdb: 0x0, L7: 0x0, stats: 0x8ell8e40, child: 0x0
14blk0: 78fae7a7 1l4blkl: e36df99c 14blk2: 78fae7ea 14blk3: 39080000
14blk4d: e36df90e 14blk5: 78fae7ea 14blk6: e36df99c 14blk7: £de0000
14b1k8: 0 14blk9: 1
root scb: 0x0 act_blk: 0x8elll5el
ingress/egress intf: GigabitEthernet0/0/2 (1021), GigabitEthernet0/0/0 (131065)
current time 34004163065573 create tstamp: 33985412599209 last access: 33998256774622
nat_out_local_addr:port: 0.0.0.0:0 nat_in_global_ addr:port: 0.0.0.0:0
syncookie fixup: 0x0
halfopen linkage: 0x0 0x0
cxsc_cft_fid: 0x0
tw timer: 0x0 0x0 0x372ba 0x1e89cl81
Number of simultaneous packet per session allowed: 25
bucket 125084 flags 1 func 1 idx 8 wheel 0x8cebll20

F77AFo#=)L RAYT AV ROFIY Y

ROY A 2OHB N, XE39TEEENELE, XE39KWBIOD/N—>3>Tlk, 774
Toa—=)LOROY7OBRHGIIEREIC—MBHITLE, XE39UKEEF, 774794 —)L ROV
DERANLEREN, KYFELLAZVYELE,

ROVYT HIREHRBITDICE. RD2O2OATY TEZETLET,

1. Cisco IOS-XE T/ O—N)L RAYZ WOV 2 EZBRBLET. CONIUREF. EDHEED
I\37'f v o%& RO J7°L/7°‘7§‘7E/T_\L/¥'d‘ BEED Bl & L T, Quality of Service ( QoS ) .
XYRT—=O FTRLAZER (NAT), 77ATI0A—ILBENREFShET,

2. U7 HENBEETNLEEE., YTHELCI > TRBEENZFHEREROY T HO R ER
2LET, COHA RTE, DWTROFTHEN 77 AT 0+ —LBEETT,

QFP Lo s 0O—/N)L ROV T Ao &

HICHPEAROYRE QFP L3 XTo ROY 7E#EBHLET,

Router#show platform hardware gfp active statistics drop
COOXVREFEQFP LORAOAY 7T ZFEEDTRRLET, COROYVTIZHREEOHEZSY
BENTEEXRT, BMEDHIZUTICRLET,

Ipv4Acl
Ipv4NoRoute
Ipv6Acl
Ipv6NoRoute
NatIn2out
VirErr

.etc

TJ'NTGDI\D‘Y77E§T\TJ'%>LL$ EFODAIURZEMLT, ROOI REFEALET,

show platform hardware gfp active statistics drop all

No2B=2OVTIBICE. ROOAN REFALET. chlk, BEICKRREhEEDZDT Y
FUET, COOANY REFEIBMYBEIUTEND L, HAHAFEHEICKRTIEhERBTOKCUE
YRNEIFET,



show platform hardware gfp active statistics drop clear

QFP JO—NIL 77A4F70#—=)L ROV T AV REHFHAD VAN EUTICRLET,

7PA4F0x—=)L JO—
N kOY 70OEH
FirewallBackpressure
FirewalllnvalidZone

FirewallL4Insp

BiE

OF T XAZXLILEKBZNY LYy FERO/NTY N ROY 7,
AB—TIAABILCEREE N EEXFI)Ta4 V- FELEE A,
LARUS—FIVv o I5—, &LYFHHEEROYZ7OERIZOVWTIE., ROD:
T<EEL,

FirewallNoForwardingZone 7 7 A 7 # — )LAMH{LtENTH ST, RS T 1Y N BBZEFTENT

FirewallNonsession
FirewallPolicy
FirewallL4

FirewallL7
FirewallNotInitiator

FirewallNoNewSession

FirewallSyncookieMaxDst

FirewallSyncookie
FirewallARStandby

Y I I DERNIRKBLET, Chik, EREYZIFHRICEEL AL
REENETZPATIA—=I) RU—FROYVYTIZE>TVET,
URBREIS—. &YEHAEROYTOEBAICOVTR, ROR(TFAT
L7 REARERONTY N ROY Y, &VWEMAZL7 ROVYZ7OERBAD AR
TOER)ZSBLTLIEEL,

TCP. UDP., £ ICMP OtY Y3y A Z3I—S8FFELERA., &Y
&, SEEIhEFRIO/NTY NHECHO TE TIMESTAMP TEH Y EH A
COBRRIEFE, BEONTY NMUBEREFTERELETFYRIMEBTRET S A
T7AT A=) N4 FRAZGEUFTATHLVEY A FFAEhEL
RARKR—AD SYN 75 Y RRBEZEMITB-HIC. SYINTSY REIRE
NUDOBAERICETSDE, HILLWSYNNNTY KA ROYTEIhET,
SYNCOOLIE A2 Y A RN H—EhET, <hlk. SYN Cookie ZET S)
ehizcc&EzRLET,

FERHIN—T 4 TN EMCE2TEST, TRIN—FHFTIT 1 TIRE

QFP L7747 o4 —)LEEROY T H I A

QFP 7/ O0—N) ROYZ A ZICHESHIRIE ROY Z7OBANM Dbt hBEZVWCETHY),
FirewallL4 O —30 RO Y T7OEBHICK > THENEFRICBERNIEL, BEAERNTTI
A—TFTAVITIFERATETREA, T, 7747 04— )L EROY T AT XN EME N
1= Cisco IOS-XE 3.9 ( 15.3(2)S ) M THEE N TVET, chnickl), ROY 7T OAK)
ZEHROEY RREEBEEIhET,

ASR#show platform hardware qfp active feature firewall drop all

Invalid L4 header 0
Invalid ACK flag 0
Invalid ACK number 0

TPAT YA — LR RO Y TOREEHAOY AN ELTFICRLET,
TP AT —)LMEE RO Y 7 OB B

Invalid Header length
Invalid UDP data length

Invalid ACK Number

T—RISLNFFEICNEVLSD, L1 V4TCP, UDP, FFI
1. TCPAYA—K <20
2. UDP/ICMPAY A —K <8
UDP F—R IS LRN UDPAYA—TREEEhERET &E—HL
CcOROY IR, ROBHOVWINA TRETDAEEN BV &
1. ACK & TCP EF7 @ next_seq# & —H L &\,
2.ACK N TCPET7 N SEEFEENIRH D SEQ# BB A T2



Invalid ACK Flag

Invalid TCP Initiator

SYN with data

Invalid TCP Flags

Invalid Segment in SYNSENT state

Invalid Segment in SYNRCVD state

Invalid SEQ

Invalid Window Scale Option
TCP out of window

TCP extra payload after FIN sent
TCP Window Overflow

Retran with Invalid Flags
TCP out-of-order Segment
SYN7Z VYR

Internal Err - synflood check alloc
Failed

Synflood blackout drop

Half-Open Session Limit Exceed

Too Many Pkt per flow

Too many ICMP error packets per
flow

Unexpect TCP payload from Rsp to

TCP SYNRCVD R&EE SYNSENT IREETI(E. ACK# A ISN+1 (Z:

COROYZIE, ROBHOVWITIA TRETDAREMENI HYFE
1. ACK 750N RBEETIhTVSN, Bl TCPIRETEY h&
2.ACK 757NN TS5 (RSTHE ) EEY hENI B,

CORENFRETEIDE. LTOHETT,
1.TCPAZI—3DSORIDO/NTY A SYN TlEEL (
2. SYNNTY RTACK 7598 EY REhTWVWS,

SYNNTY MIRAO—RAEENTVET, TOLSBEHERA

J|ZTCP 750 DRERZUTICRLET,

1. TCP #1188 SYN N7 Y MZ SYNUAD 7SI AN EETN T
2.TCP UY AVIREET, TCPET7H RST £/=ld ACK 2215
B.MOLARIAD/INT Y NI SYN/ACK DHEIICZEE NS,
4. BEE N SYNACK AL AR A A SZEET N,

SYNSENT SRED EXN7E TCP LI X MNORRZUTICRUET
1. SYN/ACK ICRAO—RAEENRTWD,

2. SYN/ACK I[Zft® 7 5% (PSH, URG, FIN) A"ty h&h’
I.RAO—RZELHEIB SYN 2ZET 5,
4 4T —32DSESYNNTY NEZET S,

SYNRCVD REDELNE TCP I X NDERZLTICRUE
1.4 Z2I—3D5RAO—REECHBEIB SYN 2ZET 3.
2. LARA DS SYN/ACK, RST, E Ik FIN LA DER

chiE, EIXRDNFAZTI—2A5RWVWIEEZEIC SYNRCVYD
1.Seq# A" ISN K TH B,
2.LY—NOrevd 714> R HA4XH 0 T,

TIOX NIRAO—RFEE

REBEIT XN (seqt AL —/N LASTACK ZHB X TL)-
B.LY—NDrevd D42 RO HALXH 0T, seqe H' I 12|
4.Seq#t N ISN E—HT BN, SYNNNTY RE—HLEL,

BHBETCP VAR AT—=IL A72aviE, BorkJ142R

NTYRDPHETEET, 2712 RIUNFHEFAIO ACK & V)iE?

£ THARUENFHYET,

RAO—RAFIN DIEEFRICZEENEL L, Zhid. CLOSEV

chid, ABEIXNBALAZXNL—NNDOT14 2 RIOEBA I

TENET, Chik, 7747 03— )LFETHEHATD ALG ODtEZ

BBEBANTY MYITIELY—NICR > THEBBBFEATVET,
FEBNTY MFBRERIC L7 CEEEhISELTVWET, L7
TCPSYN 72Y RHEZZTTVET, BEDRHKET T, 207
—NLWEZDOIPT7RLAANDOHFHLVWESiZ —EHBEESLET, %
synflood F I ¥ ZH (2, hostdb DE|) ¥ TIZKKLET,
#RT V> 3> : "show platform hardware gfp active feature firew
REESIhEN—T7FA—T7ERBEBBL, 75Y 07V NEFE
nxd,

FARN=—TF=T72 v ar BeBBLLELEOICNTY KA R

) ) ]

F /2. "max-incomplete high/low" & "one-minute high/low" M &% E
ceEB|ELET,
7O0-CElCHAENDRETENTY NORABZBEBATVWE

7O0-CElCHAENBDICMPIZ— NTY NOZRABEEAT
SYNRCVD REETIE, TCP ALARUEASA T —2NDA



Init

Internal Error - Undefined Direction
SYN inside current window

RST inside current window

Stray Segment

ICMP Internal Error - Missed ICMP
NAT info

ICMP packet in SCB close state
Missed IP header in ICMP packet

ICMP Error No IP or ICMP
ICMP Err Pkt Too Short
ICMP Err Exceed Burst Limit
ICMP Err Unreachable
ICMP Err Invalid Seg#

ICMP Err Invalid Ack

ICMP action drop

Zone-pair without policy-map

Session Missed And Policy Not
Present

ICMP Error And Policy Not Present
Classification Failed

Classification Action Drop

Security Policy Misconfig

Send RST to responder
Firewall Policy Drop
Fragment Drop

ICMP Firwall Policy Drop
L7 inspection returns DROP
L7 Segment Pkt Not Allow
L7 Fragment Pkt Not Allow
Unknown L7 Proto Type

HFEThTLWERA,
SYN/NT Y R, TTICFEMN S iz TCPEHD T 1> ROAT
RST/NT Y KA, T TICFEM S iz TCPEHED D 1> ROA T
LARVADNSUY AVIRETEEENSD TCPSYN/NT Y N
9,

ICMP N7 Y RA"NAT 2 hTVETA,

INT Y NBRAE

RER NAT BERA" R DA

SCB CLOSE REET ICMP NT Y RAZEEhEL I,
ICMP XTY RHIZIPAYA—=A"HYEEA,

RAO—RAIZIPEEEZFICMP AWV ICMP TS — N7 Y K,
ICMP IS— NN\ Y NAETEET,

ICMP IZ5— N7 Y R 10 DN—ARGIRZBXTVET,
EFREERZICMP IS — N7 Y NFFIRZBATVET, BYC
HBHAKINT Y MO seqit A ICMP TS5 —%5|ZERF/NT Y M
ICMP T —#&A&K/NT Y NHOERNE ACK,
MEENEICMP 7o2az A RAOYTICE2>TVERTD,

V=2 RT7ICRTBRV—HNFFELERA, 77V T5—>3 2
ROIA)DARESATOVAEVS, ALGAEVR—IZELLEH
HYVET,

Y2 av WY IOTYTHRBMULT, CONTY NERET SR

V=2 RTVICKTBDRID—PHRESNTVWEVWICMP TS —,
ZT7ORIJIDBRETEAESIHETFATIF—ILIHEHL KD
ﬁﬁ??&ayﬁHDJTL&ormi?o
X1V T4 R —DRBREEICK>TH
£7,

ACK# A" ISN+1 E—BL WV EZEZ SYNSENTJREETL AR5
RUS—TFo2arFROYTIZE>TVET,
BOOT7ZTAVRNFROYTENDE, BYDTTIXURNE
ICMP #BHIAKINT Y NORD—TFo2 a2 ROY FICE2
L7 (ALG) N7 Y RO ROV TERELE T, BHIE, RS
ALGAZFRFBEVEITXD M nEENT Y MZEETNEL
ALG "EZFFTHEVWTSITX MeENENTY N ( £121E VFF
wEEhaVwWORN I 247 TT,

BHFRBLUELLE, C

T7PAF2#4=) ROAYZORNZTNZ2—F 12T

BORL I O—-NILKERT7 74704 —)L#gE RO ‘V 7° 73'7‘/'}775‘5 ROY 7 OEANEES

nih,

TNSsOROYTHFEEEATVEN, S5

BMORNZ TN 1—FT 142 FIE

ARELCBEVET, BB >TVWBRTFATI#+— )L%Ebuiﬁbf SEANELWC EZRALT

PLEHDRERIAGHEL T, KIEDS
YERS T, NTY RHFRERLESH,

Bk, %ﬁ#’)bb\l\77'f Yo 70-ONTYNFYTF
7I:II\:I)L$7I_ TVT—>3>OREEOBBEN

ELTVWBWAESH 2R IZIBENBYET,

Logging

ASR OF U J#eelk, ROV TENLENT Y NERERE TS syslog ZEKLFET., <D syslog &
CINTY R ROY TENLEEHOFMAZIRMELET., A0 2EBEOD syslog FHET,



1.8—AJ /XY 7 7 syslog
2. UE—hr@EAF>Y
O—AJL /XY 7 7 syslog

ROVZ7ORRZZETSICE. OFJ ROVF7OEMLEED —&WE ZBFW RS> 1—
FAVIEFRATEET, N7y N ROVT OF VI ERETBICRE. RO 2205 RN BY
£9,

FEA D IRNTOROY TENENT Y NERBBTBLEHICA VAR N FO—/VL NTX—&
RYTEEALET,

parameter-map type inspect-global log dropped-packets
FE2 . BEQOIVZFAOKOROYTENENTY NERBBRTDLEDICHAZRLAAVARINN
TA—Z IV TZ2FERLET,

parameter-map type inspect LOG_PARAM

log dropped-packets

!

policy-map type inspect ZBFW_PMAP
class type inspect ZBFW_CMAP
inspect LOG_PARAM

ASRAOFVTRAICEDRSICRETATVRAICKUT, ROXY =207 FE&EI2Y
—ICEFEENET, ROYT7T O XYy -2 0BZATICRLET,

*Apr 8 13:20:39.075: $IOSXE-6-PLATFORM: FO: cpp_cp: QFP:0.0 Thread:103
TS:00000605668054540031 %FW-6-DROP_PKT: Dropping tcp pkt from GigabitEthernet0/0/2
14.38.112.250:41433 => 14.36.1.206:23 (target:class)- (INSIDE_OUTSIDE_ZP:class-default)
due to Policy drop:classify result with ip ident 11579 tcp flag 0x2, seqg 2014580963,
ack 0

O—AJL /XY 7 7 syslog O iR
1. ZOO% 1. Cisco Bug ID CSCud09943 I-& > TL— RNEIREhTWET,

2.c007@F, BEORENBEAEATVWEWRY, HhchFdA, EEAEF, logF—"2
— RFBEEIhED > EBESE., class-default /N7 Y Mk >TROYZEhENTY NKF
R hEBA.

policy-map type inspect ZBFW_PMAP
class class-default
drop log

DE—MBEOF>Y
SEOF >V (HSL) &, QFP 5 E#E syslog Z4HRK L. ThEEREE 1= NetFlow HSL L

JRICEFBLET, Chid. ASR LD ZBFW ICR L TH#HB=hTWBOF> T VU1 —->3>
T9Y,


https://tools.cisco.com/bugsearch/bug/CSCud09943

HSL Tk, ROBEZFEMALET,

parameter-map type inspect inspect-global
log template timeout-rate 1
log flow-export v9 udp destination 1.1.1.1 5555

COREZFEATSICIE. NetFlow /N—232 9 O NetFlow L 7 ZBEANBETT, chlZD
WTE., UTZZBLTSEZL,

FREHAR V=" R=—AKRIZT— T F7ALTFJ#—)l Cisco I0S XE Release 3S ( ASR
1000) 77A 7= )La&EOF> T,

*H—BEERALENTYDS PL—R

NTY RN RL—RZBMILTHS, ROBEONTY N RL—RAZEMICTRICE, FHENAE
TNV TE#FILET,

ip access-1list extended CONDITIONAL_ACL

permit ip host 10.1.1.1 host 192.168.1.1

permit ip host 192.168.1.1 host 10.1.1.1

|

debug platform condition feature fw dataplane submode all level info
debug platform condition ipv4 access-list CONDITIONAL_ACL both

EACLAMERZVLS, BEXRUTEEIPTRLAZFERATEETT, chld. XA@EbH
L—AZHFATREBERELRIEEELTRETNET., COFZER., REODEENFITE
NTVWBWESICEATEET, UTIC, W22 DHlZRLET, debug platform
condition ipv4 address 192.168.1.1/32

packet-tracing #gEZ A IZLE T,

debug platform packet-trace copy packet both
debug platform packet-trace packet 16

debug platform packet-trace drop

debug platform packet-trace enable

COMEZERTDICE., RO2DOOFENHYWET,

1. RAY TENENTY MEHZ ML —AT S IZ1E. debug platform packet-trace drop IV >/
RZEADLET,

2. debug platform packet-trace drop AN > REBRAT I &, FINA ATREMEEEhDE0

ZRY, RUE—BIBINTY NFEBHFENET,
FERNETFNYTEZFVICLET,

debug platform condition start

TANERGTLTAS, FNYITEZFTICLET,

debug platform condition stop


//www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/configuration/xe-3s/asr1000/sec-data-fw-hsl.html
//www.cisco.com/en/US/docs/ios-xml/ios/sec_data_zbf/configuration/xe-3s/asr1000/sec-data-fw-hsl.html

cnT, BREEELICRRTEET, COMTR, 774 F V4= RUS—HFFEET ICMP
INTY RAROYTEhTVWET,

Router#show platform packet-trace statistics
Packets Summary

Matched 2

Traced 2

Packets Received

Ingress 2

Inject 0

Packets Processed

Forward O

Punt 0
Drop 2
Count Code Cause
2 183 FirewallPolicy

Consume 0

Router#show platform packet-trace summary

Pkt Input Output State Reason
0 Gi0/0/2 Gi0/0/0 DROP 183 (FirewallPolicy)
1 Gi0/0/2 Gi0/0/0 DROP 183 (FirewallPolicy)

Router#show platform packet-trace packet 0

Packet: 0 CBUG ID: 2980
Summary
Input : GigabitEthernet0/0/2
Output : GigabitEthernet0/0/0
State : DROP 183 (FirewallPolicy)
Timestamp
Start : 1207843476722162 ns (04/15/2014 12:37:01.103864 UTC)
Stop : 1207843477247782 ns (04/15/2014 12:37:01.104390 UTC)

Path Trace
Feature: IPV4

Source :10.1.1.1
Destination : 192.168.1.1
Protocol : 1 (ICMP)
Feature: ZBFW
Action : Drop
Reason : ICMP policy drop:classify result
Zone-palir name : INSIDE_OUTSIDE_ZP
Class-map name : class-default

Packet Copy In

c89cl1d51 5702000c 29£9d528 08004500 00540000 40004001 ac640e26 70fale24
01010800 172a2741 00016459 4d5310e4 0c000809 0a0b0cO0d 0e0£f1011 12131415
Packet Copy Out

c89cl1d51 5702000c 29£9d4528 08004500 00540000 40003f01 ade40e26 70fale24
01010800 172a2741 00016459 4d5310e4 0c000809 0a0b0cO0d 0e0f1011 12131415

show platform packet-trace packet <num> decode N> Ri&, N7 Y N AV A —FHREIV T
OV EFI—RLET, COMEEE XE3.11 TEAEThETL

Router#show platform packet-trace packet all decode
Packet: 0 CBUG ID: 2980
Summary

Input : GigabitEthernet0/0/2



Output GigabitEthernet0/0/0
State DROP 183 (FirewallPolicy)
Timestamp
Start 1207843476722162 ns (04/15/2014 12:37:01.103864 UTC)
Stop 1207843477247782 ns (04/15/2014 12:37:01.104390 UTC)
Path Trace
Feature: IPV4
Source ¢ 10.1.1.1
Destination : 192.168.1.1
Protocol : 1 (ICMP)
Feature: ZBFW
Action : Drop
Reason : ICMP policy drop:classify result
Zone-pair name : INSIDE OUTSIDE_ZP
Class-map name : class-default

Packet Copy In
c89c1d51 5702000c
01010800 172a2741
ARPA

Destination MAC
Source MAC
Type
IpPv4
Version
Header Length
ToS
Total Length
Identifier
IP Flags
Frag Offset
TTL
Protocol
Header Checksum
Source Address
Destination Addr
ICMP
Type
Code
Checksum
Identifier
Sequence
Packet Copy Out

c89cld51 5702000c 29£9d528 08004500 00540000 40003£f01 ad640e26 70fale24
01010800 172a2741 00016459 4d5310e4 0c000809 0al0bl0cO0d 0e0£f1011 12131415

ARPA
Destination MAC
Source MAC
Type
IpPv4
Version
Header Length
ToS
Total Length
Identifier
IP Flags
Frag Offset
TTL
Protocol
Header Checksum
Source Address

29£9d528 08004500 00540000 40004001 ac640e26 70fale24
00016459 4d5310e4 0c000809 0a0b0cOd 0e0£1011 12131415

ess

Destination Address

ICMP

Type
Code

c89¢c.1d51.5702
000c.29£9.4528
0x0800 (IPV4)

4

5

0x00
84
0x0000
0x2
0
64
1 (ICMP)
Oxac64
10.1.1.1
192.168.1.1

(Don't fragment)

8 (Echo)

0 (No Code)
0x172a
0x2741
0x0001

c89c.1d51.5702
000c.29£9.d4528
0x0800 (IPV4)

4

5

0x00
84
0x0000
0x2
0
63
1 (ICMP)
Oxad64
10.1.1.1
192.168.1.1

(Don't fragment)

(Echo)

8
0 (No Code)



Checksum : 0x172a
Identifier . 0x2741
Sequence : 0x0001

Embedded Packet Capture

Embedded Packet Capture ®#7R— K A" Cisco IOS XE 3.7 ( 15.2(4)S ) TEMEhEL &=, i
ZSBLTLSEETLY,

FCisco 10S & 10S XE DHFIAHK/INT Y N F ¥ 7T F ¥ DR EH.

FINY Y

*UEREFNY YT

XE3.10 T, RHENETFNY ITHNEAEhET, FHNEFEAL T, ZBFW BENRHICETS
TNV T XV E—CDHERRIDCEEZRIATDENTEERT, FEREFT/NY T, ACL
ZEALT, ACLERXRE—HIHOVZHBLET, £, XE310 Kailk, FNY T Xy t—
:/E:ubta)z)‘j( 'Cl/Lo XE3.10 _C‘j: T/\J'jHjjJ/J\nJL&)Pj—< Eﬁlﬂéﬂf\,‘ﬁﬂ'o

COTFNYITZBMCTDICIE, RO RERITLET,

debug platform condition feature fw dataplane submode [detail | policy | layerd | drop]
debug platform condition ipv4 access-list <ACL_name> both
debug platform condition start

ZHBHEONVREFEACLEFOMZEELTRETAIHEN BB CEICERELTLKEEV, FHFLE
F)NY J'&. debug platform condition start 1Y > RZFEAL THHBRE D EFTREThFH A,
ZHFEFNY T AT BICIE, debug platform condition stop 1Y > R&EFHL £,

debug platform condition stop
ZHBNETFNYTZATICTHEHIC, undebugall AV REFEALBEVWTSEEV, TXTO
FHFEFNYITZFT7ICTBICE, ROOAN RZFEALET,

ASR#clear platform condition all

XE3.14 L BIlE. ha & event /XY I HFRHBFETREBYEBATLE, TOL®H, UTTER
T3 %MH4ICEEB <, debug platform condition feature fw dataplane submode all AV > RIC &
DTIXNTOOTHFERENET, chiCkY, FNYITzREICTHTELRBRIEBMEND
BENBHYVET,

T7AILKT, FHEFEOFDT LRI info T, OF T LRILZEFTHFTRICE, R
DRV RZFEALET,

debug platform condition feature fw dataplane submode all [verbose | warning]

FINY TOPRELERT


//www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html

FNNVT T7ANGEAVYV=ILELEFEREZRICHEIEhEREA, TXTOF/NY TH ASR ©/\
—RFARVICEBERAENET, TNV TR, N—RFARAID 7 #)LH tracelogs DTFIC,
cpp_cp_F0-0.log.<date> E WS BRI TEZIAENE T, TNV INEZIAFTENLET7 7 A IILZHER
IR, ROEHEFEALET,

ASR# cd harddisk:
ASR# cd tracelogs
ASR# dir cpp_cp_FO0*Directory of harddisk:/tracelogs/cpp_cp_FO0*

Directory of harddisk:/tracelogs/

3751962 -rwx 1048795 Jun 15 2010 06:31:51 +00:00
cpp_cp_F0-0.10g.5375.20100615063151
3751967 -rwx 1048887 Jun 15 2010 02:18:07 +00:00
cpp_cp_F0-0.10g.5375.20100615021807
39313059840 bytes total (30680653824 bytes free)

E&FINY T 774 cpp_cp_F0-0.log.<date> 77 A ILELTREEhET, chs5lE, TFTP

ZFEALUTASR ZIE—TREEBEEDTFAN 774 TT, ASRELOOT 77140 LRI
1MBTY, TMBZEBABDE, FNYIAFHLLVAOT 77A4INICEEIATFNET, COLDHIC,

FEOV 774N T 7AILORBERT A LARR TS NET,

O 7740, ROBAICREFEIBDCENTERT,

harddisk:/tracelogs/
bootflash:/tracelogs/

O 774)0EA—7T—hRICLARTRENBZVWES, XOOXYY REFALTFHTO—T—
REBDZEANTEXRT,

ASR# test platform software trace slot f£0 cpp-control-process rotate

chiZkV), QFP £ET"cpp_cp" OF 77 AIINBIEICEREN, HILLW T 7AIINBHBRENE
o UTIZ, WOHh0FlERLET,

ASRitest platform software trace slot f£0 cpp-control-process rotate
Rotated file from: /tmp/fp/trace/stage/cpp_cp F0-0.1log.7311.20140408134406,
Bytes: 82407, Messages: 431

ASR#more tracelogs/cpp_cp_F0-0.10g.7311.20140408134406
04/02 10:22:54.462 : btrace continued for process ID 7311 with 159 modules
04/07 16:52:41.164 [cpp-dp-fw]: (info): QFP:0.0 Thread:110 TS:00000531990811543397

:FW_DEBUG_FLG_HA:[]: HA[1l]: Changing HA state to 9

04/07 16:55:23.503 [cpp-dp-fw]: (info): QFP:0.0 Thread:120 TS:00000532153153672298
:FW_DEBUG_FLG_HA:[]: HA[1l]: Changing HA state to 10

04/07 16:55:23.617 [buginf]: (debug): [system] Svr HA bulk sync CPP(0) complex(0)

epoch (0) trans_id(26214421) rg_num(1l)

COOANY RZEATIE, FNYT T7ANZBLEBLPTVLSICE-—DT77AMIILIIR—DF
BLENTEERY, COOANVRE, FALIVNJHADOIXRNTOTI7AIZEN—2 L TERTIIC
BELET, ChlF. OJFERBICART, BROT 7MKL >TVREEICERNTT,

ASR#request platform software trace slot rp active merge target bootflash:MERGED_ OUTPUT.log
Creating the merged trace file: [bootflash:MERGED_OUTPUT.log]
including all messages

Done with creation of the merged trace file: [bootflash:MERGED_OUTPUT. log]
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