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Cloud 2
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Spoke 2

X ZORTER., BOBRE HDO 1ADDM EZ—RYNF—TIORAFIOO N=2D3>
2(IKEV2) [Flex v a>oiEKiie smZERL, BEOMRE Hb2 ANDERZRLET,

FA—N—L A 95O RTRERELEONTHFEBDOIP PRLYS TR #IZELET, 24 FRLYS
IRk, BEEBOAARA—TILAADFTRLYSITREL, COUVTIRIECEYYHTSATV
BDFPRLAODT—ILEZRLTVET, Chik. FlexVPN /\T Tk, BERAR—IDA>R—T I
AAICHAAFIVIIPTRLAZZ) YT, FlexVPN OFT70OY 71Z route X RTEIBIC
BATSHEIL—NCEKETDEHTT,
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AR=D NRIL A2 B2—T T4 ADRE

COBTEAETND —BRNBERERF. EBD2D20WET RLANFREETNATVEIEMEZ 2 D0
RRILWAR=TIAATY,

interface Tunnel 1

i p address negoti at ed

ip mu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect

ip tcp adjust-nmss 1360

tunnel source Ethernet0/0

tunnel destination 172.25.1.1
tunnel path-ntu-di scovery



tunnel protection ipsec profile default

interface Tunnel 2

i p address negoti at ed

ip ntu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect

ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel destination 172.25.2.1
tunnel path-ntu-di scovery

tunnel protection ipsec profile default

AR=—TVBRRIILFBUICRIENDLSICTRDED, RETTL—HN (VT) FRBETT,

interface Virtual - Tenpl atel type tunnel
ip unnumbered ethernetl/0

ip mu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-nmss 1360

tunnel path-ntu-di scovery

tunnel protection ipsec profile default

AR—2 &, Virtual Routing and Forwarding (VRF ) ® LAN 1 X —J7 I A A& RT T F /N
—RAVE=—TIAREFERALET (OBERFITO-NI ). EEL, L=TNVY D 412 X—
TIAAZSRIBDENBUBBEEEHYET, Chld. BEAEDRATREIL—TNY D 4
IBR=TIA AN A TZAVDERRICBEDZHTT,

A7R—2% Border Gateway Protocol ( BGP ) ®f&E

JAATEFA—N—L A4 ZY ND—UTEATIIL—T42J 7O ELTIBGP ZHEL
TWVWREH, CORFIXVNTRIOBREICODVTOABALET,

FE:AR—TR. @ADO/N\NTNBGP TEETEDRELZHBTIMXEN B ET,

router bgp 65001

bgp | og- nei ghbor - changes

network 192.168.101.0

nei ghbor 10.1.1.1 renote-as 65001
nei ghbor 10.1.1.1 fall-over

nei ghbor 10.2.2.1 renote-as 65001
nei ghbor 10.2.2.1 fall-over

CDFRED FlexVPN IZlE, 77ZA4IV/EHAVA) NTEVWSBREH) EFEA, EBERFIL—
F420 7O0RIANDPVTIhONTZEBETIHAEREL., BEICKL2TRO—R NZ>2YT
BEITLET,

AR=VO7 IV FA—-N—BLCOA NI ACHITIERER

AR—VILLPEERBICN D ZHEEZR/NRICHAZ S, KO 2BEO—MRNBFEEEA
LEY,

-BGP A N—Z2E<HET D, T7 7/ MNORERETEI I —ILF-—N—IRELET,



-BGP 7 #—=)A—N—%BRELET., CchIlOVWTIk, TERETFZU T v 3a>nkET
9T 1 7ICTB BGP HR—hy ZBRL T EE WV,
- Bidirectional Forwarding Detection (BFD ) [&. F& A E® FlexVPN EARBETRFERE h
BV, BFD BREALBEVTSEZ L,
AR—=VBORNZINET T=)F—/N—

AR—U B N> X T, Next Hop Resolution Protocol (NHRP ) &3a—KAY N R4 Y F T
NFERAENET, CiscolOS ik, chs5DIA—RAY M NHRPIIL—KRTHBDEZRLET
o RIHIZRLET,

Spokel#show ip route nhrp

(...)

192.168.102.0/24 is variably subnetted, 2 subnets, 2 nasks
H 192. 168. 102. 0/ 24 [250/1] via 10.2.2.105, 00:00:21, Virtual-Accessl

chsDI—%IF. BGP EENHRINICA > TEHRINIZAYEREA, TORADY, NHRP
BRECODEVRBEINETT (F7AILNTR2KE ). 2FY, PIOTATBAR—VEN
DEILVG. BERERTESIEHRERBLET,

NT ORE

O—alL 7=l

FZYRND—OR, THHALELSIC, BAONTREEBROIPFRLYS VT E#HEFLET,
N7 1

ip local pool FlexSpokes 10.1.1.100 10.1.1.254

N7 2

ip local pool FlexSpokes 10.2.2.100 10.2.2.254

/\7 BGP O E

J\7 BGP OREE., BIROFICHTVET,

COHBE, LANIP 7 RL AN 192.168.01 D/\T 1 AS5OHEHITT,

router bgp 65001

bgp | og- nei ghbor - changes

bgp listen range 10.1.1.0/24 peer-group Spokes

network 192.168.0.0

aggr egat e- address 192. 168. 0. 0 255. 255.0.0 sumary-only
nei ghbor Spokes peer-group

nei ghbor Spokes renote-as 65001

nei ghbor Spokes fall-over

nei ghbor 192.168.0.2 renote-as 65001

nei ghbor 192.168.0.2 route-reflector-client
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nei ghbor 192. 168. 0.2 next-hop-self all
nei ghbor 192.168. 0.2 unsuppress-map ALL

route-map ALL pernmit 10
match ip address 1

ip access-list standard 1
pernmit any

RENBDENZRICRLET,

-FlexYPNO—AIL ZRLA 7—JLIE BGP UY A &EHAICHY ET,
-O—H)L XY RD—21F 192.168.0.0/24 T,
CHIV—BFARAR=IEFICT RNRAAXENET, ENT RLADEREICKY), nullo 1> X
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BETLTAYVIARRINT, £E5—FONTATRNZALAXENET, Chid iBGP £
TEHBDLED, I—NVTLIROBREN BETT,
CORIE, 12D FlexVPN 75T RADAR—TENT DB TOBGP 7’L7 1Y VANKE%E
RULET,

192.168.0.0/24 (Hub LAN)
192.168.101.0/24

192,168.102.0/24 Hub?2
192.168.0.0/16 (summary]

192,168,101.0/2
92.168.0.0/16

92.168.0.0/16

192,168.102.0/24

@ EFJCI"{EE
Spokel

F:CORTR, BOBRIAR—VICE>TNTICERETAZEHRERL., FLVERE/NT
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BAR—OHFEEDONT & DBEEN T E#IEFT S -5, showcryptoikev2sa IV RER{TTD
E2DODIKE Y2 avFRRENET,

I Pv4 Crypto | KEv2 SA

Tunnel -id Local Renmote fvrf/ivrf Status

3 172.16.1.2/500 172.16.2.2/ 500 none/ none READY

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth verify: PSK
Lifel/ Active Tine: 86400/ 3147 sec

Tunnel -id Local Renmote fvrf/ivrf Status

1 172.16.1.2/500 172.25.2.1/500 none/ none READY

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth verify: PSK
Lifel/ Active Tine: 86400/ 3256 sec

W—=FT«42J Z7ORJBEHRERTTZICE. ROINV RZAHDLET:

show bgp ipv4 unicast

show bgp summary
AR—ITE, YIV—TLTAYIRENTASBELEIEE, AADNTANQEENTY
TATTHIZENDHLYET,

Spokel#show bgp ipv4 unicast

BGP table version is 4, local router IDis 192.168.101.1

St atus codes: s suppressed, d danped, h history, * valid, > best, i - internal
r RIB-failure, S Stale, mnultipath, b backup-path, f RT-Filter

X best-external, a additional-path, ¢ RI B-conpressed

Oigin codes: i - IGP, e - EGP, ? - inconplete

RPKI validation codes: V valid, | invalid, N Not found

Net wor k Next Hop Metric LocPrf Weight Path

*>| 192.168.0.0/16 10.1.1.1 0 100 O i

*j 10.2.2.1 0 100 O i

*> 192.168.101.0 0.0.0.0 0 32768

Spokel#show bgp summa

Spokel#show bgp summary

BGP router identifier 192.168.101.1, |ocal AS nunber 65001
BGP table version is 4, main routing table version 4

2 network entries using 296 bytes of nmenory

3 path entries using 192 bytes of nenory

3/ 2 BGP path/bestpath attribute entries using 408 bytes of nmenory
0 BGP route-map cache entries using 0 bytes of nenory

0 BGP filter-list cache entries using O bytes of nmenory

BGP using 896 total bytes of nenory

BGP activity 2/0 prefixes, 3/0 paths, scan interval 60 secs

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver 1nQ QutQ Up/ Down St at e/ Pf xRed
10.1.1.1 4 65001 7 7 4 0 0 00:00:17 1
10.2.2.1 4 65001 75 72 4 0 0 01:02:24 1

NZ7L>1—b
NSTLYI—F AV IRROEETOY UH 2 251 & T,

R —FY N F—XH#(IKE)



- IPSec ( Internet Protocol Security )
BIE T B show AN REZUTICRLET,

show crypto ipsec sa

show crypto ikev2 sa

BB TS debug AN RZETICRLET,

debug crypto ikev2 [interna1|packet]
debug crypto ipsec

debug vtemplate event

BAEITAIN—FT 12T 7ORNINEZRTICRLET,

show bgp ipv4 unicast (or show ip bgp)

show bgp summary
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