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» Cisco Secure eXtensible Operating System(FX0S)2.12.0.x

» Cisco Secure Firewall Threat Defense(FTD)7.2.0.x, 7.4.1-172

» Cisco Secure Firewall Management Center(FMC)7.2.0.x, 7.4.1-172
c BRBEEXIVTATTZA4T > AASA)9.18(1)x, 9.20(X)

» Wireshark 3.6.7(https://www.wireshark.org/download.html)
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Chassis

Internal Switch Security Module

FTD/ASA

Data Plane (LINA)
Backplane/uplink

Front Interfaces

Y —=YICRRROAVR—ZFD RFBEIET,
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THEIRBARX—TITA R,
s BEBTYTIDD ABARAYFETTIVT—2a>BOBBNS T4V IONAZRETS
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Ethernet1/14
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k1
SM1:
Firepower MEBT—&0/0
4100 ( Firepower 1 A —HZY N/9 N/A
4110/4112%Z BR< ) REBF*— R 0/1
Ethernet1/10
M &7 — X 0/0
Firepower 4110/4112 1 4 —HxY M1/9 N/A
REF—20/1
SM1: A&7 —£0/0
A=Y /9 HNEBT— 2 0/1
Ethernet1/10
RET—R0/0
SM2:
A&7 — X 0/1
FirePOWER 9300 3 Ethernet1/11 N/A
Ethernet1/12 NZFF— 4 0/0
SM3: R — R 0/1
Ethernet1/13
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Cisco Secure Firewall SM1:in_data_uplink1 R —R0/1

3100 1 in_mgmt_uplink1 i
SM1:in_data_uplink1 RET— 20/
SM1:in_data_uplink2 ( 42450 . . Internal-
Cisco Secure Firewall 1 &) in_mgmt_uplink1 Data0/2 ( 42450 & )
4200 in_mgmt_uplink2 —
EIE1/2
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c EFIAUFAED2-), EFAVFAIODY, £EETL—RFTDXRASABREDT S
=23 A2 AN=)ILENBDED 1—)l, Firepower 9300l & A3DDEF 1) T 1
EDa1-I)zHR—KLET,

« IVEDTENET TS —23 04202 —T7 T4 AFTDRASABEDT 7 Ur—>3 >
OINY DT L—FRETYTIOA4R—T T4 ADREHE,

show interface detail N> RZEFEAL T, AFA U X—T I A AZBRLET,

<tfroot>
>

show i nterface detail | grep Interface

Interface Internal-Control0/0 "ha_ctl_nTp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

Interface Internal-Data0/0 "", is up, line protocol is up

Control Point Interface States:
Interface number is 2
Interface config status is active
Interface state is active

Interface Internal-Data0/1 "", is up, line protocol is up

Control Point Interface States:
Interface number is 3
Interface config status is active
Interface state is active




Interface Internal-Data0/2 "nlp_int_tap", is up, Tine protocol 1is up
Control Point Interface States:
Interface number is 4
Interface config status is active
Interface state is active
Interface Internal-Data0/3 "ccl_ha_nlp_int_tap", is up, line protocol 1is up
Control Point Interface States:
Interface number is 5
Interface config status is active
Interface state is active
Interface Internal-Data0/4 "cmi_mgmt_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 7
Interface config status is active
Interface state is active
Interface Port-channel6.666 "", is up, line protocol is up
Interface Ethernetl/1 "diagnostic", is up, Tine protocol 1is up
Control Point Interface States:
Interface number is 8
Interface config status is active
Interface state is active
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Firepower 4100/9300

TAD—FAVTREEFTSEOIC, ABALA Y FTRRA R —7 T4 AVLANZ Y (PVLAN)E 1=
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TRIATALI >THINICREE N, FETEEITDI LR TEREA, XTDIER.
fxos AN R T )L THERRTE X T,

<#root>
firepower#

connect fxos

firepower (fxos)#

show run int el/2

!Command: show running-config interface Ethernetl/2
!Time: Tue Jul 12 22:32:11 2022

version 5.0(3)N2(4.120)

interface Ethernetl/2
description U: Uplink
no 11dp transmit
no 11dp receive
no cdp enable



switchport mode dotlg-tunnel
swi tchport trunk native vlan 102

speed 1000
duplex full
udld disable
no shutdown
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FYTFYRAVREIRDESY TT,

1. NBRAYFREASA VE—TIAADAAF YT FYRA KN, BIHAAER—T I 4R,
AAYFRBREDETFNAARIE R ENIEA 2 EZ—TIALAATY,
ABRAYFNY DT L= AV BR—TIAABAF Y TFYRA KN,
T=BTL—AVB—=TIALAAANAFYTFY¥RA b

.SnortF¥F ¥ IF Y RA BN

T=RTL =AU E=TIAABAF YT FYRA b

REBAAYFNY DT L—FERGTY TV OAAF Y TFYRA N, NVOTL—2
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Firepower 4100/9300AE A1 Y FDOF ¥ 7°F v &, FCM®DTools > Packet Capture & 1z I&FXOS
CLIMscope packet-capture CERETEE T, NTY RFYTF ¥ AT a > 0FMICOVTIE,
FCisco Firepower 4100/9300 FXOS> ¥+ —NZX—2 v A0 74F 1L —> 3V H4 Ry £l
FCisco Firepower 4100/9300 FXOSCLIOA> 74 F¥a1L—>3a>HAM Ra ® "hST)N 21 —F
AT ED TNTYRFAYTFv, 2O AV ESRLTLKEETD,

Zh5MIF A, Firepower 4100/9300MEBAR A ¥ FDF v+ 7F + O — I EMA B % DN —
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IRNTOMBAN—AVR—T I RAEHBTERL TEEL,
NROD, XTY h70—, BRTFYTFYRA2bB

Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Backplane
@ ICMP echo-reply -
198.51.100.100

aA>74F1L—>3>

FCM ( #47%8)
A >R —7 I A AEthernet1/2FE 1= lFPortchannel T/NT Y RF Y 7 F v 2R ETSICIE. FCMT
ROFIEZEEITLET,

1. Tools > Packet Capture > Capture Session® JEIZERL T, HILLWF ¥ 7FrLv>az
ERLET,

Overview Interfaces Logical Devices Security Engine Platform Settings

System Help admin
Packet Capture Troubleshooting Logs
Capture Session [z =dl-4
No Session available

2. 1> —7 I A AEthernet1/2%i8RL, v 3> F%ZHLEL T, SaveandRun 221 v

U, F¥TFvETIOTATICLET,

Ethamatiid
{Portchannels)

save Cancel
ftd1 Sassion Hama® ey
Selected Ethy
Ehenarii2
Buffer Size 256 MB ~
Snap length: 1518 Bytes
Store Packsts Append
Capture Filter socty Fiter T
FTD
Etharnat1/9, Etharnata/ 10




BAR—RFYRILAEA—TIAADFERF., IXNTOYPEBEX/N—A2Z—T T4 A%ER
LTtey>argz#EEL, SaveandRun 27V Y ILTHF Y TFv&2TIF147ICLE
9,

';;G

FXOS®MOCLI

A > R—7 I A AEthernet1/2FE 1= lFPortchanne 1 T/NTY RF Y 7 F v 2R ET S ICIE. FXOS
CLITXDOFIEZETLET,

1. 77VT5—23>02(47EIDEHRFILET,

<#root>
firepower#

Scope ssa

firepower /ssa #

show app-i nstance

App Name  Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

22R=BPFFY¥RILAVE—T IS ADFERE, TOXN—AVEZ—TIAAZHILET,

<#root>
firepower#

connect fxos

<output skipped>



firepower (fxos)#

show port-channel sunmary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
1 Pol( SU) Et h LACP Et h1/ 4( P) Et h1/ 5( P)

B.F YT FvEYIIAVEERLET,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

conmi t

firepower /packet-capture/session #



R RFYRLAVBE—TIAADBAR. XV N—AVZ—TIA AT ECAROF ¥ 7F v
FEEEhET,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/5

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comni t



firepower /packet-capture/session #

I
FCM ( &%47R )

Interface NameZ 52 L . Operational StatusAupTdH % — &. File Size ( /N4 NEAL ) AEIL
TWBLzRLET,

Overview Interfaces Logical Devices Security Engine FPlatform Settings

proe
¢ Refresh Caplures Sesion Dt Al Sessions
a capl Drap Cownt: 0 Buffar Size: 256 MB Snap Length: 1518 Bytes
Interface Name Filter File Size (in bytes) File Mame Device Name
Ethamatt/2 None 28632 capl-athamat: 1-2:0.peap a1 &

X2 IN—A > Z—7 I 4 AEthernet1/4$ & U'Ethernet1/5% & D PortChannel1:

& Rebesh, CaphreSesson | Dieiete Al Lessers

. capt Dvap Counts 0 Operational State: up Butfer Size: 256 MO Snap Langth: 1518 Dytes

Filter File Size (in bytes)
Hane 160

Nane 85000

FXOSMOCLI

scope packet-capture T¥ ¥ 7’ F ¥ DFMEEEL £,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up



Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 75136 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

A NN—A > 32—7 I 4 AEthernet1/48 & C'Ethernet1/5%&ED/R— N F v X)L1:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up



Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 4

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 310276 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 5

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-5-0.pcap

Pcapsi ze: 160 bytes
Filter:

Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd



FYTFYTT7AILOURE
"Firepower 4100/9300AZBAA Y FEX Y T F ¥ 77 AIOWRE, U3V OFIEEETLET

T7ANDHOFYTF¥

NTYRFYTFYTI7AN)—F=T7)5—>3>%=EHL T, Ethernet120F ¥ 7F v 7
FTAINEZREEXET, BYONTY N&EIBIRL, F— R4 N EBIELET,

ICMPITO—ERNT Y NEGFNFFYTFryEahExd, /N7 Y NF2ERBE N TERRES
x99,

2. TTDOINTY RAY A —IZIFVLANZ IV TVWER A
B.ATLAAY FlE. ADA>2R—7T I A AEthernet1/2%EH BT 2EBMNDKR—NVLANZ ST
102%2EALET,
REAAL Y FlE, BMOUNRTZEALET,

™ Tims Seares Destrsten Fremscel gtk PO PITL b
12022-07-13 86 102.0.2.100  198.51.100.100 NP 108 1 dxddec (40428) 64 Echo (ping) request | id-@xpdla, seqs7/1792, ttl=6a (no response found])
2 2022-07-13 E 192.0.2. 108 198.51. 120, 108 ICHP 102 Qxddec (48428) 64 Echo [piﬂﬁ roequest | idsgwtdia, seqe?/1702, ttl=sd (no response foundl)
3 2022-07-13 162.0.2. 108 198.51. 100, 1068 ICHP 108 extedd (4D656) 64 kcho (ping) request id=gxedla, seqes/2048, ttl=64 (no respense foumd!)
4 2022-07-13 309163731 150.0.2.100  198.51.100.100 ICHP 102 Oxtedd (40656) 64 Echo (ping) request idsoxbola, seqes 2048, ttl=e4 (no response found!)
5 20232-07 .333054150  192.0.2.100  198.51.100.100 ICHP 108 OxoF20 (40736) 64 Echo (ping) request idsoxbola, seqe9/2304, ttl=e4 (no response found!)
6 2022-07- .333056014  192.0.2.108  198.51.100.100 ICHP 102 AxIFI0 (48736) 64 Echo (ping) request idsaxBola, seqe9/234, ttl=&4 (no response found!)
7 2022-07-13 357173538 192.0.2.100 198.51.180. 168 ICHP 108 xofad (40740) 64 Echo (ping) request id-@xpdla, seq-10/2560, ttl=64 (no response found!)
B 2022-07 - LASTATATOR 192.0.2.180 198.51.180. 188 IcHe 182 @xof2d (A0740) 64 Echo (ping) request id-8xiddla, seqe10/2568, ttl-64 (no response foundl)
9 2022-07- LIB1OTITAL 192.0.2.188 198.51. 180, 188 ICHP 108 GOfER (JaR40) 64 Echa (plng) request ild=0wmbdla, seq=11/2816, ttl=64 (po response found!)
18 2022-87- LIB10TAS0S  102.0.2.108 108.51. 100, 104 ICHP 1082 axofen (d0840) 64 Eche (ping) request id=0x0ila, seqe11/2816, ttl=64 (Ao response foundl)
11 20232-07- .405150041  152.0.2.160  1598.51.100.100 IEHP 108 OxA0TT (41875) 64 Echa (ping) request id=out01a, seqe=12/3072, ttle64 (no response found!)
12 20232-07- .ADSZO2E1  152.0.2.100  198.51.100.100 ICHP 102 x40 (41875) 64 Echo (ping) request id=oxbdla, seqe12/3072, ttl=gd (no responde found!)
13 2023 -87 429155683  192.0.2.108  198.51.100.1080 ICHP 108 oxalef (41231) 64 Echo (ping) request ideBxBdla, seqe13/3328, ttl=gd (no response found!)
14 3037-987 - AXE6831 192.8.2.108 158.51.108. 108 ICHP 182 axalef (41231) &4 Echo (ping) request id-8x@dla, seqe13/3328, ttl=&4 (no response found!)
15 2022-87- (453156612 192.8.2.100  198.51.100.100 TCHP 108 oxalba (41322) 64 Echo (ping) request id-Bxidla, seqe14/3584, ttl-64 (no response found!)
16 2022-07- A5315E052  102.0.2.160  198.51.100.100 TCHP 182 oxala (41322) 64 Echo (ping) request id-Oxddla, seq-14/3584, ttl=64 (no response foundl)
17 2033-87- LATTITEET  192.0.2.160  198.51.100.100 TCHP 108 dxaled (41445) 64 Echo (ping) request id-oxddia, seq=15/1840, ttl=6d4 (no response foundl)
18 2022-87 - ATTLIFRGS 192.0.2.108 198.51. 106, 166 ICHP 182 @xaled (41445) &4 Echo (ping) request idedxédla, seqelS/3848, ttl=64 (o response foundl)
15 2022-87 - E01251314  152.0.2.100 1598.51. 186,168 ICHP 188 axalfé (41a62) &4 Echo (ping) request idedxtdla, seqelé/4096, ttl=64 (no response found!)
20 203207 JEOLZHIBAL  192.0.2.108 198.51. 188,188 ICHP 182 axalfe (41a62) &4 Echo (ping) request idedxedla, seqe16/4096, ttl=64 (no response found!)
21 202207 - 7 3. 525860956 192.9.2.100 198.51. 190,108 ICHP 188 Bxazs? (41559) &4 Echo (ping) request ide-exedla, seqe=17/4352, ttle64 (no response found!)
22 2022-07- :24:08,525002088  102.0.2.100  198.51.100.100 TCHP 102 Bxa257 (41550) 64 Echo (ping) request id-@xddla, seq-17/4352, ttle64 (no response found!)
23 2022-07-13 06:24:00,540236500 102.0.2,100  198.51.190.100 CHP 108 axazad (41641) 64 Echo (ping) request id-8wdfla, seq-18/4608, ttl-64 (no response found!)
24 3032-97 - JSADRIESGA  192.0.2.108 198.51.180, 100 ICHP iz @xazad (41641) 64 Echo (ping) request ld=-Ox0dda, seq-18/4608, ttl-64 (no response found!)
25 2022-07 - 0. 573110146 192.0.2.108 198,51, 100,100 ICHP ige @xalds (41797) 64 Echo (ping) request id-dxidla, seqe=1%/4864, ttl-64 (no response foundl)
26 2022-07-13 86:34:10.573112504  192.0.2.100 198,51, 100,166 ICHP 182 @xa3as (41797) 64 Echo (ping) request id=oxédla, seqe=1%/4864, ttl=64 (no response found!)
27 2022-07-13 B6:34111.597086027  192.0.2.100 198.51. 198,168 ICHP 188 @xa3as (41881) 64 Echo (ping) request id=oxedla, seqe=20/5120, ttl=64 (no response found!)
28 202207 - B 1.597068178  192.0.2.100 196.51. 190,108 ICHP 182 axazas (41881) &4 Echo (ping) request ide-axedla, seqe=20/5120, ttl=64 (no response found!)
29 1922-97-13 96:24:12.621061022 192.0.2.108 196.51.190, 104 ICHP 188 axa3dc (A1048) &4 Echo (ping) request id-exedla, seqe=21/5376, ttl=64 (no response found|)

» Frame 1: 188 bytes on wire (854 bits), 198 hyrn captured (864 bits) on interface capture ug 1, id @ S8 97 bd b9 77 @ 00 50 56 90 e be 89 26 B0 02 X W P V- &
Fthernet Sre: VMWare 9d:ed:be (98 Dst: Cisco b9:77:00 (58:97:bd:b9:77:00) 00 00 51 00 00 64 02 00 43 00 8D 34 5d ec 40 09 seaafias B2 T off
ViI-Tag 20 4B @1 af cO cO BO B2 64 ¢6 33 64 64 B8 00 d¢ 42 @-----d -3dd-N

Leas wwrs wwns same svaw svas wwes aaes = Direction: Fros Bridge 00 12 20 07 f4 £4 co 62 B0 00 20 00 10 22 97 W a-b -
g - iners i mesmsuiy uETeees oo
: = 1c 1d 1e 1 [ .
i1 98180591 6800 1910 SIDEIEIMEOMIEAD e 2d ze 2f 30 31 32 33 34 35 36 37 m 8123 4567
fisa s sees snes Wees sees seas esss @ LOORED: MO 4
tas amss saes raxe fes sees ases saea ® RESECVEd: @
............ = Version: @
. OB DOMD DORR = Scurce: ©
Type: B2 lg \f:rtua] LAN (@x@108)
o 892,10 Virtual LAN, PRI: &, DEL: @, ID: 182
B8, .ui. wwwe waee @ Priority: Best Effort (default) ()
fie ees eee. ® DELD Ineligible 3
L. BOBO O110 0110 = 1D: 162
Type: IPvi (Bxaszea)
Internet Protocol Version 4, Src: 192.08.2.106, Dst: 198.51.198. 106
Internet Control Message Protocol

2EBONTY hEERL, F—RA NERELET,

ICMPIO—EXRNTY NETNFF Y+ TFyEanExzd, ENTY NI2EFEBE N TRRE L
x£9,

2. TDONT Y RAY A —IZFVLANZ I ARV TVWER A,
3. NEBRAAY FlE, ADA>Z—7T I A AEthernet1/2% 31T 2EBIMDR— NVLANZ Y
102%@BALET,



™ Time St [rem— [ gk [T FTIL Wi
1 2022-07-13 06:23158, 285080030  102.0.2.100  198.51.190.108 M 108 1 oxddec (40428) 64 Echo (ping) request |id-gxpéla, seq-7/1702, ttlee4 (no response found!)
| 22022-07-13 06:23:58.285082858 102.0.2.100  108.51.190.100  [ICMP J1e2 Gxddec ho (pin uest | id=0xddla, seqe7/1702, ttl=e4 (no response found])
3 2022-07-13 86123150, 300040806  152.0.2.108 198.51. 180, 108 ICHP 108 ping) request id=0xidia, seqef 2048, ttl=6d4 (no response foundl)
43022-07-13 06:23:50.300153731  152.0.2.160  15£.51.100.180 TeMe 182 Oxedd (40656) 64 Echa (ping) request id=0x001a, seqe8/2048, ttlegd (o response found!)
5 2022-07-13 06:24:00. 333054150  152.0.2.100  198.51.100.100 MR 108 oxoF20 (40736) 64 Echo (ping) request id=oxoola, seqe9/2304, ttl=sa (no responseé found!)
6 2022-07-13 06:24:00. 333056014 152.0.2.100  198.51.100.100 ICHP 182 ax0F20 (40736) 64 Echo (ping) request id=BxBdla, %eqe9/23084, ttl=g4 (no response found!)
7 2033-87-13 B6:24:81.357173538  192.8.2.180 158.51.188. 188 ICHP 188 ox0fad (4a749) 64 Echo (ping) request id-8xpdla, seq-10/2568, ttl-64 (no response found!)
B 2022-07-13 86: JISTITATOR  102.0.2.100  198.51.100.108 TeHP 182 Gxofad (40743) 64 Echo (ping) request id-@xbdla, seq-10/2560, ttl-6d (no response found!)
9 2022-07-13 06 JIBLIOTITAL 192.0.2.160  198.51.100.100 TCHP 108 GxFER (4BRE4H) 64 Echo (ping) request id-Oxddla, seqe11/2816, ttl=64 (no response foundl)
18 2022-07-13 86 IEIOTASSD  192.0.2.108 198.51. 106, 168 ICHP 182 D0fal (Jand4d) &d Echo (ping) request id=dxddia, seqeii/28i6, ttl=64 (no response found!)
11 2023-07-13 86 L405150041  152.0.2.100  198.51.180.100 TEHE 108 0xad7? (41073) 64 Echo (ping) request id=8xddla, seqei2/3072, ttl=6d (no response found!)
12 2022-87-13 86 ABSIBOZE1  152.0.2.108 198.51. 186,168 ICHP 182 axad¥? (41875) &4 Echo (ping) request idedxtdla, seqe12/3072, ttl=64 (o response found!)
13 2022-07-13 86134104 . 429155683  192.8.2.100 198.51. 188,188 ICHP 1088 axalef (41231) &4 Echo (ping) request idedxedla, seqe13/3328, ttle64 (no response found!)
14 2022-87-13 96:24:04, 420156831  192.0.2.109 198.51.100.180 ICHP 102 axalef (41231) 64 Echo (ping) request id-exeona, seq-13/3328, ttl=64 (no response found!)
15 2022-07-13 96:24:05,453156612 192.0.2.190  198.51.190.100 (] 198 axaléa (41322) 64 Echo (ping) request id-ewmdla, seq-14/3584, ttl-64 (no response foundl)
16 2022-07-13 06:24:05,453158052 192.0.2.100  198.51.190.100 v 102 oxaléa (41322) 64 Echo (ping) request id-owsdla, seq-14/3584, ttl-64 (no response foundl)
17 2022-07-13 06:24:06, 477127687 192.0.2.100  198.51.190.100 M 108 oxaled (41449) 64 Echo (ping) request id-exedla, seq=15/2840, ttl=64 (no response foundi)
18 2022-07-13 06:24:06,477120859  192.0.2.100  198.51.190.100 M 102 Oxaled (41443) 64 Echo (ping) request ld=éxidla, seq=15/3840, ttl=64 (no response foundl)
19 2022-07-13 86:24:07.501251314  192.0.2.100  158.51.190.100 1M 108 oxalfe (41462) 64 Echo (ping) request id=owedla, seqe=16/4096, ttl=G4 (no response found!)
28 2022-07-13 86 192.8.2.100  198.51.109.100 ICHP 182 axalfe (41462) 64 Echo (ping) request id=oxedla, seqe16/4096, ttl=64 (no response found!)
21 2022-87-13 86 192.0.2.108 198.51.100, 108 ICHP 108 Bxazs? (41559) &4 Echo (ping) request id=8xedla, seq=17/4352, ttl=64 (no response found!)
12 1022-07-13 26 192.0.2, 109 198.51. 100,109 IcHP 182 Bxazs7 (41559) 64 Echo (ping) request id-oxedla, seq=17/4352, ttl=64 (no response found!)
13 2022-97-13 26 192,0.2, 109 198,51, 100,100 ICHP 108 @xazad (41641) 64 Echo (ping) request id-gxidla, seqe16/4608, ttl-64 (no response found!)
24 2022-07-13 86 152,8. 2,189 198,51, 109, 184 ICHP 182 oxazad (41641) 64 Echa (ping) request id=gxedla, seqe18/4688, ttl=64 (no response found!)
25 2022-07-13 86:24:10,573118046  192.9.2.109 198,51, 109,104 ICHP 108 @xa3as (41797) 64 Echo (ping) request ldedxddla, seqel®/aB6s, ttls=éd (no response found!)
26 2022-07-13 86:24:10,573112504  192.0.2.100  198.51.100.100 M 102 oxa3a5 (41797) 64 Echo (ping) request idsgxtdla, seqe1%/4864, ttlsGs (no response found!)
27 2022-07-13 86:24:11.557086027  192.0.2.100  198.51.109.100 ICHP 108 oxa3a3 (41881) 64 Echo (ping) request ide@xedla, seqe?e/s120, ttls6d (no response found!)
28 2032-07-13 86 11.5978EE170  192.0.2.188 198.51.108. 108 ICHP 182 axa3as (41881) 64 Echo (ping) request ide8x@la, seqsze/5120, ttl=64 (no response found!)
29 1022-07-13 06:24:12.621061027 192.0.2.100  198.51.100.100 ICHP 108 Oxa3dc (41948) 64 Echo (ping) request ide@xpdla, seqs21/5376, ttl=64 (no response found!)
» Frame 2: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture ue 1, id @ SB 97 bd b9 77 8 00 5@ 56 90 e be B1 0 09 66
» Ethernet 1T, Src: VMware 9d:e@:be (P0:50:56:0d:e8:be), Dst: Cisco b9:77:8e (58:97:bd:b9:77:0e) 98 90 45 00 00 34 9d er 40 00 40 01 af @ o W
«f 892,10 Virtual LAN, PRIz &, DEI: @, ID: 182 B2 64 ¢6 33 64 64 08 90 4c a2 00 1a 20 07 4 64
£ = Priority: Best Effort (default) (@) [CH7 52 00 SOISCINE 10 4a. (D] S6I00IR0IN0I0 20 11
e = DEI: Ineligible 3 )12 13 14 15 16 17 18 19 13 1b 1c 1d 10 1F 26 N1
o006 0110 0119 = ID: 162 22 23 P45 26027 20029 2a 2b e M 2e 2f 3011
33 33 3435 36 37

Interne
A Internet Control Message Protocol

Frotocol Version 4, Src:

192.8.2.188, Dst: 193.51.100.189 2

PortchanneM X N—A VB —T IA ADF YT FY¥ T 7A I 2HEET, RIADO/NTY M &8

RU, F—RAVNEHBFELET,

1. ICMPITO—ERNT Y NEFFE+Y+TFryEahET, /N7 Y NF2EREBE N TRRE N
x99,

2. TDONT Y MAY A —IZ@EVLANZ I KAV TVWER A,

3. AHRNBASY FIE, AHA>2—7 I A APortchannel1Z& 519 2EBIMNDR— NVLANZ Y
1001 &AL ET,

4. AERAA Y Fi&, BIMOYNZR T ZBALEXT,

o Time Surce Destington Fragocol Length FD B i ~
r 12022-08-95 23:07:31.865872877 192.8.2.100 198.51.100.100 e 108 | | ex3zze (12845) 64 Eche (ping) request | id=0xee2d, seq=245/62720, ttl=64 (nc
2 2022-08-95 23:87:31.B65875131 192.8.2.180 138.51.100. 100 ICHP 182 @x322e (12846) 64 Echo (ping) request | id=oxp@2d, seq=245/6272@, ttl=64 (nc
3 2022-08-95 23:87:32.B67144598 192.8.2.184 198.51.169. 180 ICHP las [-TEF Echo (ping id=8xee2d, seq=246/62976, ttl=64 (nc
4 2022-88-95 23:87:32.867145852 192.8.2.1689 198.51.180. 180 ICHP 182 @x32be (12985) &4 Echo (ping) request id=0x002d, seq=246/62976, ttl=64 (nc
5 2022-08-95 23:07:33.881902485 192.9.2.100 198.51.109.100 ICHP 108 ex3zde (13016) 64 Echo (ping) request id=exee2d, seq=247/63232, ttl=64 (nc
6 2022-88-95 23:87:33.881904191 192.8.2.189 198.51.168.188 ICHP 182 exizde (13816) 64 Echo (ping) request id=8xeezd, seq=247/63232, ttl=64 (nc
7 2022-08-05 23:07:34.883040435  192.9.2.100 198.51.100.100 ICHP 108 ax3272 (13171) 64 Echo (ping) request id-0xee2d, seq=248/63488, ttl=64 (nc¢
8 2022-988-95 23:87:34.883051649 192.8.2.188 198.51.100.188 ICHP la2 ex3373 (13171) 64 Echo (ping) request id=exee2d, seq=248/63488, ttl=64 (nc
9 2022-08-95 23:87:35.883478016 192.8.2.184 198.51.100.188 ICHP 18 @x3427 (13351) &4 Echo (ping) request id=0x0e2d, seq=249/63744, ttl=64 (nc
19 2022-08-95 23:07:35.8834751%0 192.0.2.109 198.51.100. 100 ICHP 182 @x3427 (13351) 64 Echo (ping) request id=0xp@2d, seq=249/63744, ttl=64 (nc¢
11 2022-88-85 23:07:36.889741625 192.8.2.100 198.51. 108,188 IcHe 188 exidde (13534) 64 Echo (ping) request id=8xeezd, seq=250/6400@, ttl=64 (nc
12 2022-88-95 23:07:36.885742853 192.8.2.100 198.51.100.188 IcMe 182 exddde (13534) 64 Echo (ping) request id=0x0e2d, seq=250/64000, ttl=64 (nc
13 2022-08-95 23:07:37.913770117 192.0.2.109 198.51.100. 100 ICHP 103 @x35dc (13644) 64 Echo (ping) request id=0xp@2d, seq=251/64256, ttl=64 (nc
14 2022-88-85 23:07:37.913772219 192.8.2.100 198.51.100.188 IcHe 182 @x3sdc (13644) 64 Echo (ping) request id=8xee2d, seq=251/64256, ttl=64 (nc
15 2022-88-95 23:07:38.937829879 192.8.2.100 198.51.100.188 IcHe 108 @x3602 (13826) &4 Echo (ping) request id=0x0e2d, seq=252/64512, ttl=64 (nc
16 2022-08-95 23:07:38.937831215  192.0.2.100 198.51.100. 100 ICHP 182 @x3602 (13826) 64 Echo (ping) request id=8xpo2d, seq=252/64512, ttl=64 (nc
17 2022-88-05 23:07:39.951786128 192.8.2.109 198.51.160.100 ICHP 108 ex3ed (14061) 64 Echo (ping) request id=8xeeid, seq=253/64768, ttl=64 (nc
18 3022-08-05 23:07:39.961787284 192.8.2.100 198.51.100.100 ICHP 102 axIGed (14061) 64 Echo (ping) request id=8x002d, seq=253/64768, ttl=64 (nc
19 2022-88-95 23:07:40.985773090 192.9.2.109 198.51. 109,109 IcHe 108 @x37ds (14293) 64 Echo (ping) request id=exee2d, seq=254/65024, ttl=64 (nc
< >
> Frame 1: 188 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ug 3, i az 76 f2 08 @0 25 @@ 58 56 9d ed be 89 26 8@ 54  v- - XP V- BT
> Ethernet II, Src: VMware 9d:eS:be (00:50:56:9d:e8:be), Dst: a2:76:f2:00:00:25 (a2:76:f2:00:00:25) B0 80 81 OB 93 €9 BB @9 45 0 80 54 32 Ze 4 0@ : e EcT2.8
VH-T 46 81 1b 7f €0 9@ 02 64 6 33 64 64 08 00 le d& @ - d -3dd
T = Direction: From Bridge 90 2d 80 5 a6 a2 ed 62 00 90 00 62 7a 2f ab 6@ ECERERL IEEEES 1 BN
e it T e L e
= ¢ id ie a SRR b *+
080208 D161 £1p0 £ B1DeSELnNCion ibd 2¢ 2d 20 2f 30 31 32 33 34 35 36 37 - 19123 4567

4

. = Looped: o
. = Reserved: @
version: @
Source: @

Type: 882.10 Virtual LAN (0x8108)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1891

B00. = Priority: Best Effort (default) (@)
= DEI: Imeligible
. 9611 1116 1821 = ID: 1801

Type: IPvA (0x@E00)
Internet Protocel Version 4, Src: 192.9.2.109, Dst: 196.51.109.100
Internet Control Message Protocol

3

2

2EBONTY hZEERL, F—RA 2 NERELET,



1L ICMPIO—ERNTY NEGNFF+TFrvEahERd, ENTY NF2EREBEE N TRRE O

xY,

2. TDOINT Y MAY A —ICEKVLANR I FfFVWTOVEE A,

3. AZBAALY Fl&k., AHA> X —T I A APortchannel1Z& 31T 2EBMODR— NVLANZ T

1001ZHALET,

Type: IPv4 (Rx0E6Q)

Internet Protocol Wersion 4, Src: 192.8.2.188, Dst: 198.51.186.188
Internet Control Message Protocol

2

Mo Time Source Destnation Frotocol Length FE PTIL ke e
12022-88-05 23:87:31.865872877 192.9.2.198 198.51.100.189 ICMP 188 1 @x3zze (12846) 64 Echo {ping) request | id=exed2d, seq=245/62728, ttl=64 (nc
2 2022-088-95 23:07:31.865875131 192.9.2.100 198.51.108.189 ICHP 182 [x322¢ (12846) 64 Echo (ping) request | id=exea2d, seq=245/62728, ttl=64 (nc
3 2022-88-95 23:07:32.867144598 192.9.2.100 198.51.108. 169 ICHP 168 0x32D9 (12985) &4 Echo (ping) request id=@xpezd, seq=246/62976, ttl=64 (nc
4 2022-88-95 23:97:32.867145852 192.9.2.120 198.51.190.189 ICHP 182 @x32bo (12985) 64 Echo {ping) request  id=0xe02d, seq=246/62976, ttl=64 (nc
5 2022-88-95 23:87:33.881902485 192.98.2.180 198.51.100. 108 ICHP 188 @x32dd (13016) &4 Echo {ping) request id=0x002d, seq=247/63232, ttl=64 (nc
6 2022-88-95 23:87:33.881984191 192.9.2.108 198.51.198.189 ICMP 182 @x32ds (13016) 64 Echo (ping) request id=exee2d, seq=247/63232, ttl=64 (nc
7 2022-88-95 23:97:34.883249425 192.9.2.120 198.51.190.189 ICHP 188 @x3373 (13171) 64 Echo {ping) request id=0xe02d, seq=248/63488, ttl=64 (nc
8 2022-988-95 23:87:34.883851649 192.9.2.180 198.51.108.189 ICHP 182 ex3373 (13171) 64 Echo (ping) request id=-0xe@2d, seq=248/63488, ttl=64 (nc
9 2022-88-85 23:87:35.8B3478016 192.9.2.188 198.51.198.189 ICMP 188 @x3427 (13351) 64 Echo (ping) request id=@xee2d, seq=249/63744, ttl=64 (nc
10 2922-88-85 23:87:35.883479199 192.9.2.188 198.51.190.180 ICHP 182 @x3427 (13351) 64 Echo (ping) request id=0xe02d, seq=249/63744, ttl=64 (nc
11 2022-98-05 23:87:36.889741625 192.9.2.190 198.51.108.169 ICHP 168 ex3ade (13534) 64 Echo (ping) request id-exee2d, seq=25e/64808, ttl=64 (nc
12 2922-88-85 23:87:36.8E0742853 192.9.2.188 198.51.198.189 ICHP 182 @x3idde (13534) 64 Echo (ping) request id=@xe92d, seq=258/64808, ttl=64 (nc
13 2922-88-05 23:87:37.913772117 192.9.2.188 198.51.120.182 ICHP 188 @x354c (13644) 64 Echo (ping) request id=e@xeo2d, seq=251/64256, ttl=64 (nc
14 2022-88-05 23:87:37.913772219 192.9.2.100 198.51.108.169 ICHP 182 ex354c (13644) 64 Echo (ping) request id=exee2d, seq=251/64256, ttl=64 (nc
15 2922-88-85 23:87:38.9378298B79 192.9.2.188 198.51.108.188 ICHP 188 @x36082 (13826) 64 Echo (ping) request id=@xee2d, seq=252/64512, ttl=64 (nc
16 2022-88-05 23:87:38.0937831215 192.9.2.188 198.51.128.182 ICHP 182 @x36082 (13826) 64 Echo (ping) request id=@xeo2d, seq=252/64512, ttl=64 (nc
17 2022-68-05 23:67:39.961786128 192.9.2.100 198.51.108.169 ICHP 168 ex36ed (14061) 64 Echo (ping) request id-2xe02d, seq=253/64768, ttl=64 (nc
18 2922-88-@5 23:87:39.961787284 192.9.2.128 198.51.198.189 ICHP 182 @x3bed (14061) 64 Echo (ping) request id=@xe92d, seq=253/64768, ttl=64 (nc
19 2@22-88-85 23:87:40.985773898 192.8.2.188 198.51.128.188 ICHP 188 @x37d5 (14203) 64 Echo (ping) request id=8xed2d, seq=254/65824, ttl=64 (nc L
< >

Frame 2: 182 bytes on wire (&16 bits), 182 bytes captured {816 bits) on interface capture ué 3, i1 a2 76 2 00 08 25 00 S8 56 9d of be 81 00 83 @9 e O EE

Ethernet II, Src: VMware 9d:eB:be (@8:50:56:9d:eB:be), Dst: a2:76:f2:80:80:25 (a2:76:f2:00:00:25) @8 00 45 00 00 54 32 2e 40 00 40 01 1b 7F cR @0 E--T2. @8-

882.1Q Virtual LAN, PRI: @, DEI: @, ID: 1881 92 64 c6 33 64 64 03 8@ 1e d6 o 2d @0 f5 a6 a2 d-3dd-- ----

BB8, ...s anes waa. = Priority: Best Effort (default) (@) ed 62 00 @2 @0 88 7a 2f ob 00 00 00 80 00 10 11 b zf
R = DEI: Ineligible 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 !
.. 8p11 1118 1801 = ID: 1081 22 23 24 25 26 27 28 29 Za 2b 2c 2d 2e 2f 30 31 "nEEE' () "+,-.S01
32 33 34 35 36 37 2345867
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Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Backplane
@ ICMP echo-reply o
198.51.100.100

A 74F1L—>3>
FCM ( %E)

NYOTL=2AVB—=—TILATNTY NFY¥TFYZRETSICE. FCMTRDOFIEZEIT
LEXY,

1. Tools > Packet Capture > Capture Session® JEIZIEZRL T, HILLWF ¥ 7FrLv>a %z
ERLET,

Overview Interfaces Logical Devices Security Engine Platform Settings System |WGGIEM Help  admin

i Packet Capture | Troubleshooting Logs

[ pre oo T

C Refiesh [| Capture Session | elete Al Sessions

No Session available

2. 3"\"'(0)/\"V DTL—AVB—TIAATNTY hN2F ¥ 7Fv335(CEF. RAYTED
> 1) A NTCapture On%Z3&IRL., 77U —> 3>, AllBackplane Ports® JEIZ#EIRL £9
o TllE, BEONYIOTL—2AVBZ—TIAARAZERLET, cOFE, NV I TL—



A4 >R —7 I A AEthernet1/9& Ethernet1/10A"ERATE Ed, v a>&xZAHhL.,
Saveand RunZ2 2 UYL THF¥T7Fv&2T7IT147IZLET,

Owverview Interfaces Logical Devices Security Engine Platform Settings
Select an instanoe: fredl e =y ==
| frdl | Session Name™ eapl I
Selected Interfaces Mo
Buffer Size 56 MB -
Ethemet1/2
Snap kength: 1518 Eytes
Store Packets EEEE o
Caphurs On M Ea ey B
fid
Ethematl/3 Ethernetl/9
Capture Fiter |
Ethernet1/10
Al Backplane Ports
Ethemetl/1

NYDTL—=—AVBR—TIAATNTY RN EYTFYZRETSICIE. FXOSCLITXDFIE%R
EITLET,

1. 7705—>3> 02147 IDEBBILET,

<#root>
firepower#

SCcope ssa

firepower /ssa#

show app-i nstance

App Name  Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. F Y T7FvEvIavEERLET,

<#root>
firepower#

scope packet-capture



firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/9

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/10

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

AL
FCM ( &%47H )

Interface NameZ #&82 L . Operational StatusFupTdH % _ &, File Size ( /N1 NEAL ) AEML
TWBLzRLET,



Overview Interfaces Loglcal Devices Security Engine Platform Sattings System Tools Help admin

o
& Refresh Capiure Sesson Delete A Sessions
- u capl Drop Count: 0 Buffer Size: 256 MB Snap Length: 1518 Bytes
Interface Name Filter Fibe Size (in bytes) File Hame Device Mame
Ethernet1/10 Nare 194352 capl-ethernet-1-10-0.pcap fed1 &
Ethamat1/a Nans 286358 capl-athamat- 1-9-0.pcap frd1 &,
FXOS®DCLI

scope packet-capture CF¥ ¥ 7 F ¥ DFMERERL £,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 10



Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-10-0. pcap

Pcapsi ze: 1017424 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 9

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-9-0.pcap

Pcapsi ze: 1557432 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

FYTFYITTFAILORE

"Firepower 4100/9300AZBAA Y FEX Y T F ¥ 77 AIOWRE, U3V OFIEEETLET

o

J77ANBHOF YT Fv

NTYRFYTFYI7AIN)—BF—=F7V5—>a> &2EALT, F¥YTFyY 771 2HE
F9, BERONYIT LAV B—TIAANHDHE . ENVITL—2A032—T 14
ADIRNTCOF Y TFY I 74N ESTHVTILKEETY, COFE. NTYNINYOITL—2
4> 32—7 I 4 AEthernet1/9THF ¥ JFyv&EhExd,

RNE2BBONT Y hZEBIRL, F—RA NZHRELET,

1. FICMPITO—EXRN\NT Y M F YT F v EhQERRENET,
2. TTDOINTY MAY A —IZIFVLANZ I FVWTVWER A
3. AZAALY Flk, HHA>X—7T I A AEthernet1/3% BT 2EBMNDKR— NVLANZ Y



1032 AL ET,
4. NEBARA Y Tk, BIMOYNZTZ2BALET,

o T Seuree Desmeatnn Pratacel
= 1 2033-97-14 F0:209:36.513834256 192.8.7.189 198.51.188. 182 ICHP
2 1033-97-14 F0:29:36.513857280 102.8.7.109 198.51. 100, 188 IcHe

idegxdoal, seq=15/3848, ttl=64 (no response found!)
ide0x0091, seq=15/3840, ttlesa (reply in 3)

3 2022-07-14 20:29:36.514117304  108.51.100.180 192.9.2.100 ICHe y  id=0xe081, seqe15/3848, ttle=6d4 (request in 2)
4 2002-07-14 20:20:36.514119312  108.51.100.180 192.9.2.100 (0] 108 exccle (52268) 64 Echo (ping) reply  id=@x8ed1, seq=15/3848, ttle6d
5 2002-07-14 20:20:37.537723822 192.0.2.180  198.51.100.108 (0] 108 0x5300 (23040 64 Echo (ping) request ide@x@®dl, seq=16/4006, ttlesd (no response found|)
6 2002-07-14 20:20:37.537726588 102.0.2.180  198,51.100.100 IcHe 108 0x5300 (23040 64 Echo (ping) request id=0x00d1, seq=16/4006, ttl=64 (reply in 7)
7 2022-07-14 20:20:37.538046165  198.51.100.180 192.0.2.100 (4] 108 oxcedh (52379) 64 Echo (ping) reply  ide0x0edl, seqe=16/4096, ttls64 (reguest in 6)
8 2022-07-14 20:20:37.538048311  198.51.100.180 192.0.2.100 (4] 108 oxceoh (52379) 64 Echo (ping) reply  ide0xoodl, seqe16 4096, ttlstd
9 2022-07-14 20:20:38.561776064 192.0.2.100  198.51.100.100 (] 108 oxsab7 (23223) 64 Echo (ping) request ide0weodl, seqs17/4352, ttlsta (no response found!)
10 2022-07-14 20:20:38.561778310  192.0.2.100  198.51.100.100 1cHe 108 oxnsab7 (23223) 64 Echo (ping) request ide0w@odl, seqs17/4352, ttlssa (reply in 11)
11 2022-07-14 20:20:38.562048288  198.51.100.100 192.9.2.100 1cHe 108 Oxcccd (52420) 64 Echo (ping) reply  ide0wdl, seq=17/4352, ttls6a (request in 1@)
12 3022-87-14 20:20:38.562050333  198.51.100.100 192.9.2.100 1cHe 108 Bcccd (52420) 64 Echo (ping) reply  ide@wo091, seqs=17/4352, ttlssa
13 7022-87-14 20:120:39.585677843  192.0.2.108  198.51.100.100 ICHe 108 oushas (23366) 64 Echo (ping) request id=oxo081, seq=18/4602, ttl=64 (no response found!)
14 2022-07-14 20:20:39.585678455 ICHP 108 BxShaE (23366) 64 Echo (ping) request id-ewemdl, seq=18/8603, ttlssa (reply in 15)
15 2022-87-14 20:29:39.585036554 ICHP 108 excdad (52621) 64 Echo (ping) reply  id-0x8e81, seq-18/4608, ttlesa (request in 14)
16 2022-87-14 20:28:39.585037900 (] 108 excdad (52621) 64 Echo (ping) reply  id-ox8e81, seq-18/4608, ttl-54
17 2022-67-14 20:20:40.600804804 102.0.2.100  108.51.100.190 (2] 108 axshib (23419) 64 Echo (ping) request id-0x8e81, seq-10/4B64, ttle64 (no response found!)
18 2022-07-14 20:20:40.600807618 102.0.2.100  198.51.100.190 IcHe 108 axsbib (23419) 64 Echo (ping) request id-0x0001, seq-10/4B64, ttle-64 (reply in 19)
16 2022-07-14 20:20:40.618170685 108.51.100.100 192.0.2.100 IcHe 108 oxcdaf (52623) 64 Echo (ping) reply  1d-0x0001, seq-19/4B64, ttle64 (request in 18)
20 2022-07-14 20:20:40.610181944 198,51, 100,180 192.0.2.100 (] 108 oxcdaf (52623) 64 Echo (ping) reply  id-0xo6d1, seq=19/4864, ttl=54
21 2022-07-14 20:20:41.633805153  192.0.2.180  198,51.180.190 (] 108 oxShle (23422) 64 Echo (ping) request id-oxoedl, seq=20/5120, ttle64 (no response foundl)
22 2022-07-14 20:20:41.633806957  192.0.2.100  198.51.100.100 IcHe 108 oxshie (23422) 64 Echo (ping) request ide0x@odl, seq=20/5120, ttl=d (reply in 23)
23 2022-07-14 20:20:41.634084102  198.51.100.100 192.0.2.100 1cHe 108 oxcedn (52790) 64 Echo (ping) reply  ide0wodl, seq=20/5120, ttlsta (reguest in 22)
24 2022-07-14 20:20:41.634025368  198.51.100.100 192.9.2.100 1cHe 108 oxeedn (52790) 64 Echo (ping) reply  idegwo0dl, seq=20/5120, ttlssd
35 2022-07-14 20:20:43.657709898  192.0.2.100  198.51.100.100 1cHe 108 ewshfa (23536) 64 Echo (ping) request ideOwdl, seqs21/5376, ttlsta (no response found!)
36 2022-07-14 20:120:43.657711668  192.0.2.100  198.51.100.100 IcHe 108 owshfa (23538) 64 Echo (ping) request ideOw@mal, seqs=21/5376, ttlssa (reply in 27)
37 2022-07-14 20120:42.657980675  198.51.100.108 192.0.2.100 1cHe 108 Bucedn (52809 64 Echo (ping) reply  ids=owoo81, seq=21/5376, ttl=64 (request in 25)
28 2022-07-14 20:20:42.657981971  108.51.100.1080 102.9.2.100 ICHP 108 exceds (52809 &4 Echo (ping) reply  id-ewee@1, soq=21/5376, ttlssa
20 2022-67-14 20:20:43.681736607 102.0.2.100  198.51,100.100 IcHe 108 euscs? (23634) &4 Echo (ping) request id-exeedl, s0q-22/5632, ttle&a (no response found!)
» Framé 1: 108 bytes on wire (864 bits), 108 bytes captured (264 bits) on interface capture_ud 8, id @ o0 S0 56 9d e? 50 58 97 bd b0 I7 2d 89 26 0D BD R
» Ethernet 1T, Sfc: Cisco b5:77:3d (58:97:bd:bo:77:2d), Dst: Vware Sd:e7:50 (00:50:56:5d:67:58) 20 B3 51 00 00 67 08 @0 45 00 OF 54 50 00 40 ) vessges EasTYy
S 40 @1 f4 1c €0 00 02 64 €6 33 64 64 02 00 22 68 @ ---d 38 Th
= Dlrection: To Eridge 00 01 60 of 59 7a do 62 00 00 0D 09 b3 d7 B9 MR .-z oo
= Polnter: vif id 00 00 00 00 10 11 12 13 14 15 16 17 18 19 1a 1b Cremes smeenees
= Destinatioﬂ!-ﬂ 1c 1d le 1f 20 21 22 23 24 25 26 17 18 20 Za 1b - 01U SER ()%
2c 2d 2e 2f 30 31 32 33 34 35 36 37 §- /0123 4567
= Looped: Mo 4
= Reserved: @
= Wersion: @
= Source: 16

T
. = Priority: Best Effert (default) ()
« = DEL: Iﬂ!‘ligiblé
ces. OBOO 9110 9111 = ID: 183
Type: IPvd {0x6a00
Trternat Protocel Version 4, Src: 192.8.2.180, Dst: W

Internet Control Message Protocel

SEBLABBONT Y R EEBRL, F—RA M Z2RELET,

1. ZFICMPIO—RENFF Y 7 F YT h T 2ERTENET,

2. TDONTY MAY A —IZIEVLANZ I KTV TVEE A,

3. NIBARAAY Fik, HHA>Z—7T I A AEthernet1/2% BT 2EBIMDR—KNVLANZ Y
102Z/FALET,

4. AEAA Y Fi&, BIMOYNRT ZBALET,



™ Time Souren [re—— Tretaet Lesgth T P e
12022-07-14 20:20:36. 513054256 192.0.2.100 198.51. 100, 100 ICHP 188 an5090 (22928) 64 Eche (ping) request id-@w=oa01, seqe15/3840, ttl=64 (no response foundl)
s 2 2022-07-14 20:29:36.513857280  192.0.2.100  198.51.100.108 ICMP 108 & v i caguUest  ids@x00l, seqe15/3240, ttlsed (reply in 3)

H 3 2022-07-14 20:20:36.514117394  192.51.100.100 192.0.2.100 ICMP 108 1 (52268) (ping) reply idsonoool, seqe15/3240, ttlsed (request in 2)
4 2022-07-14 19:20:36.514119312  192.51.180.100 192.9.2.100 ICMP 108 (52268) 64 Echo (ping) reply id=gxp001, seq=15/3840, ttlsea
5 2022-07-14 20:29:37.537723822 192.8.2.104 198.51. 180, 160 ICMP 198 )] T4 ECho [ping) request id-wpeol, seq-16/4006, ttl-64 (no response found!)
6 2022-07-14 30:79:37.537726588  192.9.2.100  198.51.100.1060 1M 108 Bw5a00 (23840) 64 Echo (ping) request 1d-0x001, seq-16/4006, ttleed (reply in 7)
7 2022-07-14 20:20:37.51B046165 198,51.100.100 192.0.2,180 MR 108 @weesb (52379) 64 Echo (ping) reply  1d-0w(001, seq-16/4006, ttl-cs (request im &)
8 2022-07-14 30:30:37.538048311  198.51.160.100 192.6.2.1060 ICMP 108 dxeeab (52379) 64 Echo (ping) reply id=0n001, seq=16/4006, ttlsid
9 2022-07-14 20:20:30. 561776064  192.0.2.100 158.51.100. 160 ICMP 108 axsab? (23223) 64 Eche (ping) request id=0x0001, seqe17/4352, ttl=g4 (no response Foundl)
18 2022-07-14 20:20:38.561778310  192.0.2.100 198.51.100. 160 ICHP 108 axsab? (23223) 64 Echo (ping) request id=0xBo01, seqe=17/4352, ttlegd (reply in 11)
11 2022-07-14 20:20:38, 562048288  198.51.100.190 192.0.2.100 TCHE 108 @xcced (52428) 64 Echo {ping) reply  id-0wd00l, seq=17/4352, ttlefd (request in 1a)
12 2023-07-14 20:20:38. 562050333 198,51, 100,100 192.0.2.100 e 108 fxcccd (52428) 64 Echo (ping) reply  1d-0xB001, seq-17/4352, ttlegd
13 2023-07-14 20:20:39. 585677043 192.0.2.100  198.51.100.160 ICHP 168 ax5hd6 (23366) 64 Echo {ping) request id-0md001, seqe-18/46d9, ttlegd {no response foundl)
14 2022-07-14 20:39:39. 585672455 192.0.2.100 19851, 190, 168 ICHP pL] BxSbas (23366} 64 Echo {ping} request id-dx@801, seq-i8/4608, ttl=6d (reply in 15}
1% 2022-87-14 20:29:39.585936554  195.51.100.108 192.0.2.168 ICHP 188 axcdad (52621} &4 Echo {ping) reply idedmddo1, seqe18/a688, ttl-gd (request in 14)
16 2022-97-14 20:20:39.585037900  198.51.100.180 192.0.2.100 ICHP 188 axcdad (52621} 64 Echo (ping) reply ideg@oal, seqe18/4608, ttleca
17 2022-87-14 20:20:40, 609804804 192.9.2.100 198.51. 100, 109 ICHP 198 exsb7b (23429) 64 Echo {ping) request id-oxeeel, seq-19/4864, ttl-64 (no response Foundl}
18 2022-07-14 20:39:49, 609807618 192,9.2.104 198,51, 190, 1063 ICHP 128 sh7b (23419) 64 Eche (ping) request id-0xe0e1, seq-19/4864, ttl-64 (reply in 19)
19 2022-07-14 20:20:40, 610179685 198,51, 100,100 192.0, 2,100 ICHP 108 oxedaf (52623) 64 Eche (ping) reply 1d=gm001, seq=19/4864, ttl=64 (request in 18)
20 2022-07-14 20:20:40.610181944 198,51, 100,100 192.0. 2,108 ICHP 108 it (52623) 64 Echo (ping) reply idegmipe0l, seqe=19/4864, ttl=s
21 2022-07-14 20:20:41.633805153  192.9.2.109 158,51, 100, 160 ICHP 188 ansbre (23422) 64 Eche {ping) request id-9xedel, seq=20/5129, ttl=64 (no response found!)
22 022-07-14 20:20:41.633886997  192.9.2.109 198.51. 190, 180 ICHP 188 axsh7e (23422) 64 Echo (ping) request id-9xeee1, seq=20/512@, ttl=ea (reply in 23)
23 2922-07-14 20:29:41.634084102  198,.51.100.199 192.9.2.108 ICHP 108 @wce3s (52799) 64 Eche (ping) reply id-gxpoel, seq-20/5120, ttl-6d (request in 22)
24 2922-07-14 20:39:41,634085368 198,51, 100,100 192.0,7,100 ICHP 128 omee36 (52799) 64 Eche (ping) reply id-gmpdol, seq-20/5120, ttl-64
25 2022-07-14 20:20:42 . 657T0SE98  192.9.2.109 198,51, 199, 168 ICHP 108 axsbfe (23536) 64 Eche (ping) request id-0w@ge1, seq=21/5376, ttl=64 (no response foundl)
26 2022-07-14 20:20:42.657711668  192.9.2.100 198,51, 199, 168 ICHP 188 exsbfe (23536) G4 Eche (ping) request id=@xedol, seqs21/5376, ttl=64 (reply in 27)
27 W22-07-14 20:20:42 657980675  198.51.100.100 192.0.2.108 ICHP 188 axceds (52809) 64 Echo (ping) reply idedmde0l, seqezlfS3Te, ttlsed (request in 26)
28 2022-07-14 20:20:42.657981971  198.51.100.100 192.0.2.108 ICHP 188 axcedd (52809) 64 Echo (ping) reply idegneoal, seqe21/5376, ttlecd
19 0322-07-14 20:20:43.681736697 192.9.2.1090 198.51. 109, 160 ICHP 1088 @x5c52 (23634) 64 Echo (ping) request idsow@o9l, seqe22/5632, ttlesd (no response found!)

Frame 3: 108 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture ud 8, id @ 00 50 56 o €8 be 58 97 bd b9 77 O 89 26 0O B0 PV K- W&
Ethernet I, Src: Cisco ba:77:08e (58:97:bd:b9:77:0e), Dst: VMware Od:zed:be (00:50:56:9d:e8:be) o0 Ba BL BY 0O Gb 08 03 45 00 90 54 €C Zc 0O B0 f- E-:T-,
,W — 4B @1 cl B0 c6 33 64 64 0 00 92 64 00 OB 2a 68 @ 3dd d--*h

pirection: To Bridge B 01 BB OF B0 7a 0 62 90 00 00 80 b3 d7 69 B0 zb
Pofnter: wif id 00 00 00 00 10 11 12 13 14 15 16 17 18 1% 1a 1b
Destination: 8 1e 1d 2e 1f 20 21 22 23 24 2% 26 27 28 29 2a b I7m SXE" )"+
2c 3 Ze 2f 39 31 32 33 34 35 36 37 #=. 10123 4567
Looped: No 4
Reserved: @
version: @
Source: 1@
BOM:. 225sl ineh inns Prmrlly Best Effort [default) (@)
8 .urs vaev +e.. = DEI: Ineligible 3
. 000() 01108 9118 - ID: 182
Type: IPv4 (@x0800)
Intermet Protocel Version 4, Srei 198.51.100.100, Dst: 192.0.2.180
Internet Control Messige Protocol

57X

NYDTL—=—AVB=TIALAAODNTY RFYTFYHFREECIhDE, AMYFREENTY N
Z2EIORIKICF Y T7FYLET, cOBE. ABAS Y FiE, R—BMVLANZ T EVNZR T %1%
D2EFIAIVFTFAEDI-INLEOT )T —23 & 2TITTICRITIFFENTVWBINTY N
FELET, VLANZTE, AEP ¥ — DY RND—DIZNNTY NEEETDEHICHERTS
O EZ—T7 I A RAZHBAILET, ICMPTIO—ER/N\7T Y NAOVLANZ Z103(&
Ethernet1/3ZH WA X —7 TAARELTHEBIL, ICMPTOI—RENT Y NAOVLANR T
102l&Ethernet122H A > XA —T IA AELTEREAMLET. RBAAY FiE. NTY MHI X
RO—=DICEEENDEIIC, NRTEREA 2 BZ—T T4 ADVLANR T ZHIBRL £,

BATVDENEZRDRIZRLET,

FYT |FYTFrvEnL
RAY FyR|NTY NOREPAR |FEl |FYTFyveanih>7499
14> bk~ |—BMVLAN

Xy KA R192.0.2.1004 SR A N
Ny 5T s f S Bl L 198.51.100.100A ®ICMPT 1 — &

102
TIARTONTY NED 4> ABD

YTFYORELHER (X7 103 R Z N 198.51.100.1004 5 AR Z ~
IAA 192.0.2.100A DICMP T J— 52

%




T70Tr—=23> 8RBT 7VT—>32R—RTONTY RFYTF ¥

TF7Vr—>23> F k@770 5—23 R—MNONTYRFYTIF ik, BNV OTL—2
AVB—=TIAATHREEN, I—YHFT77)5r—>30F vy FrORaZEETZE. A
AVBR—TIAATEREETNET,

FIZ2ODERBINBHY) EFT,

s BEOHHEHA VE—TIAADNSEREChBINTYRNONTY NFY¥TFv2NYOTL—
JAVE—TIALAATRELET, L&A, 12X —7 T 1 AEthernet12h SiEfEE h
BNTYRNONTY NFYTFvyH2NY DT L—242R—7T I 4 AEthernet1/9TEREL
£7,

s BEORHEHA VRER—TIARENY VT L—2AVBZ—TIAATRBENTY RF¥TF ¥
BRELET, A, 12 —7 I 4 AEthermet12h5HZ/NTY MCHLT, 412
X—7 T A AEthernet12&/NY U7 L—>4 >R —7 I 4 AEthernet1/9TRIK/NT Y NF
Y7FvEBELET,

OtV a>TR, MAOEABICOVTHALET,
RAT A1

NYDOTL—=—AVBR—=—TIAATONTY RF YT F Y ORELHERIZIE, FCMECLIZEH
LET. 77U —> 32 R—KNEthenet12HA B HA 2 BZ—T I A AELTHBIEhTVWBNYT
YRAFYTFrEhET, COBE. ICMPREN Y T7FyEahEd,

NROD, XTY R70—, BRTFYTFrYRA2B

Chassis
i Internal Switch Security Module
FTD/ASA

Port VLAN 102

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

Y

Av74F1L—33y
FCM ( %78 )

FIDZ7 7’V —23a> 8k T7 7)o —> 32 R— RNEthernet12TNT Y RFY T F v 2R ET
3IC k. FCMTXDOFIEZETLET,

1. Tools > Packet Capture > Capture Session® JEIZERL T, HILLWF Y T7Fr v arz



Overview Interfaces Logical Devices Security Engine Platform Settings Help admin

System
Packet Capture

Troubleshooting Logs

[Coriresesion

€ Refresh Delete Al SessiONs

Mo Session available

2. Application Port ROAY &0 U ARNTTF 7 ) r—=< 3 2 Ethernet1/2&#IR L. Application
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<#root>
firepower#

SCcope ssa

firepower /ssa#

show app-i nstance

App Name  Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No



2.F¥TFrEYIIVEERLET,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create app-port 1 112 Ethernetl/2 ftd

firepower /packet-capture/session/app-port* #

set app-identifier ftdl

firepower /packet-capture/session/app-port* #

set filter ""

firepower /packet-capture/session/app-port* #

set subinterface 0

firepower /packet-capture/session/app-port* #

up

firepower /packet-capture/session* #
commi t

firepower /packet-capture/session #
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& Refresh Capture Session Delete Al Sessicns

u capl Drop Count: 0 Operational Stato: up Butfer Size: 256 MB snap Length: 1518 Bytes

Filtar Fila Sizes (in bytes) File Mame Bavice Namwe

hions 576 capi-wethamat- 1175.peap fedi

ok 4360 capl-wetharmat- 1036.pEap frd1

FXOS?OCLI

scope packet-capture TF¥ ¥ 7' F ¥ OF MR L T,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0

Application ports involved in Packet Capture:

Slot 1d: 1

Li nk Nanme: 112

Port Nane: Ethernetl/2



App Name: ftd
Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:

Nane: vnicl

Eq Slot 1d: 1

Eq Port 1d: 9

Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1036. pcap

Pcapsi ze: 53640 bytes

VI an: 102

Filter:

Nane: vnic2

Eq Slot 1d: 1

Eq Port 1d: 10

Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1175. pcap

Pcapsi ze: 1824 bytes

VI an: 102

Filter:

FYTFYITTFAILORE
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™ T Sewroe Desraton Prateosl [ FE Y
12022-08-01 10:03:22,231237959  198,51.100.100  192.0.2.160 1cHp 108 1 exazf8 (17144) 64 Echo (ping) reply | id=oxp012, seqs1/256, ttls=sd
2 2022-08-01 10:03:22.231239747  198.51.100.100  192.0.2.108 oM 108 axazfE | 64 Echo (ping) reply | ideox@012, seqel/256, ttls=es
3 7022-08-01 23232244769 198.51.100.100  192.9.2.100 M 108 ideox012, seqe2/512, ttl=sd
4 2022-98-01 23.232247753  198.51.100.180  192.9.2.109 e 108 exa3b3 (17331) 64 Echo (ping) reply  id=ex@0l2, seq-2/512, ttl=64
5 2022-98-01 24,230703981  198.51.100.180  192.9.2.109 e 108 exaase (17502) 64 Echo (ping) reply  id-ex@@l2, seq-3/768, ttl=6d
6 2022-98-01 24,230706751  198,51,100.180  192.9.2.109 cHe 108 exadse (17502) 64 Echo (ping) reply  id-x@@l2, seq-3/768, ttle6d
7 2022-08-01 10:03:25.258672449  198.51.100.100 192.0.2.100 ICHP 106 PRA464 (17508) 64 Echo (ping) reply  id-gx@@lz, seq-4/1824, ttl-64
6 2022-08-01 10:03:25,258674861 198.51,100.100 192.9.2.100 cHe 108 oxad6a (17508) 64 Echo (ping) reply  id-0xee12, seq-4/1024, ttl-64
9 I022-06-01 26,282663169  198.51,100.100  192.9.2.109 ICHe 108 oxddcd (1F603) 64 Echo (ping) reply id=m@012, seq-5/1280, ttl-64
18 2022-08-01 26,282666183  198.51,109.100  192.8.2.100 IcHe 108 fxaacy (17603) 64 Echo (ping) reply id=ixppl2, seqe5/1280, ttl-64
11 022- 1 27,306671694 198,51, 109,100 192.8.2.100 IcHe 108 axddeT (17639) 64 Echo (ping) reply id=ixdpl2, seqe6/1536, ttl-64
12 2022- 1 19:83;27. 306674378 198,51, 109,180  192.0.2.100 fia, 18 axddeT (17639) 64 Echo (ping) reply ideixdpl2, seqe6/1536, ttl=64
13 2022~ 1 19:93:28,33664677 198,51, 109180  192.0.2.100 e, 108 Bx4A558 (177a4) 64 Echo (ping) reply id=0xD012, seq=7/1792, ttl=64
14 2022 1 10:03:28,.330667153  198.51,100.100  192.9.2.100 IcHe 108 Bx4558 (17744) 64 Echo (ping) reply  id=ox012, seqs7/1792, ttlstd
15 2022-08-81 10:03:29.354795931 198,51, 100.100  192.0.2.100 oM 108 Bx4553 (17747) 64 Echo (ping) reply  ideox@012, sequs/2048, ttlstd

16 2022-08-81

129.354936706  198.51.100.100  192.9.2.100 oM 108 axass3 (17747) 64 Echo (ping) reply  ideox@012, sequs/2048, ttlstd

17 2022-08-81 30.378795204  198.51.100.100 192.0.2.169 cHe 108 BxASAT (17815) 64 Echo (ping) reply idepxpB12, Seqe9 /2304,
16 2022-96-01 10:03:30.378796172 198.51.100.100 192.0.2.109 cHe 108 Bxa5a7 (17815) &4 Echo (ping) reply idepxDB12, seqe9/2304, ttlega
19 2022-96-01 10:03:31.402772217 198.51.100.100 192.0.2.189 cHe 108 Bxa6Ta (18042) &4 Echo (ping) reply idepx@@1?, seqelp/2560, ttlecd

0 7922-88-01 19 31.402774775 198.51.108.180 192.9.2.100 e 188 exa67a (18842) 64 Echo (ping) reply idexd@12, seqe10/2560, ttlesa
71 2022-05-01 19! 32.426693254 198.51.100.100 192.0.2.189 ICHP 106 fxd6aa (18058) 64 Echo (ping) reply idetup@l?, seqel11/2816, ttlesd
22 1022-08-01 10:03:32.4266956091 198.51.100.100 192.9.2.100 ICHP 108 oxd6Ra (18058) 64 Echo (ping) reply  id-expel2, seqe11/2816, ttle6a

Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ud 8, id o 90 50 56 o of bo 58 97 bd b9 FT Ge B0 26 @A 0@ PV - X oW B
Ethernet II, Src: Cisco bOi77:0e (SB:97:bd:bo:77:0e), Dst: VMware SdieBibe (00:50:56:9d:e8:be) 90 0a 81 OO 0D 65 03 00 45 00 00 54 42 8 0D 0O F- E-TEB
48 01 43 b5 c6 33 64 64 CO 00 02 64 BO B 0D 04 @ 0--3dd ---d
= pirection: To Bridge 00 12 0B 01 dd a4 07 62 B0 00 00 00 &3 Bd 09 0 b
. = polnter: vif fd 00 00 89 89 19 11 12 13 14 15 16 17 18 19 1a 1b
S ey 1c 1d 1e 1f 20 21 22 23 24 25 36 27 28 29 2a b "8 $X&°()"+
e =S 0n 2¢ 2d 2e 2f 30 31 32 33 34 35 36 37 pofO223 4567

. = Locped: W
- = Reserved: 8
=+ = Wersion: @
shana © eeas e..- 00D 00D 1018 = Source: 19
Type: 802,10 Virtual LAN (ex@10a)
892,10 Virtual LAN, PRI: @, DEI: @, ID: 10
L = Priority: pest Effort (default) (@)
var snas = DED: Imeligible 3
" 0908 9118 9118 = I 192
Type: IPvd {0x0a00)
Internet Protocol Version 4, Srci 198.51.100,100, 05L: 192.0.2.100
Internet Control Message Protocol 2
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1. 770 5—>3> 02147 IDEEBBILET,

<#root>
firepower#

SCcope ssa

firepower /ssa#

show app-i nstance

App Name  Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No



2.F v IFrv YA EERLET,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port ethl/2

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #

create app-port 1 linkl2 Ethernetl/2 ftd

firepower /packet-capture/session/app-port* #

set app-identifier ftdl

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #
commi t

firepower /packet-capture/session # conmmt

FCM ( %%&)

Interface NameZ #&82 L . Operational StatusFupTdH % _ &, File Size ( /N1 NEAL ) AEML
TWB e Zz®RALET,



File Mame Device Rame

Bulfer Size: 356 M0 Snap Lomgth: 1510 Bytes

FXOSMOCLI

scope packet-capture TF¥ ¥ 7 F ¥ DFMEREREL T T,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nanme: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot 1d: 1

Port 1d: 2

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap



Pcapsi ze: 410444 Dbytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Application ports involved in Packet Capture:

Slot Id: 1

Li nk Nanme: |inkl12

Port Nane: Ethernetl/2

App Nare: ftd

Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:
Name: vnicl

Eq Slot 1d: 1

Eq Port 1d: 9

Pcapfil e: /workspace/ packet-capt ure/session-1/capl-vethernet-1036. pcap

Pcapsi ze: 128400 bytes

VI an: 102

Filter:

Name: vnic2

Eq Slot 1d: 1



Eq Port 1d: 10

Pcapfil e: /workspace/ packet-capture/session-1/capl-vethernet-1175. pcap

Pcapsi ze: 2656 bytes

VI an: 102

Filter:
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Mo, T Sorce Cestnaton Frotocol F F piy
© 132022-98-81 11:33:19.070693081  192.8.3.100 198.51.180.100 10WF axceis (49161) 64 Echo (ping) request] id=ox®013, seq=1/236, ttle6d (no response Found!)

2 3023-88-81 11:33:19.070695347  192.8.2.100 198.51.189. 108 TCM Bxcods (49161) 64 Echo (ping) request] id=ex@d13, seqs1/256, ttlstd (no response found!)

3 2022-988-81 11:33:19.871217121 192.8.1.100 198.51.180. 108 TCM AUTE EXECHG (PIng 0 ide@x@o13, seqe1/256, ttlséa (no response found!)

A4 3033-98-81 11:33:19.871218458 192.8.2.100 198.51.189. 108 TCM 162 Bxcods (19161) 64 Echo (ping) request id=ex@d13, seqs1/256, ttls6d (no response found!)

5 2022-88-81 11:33:20.872036625 191.8.2.100 198.51.186. 108 IcHr 188 BxcBae (49326) 61 Echo (ping) request idsPw@d13, seqe2f512, ttlesd (no response found!)

6 20320881 11:33:20.072038399 192.8.2.108 198.51.188. 188 pie, 192 Bxclae (49326) &4 Echo (ping) request id-8x@e13, seq=2/512, ttl=64 (no response Found!)

7 2023-88-81 192.8.2.100 198.51.168. 108 ToMP 198 Bxc167 (49511) 64 Echo (ping) request id-8x@913, seqs3/768, ttls64 (no response found!)

B 2022-08-01 192.8.2.108 198.51.100. 108 ple 192 Bxcl67 (40511) 64 Echo (ping) request id-Pwdo13, seqe3/768, ttl=64 (no response found!)

0 2022-08-01 11:33:22.074576648  192.08.2.100 198.51.100, 108 ple 198 Bxcl?S (40525) 64 Echo (ping) request id-fwdd13, seqed/1024, ttlesd (no response found|)
10 2022-08-01 11:33:22.074578010  192.8.2.100 198.51.100, 108 ple, 192 @xci?s (40525) &4 Echo (ping) request id-0w@d13, seqe=4/1024, ttl=sa (no response foundl)
11 2022-08-01 11:33:23,075779089  192.0.2.100 198.51.100, 103 e, 1908 BxcINE (40672]) 64 Echo (ping) request id-0wdod3, seqe5/1280, ttle6d (no response found|)
12 2022-08-91 11:33:23,07578151%  192.9.2.100 198.51.100, 103 e, 192 BxcINE (40672) 64 Echo (ping) request id-gwdodd, seqe5/1280, ttle6d (no response found|)
13 2022-08-91 11:33:24,.081839490  192.9.2.100 198.51.100, 108 e, 108 Bxc211 (40681) 64 Echo (ping) request id-0w®d13, seqe6/1536, ttles4 (no respense foundl)
14 2022-08-91 11:33:24,.081841386  192.0.2.100 198.51.100, 108 e, 192 Bxc211 (40681) 64 Echo (ping) request {d-0w®d13, seqe6/1536, ttle4 (no respense foundl)
15 2022-08-01 11:33:25,105806249  192.0.2.100 198.51.100. 108 e, 198 Bxcded (40800) 64 Echo (ping) request ide-0wdddl, seqe?/1792, ttleéd (no response found!)
16 2022-08-01 11:33:25, 105807895  192.0.2.100 198.51.100. 108 e, 102 Dxc2el (49899) 64 Echo (ping) request Id-ox13, seqe?f1792, ttl=é4 (no response foundl)
17 2022-08-01 11:33:26.129836278  192.0.2.100 198.51.100. 100 TCMe 108 Oxcabd (S100) 64 Echo (ping) request id=oxdd13, seqsE/2048, ttlskd (no response found!)
18 2022-08-01 11:33:26.129839114  192.0.2.100 198.51.100. 100 TCM 102 Oxeabd (S100) 64 Echo (ping) request id=ond013, seqsE/2048, ttlsed (no response found!)
15 2022-08-01 11:33:27.153829653  192.0.2.100 198.51.100. 100 1o 108 OxeaTe (S0204) 64 Echo (ping) request id=oxe13, seqso/2304, ttlsed (ne response found!)
20 2022-08-01 11:33:37.153830201  192.0.2.100 198.51.180. 108 oM 1602 Oxears (S0204) 64 Echo (ping) request id=ox@d13, seqs9/2384, ttlséa (no response found!)
21 2022-08-01 11:33:28.177247175  192.0.2.100 198.51.100. 108 TCM 108 BXES16 (454 64 Echo (ping) request idsox@013, seqe10/2%68, ttl=64 (no response found!)
22 3022-08-01 11:33:28.177849075  192.0.2.100 198.51.100. 108 oM 162 BxE516 (Sa454) 64 Echo (ping) request idsox@013, seq=10/2568, ttl=64 (no response found!)
23 3022-08-01 11:33:29.301804760 192.0.2.100 198.51.100. 188 oM 1908 Bxc578 (50552) 64 Echo (ping) request id=0xe013, seq=11/2816, ttl=6a (no response found!)
24 2022-08-21 11:33:29.2018064838  192.0.2.100 198.51.100.100 TCM 102 Bxcs7E (50552) 64 Echo (ping) request id-Bwdd13, seqs11/2816, ttls6a (no response found))
25 2922-98-91 11:33:30.225834765 192.0.2.100 198.51.180. 108 ple, 192 BucERS (S056%5) 64 Echo (ping) request idePwdal3, seqs12/3872, ttl=&d (no response found!)
26 1032-08-81 11:33:30.225836835 192.8.2.100 198.51.180. 108 ple 192 BxcERS (50565 64 Echo (ping) request id-ewddl3, seqe12/3872, ttl=&d (po response found!)
27 1022-08-81 11:33 2498780955 192.8.2.108 198.51.100. 108 ple, 198 BxcE18 (58712) 64 Echo (ping) request id-Bwdd13, seqs13/3328, ttl=6d (no response found!)
28 2022-08-81 11:33:31,240831121  192.8.2.100 198.51.100, 108 ple, 192 xcE18 (50712) 64 Echo (ping) request id-Swdd13, seqe13/3328, ttle=6d (no response found!)
20 2022-08-01 11:33:32.273867060 192.0.2.100 198.51.100, 108 ple 198 oxceaf (50767) 64 Echo (ping) request id-8wdd13, seqe14/3584, ttle=6d (no response foundl)

» Frame 1: 108 bytes on wire {864 bih}. me hytes uptured (864 bits) on interface capture wd 1, id @ 5 97 bd bD 77 de 00 50 56 9d ed be &9 26 80 Ga

» gt 11, 5res Vil Dsti Cisco boi77:oe (58:97:bd:bd:770e) B1 00 00 66 0F 00 45 00 B0 54 <O 09 40 0O
o VN-Tag B a3 cO 00 02 64 (6 13 64 64 04 Q0 Bd T
i ia i Birection: From Bridge 00 01 £2 b9 e7 62 00 00 00 0O cb IF 06 00
Pointer: vif id 00 B9 10 11 12 13 14 15 16 17 18 19 1a 1b
g e le 1f 20 21 22 23 24 25 26 27 28 29 2a b
..80 2000 2000 1010 pestinat
Coicsli i 4 e 2f 30 31 33 33 34 35 36 37
Reserved: @
version: @
Source: @

1 LAN, PRI: @, DEI: @, ID: 182

. = Priority: Best Effort (default) (o)

. = DEL: Ineligible 3
o DROD 9110 9110 = I0: 102

__Lipei IPys (0x9500)

Internet Protocel version 4, Sroi 192.9.2.100, Dst: 198.51.100.100
Internet Control Message Protocol 2

2§E a)/\ob-‘y I\Eigﬁll\ :\:_71‘0’(\/ I\EEEWu\bij-o

1. ICMPITO—ERNT Y NEFFFEYTFryEahExd, F/N7 Y NF2EREBE N TRERES
9,

2. TDOINT Y MAY A —ICEVLANZ IV TOVEE A,

3. APARAASY FE. AHA>Z—T7 I A AEthernet12%:& 513 2 EBIMOAR— KNVLANZR Y
102%EALET,

™ = Seurce [s—y Fromeal Linggh
12022-08-81 11:33:15.070603081  192.0.3.180 156, 51.100. 100 oM 168 ideBndBl3, seqe1/256, ttlegd (no response found!)
| 2 3832-08-81 11:33:19.870695347  192.8.2.180 158.51.188. 188 i g 122 i { { VL idegxd013, seq=1f256, ttl=£4 (no response foundl)
3 20822-68-81 11:33:19.871217121 158, 51.160. 158 oM 182 ping, ideBnd13, seqe1f256, ttlepd (no response found!)
4 2022-08-81 11:33:15.871218458 158, 51.160. 156 Tome 182 xcoes (49161) 64 Echo (ping) request id-BxBol3, seq=1/2%6, ttlesd (no response found!)
5 2022-68-81 182.8.2.186 158, 51.160. 186 1o 168 axcone (49336) 64 Echo (ping) request id-BxBol3, seqe2/512, ttlesa (no response found!)
& 20230881 182.6.2.186 158, 51.160. 186 1o 182 axcone (49326) 64 Echo (ping) request id-oxBol3, seqe=2/512, ttlesa (no response found!)
7 2022-08-01 182.0.2.180 158. 51,160,180 Temp 108 axe167 (49511) 64 Echo (ping) request id-0x0013, seq=3/768, ttlefa (no response found!)
2 2022-08-01 158. 51,100,180 1emp 102 Oxe167 (49511) 64 Echo (ping) request id-0x0013, seq=3/768, ttl-fa (no response found!)
9 2023-08-01 150, 51. 1046 . 106 Teme 168 Bxc1¥S (49525) 64 Echa (ping) roequest id=owddnl, seqe=a/1024, ttle=64 (no response foundl)
10 2022-08-81 158. 51,100,100 1M 102 0xc17S (49525) 64 Echo (ping) request Ld-0x0013, seq=a4/1024, ttle64 (no response found])
11 2022-08-01 158, 51. 104 . 108 ple, ] 168 OxC208 (49672) 64 Echa (ping) roquest ide-owdd1l, seqe5/1288, ttl=64 (no response foundl)
12 2022-08-01 1928, 2. 1840 158, 51. 104 . 108 ple, ] 1m2 OxC20E (49672) 64 Echa (pimg) requeest 1d-0w0013, seq=5/1280, ttl=64 (no response foundl)
13 2022-08-01 192.8. 2. 180 198, 51. 1040 . 188 ple, ] 168 Bxc211 (49681) 64 Echa (pimg) requeest 1d-0wB013, seq-6/1536, ttl=64 (no response foundl)
14 2922 08-01 192.8. 2. 180 198, 51. 184 . 180 ple, o 1m2 el (49681) 64 Echa (pimg) requeest 1d-0wB013, seq-6/1536, ttl=64 (no response foundl)
15 29220801 192.9.2. 180 198, 51. 184 . 180 ple, ] 18 Bwcdel (40B00) 64 Echa (ping) requeest 1d-0wd013, seq=7/1702, ttl-64 (no response foundl)
16 2932 08-01 198, 51. 104 . 180 ple, ] 12 @ucer (49500) 64 Echa (ping) request id-0wdd13, seq-7/1792, ttl-64 (no response foundl)
17 18320801 192.9.2.180 198, 51. 108 . 180 ple. o 108 @ucibd (50004) 64 Echo (ping) request id-0wdid3, seqe8/2048, ttle-64 (no response foundl)
18 18320891 192.9.2.188 198.51. 100 . 180 pe 12 @wc3bd (58008) 64 Echo (ping) request id-0wdid3, seqe8/2048, ttl-64 (no response foundl)
10 2022-08-81 11:33:27.153828653  192.9.2.100 198.51. 104 . 180 pie 1m8 BxcaTs (50294) 64 Echo (ping) roequest idegwded3, seqs0/238d, ttl64 (no response found!)
10 1832-88-01 11 '7.153830201  192.9.2.188 198.51.180 . 188 pie, a2 Bxcads (50294) &4 Echa (ping) request id-Pw@e13, seq-0/2384, ttl64 (no response found!)
21 2822-68-01 11 2.177847175 192.8.2.188 198.51.100 . 188 pie, 1o Bxc516 (58454) &4 Echa (ping) request id-@x@e13, seq=18/2568, ttl=ca (noc response Found!}
322 2022-68-61 11 2. 177849075 198.51.168. 188 1o 102 Bxc516 (58454) 64 Echo (ping) request id=ex@813, seq=18/2568, ttlssd (no response found!)
23 2022-08-01 5. PA1EBATER 198, 51.168. 188 1o 108 xCSIE (58552) 64 Echo (ping) request id=ex@813, seqs=11/2816, ttlssd (no response found!)
24 2022-08-81 11:33:39. 201806488 198, 51.100. 188 Tom 102 xCSIE (58552) 64 Echo (ping) request id=ex@13, seqs=11/2816, ttlssa (no response found!)
25 2022-08-01 0. 225834765 198, 51,160 160 Tomi 108 XC5AS (58565) 64 Echo (ping) request id=ex@13, seq=12/3872, ttlssa (no response found!)
26 2022-08-81 11 CRFETEIT S 198, 51,169 160 Tomi 102 OxC5ES (58565) 64 Echo (ping) request id=ex@913, seqs=12/3072, ttlssd (no response found!)
27 2022-08-01 11 1. 249828955 198, $1. 160100 1o 108 oxcB18 (58712) 64 Echo (ping) request id=oxpl3, seq=13/3138, ttlssd (no response Found!)
28 2022-08-01 11 1. 3249831171 192.9.2.100 198, 51,160 100 1o 102 oxcB18 (56712) 64 Echo (ping) request id=oxp13, seq=13/3338, ttl=sd (no response Found!)
20 2022-08-01 11:33:32.2738670960 102.0.2.100 198, 51,160 100 TomP 108 oxceaf (S0767) 64 Echo (ping) request ideRxo013, seqe14/3584, ttlsea (no response foundl)
<
> Frame 2: 182 bytes on wire (816 bits), 182 b,tes captur‘ed [315 bits) an interface capture ud 1, id @ 58 97 bd b9 77 Qe B0 50 56 Od ¢B be §1 00 00 66 X w PV ¥
i i i P77 {58:57:bd :b%: 77:0) B8 00 45 00 00 54 0 99 40 OO 40 01 Bd a3 D 0 E:To: @@
”“Q“".ﬂ“m‘mf 9.55[ 2, A @2 64 ¢6 33 64 64 08 00 Bd o 00 13 00 01 2 b9 -d 3dd.. |
= Priority: Best EFfort (default) () 87 62 80 60 00 00 cb IF 86 00 00 B0 00 00 10 11 b
= BEL: Eneligible 3 12 13 14 15 16 17 18 19 12 1b 1c 1d 1e 1f 20 21 Searansr as=sry L
. G000 8110 0110 = ID: 103 23 33 3425 36 3T 2B 29 2a 2b 3 3 de 3f 30 3L "EEXET() "s,-.f01
32 33 34035 36 37 234567

TP [ BB
Internst Protocol Version 4, Srci 192.0.2.108, Dst: 198.51. 100,108
Internst Control Message Protocol 2

AR —T I A AEthemet1/ONF Y T7F Y774\ %2HME. BHNE2BFBBO/NTY N &BIRL T
=\=—7.|'\°’f I\Eﬁﬁwu\bi?o




1. #ICMPIO

— BN F YT FYENTQ2ERTENET,

2. TDONTY MAY A —IZRVLANZ T ARV TVEE A,

B.AFLAAYFIE., BHA>X—7 I A AEthernet1/2% & 51T 2EBIMDKR—

10228 ALET,
4

AR Y FiE, EMOVNRT Z2BALET,

NVLANZ 4

™ T

1 2022-08-91 11:33:19.071512608

—

198,51, 100, 100

[—

192.0.2.100

2 3022- 19071514882  198,51.180.100  192.9.2.100
3 2022- 20, QT26F7 302 5 .
4 2002 20,072679304

5 2022- 21873913648
6 2022-88- 3521873915699
7 2022-98-01 11:33:22.975239381

B 2022-85-91 3:22.875241491
9 20228581 23076847152
18 20228581 23076849303
11 2022~ & . DE24DTEIE

12 2022~
13 2022~
14 2022-86-91
15 2022-06-91
16 2022-08-01
17 1022-08-91
18 3022-08-01
19 2022-08-01
20 2022-08-01
21 2002-08-01
22 2002-08-01
23 2002-08-01
24 2032-08-91
25 2022-98-91
26 2022-88-91

082410099
L 1B6362424
~1B63E4549
13437851
L1305 20
154398212
154480198
«1TBABIBES
178471810
BeTFECLETE]
. 202358067
226368735
226401017 193.51.109.100 192
25037808 193.51.109.100 192
250389971  198.51.109.100 192,
27 2022-08-01 274416011  193.51.109.100 192
3B 2023-88-01 (274418335 193.51.180.188 197
9 3022-88-91 11:33:33.358307657 198.51.180.100 19%.

2108

Ethernet Sre: Chsco b9:77:0e (S

pirection: To Bridge
pointer: wif_id
pestination: @
Looped: Mo

Reserved: @

. = Version: @

sras ss.. DDDO 0DRA 1010 = Source: 18

Fretsest

ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
IcHP
IcHp
IcHP
ICHP
ICHP
ICHP
ICHP
ICHP

aa; 10 uwtua1 LAN_ (x5100)
59: |Q \r:r:ua LAN, PRI: @, DEI: @, ID: 192
o) = Priority: Best Effort {(default) (@)

ar svae = DEIZ Ineligible
] 8110 e11e = ID: 192

Internet Protocol Version 4, Src: 198.51.100.100, Dst:
Internet Control Message Protocol

PITL s

7 (20263)
oxaf2r (20263)

dxaffl (20475)
axsoac (20652)
exsoac (20652)
exsle (20798)
exs1e (20798)
Bx51c9 (20937)
ex51c9 (28937)
ex526e (21134)
ex528e (21134)
xszaf (21167)
oxs2af (21167)
Px53@6 (21414)
Px53a6 (21414)
Px5446 (21574)
Bx5446 (21574)
Bx5403 (21651)
Bx5403 (21651)
ox5afa (21748)
axsafa (21748)
@556 (21798)
@556 (21798)
axssf2 (22002)
axssf2 (22002)
BxS660 (22112)
Bx5E60 (22112)
axSEeT (22247)

Frame 1: 188 bytes on wire (864 bits), 108 bytes captured (864 bits) om interface capture ud 8, id @
bl D3t: VMware 9diedibe (09:50:56:9d:e8:be)

64 Echo (ping) reply
64 Echo (ping) reply

id=cild, seq=1/256, ttl-64
id=deci01d, seq=1/256, ttl=64
id=Dicd01d, seq=2/512, ttl=é4
Qd=fcil3, seqe=2/512, ttl=é4
ide=@cd0l3, seqe3 o8, ttleod
ide=@cidel3, seqe3/7e8, ttlesq
id=@xoe13, seq=4/1024, ttl=c4
id=axge13, seq=4/1024, ttl=c4

64 Echo (ping) reply
64 Echo (ping) reply
€4 Echo (ping) reply
€4 Echo (ping) reply
64 Echo (ping) reply

64 Echo (ping) reply  ids@wd@13, seqe5 1280, ttl=ea
64 Echo (ping) reply  ids@wd013, seqe5 1280, ttlssa
64 Echo (ping) reply  id=@wd013, s0ge6/1536, ttle6a

64 Echo (ping) reply  ide@xe@13, s0qe6/1536, ttlecd
64 Echo (ping) reply ide@oi913, seqeF 1792, ttlecd
64 Echo (ping) reply ideioddl3, seqe7 1792, ttlecd

64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) reply
64 Echo (ping) reply

ideiod9l3, seqeR 1048, ttlecd
ideinodl3, seqeR/I0d8, ttlecd
ideieild, seqeo/iied, ttlesd
ide=@od013, seq=9/2304, ttl=64
ide@ed13, seqeld/2560, trl=64
idee001d, seqe10/2560, ttl=a
ide@ed013, seqell/2816, ttl=sa
ide@edall, soqell/2816, ttlsfs
ide0x0013, seqel2/3072, ttl=6s

&4 Echo (ping) reply id=0u0013, seqel2/3072, ttl=6s
64 Echo (ping) reply id=0u0013, seqe13/3328, ttl=6s
&4 Echo (ping) reply id=@x0013, seq=13/3328, ttl=64
&4 Echo (ping) roply id=@oa13, seqe=14/35 ttlsga
&4 Echo (ping) reply idegcdd13, seq=14/3584, ttl=64
64 Echo (ping) reply  ide@xddl3, seqe15/3848, ttlesd

50 56 9d 8 be 58 97 bd bp 77 9e
Ba B1 OB 00 566 OB 09 45 OO O 54
@1 3¢ B6 ¢6 33 64 64 oD BD 02 64
13 00 01 £2 b9 o7 62 0 2

00 00 00 10 11 12 13 14 15 16 17
1d le 1f 20 21 22 23 34 25 26 27
2d 2¢ 2F 30 31 32 33 34 35 36 37

RREEEES

89 26 B0 B9 "X w &
4af 27 o0 00 f E--TO'
[ g>--3dd d |
b 7F 06 o b

18 16 14 1b

28 29 Fa b "8 SKE"()"+

p-ofB123 4567

All Packets in the Application Capture Direction 7> 3> #i&RI B &, BIRLET7VIT—>

avR—

Ethernet12OF ¥ 7’ F v L BIRLENY O L—2

x9,

BIEAR—TIAADNTY RFYTFvH

*v7FYLET,

« R—KNVLANZR T DOEAE,

VNZ T DA%,

BEDIEFTE., UNZTRER—RNVLANR T DBAL) EROBRETEACIAET, £

YT7F¥TI7AILNTRE, VNRITHFFWI/
ICMPITO—ER/NT Y RROVLANZJ102IC & 2 T,

KICTRENFTT, COHITR.,
Ethernet12A A4 > 2 —

NYOTL—21427

\PAAN-

—TJIAAONTY NFYTF v

REEhDE, RAMYFRENT

R—BRVLANZ T AWV 1)

TJ7IAARELTREBIENET,

NEthernet1/2ICBSE T 2200\ Y RF ¥ 7’F ¥ (BIEAVE—7IAA
AVBR—=TIAADFYTFv )N

RREE N

Y NZ[ERIC2[E

2L, F
\TY R&WE

REESNhDE, RAMYTFRRENTY K

Z2ETORBICF Y TF Y LET, ABAS Y FE. R—RVLANZT EVNRY Z2RHOEF 1Y

TAEDI-NLEOTTIT—232 L 2TITIERINFEATVWAINT Y NEZE
\TY NEERIETRDI-OICEATIED

o R—RNVLANZ T i&,

RS ¥ =AY RD—=D12)

LXT




AB—T I/ AZHBRLET, CcOBITE. ICMPTO—IBENT Y NHOVLANZ T 102(C &
2T, BHAM B —T7 T4 AEL TEthernet12F BBl hE T,

MNEBRALY FE NTY RFRY ND—JICEEENBEIC, NZTERTFAVEZ—TIAAD
VLANZ U ZHIBRL £,

ZATVDENEZRDRIZRLET,

. |FYTFYEn
8RH f;i?v$ ENTY ROR|BE |FrTFrEanie RS T4
R — NVLAN
Ny o7L— AHD AR A K198.51.100.100A S 7K A
A BR—T 102 ~192.0.2.100N®ICMPI 11—
F7OT—23vs&0 142 L PPN
F7)Tr—23a2vR=—hk
Ethernet12TOF ¥ 7' F
Y DRE LR AR —7T AHD AR R192.0.2.1004 S KA N
4R 102 . 198.51.100.100\ ®ICMP I
Ethernet1/2 — &R

MBAVR—=TIARAFLERR—RNFYRILAEZ=TIAAODYT A2 Z=T1
AATONTY NE¥TF ¥

FCMBKUCLIZFERAL T, ¥7 4% —7 I A AEthernet1/2.205F ILiER— RN F ¥ XILTT A
>~ R —7 I A APortchannell 207O/NT Y RF ¥+ 7 F v 2RESLOERLET, T4 05—
TIARALEDHTAVR—TIAREFYTFr &, AT FE—ROFIDF7 U —23>T
DHPR—RENET, COHITIE, Ethernet1/2.205& Portchannel1.207D/NT Y RF ¥ 7 F v
NEEETIhTVWET,

NROD, XTY h70—, BRTFYTFrYRA2b

Chassis
2 Internal Switch Security Module
FTD/ASA

F 3

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

Y

Jv74%1L—v3y



FCM ( %7E )

FIDZ7 7V —23a> 8LV TS UT—2 32 R—KNEthernet12TNT Y RF Y S F v 2RET
3. FCMTXOFIEZEITLET,

1. Tools > Packet Capture > Capture Session® JEIZIEZRL T, HILLWF ¥ 7FrLv>arz
ERLET,

Overview Interfaces Logical Devices Security Engine Platform Settings System Help admin

Packet Capture

Troubleshooting Logs

o scmion T

No Session available

2HBEQOT V=23 A AR Afdl, Y7 422 —7 T 4 AEthernet1/2.205% 3123k L
Ttyv>a>vZ%#EEL, SaveandRunZ I VY I LTF Y TF Y 2T IOT47ICLET

B AR=—KRF¥RILBTAR—T7 T4 ADH A, CiscoBug ID CSCvg33119IC k¥, T 1>
2—T7 I ARFFCMICKRRENEE A, FXOSCLIZFERAL T, R—RNFYRILGTA2—7
IfADFYTF v EBRELET,

FXOSMOCLI

74 >R —7 I A AEthernet1/2.2058 & U'Portchannel1.207 T/NT Y RF ¥ I F v 2R ET D
(i, FXOSCLITXDOF)IE=ZETLET,

1. 7705—>3> 0247 EIDEBBILET,

<#root>
firepower#

Scope ssa


https://tools.cisco.com/bugsearch/bug/CSCvq33119

firepower /ssa #

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty
ftd ftdl

1 Enabled Online 7.2.0.82 7.2.0.82 Container No R
ftd ftd2 1 Enabled Online 7.2.0.82 7.2.0.82 Container

22R=BPFFY¥RILAVE—TILAADFERE. TOXN—AVEZ—TIAAZHBLET,

<#root>
firepower#

connect fxos

<output skipped>
firepower(fxos)#

show port-channel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
1 Pol1( SU) Eth LACP Et h1/ 3(P) Et hl/ 3(P)

B.F¥¥TFvEYIIVEMERLET,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2



firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 205

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

R—RFYRILGTAUE—TIAADBER. BR—RFYRIXN—AVR=TILAD
NTYRFYTFrvZERLET,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create filter vlan207

firepower /packet-capture/filter* #

set ovlan 207

firepower /packet-capture/filter* #

up

firepower /packet-capture* #

create session capl

firepower /packet-capture/session*



create phy-port Ethl/3

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comni t

firepower /packet-capture/session #

AL
FCM ( &%)

Interface NameZ #&82 L . Operational StatusFupT&» % Z &, File Size ( /N4 NBEA{L ) AEML



TVWB LR LET,

Overdew Interfaces Logical Devices  Security Engine

G Bebmh | Caphue S et A S

u capl Dwop Count: | operaticns state: up Dutter Sire: 156 M Smap Lengthc 1518 ytey

= - can
| aph- wimat-1-3-6.pcae e

FXOS CLITREE Nz R— R F ¥ RS T AV E—T T4 AOF v 7F v LFCMTRRE n&
TH, ROLSCRETDLRBTEE LA

Ovarview  Interfaces Logical Devices  Security Enging  Platform Sattings
e ot
C Febesh Caphare Seweon mpiete A S
B o S e RS-
Intertace Mame e Wia pame Drvir Home
o S . = py—r
. = o -, = o

scope packet-capture TF¥ ¥ 7’ F ¥ DFMEEEL £,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Sessi on Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0



Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 9324 bytes

Filter:

Sub Interface: 205

Application Instance Identifier: ftdl

Application Nane: ftd

X IN—A > 2—7 I 4 AEthernet1/38 &K U'Ethernet1/4%Z 1 D7R— N F v )L 1:

<#root>
firepower#

scope packet-capture

firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Oper State Reason: Active

Config Success: Yes
Config Fail Reason:
Append Flag: Overwrite



Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 3

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-3-0.pcap

Pcapsi ze: 160 bytes

Filter:

Sub Interface: 207

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 4

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 624160 bytes

Filter:

Sub Interface: 207

Application Instance Identifier: ftdl

Application Nane: ftd



FYTFYTI7AILORE
"Firepower 4100/9300NFAA Y FF ¥ T F ¥ 77 AL OWRE, VIV OFIEZRTLET

T7ANDHOFYTF¥

NTYRFEXNTFYITIFPANI)—H—TFT7V5—232FALT, FYTFYITAINERE
9. BAONTY NEERL, F— R4V N2HBIELET,

1. ICMPTO—EXRNT Y REUNFF Y TFyvEanET, F/NTY NF2ERBE N TRRE N
x99,

2. TDO/INT Y MAY X —IZIEVLANR T 205 FWVWTWVWE T,

3. AZBAASY Flk, ANHA>RX—T I A AEthernet1/2% BT 2BIMNDKR— NVLANZ Y
102%2EALET,

4. AERAA Y Fi&k, BIMOYNZT ZBALET,

. Tt Sonsire Cstrston Fretn Longeh FITL b
12022-88-84 07:71:56.903302102 192.9.2.100 198.51.100, 168 ble 12 1 &4 Echo (ping) ide@xP022, s0q=1/256, ttlesd (no response found!)
2 022-08-R4 B7:21:56.993303507  192.8.2.198 198.51. 100, 168 bl 182 B4 Eche {pin id=@x@a22, seq=1/256, ttl=sd (no response found!)
3 2022-08-04 O7:22:06, 20436477 192.8.2.108 198.51.100. 100 ple o 112 request  ide@wdel2, seqel18/2560, ttlesd (no response found!)
4 2022-058-84 07:22:06, 204267373 192.8.2.100 198.51.100, 108 ple o 182 0x0381 (39553) 64 Eche (ping) request ide-0xg@22, seqe10/2568, ttl=64 (no response found|)
5 2022-06-24 07:22:07.2151133093  192.8.2.100 198.51.100, 108 ple o 12 ox0acd (39619) 64 Eche (ping) request ide-0xg@22, seqe11/2816, ttl=64 (no response found|)
6 2022-08-04 07:22:07.215115445  192.08.2.100 198.51.100, 108 I 192 exgacd (39619) 64 Eche (ping) request ide-0x(@22, seqe11/2816, ttl=64 (no response found|)
T 2022-08-04 O7:22:08, 220038577 192.8.2.100 198.51.100, 109 ple o 112 oxob33 (39731) 64 Eche (ping) request ide0x(022, seqe12/3072, ttl=64 (no response found|)
B 2022-08-04 O7:22:08, 220040820  192.8.2.100 198.51.100, 103 Icme 102 oxob33 (39731) 64 Eche (ping) request ide-0xda22, seqel2/3072, ttl=64 (no response found|)
O 2022-08-04 O7:22:00,253044601  192.0.2.100 198.51.100, 100 Icme 112 exgcde (39050) 64 Eche (ping) request ide0xda2?, seqeld/31328, ttl=64 (no response found|)
10 2022-08-04 87:22:09,253046090 192.9.2.100 198.51.100, 180 Icme 102 oxocde (39952) 64 Eche (ping) request ide0xdal?, seqeldf1328, ttl=64 (no response found|)
11 2022-08-04 O7:22:10, 277953070  192.0.2.100 198.51. 100, 108 oM 112 exgcch (49139) 64 Eche (ping) request ide0xdal?, seqeld/1584, ttl=64 (no response found|)
12 2022-08-04 O7:22:10, 277954736  192.0.2.100 198, 51. 100, 108 oM 102 ex9cch (40139) 64 Eche (ping) request idedwd0d?, seqeld/3584, ttl=f4 (no response found!)

13 2022-08-04 @7:22:11.301931282  192.9.2.100 198.51.100, 108 Icw 112 oxodas (40324) 64 Eche (ping) request ide0wd02?, seqelS/3g40, ttl=64 (no respense found!)

14 2022-08-04 67:32 IBL9II6HA 192.0.2.100 198.51. 100, 108 T0M 102 oxodas (49324) 64 Eche (ping) request idedwdad?, seqel/3240, ttl=4 (no response found!)
15 2022-08-04 07:23:12, 325036521 192.0.2.100 198.51.100, 1089 1 12 oxoda2 (49354) 64 Echo (ping) request id=0xe022, seqel6/4096, ttlsa (no response found!)
16 2022-08-04 07:232:12,325037895  192.0.2.100 198.51.100, 1080 1M 102 oxoda2 (40354) 64 Echo (ping) request id=xe022, seqel6/4096, ttlssa (no response found!)
17 2022-08-04 07:232:13,326089040  192.0.2.100 198.51.100, 109 1M 112 engea7 (48455) 64 Echo (ping) request id=9x@022, seqs17/4352, ttlssa (no response found!)
18 2022-08-04 07:22:13,326090258  192.0.2.100 198.51.100. 100 T 102 engea7 (48455) 64 Echo (ping) request id=8x9022, seqs17/4352, ttlssa (no response found!)
19 2022-08-04 07:22:14.341944773  192.0.2.100 198.51.100. 100 T 112 engesa (0554) 64 Echo (ping) request id=8x9022, seqs18/4608, ttlssa (no response found!)
20 7022-88-84 07:22114.341946249  192.0.2.108 198.51.180. 108 1M 182 exgesa (0554) 64 Echo (ping) request id=8x@e22, seqs18/4688, ttlssa (no response found!)
21 7022-88-84 07:22115.365941588  192.8.2.108 198.51.180. 108 M 12 exgefh (40699) 64 Echo (ping) request id=8x@e22, seqs19/4864, ttlssa (no response found!)
22 2022-88-84 07:22115.365942566 192.8.2.108 198.51.100. 108 T 182 exgefh (48699) 64 Echo (ping) request id=8x@e22, seqs19/4864, ttlasa (no response found!)
23 2022-88-84 07:22:16.3899736843  192.8.2.180 198.51.100. 108 M 112 exafes (A8936) 64 Echo (ping) request id=8x@e22, seqs28/5128, ttlssa (no response found!)
24 }22-08-B4 B7:22:16.380975179 192.8.2.188 198.51.180, 189 bl o 182 exafes (48936) &4 Echo (ping) request ide8x8e2?, seqe=28/51728, ttl=s54 (no response found!)
25 2022-08-B4 07:22:17.413936452 192.8.2.188 198.51. 108, 168 IcHP 12 @xad79 (41881) &4 Eche (ping) request id-0x@@2?, seqe21/5376, ttl=64 (no response found!)
16 }022-08-04 @7:32:17.413938000 192.8.2.100 198.51.100. 100 ple o 102 0xal79 (41881) &4 Eche (ping) request ide-0x@@22, seq=21/5376, ttl=64 (no response found|)
17 M22-08-04 07:32:18.437954335 192.8.2.100 198.51.100, 109 ple o 12 fxalle (41246) 64 Eche (ping) request ide-0xd@22, seqe22/5632, ttl=64 (no response found|)
» Frame 1: 112 bytes on wire {856 bits), 112 bytes captured (296 bits) on interface capture ud 1, id @ 0000 a2 76 £2 00 00 10 DUETIE 90 e be §9 26 89 54

11b) @0 09 B1 90 &) 66 81 90 @0 Cd 08 B9 45 90 9 54
95 74 40 0D 40 @1 DB 3B (0 00 02 64 o 33 64 63
@3 @@ eb 95 00 22 00 @1 83 73 eb 62 00 00 00 o0
45 34 06 B0 00 63 00 86 10 11 12 13 14 15 16 17
18 19 1a 1b 1c 1d 1e 1 20 21 22 23 24 25 26 27

Sre: VMware 9d:e2:be (00:50:56:0dze8:be), Det: 42:76:F2:00:00:1b (a2:76:F2:00:00

TR e i = Direction: From Bridge
Bt eanr sess sees Pointer: vif_id

..00 DOOD D101 9100 Destination: 24

= Loopnd: No 4
Reserved: @

Version: @

= Source: @

. [ 40y
28 20 2a 2b 2c 2d Ze 2f 39 31 32 33 34 35 36 3T (), f 91234567

« 8082.1Q Virtual LAN, PRI: @, DEI: @, ID: 182

[T T . = Priority: Best Effort (default) (@)

@.... = . = DEI: Ineligible 3
o BROD 0110 0118 = ID: 102

e 302,10 Virtual LAN (dxE1d)
~] 802,10 virtual LAN, PRI: @, DEL: @, ID: 205

. = Priority: Best Effort (default) (@)

. « = DEL: Ineligible

coe. BOOO 1100 1101 = ID: 205 2
Type: IPva (Owo20a)

Internet Protocel Version 4, Sre: 192.9.2.100, Dst: 198.51.100.100
Internet Comtrol Message Protocol

2BEBONTY hZEBRL, F—RA 2 MEHELET,

1. ICMPITO—ERNT Y NEFFFEYTFryEahExd, F/N7 Y NF2EREBE N TRRE N
£9,
2. TDOINT Y MAY A —IZIEVLANR T 205 fF VT WET,



™ Tond - Demaston Fromuast =
12822-08-84 07:21156.993302102  192.0.2.100 192.51.100. 109 oM 12 1 (ping) request lid=aw@022, seq=1/2%6, ttl=e4 (no response found!)
2 1032-08-84 07:21156.993303507  192.0.2.180 198.51.100. 188 fle o 182 i uest JideBno0d, seqs=1/256, ttls=ea (no response found!)

3 2022-08-84 07:22106.214264777  192.0.2.180 193.51.100. 100 ICHP 12 Bx0agl (39%53
4 2022-02-04 07
5 2022-02-04 07
6 2022-08-04 07:
7 1022-08-04 07

ping) request id=ow@az?, seq=10/2568, ttl=6d (no response found!)
-214267373  192.0.2.100 192.51.100. 100 1M 182 Ox0aB1 (39553) 64 Echo (ping) request id=0022, seqela/2560, ttl=sa (no response foundl)
7.215113393  192.0.2.100 198.51.100, 100 ] 112 dx0acd (39619) 64 Echo (ping) request ide=0@022, seqell/2816, ttls=sa (no response found!)
107.215115445  192.0.2.100 198.51.100, 100 (] 182 dx0acd (39619) 64 Echo (ping) request ide=ox@022, seqell/2816, ttls=sd (no response foundl)
220038577 192.0.2.100 198,51, 100, 100 (i 112 dxob33 (39731) 64 Echo (ping) request ide=ox@022, seqel?/3072, ttls=sd (no response foundl)

8 2022-08-04 07 192.0.2. 100 198.51.100. 100 (3] 182 dxob33 (39731) 64 Echo (ping) request ide=ox@022, seqel?/3072, ttl=e4 (no response foundl)
9 2022-08-04 @7 192.0.2. 100 198.51.100. 100 (] 112 fxocte (39950) 64 Echo (ping) request id=0x0022, seq=13/1328, ttl=64 (nc response foundl)
10 2022-08-84 07 192.0.2. 100 198,51, 100, 100 (4] 102 Gxocte (39950) 64 Echo (ping) request id=oxe22, seq=13/1328, ttl=6d4 (no response foundl)
11 2022-08-84 07 192.0.2. 100 198,51, 100, 100 (4] 112 fxocch (40139) 64 Echo (ping) request id=ouxe0z2, ttl=6a (o response foundl)
12 2022-08-84 07 192.0.2. 108 198.51.100. 100 (4] 182 fxdcch (40139) 64 Echo (ping) request id=oxe022, ttl=6d (o response foundl)
13 2022-08-84 07:22:11.301931262  192.0.2.108 198.51.100. 100 (4] 112 x0cid (48324) 64 Echo (ping) request id=oxd22, seq=15/3848, ttl=6d4 (no response foundl)
14 2022-08-84 07 192.0.2.100 198.51.100. 169 e 182 Gx0did (48324) 64 Echo (ping) request ide=0xd022, seq=15/3840, ttl=64 (no response foundl)
15 2022-08-84 07 192.0.2. 100 198.51.100. 169 e 12 exfdal (48354) 64 Echo (ping) request id=Dxd22, seq=16/4096, ttl=6d4 (no response found!)
16 1032-98-84 87 192.9.2.108 198.51. 180,180 ICHP 182 ancfdaz (48E54) &4 Echo (ping) request ide@x@el?, seqe16/4896, ttl=&d (no response foundl)
17 2922-08-84 @7 192.0.2. 108 198.51.100.100 (] 12 ox0eR7 (48455) 64 Echo (ping) request id=Pw®az2, seqs=17/4352, ttl=6d (no response found!)
18 2022-98-84 07:22113.326990258  192.9.2.108 192.51.100. 109 ToHe 182 BxOe7 (48455) 64 Echo (ping) request id=ew®az?, seqs=17/4352, ttl=6d (no response found!)
19 2022-08-84 87 192.9.2.108 192.51.100. 109 (i 12 oxdea (48554) 64 Echo (ping) request id=ew®a?, seq=18/4688, ttl=ed (no response found!)
20 2022-08-84 07 192.8.2.108 192.51.100. 188 i 182 xdesa (48554) 64 Echo (ping) request ide=@x@02?, seqel8/4688, ttl=sd (no response found!)
21 2022-08-84 07 192.8.2. 100 192.51.100. 188 1M 12 oxoefh (48699) 64 Echo (ping) request ide@x@02?, seqel9/4864, ttl=sd (no response found!)
22 2022-08-84 07 192.0.2. 100 198.51. 100, 109 i 182 dxoefh (40699) 64 Echo (ping) request ide=ox@02?, seqels/4864, ttl=sd (no response found!)
23 2022-08-84 07:22:16.385973843  192.0.2.100 198,51, 100, 109 (i 12 dxofes (40936) 64 Echo (ping) request ideox@022, seqe2a 5130, ttl=sd (no response foundl)
24 3022-08-04 07 192,02, 1608 198, 51. 100, 109 ICHP 182 inctfed (40936) 64 Echo (ping) request ide=0xo022, seqe20/5120, ttl=6d4 (no response foundl)
25 2022-08-84 07 192,02, 108 198.51.100. 100 LCHP 12 xaTa (41081) 64 Echo (ping) request ide=gx@022, seqe2l/5376, ttl=6d (no response foundl)
26 2022-08-84 07 192.0.2. 100 198, 51,100, 100 (] 102 xa0T9 (41081) 64 Echo (ping) request id=ox@z2, seq=21/5376, ttl=6d (no response foundl)
27 2032-08-84 07:2 192.0.2. 100 198,51, 100, 100 (] 112 fxalle (41246) 64 Echo (ping) request 1d=0x@0:2, seq=22/5632, ttl=64 (no response foundl)
¢
* Frame 21 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture ud 1, id @ 0000 a2 76 2 00 00 1h 00 50 56 o €8 be B1 00 @0 ol v Py
» Ethernet 1T, Sre: VMware Sdiesibe (00:50:56:9d:es:be), Dst: a2:76:f2:00:00:1b (a2: 76:f2:00:00:1h) 0010 0F O 45 00 00 54 95 T4 40 0D 40 01 b8 38 <b 00 BTt @@ -8
802,10 Virtual LAM, PRL: O, GEL: O, 1D: 205 02 64 ¢6 33 64 64 08 BO &b 05 08 22 00 01 88 73 4344 "B
000 Liur maae = Priority: Best effort (default) (@) et e i
D e e = GEL: Ineligible 1213 14 15 16 17 18 19 1adblc W le 1f 20 1 - !
: 2223 24 25 26 27 26 29 22 2b 2c 2d 2e 2f 30 31 CwSEE'() "+,-./0
ceos G000 1100 1101 = I0: 205 2 S A AR iy
Type: 1Pva (0x0800)

Internet Protocol version 4, Src: 192,
Internet Control Message Protocol

L1099, DST: 198,51, 100, 100

RIZ, Portchannel 207DF ¥ 7F v 77 AN EREET, FRYHNO/NT Y N&EEIRL, F—7RA
UhNEBEELET

1. ICMPITO—ERNT Y NEGFFEYTFyEahExd, /N7 Y NF2EREBE N TRRE N
9,

2. TDOINT Y MAY A —IZIEVLANR T 207 TV TWVWET,

3. NPRAAY FlE. AHA>Z—7 I A APortchannel1 %319 2EBMNOR— NVLANZ Y
1001ZEALE T,

4. NEAA Y FiE, BIMOYNZTZEALET,

e, Tene Sewron gt Froend Leogih PR FTL i
= 12022-08-04 B8:18:24.572548869 192.168.247.100 192.168.247.102  ICHP 128 1 255 Echo (ping) request | ideexpoib, seqee/e, ttls255 (no response found!)
2 20922-98-84 BB:18:24.572550073  192.168.247.100 192.168.247.182 ICHP 118 255 Echo (pi request | id-expavh, seqea/e, ttls255 (no response found!)

3 2022-08-04 08118
4 2022-08-04 88118

4573286638 192.168.247.108 192.168.247.102 ICHP 128 Gt 255 Ec Ping, id=gx207b, seqe=1/256, ttl=255 (no response found!)
4.573267648  192.168.247.109 192.168.247.102 ICHP 1na ex6eof (24735) 255 Echo (ping) request id-exeo7b, seqe1/256, ttl=255 (no response foundl)

5 2022-08-04 86118:24.573794751 180 192.168.247.182  ICHP 128 o600 (24736) 255 Echo (ping) request ideexpovb, seqe2/512, ttle2ss (no response found!)
6 2022-98-04 08:18:24 573795748 100 192.168.247.102  ICHP na Ox60a0 (24736) 255 Echo (ping) request id-expo7h, seq-2/512, ttl1-235 (no respense found!)
7 2022-08-04 DA:18:24.574368638  192.168.247.100 192.168.247.102  ICHP 128 ox6oal (24737} 255 Echo (ping) request id-expo7b, seqe3/768, ttle2ss (no respense found!)

B 2022-98-04 DE:1H:34.5TAIC05T4
9 2022-08-04 DE:1E:24,. 574924512
10 2022-98-04 0E:18: 24, 574915415
11 2022-08-04 0E:18: 24, 575442569

100 192.168.247.202  ICwP 18 onsal (24737) 255 Echo (ping) request id-exeo7b, seq-3/768, ttl-255 (no respense found|)
100 192.168.247.202  ICwP 128 o600z (24738) 255 Echo (ping) request id-exo7b, seq-4/1024, ttl-255 (no response found|)
100 192,168.247.202  Icwe 18 o600z (24738) 255 Echo (ping) request id-exeo7b, seq-4/1024, ttl-255 (no response found|)
109 192,168.247.102  ICHP 128 o603 (24739) 255 Echo (ping) request 1d-exeo7b, seq-5/1280, ttl-255 (mo response found|)

12 2022-08-04 QB3 18: 24, 575443601 102 192,168,247, 182 Iche 118 Dwboad (24739) 255 Eche (ping) request id=-expo7b, seqe5/1280, ttl=255 (no response foundl)
13 2022-08-04 0B:18:24, 575918119 192, 168,247,100 192, 168,247,182 Iche 128 Dwboad (24740) 255 Echo (plng) request ld-0xeo7b, seqe6/1536, ttl=255 (no response foundl)
14 2022-08-04 0B:18:24, 575919057 192,168,247, 100 192, 168,247,182 Iche 118 Dwbaad (24740) 255 Echo (plng) request ld-0xee7b, seqe6/1536, ttl=255 (no response foundl)
15 2022-08-04 DB:18:24, 576407671 192, 168,247,100 192, 168,247,182 TIcne 128 @wbaas (24741) 255 Echo (ping) request ld=oxee7b, seq=7/1792, ttl=255 (no response foundl)
16 2022-08-04 0B:18:24, 576408585  192,168,247,100 192,168.247.102  ICHP 18 x60as (24741) 255 Echo (ping) request id=oxoe7b, seq=7/1792, ttl=255 (no response foundl)
17 2022-08-04 0B:18:24,576885643  192,168.247,100 192,168.247.102  ICHP 128 xbaas (24742) 255 Echo (ping) request Id=@xeo7b, seqe8/2048, ttl=255 (no response foundl)
18 2022-08-04 0B:18:24,576880561  192,168.247,100 192,168.247.102  ICHP 18 xbaas (24742) 255 Echa (ping) request Id=@xeo7b, seqeg/2048, ttl=255 (no response foundl)
19 2022-98-04 DE:18:24.5773549328  192,1068.247,108 192, 168,247,102 pie, 128 axbaa¥ (24743) 255 Echo (ping) request [d=exee7h, seq=5/2304, ttl=255 (no response foundl)
20 2022-98-04 OB:18:24.577355234  192.168.247.100 192, 168,247,182 ICHP 118 axboa? (24743} 255 Echo (ping) request id=8x0aTb, seqe=9/2304, til=25% (no response found!}
21 3022-98-04 OB:18:24.577I8TEI2  192.168.247.100 192, 168,247,182 ICHP 128 axboad (24744} 255 Echo (ping) request id=8xeeTh, seq=10/2568, ttl=255% (no response Foundl)
22 3022-98-04 BB:18:24.57 7989290 192.168.247.100 192, 168,247,182 ICHP 118 axbead (24744} 255 Echo (ping) request id=exeetb, seq=10/2568, t1l=255% (no response Foundi)
23 3022-98-04 BB:18:24.57E448TEL  192.168.247.100 192, 168,247,182 ICHP 128 axbead (24745} 255 Echo (ping) request id-exeavb, seq=11/2816, t1l=255% (no response Foundi)
24 2022-98-04 BB:18:24.578449909  192.168.247.100 192, 168.247.182 ICHP 118 axteas (24745} 255 Echo (ping) request id-exeevb, seq=11/2816, t1l=255% (no response Foundi)
25 2022-98-04 BB:18:24.578990043  192.168.247.100 192, 168.247.182 ICHP 128 axbeaa (24746) 255 Echo (ping) request id-exeevb, seq=12/3972, ttl=255% (o response Foundi)
26 2022-98-04 BE:15:24.576900807 192.168.247.100 192.168.247.182  ICHP 1a @xeoaa (24746) 255 Echo (ping) request id-eweo7b, seq=12/3072, ttl=255 (no response Found!)
27 2822-98-04 BBI18:24.57MM26962 192,168.247.189 192.168.247.182 Iche 138 ax6oab (24747) 255 Echo (ping) request id-expovh, seqe13/33z8, ttl=255 (no response foundl)
«
» Frame 1; 128 bytes on wire (1024 bits), 128 bytes captured (1924 bits) on interface capture wd 3, id @ @0 1c 00 17 df d6 ec 00 89 26 89 3d
» Ethernet 11, Src: Cisco déiec:o (98:17:dfidéiecidd), Dst: a2:76:f2:00:00:1c (a2:76:f2:00:00:1c) B3 e0 1 00 B0 cf 08 00 45 0D 09 64
ff o1 ea dd cd ad £7 64 ob aB 7 66

o VvN-Tag

Leus sers ®0 7h 00 60 0O 00 00 G2 4d Bc 4a 78
ab cd ab cd ab cd ab o ab cd ab cd
ab cd ab ed b cd ab o ab cd ab cd
ab cd ab cd ab cd ab <d ab cd ab cd

4 oeie ab cd ab od ab cd ab cd ab cd ab od ab cd ab od

pirection: From Bridge
Pointer: vif_id
Destination: 61

#92.1¢ Virtual LAN, PRI: @, DEI: @, ID: 1091
P . = Priority: Best Effort (default) (@)
{ R . = DEL: Ineligible 3
o BRI 2110 1091 - ID: 1991

Type: W!.? virtual LAN (DxB100)
] 882,10 Virtual LAN, PRI: @, DEL: @, ID: 207

. = Priority: Best effort (default) (@)

. = DEL: Ineligible

O909 1188 1111 = ID: 207 2
IPvd (Oosea)

Internet Protocol version 4, Sre: 192.168.247.108, DSt: 192.168.247.102
Internet Control Message Protocol

2EBONTY hEERL, F—RA 2 NERELET,




1L ICMPIO—ERNTY NEGNFF+TFrvEahERd, ENTY NF2EREBEE N TRRE O
xY,
2. TONT Y MAY H—IZEVLANR T207 VW TVE T,

™ Time Seuron [rr— Protoest Longth
12022-08-04 08:18:24.57 2548060 192.168,247.180 192.168.247.102 ICHP 128 1 (24734) (ping) request Hd-@wd07h, seq=0/d, ttl=255 (no response foundl)
Z2022-08-04 DB:1E: 24572550871  192.168.247. 100 192,168,247 .182 IcHe 118 24734 it request [id=@x®0Th, seq=0/, ttl=255 {no response foundl)
3 3027-08-84 02:18:24.573286630 192 192, 168. 247 . 182 ICHP 128 dmpaef (24735) 255 Echo (ping) request id-2xeaTh, seqe1/2%6, ttl=255 (mo response found))
4 2027-08-04 BE:1E:2.57TI2RT640 192 192, 168. 247 . 182 ICHP 118 oxasf (24735) 255 Echo (ping) request id=Bx@d7h, seqe1f2%6, trl=255 (mo response found!)
5 2027-08-04 02:18:24.573794751 192.168.247.108 192.168.247.102  ICWP 128 axBas0 (24736) 255 Echo (ping) request id=Bxeo7h, seqe2/512, ttl=255 (no redponse found!)
6 2027-08-04 02:18:24.573795748 192.168.247.100 192.168.247.102  ICMP 118 BxBa0 (24736) 255 Echo (ping) request id=Bx@ath, seqe2/512, ttl=255 (no response found!)
7 2822-08-84 98118:24.574368638 168, 182 ICHP 128 exBdal (24737) 255 Echo (ping) request id=ex@e7h, seqe3/768, ttl=255 (no response found!)
2 2022-08-84 98118124._574369574 16B.247.102  ICHP 118 ex6aal (24737) 255 Echo (ping) request id-Bx@e7h, seqe3/768, ttl=25s (no response found!)
9 2022-08-84 98:18:24._574914512 J168.247.182  ICHP 128 ex68az (24738) 255 Echo (ping) request id-8x@e7h, seqedf1824, ttle3ss (no response found!)
10 7827 -88-84 08:18:24.574015415 192.168.247.100 192.168.247.182  ICHP 118 @xEBaz (24738) 255 Echo (ping) request ide@x@a7h, seqed/1024, ttle255 (no respomse found!)
11 2022 -98-84 081181 24.575442560  192.168,247.100 192, 168. 247,102 ICcHp 128 @x6da3 (24739) 255 Echo (ping) request id-0wdd7h, seqe5/1280, ttl=255 (no response found|)
12 2022-08-24 08:18:24.575443601  192.168,247.100 192, 168. 247,102 ICHp 118 Ox6da3 (24739) 255 Echo (ping) request id-0wddTh, seqe5/1280, ttl=255 (no response foundl)
13 2022 -08-34 08:18:24.575018119 192.168,247.100 192, 168.247.102 ICHp 128 ox6dad (24740) 255 Echo (ping) request id-0wddTh, seqe6/1536, ttl=255 (no response foundl)
14 2027-08-04 08:18: 24575010857  192.168,247.100 192, 168.347.102 ICHp 118 OxGdad (24740) 255 Echo (ping) request id-0wddTh, seqe/1536, ttl=255 (no response foundl)
15 2022-08-04 08:18:24. 576407671 192, 168.247.102 ICHp 128 oxGdas (24741) 255 Echo (ping) request id-2x@d7b, seqe7f1792, trl=255 (no respense found!)
16 2022-08-04 QB:18:24. 576408585 68.247.100 192.168.247.102  ICMP 118 Ox60as (24741) 255 Echo (ping) request id=0x00Tb, seqs7/1792, ttl=255 (no response found!)
17 2022-08-04 0B:18:24.576085643  192.168.247.100 192.168.247.102  ICHP 128 axBaas (24742) 285 Echo (ping) request id=0x00Tb, seqe2/2048, ttl=2%5 (no response found!)
18 2023-08-04 08:18:24. 576886561  192.168.347.100 192.168.247.102  ICHP 118 axBaa6 (24742) 255 Echo (ping) request id=0xBoTh, seqe8/2048, ttls3s5 (no response found!)
19 2023-08-04 08:18:24.577394328  192.168.347.108 192, ICHP 128 exEaa7 (24743) 255 Echo (ping) request id=oxBaTh, seqe9/3304, ttls3sS (no response found!)
20 2027-08-04 08:118124.577395234  192.168.347.108 192. ICHP 118 exEda7 (24743) 255 Echo (ping) request idsoxpo7h, seqe9/2304, ttl=2s5 (no response found!)
21 2027-08-04 0B:118124.577987632 192.168.247.108 192. IcHp 128 Ox6aaR (24744) 255 Echo (ping) request idsBxpaTh, seqe10/2560, ttl=255 (no response found!)
22 2022-08-04 0B:18:24.577080290 192.168.247.100 192.168.247.102  ICHP 118 OxGAaR (24744} 255 Echo (ping) request idsexpaTh, seqe19/2560, ttl=255 (no response found!)
23 2022-08-04 98118124 578448781 192.168.247.100 192.168.247.102 cHp 128 BxEaI0 {24745) 255 Eche (ping) request id-@wx@aTh, seq=11/2816, ttl=255 (no response found|)
24 2022-08-04 981181 24.578440000  192.168,247.100 192, 168. 247,102 IcHp 118 Ox60a0 (24745) 255 Echo (ping) request id-0we07b, seq-11/2816, ttl-255 (mo response found|)
25 2022-08-04 981181 24.578000043  192.168,247. 100 192, 168. 247,102 IcHp 128 ox6daa (24746) 255 Echo (ping) request id-0wddTh, seqe=12f3072, ttl=255 (no response found| )
26 2022 -08-04 08:18:24.578000897  192.168,247.108 192, 168.247.102 ICHp 118 Ox6daa (24746) 255 Echo (ping) request 1d-0wddTh, seqe=12f3072, ttl=255 (no response foundl )
27 2027-08-04 02:18: 24570426062  192.168,247.180 192,168, 247,182 IcHp 128 oxGdab (24747) 255 Echo (ping) request 1d-0wddTh, seq=13f3338, ttl=255 (Ao response foundl )
Frame 2! 118 bytes on wire (044 bits), 118 bytes captured (944 bits) on interface capture_ud 3, id & a2 76 £2 00 80 1c 00 17 df 46 oc 00 81 00 B0 of v
Ethernet 11, Src: Cisco dérec:od (89:17:df:d6:eczod), Dst: a2:76:42:00:00:1c (a2:76:F2:00:00:1c) B8 80 45 00 BB 64 6O Je 02 B0 Ff 81 ca dd cB a8 E--d”
1 802,10 virtual LAN, PRI: 8, DEI: @, ID: 207 F7 64 cB a6 7 66 08 00 o5 cB e Th oo 00 DO B0 -d---F {
B0, 2ear aeen a... = Priority: Best Effort (default) (@) 29 92 4d 8¢ 4a 78 ab ¢d ab cd ab od ab od ab o HIx
veeB wres aene eea. = DED: Ineligible ab ¢d ab ¢d ab od ab cd ab od ab od ab od ab od
... D00 1100 1111 = ID: 207 2 ab ¢d ab od ab cd ab cd  ab od ab ¢d ab od ab oed
. = ab ¢d ab od ab cd ab cd  ab ed ab ed ab od ab oed
ype: IPud (Bxa800) ab cd ab cd ab cd
Tatérnet Protocel Version 4, Sre: 192.168.247.108, Dst: 1932.168.247.182
Intérnet Contral Méssage Protocol
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Edit Packet Fiter T
Filer Narme™
Proteal HP_P |
EtherType Any -
trenar visn 0 Outer visn L]
Source Destnaton
1Pl 19202000 1Pvd 196.51.100.000
s E 18
Pt 0 Pert 0
HAC 00:00:00:00:00:00 HAC 0500:00;00:00:00
Canzel

3. Tools > Packet Capture > Capture SessionDJEIZEIRL T, HILLF ¥ 7Fr v a %
ERLET,

Overview Interfaces Logical Devices Security Engine Platform Settings AGLIEN Help  admin

o scmion T

¢ Refresh

No Session available

4. Ethernet1/2%ZiBIRL ., Y23 BZHBELTF Y 7F vy 712 %ZEBAHL., RELTE
TEIVIVYILTERNYTFYETIOTATIZLET,

| fdr Session Hame® ol
I Selested |etactaces Ethernetl/2 I
Butfer Size 256 MB -
Srp length: 1518 Bytes
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Ethamatil
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1. T77)5—>3>0147EIDEBRILET,

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. https://www.iana.org/assignments/protocol-numbers/protocol-numbers xhtmI TIPZ'O0 N )L &
Ex2HBBILET., COBE. ICMPZ7ORIILESE1TT,

3. F¥TFrv YAV EERLET,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create filter filter_icnp

firepower /packet-capture/filter* #

set destip 198.51.100. 100

firepower /packet-capture/filter* #

set protocol 1

firepower /packet-capture/filter* #

set srcip 192.0.2.100

firepower /packet-capture/filter* #

exit

firepower /packet-capture* #


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

create session capl

firepower /packet-capture/session* #

create phy-port Ethernetl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set filter filter_icnp

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

commi t

firepower /packet-capture/session #

AL
FCM ( &%47H )

Interface NameZ #&82 L . Operational StatusFupTd» % _ &, File Size ( /N1 NEAL ) AEML
TWBLzRLET,

Logical Dewices  Securnity Engine  Platform Settings

Gonen soin_ [ITITTR

Filter List Ak it

Filter Name Protecs] Inmer vlan Duter wian EtherType

Tools > Packet Capture > Capture SessionC, Interface Name. Filter, Operational Status/A"up.
& & UFile Size(bytes) DEAEML TLW DL ZRRBL & T,



u cap1 Drop Count: 0 Operational state; up | Buffer Size: 256 MO
Interface Name | |rlw ||mmmm—] ‘ File Hame Device Hame
LrL

capl-atharmet-1-2-0.08p L1

€ Rebesh,

Snap Length: 1518 Dyles

Cactre Sevr

Dot Al Sensern

FXOS®MOCLI

scope packet-capture T ¥ 7 F ¥ DFMEREREL£T,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show filter detail

Configure a filter for packet capture:

Narme: filter_icnp

Protocol: 1

Ivlian: O
Ovlan: 0

Src Ip: 192.0.2.100

Dest [p: 198.51.100.100

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: O

Dest Port: O

Ethertype: 0

Src Ipvé6:

Dest Ipv6:

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nanme: capl

Session: 1



Adm n State: Enabl ed

Oper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 213784 bytes

Filter: filter_icnp

Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

FYTFYITIT7AIDOPRE
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2. TDONTY MAY A —IZRVLANZ T ARV TVEE A,

AR Y Flk, ATA>2R—T I A AEthernet1/2%ZBBITDEMDKR—

1022 AL KT,

AR Y FiE, EMOVNRT Z2BALET,

NVLANZ 4

Logped: No
Reserved: @
version: @
Source: @

Type: 802.1Q Virtual LAN (8x8108)

(§02.1Q Virtual LAN, PRI: @, DEL: @, ID: 102
BBB, ...s anes waa. = Priority: Best Effort (default) (@)
i MRS daiaieas dmimimn = DEI: Ineligible
. 2080 9119 2118 = ID: 122
Type: IPvd {@xeE0e)

»| Internet Protocol version 4, Src: 198.51.108.160

»| Internet Control Message Protocol

192.9.2.108, Dst:

2

N, Time Source Destnation Fronoced Length 3] PTTL b
12022-08-02 15:46:55.603277760 192.0.2.100 198.51.100.168@ 1cMP 188 1 ,imeu (18) 64 Echo (ping) mquest, id=gx@e18, seq=349/23889, ttl=64 (no r
22022-0B-02 15:46:55.603279688 192.9.2.100 158, 51,108,169 ICHMP 182 ox0e12 (18) 64 Echo (ping) request| id=@x0@18, seq=349/23809, ttl=64 (no r
3 2022-08-02 15:46:56.627139252 192.0.2.100 198.51.108.168 1CHMP 108 exoedb (219) 64 Echo (ping) request id=exee1s, seq=358/24065, ttl=64 (no r
4 2022-08-92 15:46:56.627140019 192.8.2.100 198.51.108.160 1cHP 182 oxoadb (219) 64 Echo (ping) request id-0xee18, seq=350/24065, ttl=64 (no r
5 2022-08-92 15:46:57.651185193  192.9.2.100 198,51.1008.160 1cHP 108 exelch (459) 64 Echo (ping) request id-@xee1s, seq=351/24321, ttle64 (no r
6 2022-08-92 15:46:57.651186787 192.8.2.100 198.51.108.160 1CMP 182 exdlch (459) 64 Echo (ping) request id=exee1s, seqs351/24321, ttle6d (no r
7 2022-08-02 15:46:58.675153317  192.9.2.100 198.51.108.160 1cMP 108 oxolde (47@) 64 Echo (ping) request id-0x0e18, seq=352/24577, ttle64 (no r
B 2022-068-92 15:46:58.675154503 192.98.2.180 198, 51,108, 188 ICHP 162 exelds (a7@) 64 Echo (ping) request id=ex@@18, seqe=352/24577, ttleéd (no r
9 2022-88-02 15:46:50.600152630 192.8.2.100 198.51.100.168 1cHP 108 oxe1fa (560) 64 Echo (ping) request id=@x0@18, seqe353/24833, ttleéd (no r
16 2022-08-02 15:46:50 5609153835 192.9.2.100 168.51.106. 168 1CHP 162 axo1fa (500) 64 Echo (ping) request id-0x0018, seqe353/24833, ttlesd (no r
11 2822-86-02 15:47:09.723142641  192.9.2.18@ 198.51.108, 188 ICHP 188 exe1fe (505) 64 Echo (ping) request id=exee1s, seq=354/25089, ttlesd (no r
12 2022-@B-02 15:47:09.723144643  192.9.2.180 1498.51.108. 188 ICMP 182 @x01f9 (505) 64 Echo (ping) request id=@x0@18, seqe354/25889, ttlesd (no r
13 2022-08-02 15:47:01.747162204 192.9.2.100 198.51.100.100 IcHP 108 Bx026e (622) 64 Echo (ping) request id=-@x@e18, seq=355/25345, ttle=sd (no r

14 2922-88-92 15:47;01.747163783  192.9.2.180 198,511,108, 180 ICHP 182 ex@26e (622) 64 Echo (ping) request id=exee1s, seq=355/25345, ttle=6d4 (no r
15 2022-88-82 15:47:02.771209952 192.9.2.180 198, 51,108, 1088 ICMP 188 exe2bec (708) 64 Echo (ping) request id=@xe@18, seq=356/256081, ttls=s4 (no r
16 2022-08-02 15:47:02.771211862 192.9.2.100 198,51.100, 109 IcHe 182 fxe2be (700) 64 Echo (ping) request id-exe@18, seq=356/25601, ttl=64 (no r
17 2022-88-82 15:47:03.772258550 192.9.2.180 198.51.109. 108 ICHP 188 exe3zf (815) 64 Echo (ping) request id=ex@e18, seq=357/25857, ttls=64 (no r
18 2022-08-02 15:47:03.772259724 192.9.2.100 198.51.108. 108 ICHP 182 ax032f (815) 64 Echo (ping) request id=@ue@18, seq=357/25857, ttl=64 (no r
19 2022-08-92 15:47:04,791118519 192.9.2.100 198,51.100, 109 ICHP L] exedef (1038) 64 Echo (ping) request id=0xd@is, seq=358/26113, ttl=64 (no r
20 2022-88-82 15:47:04.791119721 192.9.2.189 198.51.108. 188 ICHP 182 exedef (1039) 64 Echo (ping) request id=@x0@18, seq=358/26113, ttl=64 (no r
€

» Frame 1: :ao; bytes on wire {864 b1ts), 108 hytes r.aptur'ed (854 bits) on interface capture_ue_1, il S8 97 bd b9 77 Ge @8 58 56 9d ed be 89 26 80 Ba
s :56:9d; Dst: ha:77:@e (58:97:bd:b9:77:0e) 0 DD B1 00 00 66 @8 80 A5 80 80 54 B 12 40 B0

48 @1 4d 9b c@ @0 82 64 <b 33 64 64 OF 00 e 67
1 5 4t wess sess sses was. = Direction: From Bridge 00 18 01 5d €2 46 €9 62 @0 00 00 00 C1 a6 9c 00
SR his s B BB SEEE BHE Pointer: vif_id ;’ffg?:f‘:;g ;: ;; ;: ;: ;: ;: ;; ;: ;: ;2 ;: bk
£ 90000R000} 1000 5 DEJLLNALION: M0 2c 2d 2e 2f 3@ 31 32 33 34 35 36 37 »--/8123 567

2ERONTY hEERL., ¥—

1. ICMPT—Z&R/)\NT v N

£ I

—RA NEBFELET,
I EYTFYERET, ENT
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N Tima Source Destnation Frotoesl Length PO PTIL Info
12022-08-02 15:46:55.603277760 192.0.2.100 198,51.1900.108 ICHP L] 1 LELIEES (1) 64 Echo (ping) request | id=0x@018, seq=349/23809, ttl=64 (no r
2 2022-08-02 15:46:55.603279688 192.8.2.100 198.51.108. 108 ICMP 182 axeal1? (18) 64 Echo (pigg] request | id=0x@e18, seq=349/23889, ttl=64 (no r
2 2022-08-02 15:46:56.627139252 192.8.2.180 198.51.108. 108 ICHP 108 axeddb (219) 64 Echo (ping) request 1d-0x0018, seq=350/24865, ttl=64 (no ©
4 2022-08-92 15:46:56.627140919  192.8.2.190 198.51.198, 108 ICHP 182 axeddb (219) 64 Echo (ping) request 1d=0xe018, seq=350/24065, ttl=64 (no r
5 2822-08-02 15:46:57.651185193 192.8.2.180 198.51.198. 188 ICMP 188 ax@lch (459) 64 Echo (ping) request id=0x@e18, seq=351/24321, ttl=64 (no r
G 2022-08-02 15:46:57.651186787 192.0.2.100 198,51.100. 108 IcMp 1082 oxelch (459) 64 Echo (ping) request id=0x0018, seq=351/24321, ttl=64 (no r
7 2022-08-92 15:46:58.675153317  192.9.2.100 198.51.198. 109 ICMP 108 axe1ds (470} 64 Echo (ping) request 1d=-0x0018, seq=352/24577, ttl=64 (no r
£ 2022-08-82 15:46:58.675154503 192.0.2.100 198.51.100.108 ICMP 182 axelde (47@) 64 Echo (ping) request id=exee18, seq=352/24577, ttl=6d (no r
9 2022-08-02 15:46:59.699152639 192.0.2.100 198.51.100. 100 ICMP 108 oxe1fa (5ea) 64 Echo (ping) request id-9x0818, seq=253/24833, ttl=64 (no r
10 2022-08-02 15:46:59.699153835 192.0.2.100 198.51.100.108 ICHMP 162 exe1fa (5ea) 64 Echo (ping) request id=exee18, seq=353/24833, ttl=6a (no r
11 2022-08-82 15:47:00.723142641 192.0.2.100 198.51.100. 100 ICHP 108 exe1fo (505) 64 Echo (ping) request id=ex@818, seq=354/25089, ttl=64 (no r
12 2022-08-02 15:47:00.723144643  192.8.2.100 198.51.100. 168 ICMP 162 oxe1fs (505) 64 Echo (ping) request id=0x@18, seq=354/325089, ttl=64 (no r
13 2022-08-02 15:47:01.747162204 192.0.2.100 198.51.100. 108 ICHMP 188 axez6e (622) 64 Echo (ping) request id=@x@818, seq=355/25345, ttl=64 (no r
14 2022-08-92 15:47:01.747163783  192.9.2.100 198.51.100. 108 ICHMP 182 axe26e (622) 64 Echo (ping) request id=ex@818, seq=355/25345, ttl=64 (no r
15 2022-088-92 15:47:02.771209952 192.9.2.180 193.51.198. 108 ICHP 188 ex@zbc (700) 64 Echo (ping) request id=-0x0018, seq=356/25681, ttl=64 (no r
16 2022-08-82 15:47:82.771211862 192.9.2.180 198.51.100. 108 ICMP 162 exezbc (7ea) 64 Echo (ping) request id=@xe81E, seq=356/256@1, ttl=64 (no r
17 2022-08-82 15:47:03.772258550 192.9.2.180 198.51.100. 108 ICMP 188 exea2f (815) 64 Echo (ping) request id-0xe818, seq=357/25857, ttl=64 (no r
18 2022-08-92 15:47:03.772259724 192.9.2.100 198.51.100.108 ICHMP 162 exea2f (815) 64 Echo (ping) request id=exee1s, seq=357/25857, ttl=64 (no r
19 2022-0E-82 15:47:84.791118519 192.9.2.188 198.51.100. 168 ICMP 188 exedef (1839) 64 Echo (ping) request id=@xe81E, seq=358/26113, ttl=64 (no r
20 2022-08-02 15:47:04.791119721 192.8.2.100 198.51.100. 108 ICMP 1682 exedef (1839) 64 Echo (ping) request id-0xe818, seq=358/26113, ttl=64 (no r
<
Frame 2: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface capture ue_1, it 58 97 bd b9 77 e 00 50 56 9d e& be 81 00 00 66 X - W P We----of
Ethernet II, Src: VMware Od:eg:be (@9:58:56:9d:e8:ba), Dst: Cisco bo:77:@e (58:97:bd:bo:77:0e) 98 @2 45 82 08 54 A2 12 48 80 40 01 4d 9b co 00 E--T-- @@-M
~[802.1q virtual LAN, PRI: @, DEI: @, ID: 102 ©2 64 6 33 64 64 68 8@ 9e 67 0@ 18 01 5d e2 46  -d-3dd-- -g-+-]°F
OIE: caiisis iisis dEs = Priority: Best Effort (default) (@) €9 62 ©0 00 00 0 C1 36 fc 60 00 0O 80 60 10 11 b
TR « DEI: Ineligible 3 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e .lf w21 - " 1
s 22 23 24 25 26 27 28 29 2a 2b 2¢ 2d e 2f 30 31 REXE' () *+,-.f01
= 008/0118 BLIRISCI0: 182 32 33 34 35 36 37 234567
Type: IPvd (OxOE00)
Internet Protocol version 4, Src: 192.0.2.108, Dst: 198.51.100.108
Internet Control Message Protocol
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FCM ( %78 )
ABAAYFFYTFYI7AINERETZICIE. FCMTAROFIEZEITLET,
1. Disable Session’RZ > &V )Y OLT, POTATBF YT Fv2ELELET,

Overview Interfaces Logical Devices Security Engine Platform Settings

€ Refresh | | CaptuneSesson | | Delete Al Sessions:

= EI cop Drog perationsl State: up i M B Langth B Ay
Interface Hame Filter File Size (in bytes) File Hame Davice Hame
12 o 00 capl-ethernet-1-2-0.pcap frd o

Overview Interfaces Logical Devices Security Engine Platform Settings

C Refresh Captune Sesgon st A Sesitones
B capt Drosp Comts 0 Oparational State: DOWN - Session_Admin_Shut Buftar Size: 256 HB Snap Langth: 1518 Bytes 18
Imterface Hame Filter File Size (in bytes) File Namee Device Name
Ethamatif2 Hons 218828 £apl-athamats1-2:0 peap T

3. DownloadZ 2 )Y UL T, F¥7F+¥ 774X D O0—RLET,

G Refresh Cagure Session Deelete Al Sesions

» capl Drop Count: 0 Cperationnl Stato: DOWN - Session_Admin_Shut Buller Size: 256 ME Snap Longth: 1518 Bytes 3

Interface Name Filter File Size (in bytes) Fibe Name Deviee Name

Ethernetl/2 Hone ik capl-athemat-1-2-0.pcap frdi D

R=RFF¥RILNAVE—TIALAADFERE. XON—AVE—TIAAZEIZCOFIEZZRV IR
LET,

FXOS®DCLI
FAYTFYTTFAINERETSICIE, FXOSCLITRDOFIEZEITLET,
1. TFIOFA7BF YT FvE2ELLET,

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

scope session capl

firepower /packet-capture/session #



di sabl e

firepower /packet-capture/session* #

comni t

firepower /packet-capture/session #

up

firepower /packet-capture #

show session capl detail

Traffic Monitoring Session:
Packet Capture Sessi on Nane:

capl

Session: 1

Adm n State: Disabled

Oper State: Down

Oper State Reason: Adnmin Disable

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Sessi on Mem Usage: 256 MB
Session Pcap Snap Len: 1518 Bytes
Error Code: 0O

Drop Count: O

Physi cal ports involved in Packet Capture:

Slot Id: 1
Port 1d: 2
Pcapfil e:

/ wor kspace/ packet - capt ur e/ sessi on-1/ capl- et hernet-1-2-0. pcap

Pcapsi ze: 115744 bytes

Filter:

Sub Interface: 0O

Application Instance Identifier: ftdl
Application Nane: ftd

2. loca-mgmtaAN > RAODA—=TASF+T7F+Yv 774N ETY7T7O—RLET,

<tfroot>



firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

copy / packet-capture/session-1/capl-ethernet-1-2-0.pcap ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

firepower(local-mgmt)#

copy / packet-capture/session-1/capl-ethernet-1-2-0.pcap ftp://ftpuser@O0. 10. 10. 1/ capl- et hernet - 1- 2- 0. pc:

Password:

R=RF¥RINAVE—TIAADFZERE, EXIN—AVE—TILAADFYTFv¥T774)
E:lto_l/gij-o

RNEBARAASYFONTY hFYTFvICETEIHART A2, HIREE, SLTXRA
NTZO0T14A

Firepower 4100/9300FAA Y FH* ¥ 7 F v ICBET B HA RTA 2V EFHIRBEBEICOVTEK, T
Cisco Firepower 4100/9300 FXOS> ¥+ =R R— ¥ A2 74 F 1L —>3 2 HA Ry 2@ T
Cisco Firepower 4100/9300 FXOS CLIO> 74 F¥1L—>3a> HA Ra ® TR a1—F«
UL DEDO TNTYRFYTFY, QOEESRBLTLSEE L,

KIZ, TACT—ATONTY RF+YT7FYyDERICEIKRANTZITAANDIARNERLE
9,

s HARSAVEHBRBEICERLTLSEZ L,

s IXNTOR—NFYRILXN—AVEZ—=TIALAATNTY NEF¥TF¥YL, IXTOF
YIFYTTPANEDWLUET,

s FYTFYTAINREFEALET,

s FNYTFYTAINRERETDIHE., NTYRNDIPZRLAICHTEINATOFEZZEL T
<EEL,

« TFT7AINEDISIBNA NERBBFBEICHAT., 7L—LYA XEZEETDIATYTR
EERBRLET, YA ANNEVEE, F¥YTFYyEndNTY NOBEHNEML, 14 XH )N
TVEEFYTFYEBINTY NOBKFEMLET,

e RECHUTINY I 7THA AEZRABLET,

« FCMELZIFFXOSCLIO ROY 7HISEEL TLKEEW, Nv 77 HA XD4IRICET R &
EEADNOADZRFEMLET,



« VN-tag®ZWINT Y REWTZRRTSICIE, WiresharkT7 4 )L XIvntagZ AL E T, <
Nk, BIEAVE—TIAAONTY NFYTF ¥ T 7AILTINRITFENTY NEIEXR
NMCTREEICERNTT,

« WiresharkT 7 4 )L Zframe.number&1 ZFEAL T, HFHIL —LETEZRTLET, Ch
. NVOTL—AB—TIAAONTY RFYTFY I 7PAIINTEE/NTY NEER
RCTRHBEICERNTT,

« TCPAEN7ORNINDIEBE, Wiresharkld T 7 7 I)ILNT, BEOZKHGZF ONTY N ZE
BABTRRIDENIIL—INZHERALET, FYT7FYI77MIILROEBNTY NCKD
NBRAALYFFA¥T7FYOHEE. NTY NEBREOFETER/TEITIN—FTEhd
CENBYNET NTYRNFYTFY¥I7ANZEDMLUTT7 1 RZHERALEEEE. XR
ENENTYRZEHFLWIZPAIICIOAR—BL, RDYIZHLVI7AIILZHEET,

tF1T7T7 74T #F—)L3100/4200D K E & HRAL

Firepower 4100/9300& & 2%V, ©F 2177747 #—)L3100/42000 RNEFAAL Y FOF v/
F ¥ &, capture <name> switch X > RZEFERLTCT7 77U —23a > AR RSA A E—T
IAACL)TERELE T, switchA 723> Tk, FY¥Y 7T F Y HFAIBRAAMY FTEREENDLD
ICEELET,

RIZ, switchA 723> #EEL fccapture AN ROHBHZERLET,

<tfroot>

> capture cap_sw switch

?

buffer Configure size of capture buffer, default is 256MB

ethernet-type Capture Ethernet packets of a particular type, default is IP

interface Capture packets on a specific interface

ivlan Inner Vlan

match Capture packets based on match criteria

ovlan Outer Vlan

packet-length Configure maximum Tength to save from each packet, default is
64 bytes

real-time Display captured packets in real-time. Warning: using this

option with a slow console connection may result in an
excessive amount of non-displayed packets due to performance
Timitations.

stop Stop packet capture

trace Trace the captured packets

type Capture packets based on a particular type
<Cr>

NTY REXYTFYREO—MRNUBEFIRFZROES T,
1LABAVR—T T4 AZEELET,

AAYFOXFRNYTFYRETIE, AWM EZ—T7 I A4 ADnameifeZTANET, 1—HE&., 7
—BRAVB—=TIAARB, ABT7YT I, FEREEBA UV EA—TIA AZEBETEET,



<tfroot>
>

capture capsw switch interface ?

Available interfaces to listen:
in_data_uplinkl Capture packets on internal data uplinkl interface
in_mgmt_uplinkl Capture packets on internal mgmt uplinkl interface
inside Name of interface Ethernetl/1.205

management Name of interface Managementl/1l

TFXFIATT7ATIF—)L4200lk, MEBFY7FrZHR—NLTVET, HFICEENDKVER
V), 77 %)L MElFingress T,

<tfroot>

>

capture capi switch interface inside direction

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

TSI, EFATT7ATI#F—)42451C1 &, 2D OAFT—RE2DOEBT YTV D4R
—TJIAANBHYNET,

<{froot>
>

capture capsw switch interface

eventing Name of interface Managementl/2
in_data_uplinkl Capture packets on internal data uplinkl interface
in_data_uplink2 Capture packets on internal data uplink2 interface
in_mgmt_uplinkl Capture packets on internal mgmt uplinkl interface
in_mgmt_uplink2 Capture packets on internal mgmt uplink2 interface
management Name of interface Managementl/1l

2.41—HYRY N7L—ALDOEtherTypeZiEELETT, T7 7 I)L NDEtherTypeldIPTTY,
ethernet-type 77> I O fERE, XD &K S ICEtherTypeZiEEL £,

<tfroot>

>



capture capsw switch interface inside ethernet-type ?

802.1Q

<0-65535> Ethernet type
arp

ip

ip6

pppoed

pppoes
rarp

sgt
vlan

3. —BEHEEELET, capture matchA 7> 3a ik, — BEEZEELET,

<tfroot>
>

capture capsw switch interface inside match ?

<0-255> Enter protocol number (0 - 255)
ah

eigrp

esp

gre

icmp

icmp6

igmp

igrp

ip

ipinip

ipsec

mac Mac-address filter
nos

ospf

pcp

pim

pptp

sctp

shp

spi SPI value
tcp

udp

<cr>

A NYTPHAXRNTY NERBRE, TOMOATaNTA—2EEBELET,
5. ¥ v 7 F ¥ E#BMZLET. nocapture <name> switch stop AX > Rik, F¥7F+ %7
97147 LET,

<ffroot>

>



capture capsw switch interface inside match ip

>

no capture capsw switch stop

6. F ¥ S F Y FFMEMIELET,

« BEBAT—R Aldenabled T, BIEAT—2X AldupTactiveTd,

s NTYRFYTF¥ 774D A XPcapsize N &L £,

« show capture <cap_name>DHATEF Y T FrEN/NT Y NOBAOUAICEZ > TWS,

o Pcapfile/NAZF Y TFr¥LET. FY7FrEhi/NT Y NE BB Z/mnt/disk0/packet-
capture/ 7 # LA ICRTFENE T,

s ZEOBMBFYTFYREICETVT, FYTFY 714U ENFBBNICERENET,

<tfroot>
>

show capture capsw

27 packet captured on disk using switch capture

Reading of capture file from disk is not supported

>

show capture capsw detai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0



Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw et her net - 1- 1- 0. pcap
Pcapsi ze: 18838
Filter: capsw-1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0
Ivlan: 0
Ovl an: 205
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: i
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

7. BECRHUTF Y IFvy2EFELLET,

<{froot>
>

capture capsw switch stop

>

show capture capsw det ai

Packet Capture info

Nare: capsw



Session: 1

Adm n State: di sabl ed

Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0
Drop Count: 0
Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 24

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

8. FVYIFYvI77ANERELET, "EF21T7T77ATIFA—INARLAAYFFYITF¥YT7
AIINDPRE, 023 >0FIEEETLET,

Secure Firewall VY 7 R I F7/N—23274TE, RBARAA Y FF ¥ T F Y EREFFMCE L
FOMTRHR—REATVWERA, ASAYT RIITN—T32918(1)UEBOBE, WEAL Y
F* v 7 F v IFASDM/IN—2 32718 AXAETHRETEE T,

ZhsOF 1) ATk, Secure Firewall 3100/4200NZAA Y FDOF ¥ 7' F ¥ O — i % EHHI
ZEHY) EFTVET,



MBAVE—TIAAKLERR—RNFYRILAEZ—TIAATONTY NF+T
F ¥

FTIDE K IEASACLIZFERAL T, 412X —7 I 4 AEthernet1/1E =z &Portchannel14 > X2 —7 T
AADNTY RF Y TF Vv EREDBLVCERLET, 5504 X—7 I A4 AEnameifld
inside T,

hROD, NTY R70—, 8RTEFYTFrYRA2B

Cisco Secure Firewall 3100:

Chassis
Internal Switch Security Module
FTD/ASA

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Uplink

v

outside

NEBMFYTFYvH2FERITDEXF2T7 7 74T #+—)L4200:

Chassis
Internal Switch Security Module
FTD/ASA

192.0.2.100 Uplink

@ ICMP echo-reply outside .

198.51.100.100

aA>74Fa1L—>3>

AR —7 T4 AEthermetIMELRFAR—RFYRILITNTY NEFYTF Y ERETDICE.
ASAFE=IFFTDCLITXDOFIE=ZEITLET,

1. nameif 2 EEL £ 9,

<ffroot>

>




show nanei f

Interface Name Security
Et hernet1/1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0
<#root>

>

show nanei f

Interface Name Security
Port - channel 1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2.FYTFvEYIIDDOER

<#froot>
>

capture capsw switch interface inside

X AT TFATIA—)L4200lF, ¥ 7 Fv0AAEEHR—NLTVET,

<tfroot>

> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both

3. F¥TFvEYvIAEEMILET,

<ffroot>



> no capture capsw switch stop

AL

FYTFrEYIADOEF., BEBAT—NEBEAT—K, 12— I4RAAOY b, B&
UIDZFEL E T, PcapsizeDfE (/N1 8 ) AMEMLTWBZE, BROF Y TFrEhic/\T
Y ROBAEOUNTHD EZBRBLET,

<tfroot>
>

show capture capsw det ai |

Packet Capture info

Nanme: capsw
Session: 1
Admi n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 12653

Filter: capsw-1-1

Packet Capture Filter Info
Name: capsw-1-1



Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture:

79 packets captured on disk using switch capture

Reading of capture file from disk is not supported

TFRITBT T AT *—)L4200:

<#froot>
>

show cap capsw det ai

Packet Capture info

Nanme: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:
STot Id: 1

0



Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Direction: bot h
Drop: disable
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipvé6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

33 packet captured on disk using switch capture

Reading of capture file from disk is not supported

R—KRFr¥RILIDFE, FYTFYRINTOXIN—AVE—TIALAT

<#froot>
>

show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1
Admi n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes

S

ax k&

TNET,



Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot 1d: 1

Port 1d: 4

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsi ze: 28824

Filter: capsw 1-4

Packet Capture Filter Info

Name: capsw-1-4
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Physical port:

Slot Id: 1

Port 1d: 3

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsi ze: 18399

Filter: capsw-1-3

Packet Capture Filter Info

Name: capsw-1-3
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0



Src Ipvé6:

Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

56 packet captured on disk using switch capture

Reading of capture file from disk is not supported

R=RFA¥RILXN—A2R—T T A A&, FXOSDlocal-mgmt1< > RZ I )L Tshow
portchannel summary X > RZFERAL THEABTEET,

<#froot>

>

connect fxos

firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
1 Po1( U) Eth LACP Et h1/ 3( P) Et h1/ 4( P)

Channel PeerKeepAliveTimerFast

1 Pol(U) False

Cluster LACP Status:



Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

ASALEDFXOSIZCT7 7 EATBIZIE. connect fxos adminAY > REEFTLET, VILFIAUTFTF
ANDEBER, EBOVTHFANTION I REZEFTLET,

FYTFYIT7AILORE

"L AT TFPATIA—IABRAAYFEYTFYIT7AIINORE £V 32 OFEZET
LEY,

T7ANBHOFYTFv

NTYRFYTFYIT7AIN)—RF=T7)5—>3>%=EHL T, Ethernet1/MOF ¥ 7 F v 7
FTAINEREEXT, COHITIE. Secure Firewall 3100CONT Y RF v+ T F v FofEhExd,
BAIONTY FEBIRL, F—RANZ2HBELET,

TICMPIO—ERNT Y NEGAFYTFrvEhET,
2. TONTY MAYH—ICRVLANZ I ARV TLER AL

Wa- Time Scurce Destinaton Frotocod Length FD FTIL ko I

12022-08-07 19:50:06.925768 192.9.2.109 198,.51.100.100 IHe 192 1 fxgale (39448) 64 Echo (ping) request | 1d=0x0034, $0q=1/256, ttl=64 (no res

2 2022-08-07 19:50:07.921684 192.8.2.18@ 198.51.100.108 ICHP 182 exgada (39482) 64 Echo (ping) request 1d=0x0034, seq=2/512, ttl=64 (no res

3 2022-08-07 19:52:08.924468 192.8.2.100 198.51.100.108 ICHP 182 @x9aa6 (39590) 64 Echo (ping) request 1d=0x@e34, seq=3/768, ttl=64 (no res

42022-08-07 19:50:09.928484 192.9.2.109 198,.51.100.100 ICHP 102 exgafe (39678) 64 Echo (ping) request 1d=0x0034, s0q=4/1024, ttl=64 (no re

5 2022-08-07 19:50:10.928245 192.8.2.100 198.51.100.108 ICHP 182 exoble (39696) 64 Echo (ping) request 1d=0x0034, seq=5/1280, ttl=64 (no re

6 2022-08-07 19:52:11.929144 192.8.2.100 198.51.100.108 ICHP 182 exab3a (39732) 64 Echo (ping) request 1d=0x0034, seq=6/1536, ttl=64 (no re

7 2022-08-07 19:50:12.932943 192.9.2.109 198,.51.100. 100 ICHP 102 xob83 (39811) 64 Echo (ping) request 1d=0x0034, seq=7/1792, ttl=64 (no re

8 2022-08-07 19:5@:13.934155 192.8.2.10@ 198.51.100.108 ICHP 182 oexabib (39819) 64 Echo (ping) request 1d=@x@034, seq=8/2048, ttl=6a (no re

9 2022-08-07 19:52:14.932004 1692.8.2.10@ 198.51.100.108 ICHP 182 exaca7T (39943) 64 Echo (ping) request id=0x0034, seq=9/2304, ttl=64 (no re

18 2022-08-07 19:50:15.937143 192.9.2.109 198.51.100. 100 ICHP 182 exdcch (40134) 64 Echo (ping) request 1d=0x0034, seq=106/2560, ttl=64 (no r

11 2022-08-07 19:5@:16.934848 1692.8.2.10@ 198.51.100 .10 ICHP 182 exodes (48296) 64 Echo (ping) request id=9x0e34, seq=11/2816, ttl=64 (no r

12 2022-08-27 19:52:17.936508 1692.8.2.108 198.51.100.188 ICHP 182 exdded (40429) 64 Echo (ping) request 1d-0x0034, seq=12/3072, ttl=64 (no r

13 2022-08-07 19:50:18.939584 192.8.2.189 198.51.100, 198 ICHP 102 ex9es5a (40538) 64 Echo (ping) request 1d=-2x0034, seq=13/3328, ttl=64 (no r

14 2022-08-07 19:52:19.941263 1692.8.2.10@ 198.51.100 .18 ICHP 182 ecdefh (10699) 64 Echo (ping) request 1d=2x9e34, seq=14/3584, ttl=64 (no r

15 2022-08-07 19:50:20,940716 192.9.2.109 198,51.100.100 ICHP 102 oxofse (40784) 64 Echo (ping) request id-0x0034, seq=15/3840, ttl=64 (no r

16 2022-08-07 19:50:21.940288 192.9.2.100 198.51.100.100 o 102 xafed (40932) 64 Echo (ping) request 1d=0xe834, seqe16/4096, ttlesd (no r

17 2022-08-07 19:50:22.943302 192.9.2.160 198.51.100.100 IcHP 102 xap31 (41000) 64 Echo (ping) request id=0xee34, seq=17/4352, ttl=6d (no r

18 2022-08-07 19:50:23,944679 192.9.2.109 198,51.100.100 ICHP 102 Oxad67 (41063) 64 Echo (ping) request 1d=0x0034, seq=18/4608, ttl=64 (no r

< >
Frame 1: 182 bytes on wire (816 bits), 182 bytes captured (816 bits) bc 07 12 34 92 14 00 50 56 9d o8 be 08 0@ 45 @ -4 P V- E
Ethernet II, Src: VMware 9d:e@:be (00:50:56:9d:eB:be), Dst: Cisco 34:9a:14 (bc:e7:12:34:9a:14) ©0 54 93 10 40 00 40 01 b3 9¢ 0 0@ 02 64 ¢6 23 T--@@ o.ood3
Internet Frotocol Version 4, Src: 192.6.2.10@, Dst: 198.51.100.188 2 64 64 03 90 <6 91 00 34 00 01 61 17 fo 62 80 00  dd-----4 --a--b--
Internet Control Message Protocol o0 90 18 ec O 00 00 00 00 80 10 11 12 13 14 15 R L
16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25 EitiE 1"ag%
26 27 28 29 2a 2b 2c 2d 2e 2f 39 31 32 33 34 35 &' ()*+,- ./012345

36 37 55 55 55 55 &7UUUU

PortchanneM X N—A 2V B—T IA ADF Y TF ¥ I 7 A I 2HEETT, RAD/NTY M &&E
RLU, F— R4 MNEBIBLET,

1. ICMPTO—ERNT Y NEGHFF+YTFrEhEd,
2. TDOINT Y MAY A —ICKVLANR I FfFVWTOVEE A,



N Time Source Destination Protocol
12022-08-07 20:40:58.657533 192.9.2.180 198.51.108. 169 ICHP
2 2022-08-07 20:40:59.658611 192.9.2.180 168.51.108. 188 ICHP
3 2022-08-07 20:41:00.555662 192.9.2.100 168.51.108. 188 ICHP
4 2022-08-07 20:41:091.659749 192.9.2.108 198,511,108, 189 ICHP
5 2022-08-07 20:41:02.560624 192.9.2.108 198.51.108. 109 ICHP
6 2022-08-07 20:41:03.663226 192.9.2.100 198,51.100.100 IcHp
7 2022-08-07 20:41:04.661262 192.9.2.100 198.51.100. 109 ICHP
8 2022-88-07 20:41:085.665955 192.9.2.108 198.51.100. 109 ICMP
9 2022-08-07 20:41:06.666528 192.9.2.180 198,51.100.100 IcMp

10 2022-08-07 20:41:07.667298 192.9.2.100 198.51.108. 100 ICHP
11 2022-08-07 20:41:08.670540 192.9.2.100 198.51.100.100 ICHP
12 2022-08-07 20:41:09.668278 192.9.2.100 198.51.100.100 1CHP
13 2022-08-07 20:41:10.672417 192.9.2.100 198.51.108.100 ICHP
14 2022-08-07 20:41:11.671369 192.9.2.100 198.51.100.100 ICHP
15 2022-08-07 20:41:12.675462 192.9.2.100 198.51.106. 100 ICHP
16 2022-08-97 20:41:13.674903 192.9.2.100 198.51.100.109 ICHP
17 2022-08-07 20:41:14.674093 192.9.2.100 198.51.100.100 ICHP
18 2022-08-07 20:41:15.676904 192.9.2.100 198.51.100.100 ICHP

Length

Internet Control Message Protocol

Frame 1: 182 bytes on wire (816 bits), 182 bytes captured (B16 bits)
Ethernet II, Src: VMware Od:eB:be (@9:50:56:9d:e8:be), Dst: Cisco_34:9a:2c (bc:
Internet Protocol version 4, Src: 192.9.2.108, Dst: 198.51.196.162

e7:12:34:9a:2¢)

-
2
“

FED FTIL Info
Ul exazas (37526) 64 Echo {ping) request | id=-8x@035, seq=1/256, ttl=64 (no res
exa378 (37744) 64 Echo (ping) request id=@xee3s, seq=2/512, ttl=64 (no res
exaife (37872) 64 Echo (ping) request id=0x0035, seq=3/768, ttl=64 (no res
exga6f (37999) 64 Echo (ping) request id=exe@3s, seq=4/1024, ttl=64 (no re
@x94a4 (38052) 64 Echo (ping) request id=@x@@3s, seq=5/1288, ttl=64 (no re
ex952d (38189) 64 Echo (ping) request id=9x@e3s, seq=6/1536, ttl=64 (no re
ex9sad (38285) 64 Echo (ping) request id=ex@e3s, seq=7/1792, ttl=64 (no r
ex95ds (38368) 64 Echo (ping) request id=ex@e3s, seq=8/2048, ttl=64 (no r
@x964b (38475) 64 Echo (ping) request id=0xee3s, seq=9/2384, ttl=64 (no re
@x972b (38699) 64 Echo (ping) request id=0x@e3s, seq=10/2568, ttl=64 (no r
%9802 (38922) 64 Echo (ping) request id=0x0035, seq=11/2816, ttl=64 (no r
exa831 (38961) 64 Echo (ping) request id=0x0035, seq=12/2072, ttl=64 (no r
@x98a2 (39974) 64 Echo (ping) request id=0x@@3s5, seq=13/3328, ttl=64 (no r
exo8f7 (39159) 64 Echo (ping) request id=ex@035, seq=14/3584, ttl=64 (no r
@xd%ed (39396) 64 Echo (ping) request id=9x0935, seq=15/3848, ttl=64 (no r
@x9a84 (39556) 64 Echo (ping) request id=0x@@3s, seq=16/4896, ttl=64 (no r
ex0afl (30667) 64 Echo (ping) request id-ex0035, seq=17/4352, ttl=64 (no
exobge (39822) 64 Echo (ping) request id=-9x@935, seq-18/46@8, ttl=64 (no r
>
bc &7 12 34 9a 2¢ 8@ 58 56 9d e& be 93 80 45 0D trediey P WeeeooE
98 54 92 96 40 00 49 81 bb 16 ¢d 00 92 64 ¢6 33 T@8 d-2
64 64 08 00 S8 a8 9@ 35 00 01 4d 23 fO 62 00 V0  dd- X -5 --M#:b
96 00 O cE 94 00 00 82 99 82 18 11 12 13 14 15
16 17 18 15 1a 1b 1c 1d le 1f 28 21 22 23 24 25 1"ugx
26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 B'()%+,- .f012345
36 37 55 55 55 55 STUULY
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NROD, N7y h70—, BROEFYTFyRA B

Cisco Secure Firewall 3100:

- -

192.0.2.100

198.51.100.100

- -

192.0.2.100

Chassis
Internal Switch Security Module
FTD/ASA
Uplink
@ ICMP echo-reply outside
Cisco Secure Firewall 4200:
Chassis
Internal Switch Security Module
FTD/ASA
= Uplink
@ ICMP echo-reply outside -

198.51.100.100

aA>74F1L—>3>

A>3 =7 I 4 AEthemetINMELRFR—RNFY¥RIATNTY RFYTFYZRETDICIE.
ASAE=IFFTDCLIT XD FIEZEITLET,

1. nameif 2R L £ 9,

<tfroot>
>

show nanei f

Interface Name

Et hernet 1/ 1. 205 i nsi de

Ethernetl/2 outside

Security

0




Managementl/1

<{froot>
>

show nanei f

Interface

Port - channel 1. 205

Ethernetl/2
Managementl/1

2.F v I FrEvIavEERLET,

<tfroot>

>

capture capsw switch interface inside

diagnostic

Name

i nsi de

outside
diagnostic

Security

0

EXFATT77AT O A—)L4200k, XY T7FrOREAKEZHR—NLTVET,

<#root>

> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both

3.F v 7FvEyvIa EEMCLET,

<tfroot>

> no capture capsw switch stop

e

EII_|



FvTFvEYYILORM, BERAT—MEBERT M, AVE—TI(RROY b, H&
UIDZHFZE L E T, Pcapsize®fE (/N1 8 ) AMEMLTWB L, BLROF Y TFrEhic/\T
Y ROBAEOUNTHBD CEZBRBLET,

<ffroot>

>

show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 6360

Filter: capsw-1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0
Ivlan: 0

Ovl an: 205



Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

46 packets captured on disk using switch capture

Reading of capture file from disk is not supported

CNFE. HEVLAN Ovlan=2050 7 1 LEHFERE N, /1 RF—T I A AIZBRAEIhET,
Port-channelM{E. 7 1)L R0vIan=2050F ¥ 7'F ¥ lE, IXNTOXN—AVEZ—TIAA
THREETIhET,

<#root>

>

show capture capsw det ai |

Packet Capture info

Nanme: capsw
Session: 1
Admi n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:



Slot |d: 1

Port 1d: 4

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsi ze: 23442

Filter: capsw 1-4

Packet Capture Filter Info

Name: capsw-1-4
Protocol: 0

Ivlan: 0

vl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Physical port:

Slot Id: 1

Port 1d: 3

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsi ze: 5600

Filter: capsw-1-3

Packet Capture Filter Info

Name: capsw-1-3
Protocol: 0

Ivlan: 0

vl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0



Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

49 packet captured on disk using switch capture

Reading of capture file from disk is not supported

R=RFA¥RILXN—A2R—T T4 Ak, FXOSDlocal-mgmt1< > RZ I )L Tshow
portchannel summary X > RZFERAL THEABTEET,

<ffroot>

>

connect fxos

firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portchannel sunmmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
1 Po1( U) Eth LACP Et h1/ 3( P) Et h1/ 4( P)

Channel PeerKeepAliveTimerFast

1 Pol(U) False

Cluster LACP Status:

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

1 Pol(U) False False 0 clust



ASAEDFXOSIZC7 VAT BIZIE. connect fxos admin Y REEFTLET, VIFIAUTFTF
ANDBERF., COONREZEBIOVTFANTEITLET,

FYTFYITTFAIORE

"X AT T7ATIA—IABRAAYFEYTFYITAIINORE £V 32 OFEZET

LEY,

77 ANBHOF T TF

NTYRFYTFYTI7AN)—F=T7)5—>3>%#EHL T, Ethernet1/1.2050F ¥ 7°F

Y IJ7ANEREEXT, COHITIE. Secure Firewall 3100TCHONT Y RF ¥ S F ¥ Ao fEnE
T, RADNTY REBIRL, F—RA 2 NZHRLET,

1L ICMPIO—ERNT Y NEWHFFYTFrEhErd,
2. TONTY MAY X —IZIEVLANZ J205 TV TVET,

Mo Time Source Destinabion Frotocol Lengeh PFD PTTL info
12022-08-07 21:21:01.687187 192.9.2.100 198.51.100. 100 |ICHP |106 1 @cdiif (16671) 64 Echo (ping) request| id=0x0037, seq=1/256, ttl=64 (no res
2 2022-08-07 21:21:02.603418 192.8.2.189 198.51.160. 188 ICMP 186 éxdalla (16698) 64 Echo (ping) request id=0xe@37, seq=2/512, ttl=64 (no res
3 2022-08-07 21:21:03.610671 192.8.2.100 198.51.100. 108 ICMP 106 exd2la (16922) 64 Echo (ping) request id=ex@@37, seq=3/768, ttl=64 (no res
4 2022-08-07 21:21:04.609160 192.8.2.100 198.51.100. 100 TCHP 186 oxd26c (17004) 64 Echo (ping) request id=0x0037, seq=4/1024, ttl=64 (no re
5 2022-988-87 21:21:85.689409 192.8.2.180 198.51.160.188 ICMP 186 8x4318 (17168) 64 Echo (ping) request id=ex@@37, seq=5/1280, ttl=64 (no re
6 2022-08-87 21:21:86.611847 192.8.2.100 198.51.100.188 ICHP 106 Bxd3df (17375) 64 Echo (ping) request id-0x0037, seq=6/1536, ttl=64 (no ra
7 2022-08-97 21:21:97.616688 192.8.2.189 198.51.100.108 ICMP 106 ex4ads (17619) 64 Echo (ping) request id=exee37, seq=7/1792, ttl=64 (no re
8 2022-08-087 21:21:88.618023 192.8.2.180 198.51.160. 188 ICMP 186 Bxa518 (17688) 64 Echo (ping) request id=exee37, seq=8/2048, ttl=64 (no re
9 2022-08-087 21:21:09.619226 192.8.2.108 198.51.100.188 ICHP 186 Bxas3d (17725) 64 Echo (ping) request id-0x0037, seq=9/2304, ttl=64 (no ra
19 2022-88-97 21:21:19.616696 192.8.2.189 198.51.100. 108 ICMP 106 axa62b (17963) 64 Echo (ping) request id=ex0e37, seq=10/2568, ttl=64 (no r
11 2022-88-87 21:21:11.621629 192.8.2.180 198.51.160.188 ICMP 186 ex4787 (18183) 64 Echo (ping) request id=ex@@37, seq=11/2816, ttl=64 (no r
12 2022-08-97 21:21:12.619209 192.9.2.100 198.51.100. 100 IHP 106 axa7ab (18251) 64 Echo (ping) request id-9x0037, seq=12/3072, ttl=64 (no r
13 2022-88-97 21:21:13.620168 192.8.2.180 198.51.100.188 ICMP 106 Bxa7s1 (18305) 64 Echo (ping) request id=ex0037, seq=13/3328, ttl=64 (no r
14 2022-88-97 21:21:14.623165 192.8.2.100 198.51.100.108 ICHP 106 Bx4858 (18520) 64 Echo (ping) request id=0x@@37, seq=14/3584, ttl=64 (no r
15 2022-08-97 21:21:15.622497 192.9.2.100 198.51.100. 100 ICHP 106 @edd9d (18697) 64 Echo (ping) request id=0x0037, seq=15/3840, ttl=64 (no r
16 2022-88-97 21:21:16.626226 192.8.2.180 198.51.100. 188 ICHP 106 fxageb (18699) 64 Echo (ping) request id=@x@@37, seq=16/4096, ttl=64 (no r
17 2022-88-97 21:21:17.629363 192.8.2.100 198.51.100. 108 ICHP 106 2x4932 (18738) 64 Echo (ping) request id=0x@@37, seq=17/4352, ttl=64 (no r
18 2022-08-87 21:21:18.626651 192.9.2.100 198.51.100. 100 TCHP 186 cdads (16949) 64 Echo (ping) request id=0x0037, seq=18/4608, ttl=64 (no r
< >
» Erame 1: 186 bytes on wire (848 bits), 106 bytes captured (848 bits) be ©7 12 34 93 14 99 5@ 56 9d o8 be 81 @0 0@ cd -4 P Wooocoo
| Ethernet II, Src: VMware 9d:ef:be (09:50:56:9d:e8:be), Dst: Cisco 34:9a:14 (be:e?:12:34:9a:14) B8 99 45 90 0@ 54 41 1f 40 80 42 @1 @c Be c 09 B TA @@
~| 802.10Q virtual LAN, PRI: @, DEI: @, ID: 285 B2 64 €6 33 64 64 08 00 06 67 0@ 37 00 01 b 2¢ d-3dd-- g T,
000, .. i s = priority: Best EFfort (default) (o) fO 62000000 00 Be fe 020000 GO OO O 1011 b oooooos
i R ——— = DEI: Ineligible 12 12 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 oo e !
.... 8000 1108 1101 = ID: 285 22 23 24 25 26 27 28 29 2a b 2c 2d 2e 2f 30 1 A58k () *+,- 001
o= 2 32 33 34 35 36 37 55 55 55 55 23456700 UL
ype: IPva (@x@80a)
Trailer: 55555555
| Internet Protocol Version 4, Src: 192.9.2.100, D5t: 198.51.100.100
*| Internet Control Message Protocol

v

PortchanneM X N—A VR —T IAADF Y TFY¥ I 7 AN ERHEEXT,
RLU, F—RANE2BBLET,

1. ICMPITO—ERNT Y NEGFFY+TFrEhEd,
2. TDO/INT Y MAY X —IZIEVLANR T 205 FWVWTWVWE T,

BHONT Y hEZE




o, Time Sounce Destnation Frotoesl Length P PTIL Info L

132022-83-97 21:21:01.607187 192.8.2.180 198.51.198.108 [TcMP | 106 || exd411f (16671 64 Echo iny request | id=0x@037, seq=1/256, ttl=64 (no res
2 2022-08-87 21:21:682.689418 192.9.2.108 198.51.100. 108 ICMP 186 axd13a (16698) 64 Echo (ping) request id=exee37, seq=2/512, ttl=64 (N0 res
3 2022-68-07 21:21:83.618671 192.9.2.100 198.51.100. 108 ICMP 186 ax421a (16922) 64 Echo (ping) request id=exee37, seq=3/768, ttl=64 (no res
4 2022-08-97 21:21:04.609160 192.9.2.10@ 198.51.1900, 108 ICMP 106 ax426c (17004) 64 Echo (ping) request id=-exee37, seq=4/1024, ttl=s4 (no re
5 2022-08-87 21:21:05.689489 192.9.2.108 198.51.100.108 ICMP 186 ax4318 (17168) 64 Echo (ping) request id=exee37, seq=5/1280, ttl=54 (no re
6 2022-08-87 21:21:06.611847 192.9.2.100 198.51.1900. 108 ICMP 186 axdadf (17375) 64 Echo (ping) request id=exee37, seq=5/1536, ttl=564 (no re
7 2022-08-97 21:21:67.616688 192.9.2.10@ 198.51.1900,108 ICMP 106 axaad3 (17619) 64 Echo (ping) request id=-exee37, seq=7/1792, ttl=s4 (no re
8 2022-08-87 21:21:088.618823 192.9.2.108 198.51.100. 108 ICMP 186 Bx4518 (17688) 64 Echo (ping) request id=exee37, seq=8/2048, ttl=54 (no re
9 2022-08-97 21:21:89.619326 192.9.2.100 198.51.1900. 108 ICHP 186 ax453d (17725) 64 Echo (ping) request id=exee37, seq=0/2384, ttl=564 (no re
10 2022-98-97 21:21:10.616696 192.9.2.100 198.51.100. 108 ICMP 1086 axa62h (17963) 64 Echo (ping) request id=exee37, seq=10/2560, ttl=64 (no r
11 2022-08-07 21:21:11.621629 192.9.2.108 198.51.100. 108 ICMP 106 ax47a7 (18183) 64 Echo (ping) request id=exee37, seq=11/2816, ttl=64 (no r
12 2022-08-07 21:21:12.619309 192.9.2.100 198.51.100. 108 ICHP 106 ax47ab (18251) 64 Echo (ping) request id=0x8037, seq=12/3872, ttl=64 (no r
13 2022-98-97 21:21:13.620168 192.9.2.100 198.51.100. 108 ICMP 106 ax4781 (18305) 64 Echo (ping) request id=exee37, seq=13/3328, ttl=64 (no r
14 2022-08-07 21:21:14.623169 192.9.2.108 198.51.100.108 ICHP 106 8x4858 (18520) 64 Echo (ping) request id=exee317, seq=14/3584, ttl=64 (no r
15 2022-03-97 21:21:15.622497 192.8.2.180 198.51.190. 108 ICHP 186 ox49¢5 (18697) 64 Echo (ping) request id=0x@937, seq=15/3848, ttl=64 (no r
16 2022-08-87 21:21:16.626226 192.9.2.108 198.51.100.108 ICMP 1086 @x498b (18699) 64 Echo (ping) request id=exee37, seq=16/4896, ttl=64 (no r
17 2022-88-07 21:21:17.629363 192.9.2.100 198.51.100. 108 ICHP 186 ax4932 (18738) 64 Echo (ping) request id=exee37, seq=17/4352, ttl=64 (no r
18 2022-98-97 21:21:18.626651 192.9.2.100 198.51.1900,100 ICMP 106 ax4a05 (18949) 64 Echo (ping) request id=exee37, seq=18/46e8, ttl=64 (nor |+
< »
be @7 12 34 9a 14 98 58 56 9d ed be 81 80 00 cd sole s oP W
0F 00 45 00 00 S4 41 1f 40 00 40 01 Oc Be cO 0O EcTA @@
B2 64 €6 33 64 64 B8 B0 06 67 40 37 88 01 be 2¢ d-3dd g7
BB, ... e saas =Pr‘ior‘ity: Best Eanr't (default) (@) o 52 90 00 00 90 8¢ fe 02 00 00 00 00 00 10 11 b- ) )
I R = DEI: Ineligible 12 13 14 15 16 17 18 19 1la 1b 1c 1d le 1f 20 21 !
. Eed 1108 1101 = 1D 265 N 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 T#ER'() "+,-.J@1
) 32 33 34 35 36 37 55 55 55 55 23456700 LW
Type: IPv4 (@x0E80) r4
Trailer: 55555555
Internet Protocol Version 4, Src: 192.9.2.108, Dst: 198.51.108.100
Internet Control Message Protocol
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AAYFOF Y T7F vk, AZFEVLAN205IC—HTB 7 1IN R2EFHALT, YT E2—T7 T4 R
Ethernet1/1.205% /=& Portchannel1.205 TR EST NE T,

BAVDENERDRICALET,

FYTFY R4

£4URh La A |[FYTFyvEnLENT T4V

2ARY

BITAB—T T4 P SR Ap [FAN1920.2.1004 SHKR K
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7TF v ORE R 205 =R

HBTA4R—TI4 A
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YT FVYERESLCHEIELET
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j_:_hbij-o

NEA 2 B—T ITAATONTY NF¥TF ¥
Secure Firewall 3100IC 20 OAZA > RZ—T T4 ANFHYVET,
« in_data_uplink1 : 777 —23>Z2RPRAAL Y FICERLET,

* in_mgmt_uplink1:FMCEFTDREIDEE A > X —7 T4 ANDSSHE E, EzlEsftunnel& €
FENDEBEZEGOLOOERANTY NNAZRHELET,



Secure Firewall 4200(C1&, RX4ADDOAZA > BZB—T I A AN BHYET,

« in_data_uplink1# & T¥in_data_uplink2 ( 42450 ) : cNSDA U Z—T I ARk, 77V
T3 ERNPBRAAY FICERLET, 4245055, NTY NE2OOTFTY TV 04>
B—TIAABTA—RNTVAENET,

« in_mgmt_uplink1& & in_mgmt_uplink2—- chsDA > Z—7 T4 Alk. FMCEFTDEDOE
BAVE—TIAA(El@FsftunnelE £EFEND ) N\OSSHAENDEBEGO-HDER
NTY NNAZRBUET, EF2T7T774A4T704—)L4200F, 2D DEBA>R—T 14
AZHR—KNLTVET,

RAU A1

FTDE/GZASACLIZERL T, 7Y 77U 94> 2—7 I 4 Ain_data_uplinkl L®/N7y K
YT FYERESLCHERELET,

NROD, X7y h70—, BRTFYTFYRA2B

Cisco Secure Firewall 3100:

Chassis

Internal Switch Security Module

FTD/ASA

in_data_uplink1

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

QX

A 4

Cisco Secure Firewall 4200:

Chassis
Internal Switch Security Module
FTD/ASA
19202100 in_data_uplink1
@ ICMP echo-reply >
198.51.100.100

aA>74Fa1L—>3>



A4 >82—7 I 4 Ain_data_uplinkl TNT Y RFYTF ¥ ZRETSICIE. ASAE=IEFTD CLIT

RDFIEZERITLET,
1. FYT7F vy a2 EEBLET,

<ffroot>

>

capture capsw switch interface in_data_uplinkl

EXFIATTT7AT O A—)L4200k, F¥T7FrOREAKEZHR—NLTVET,

<#froot>

> capture capsw switch interface in_data_uplinkl direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface in_data_uplinkl direction both

2. F v IFvEYIIAUEEMCLET,

<ttroot>

> no capture capsw switch stop

AL

FvTFvEYY AL ORM, BERAT—MEBERT M, AVE—TIARROY b, H&
UIDZHFZE L E T, Pcapsize®fE (/N1 8 ) AMEMLTWB L, BLROF Y TFrEhic/\T

Y NOBAEOUNTHZ EZHELET,

<#froot>
>

show capture capsw det ai |

Packet Capture info

Nane: capsw



Session: 1

Adm n State: enabl ed

Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 18

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-data-uplinkl.pcap
Pcapsi ze: 7704

Filter: capsw-1-18

Packet Capture Filter Info

Name: capsw-1-18
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipvé6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

66 packets captured on disk using switch capture

Reading of capture file from disk is not supported



CcOBE, FYTFYREABID1IBDAVE—TIAA(EFIT77A4T74—)L3130D
in_data_uplink14 > X—7 T4 R ) THEHENET., FXOSDlocal-mgmtI~ > R I )L Tshow
portmanager switch status 1N > RZRTITBE, /1 VX —T I A AIDHFRRENET,

<ffroot>

>

connect fxos

firewall#

connect

I ocal - ngnt

firewall(local-mgmt)#

show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up

0/2 SGMII Up 1G Full None Link-Up

0/3 SGMII Up 1G Full None Link-Up

0/4 SGMII Up 1G Full None Link-Up

0/5 SCGMII Down 1G Half None Mac-L1ink-Down
0/6 SCGMII Down 1G Half None Mac-L1ink-Down
0/7 SCGMII Down 1G Half None Mac-L1ink-Down
0/8 SCGMII Down 1G Half None Mac-L1ink-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down
0/13 1000_BaseX Down 1G Full None Link-Down
0/14 1000_BaseX Down 1G Full None Link-Down
0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up

0/ 18 KR2 Up 50G Ful | None Li nk- Up

0/19 KR Up 25G Full None Link-Up

0/20 KR Up 25G Full None Link-Up

0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset

0/23 n/a Down n/a Full N/A Reset

0/24 n/a Down n/a Full N/A Reset

0/25 1000_BaseX Down 1G Full None Link-Down
0/26 n/a Down n/a Full N/A Reset

0/27 n/a Down n/a Full N/A Reset

0/28 n/a Down n/a Full N/A Reset

0/29 1000_BaseX Down 1G Full None Link-Down
0/30 n/a Down n/a Full N/A Reset

0/31 n/a Down n/a Full N/A Reset

0/32 n/a Down n/a Full N/A Reset

0/33 1000_BaseX Down 1G Full None Link-Down
0/34 n/a Down n/a Full N/A Reset

0/35 n/a Down n/a Full N/A Reset



0/36 n/a Down n/a Full N/A Reset

ASALEDOFXOSICT7 U EATBICIE. connect fxos adminIAY > RZEE{ITFLET, WILFIAUTFTF
ANDFBERF., COONREZEBIOVTFANTEITLET,

FYTFYIT7AILORE

"L AT TFPATIA—IABRAAYFEYTFYIT7AIINORE £V 32 OFEZET
LEY,

J77A4ILGHOF¥TFv
NTYRFNTFYTITAN)—R=F7I)5r—232#FALT, A1 VF—TI( (A
in_data_uplink1 DF ¥+ 7F ¥ 77 ()L Z2HEE T, <DHITIE. Secure Firewall 3100 T D /N v
REYTFrHFomEnExd,

qz_
é*li_‘!"o c_hblji\

RAVKNEERELET, COBE. ICMPITI—ERSIOCII-IENTY RYFF¥TF v
TVT—2a 0 5RNBARAAY FICEEENDNTY RNTT,

s, Tiene Souice Deatnstion Protosol Lisgth L PTTL I -
. 1 2022-68-07 22:40:06.685606 1 192.9.2.100 198.51.108.169 ICHP 182 0xado3 (19859) 64 Echo (ping) request |id=8x@83a, seq=33/8448, ttl=64 (repl
2 2022-88-87 22:40:06.685615 198.51.100.160 102.9.2.16@ 1CHP 102 @xbcdc (27868) 64 Echo (ping) reply id=9x903a, seq=33/8448, ttl=64 (req.
3 2022-08-87 22:48:07.684219 g 5 - 167 LLEE LR LR BXECHo (ping) request id-8xde3a, seq=34/8784, ttl=564 (repl
4 2022-08-07 22:40:07.689360 198.51.100.160 192.9.2.16@ ICHP 102 exodb2 (28082) 64 Echo (ping) reply id=9x083a, seq=34/8784, ttl=64 (req.
5 2022-08-87 22:40:08.685736 192.8.2.108 198.51.100. 169 ICHP 102 @xdedc (20188) 64 Echo (ping) request id=9x@83a, seq=35/8960, ttl=64 (repl
6 2022-88-87 22:40:08.500806 198.51.180.180 192.0.2.180 1CHP 182 oxedbf (28095) &4 Echo (ping) reply id=0x003a, seq=35/8960, ttl=64 (req.
7 2022-08-07 22:40:69.690737 192.9.2.100 198.51.108.169 ICHP 102 exafad (20269) 64 Echo (ping) request id=8x@83a, seq=36/9216, ttl=64 (repl
8 2022-88-07 22:40:09.600744 198.51.100.180 102.9.2.18@ 1cMP 102 @x6edd (28288) 64 Echo (ping) reply id=@x003a, seq=36/9216, ttl=64 (requ
0 2022-088-07 22:40:10.602266 192.9.2.100 198.51.100.160 ICHP 102 oxafbl (20401) 64 Echo (ping) request id-9xP03a, seq=37/0472, ttl=s4 (repl
10 2022-98-07 22:40:10.692272 198.51.100.100 192.9.2.16@ ICMP 102 axbeds (28373) 64 Echo (ping) reply id=9x903a, seq=37/9472, ttl=64 (req.
11 2022-98-87 22:48:11.691159 102.9.2.100 108.51.1008.169 1CHP 102 05008 (20488) 64 Echo (ping) request id-9x@03a, seq=38/0728, ttl=sd4 (repl
12 2022-98-07 22:408:11.691166 198.51.100.100 192.9.2.16@ ICHP 102 ex6fib (28475) 64 Echo (ping) reply id=-9x003a, seq=38/9728, ttl=64 (req.
13 2022-98-07 22:408:12.692135 192.9.2.100 198.51.100. 169 ICHP 102 @x50b8 (20664) 64 Echo (ping) request id=9x@@3a, seq=39/9984, ttl=64 (repl
14 2022-98-87 22:48:12.697209 108.51.109.180 102.9.2.180 IcHP 182 ex6fd7 (28631) &4 Echo (ping) reply id=-9x903a, seq=30/0084, ttl-64 (raqL
15 2022-68-07 22:408:13.697320 192.9.2.100 198.51.100. 169 ICHP 102 @x5184 (20868) 64 Echo (ping) request id=9x@83a, seq=48/10248, ttl=64 (ref
16 2022-88-07 22:408:13.607327 198.51.100.160 102.9.2.16@ ICHP 102 @ex783e (28734) 64 Echo (ping) reply id=8x@03a, seq=48/10248, ttl=64 (rec
17 2022-08-87 22:40:14.698512 192.9.2.100 198.51.100.160 1CHP 182 ox51de (28952) 64 Echo (ping) request id=-0x903a, seq=41/10496, ttl=64 (rep
18 2022-68-07 22:408:14.698518 198.51.100.160 192.9.2.16@ ICHP 102 ex70dd (28893) 64 Echo (ping) reply id=Bx@83a, seq=41/18496, ttl=64 (rec v
< *
Frame 1: 182 bytes on wire (816 bits), 182 bytes captured {816 bits) @0 5@ 56 9d e7 S0 bc eF 12 34 %a 15 68 09 45 29 PV- P+ +d+---E-
Ethernet II, Src: Cisco_34:9a:15 (bc:e7:12:34:9a3:15), Dst: VMware Od:e7:58 (@@:58:56:9d:e7:58) o9 54 4d 93 40 00 40 ©1 6@ 1a 0 80 02 64 6 33 ™@ +eeld=3
Internet Protocol Version 4, Src: 192.6.2.108, Dst: 158.51.108.100 030 64 64 08 00 7f 15 @@ 21 39 3f fo 62 00 00 dd. .. 19p-b--
Internet Control Message Protocol 90 00 8b 1a 95 00 00 00 02 80 10 11 12 13 14 15 )
16 17 18 10 1a 1b 1c 1d 1e 1f 28 21 22 23 24 35 1" aﬁx
26 27 2B 20 2a 2b 2c 2d 2e 2f 3@ 31 32 33 34 35 &°()%+,- .fe12345
36 37 55 535 55 55 GIULUL

=4 EH

TYTIVIIAVE=—TIALAADAAYFFYTFYHAREEhD &,

%14WTL EEEhBANTY NE
TYRKNEEFEYTFrEREEA,

BATVDENEZRDRIZRLET,

N EYTFYENET, T

T70Tr—>3>hsR
EEENLEN
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¥ v 7F ¥R

qA7 43R
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FYTFYENLERNTTAYD

TYTVOA4R—TIARA
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L
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RA ~198.51.100.1004' 57K A
£192.0.2.100N®QICMPIO—
&

*B100EBFEBY) ., EF1TT77A4AT 04 —)L4200ERNGE (ADBLTHED ) F¥T7Frv &Y
R—KRLET,

RAY 2

FIDELIRKASACLIZEAL T, 7YV U422 —7 T4 Ain_mgmt_uplinkl EDQ/NT Y ~F
Y7 FYEZREBLVOERLET, EBTL—VEREONTY NEGNFFYTFrvEhET,

NROD, XTY R70—, 8RTFYTFYRA2bB

Cisco Secure Firewall 3100:

Chassis
Internal Switch Security Module
FTD/ASA
3 Management
S in_mgmt_uplink1 IP address: 192.0.2.200
MGMT PC, R
FMC ICMP echo-reply, @\

SSH, Sftunnel

Cisco Secure Firewall 4200:

(-]

MGMT PC, <

Chassis

I Internal Switch

Mgmt1

Q«

Security Module

in_mgmt_uplink 1

FMC ICMP echo-reply,

SSH, Sftunne

@

FTD/ASA

Management
IP address: 192.0.2.200

Jv74F1L—>ay

14> Z—7 I 4 Ain_mgmt_uplink1T/\ v

RDFIEZRTLET,

RE+YTFYAEBETDICIE. ASAELIEFTD CLIT




1. ¥+v7FrvEv>a azERLET,

<{froot>
>

capture capsw switch interface in_ngnt_uplinkl

EFXIATT77ATIOA4—=)L4200k., ¥+ 7FrOFEAEEYR—NLTVET,
<#root>
> capture capsw switch interface in_ngnt_uplinkl direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface in_nmgnt_uplinkl direction both

2.F ¥ TFrEYIIVERMILET,

<#root>

> no capture capsw switch stop

AL

FY7FrEVZIAVOEE. EBAT—MEBFEAT K A2Z=T7I(AAOY b, &
PIDEMHERLE T, PcapsizeDfE (/N4 KN ) AMEMLTVWDZE, BRTF Y TFrEanic/\7T
YNOBAEOUATHD EZ2BELET,

<#root>

> show capture capsw detai l

Packet Capture info

Nanme: capsw
Session: 1

Adm n State: enabl ed



Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 19

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-mgmt-uplinkl.pcap
Pcapsi ze: 137248

Filter: capsw-1-19

Packet Capture Filter Info

Name: capsw-1-19
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

281 packets captured on di sk using switch capture

Reading of capture file from disk is not supported

COBE, FYTFYEABID19EFE DMV EZ—T I A(EF21T777A4FT O A4—)L3130M
in_mgmt_uplink14 > 2—7 T4 A)THERENE T, FXOS local-mgmtI~Y > RS T )L Dshow



portmanager switch status AN > Rig 4 > X —T7 T 4 AIDZXRRLE T,

<{froot>
>

connect fxos

firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portmanager switch status

0/20
0/21
0/22
0/23
0/24
0/25
0/26
0/27
0/28
0/29
0/30
0/31
0/32
0/33
0/34
0/35
0/36

1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
KR2

KR

KR
KR4
n/a
n/a
n/a
1000_BaseX
n/a
n/a
n/a
1000_BaseX
n/a
n/a
n/a
1000_BaseX
n/a
n/a
n/a

Up
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

Speed Duplex

50G

25G

25G
40G
n/a
n/a
n/a
1G

n/a
n/a
n/a
1G

n/a
n/a
n/a
1G

n/a
n/a
n/a

Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full

Loopback Mode
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None
None

None

None
None
N/A
N/A
N/A
None
N/A
N/A
N/A
None
N/A
N/A
N/A
None
N/A
N/A
N/A

Port Manager

Link-Up
Mac-Link-Down
Mac-Link-Down
Mac-Link-Down
Mac-Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Up
Link-Up

Li nk- Up

Link-Up
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset



ASAEDFXOSIZC7 VAT BIZIE. connect fxos admin Y REEFTLET, VIFIAUTFTF
ANDBERF., COONREZEBIOVTFANTEITLET,

FYTFYITTFAIORE

"X AT T7ATIA—IABRAAYFEYTFYITAIINORE £V 32 OFEZET
LEY,

T77ANSHOFYTF ¥

NTYRNFYTFHT7AINI)—=E—=TF7)5—>3>%ERAL T, in_Lmgmt_uplinkl4 > Z—7
IAADFYTFYI7AIEREET, COBITIE., Secure Firewall 3100THONT Y KF v
Fy AP EhET,

F—RARNEHEIELET, COHITIE., BEIP7 RL A192.0.2.200050/NT Y REFIFRTR
TNTVWET, #Hl& LTI, SSH, Sftunnel, EEFICMPIIO—ISENT Y "RYHYWET, Ch
5. HEASY FZN )= aAVEBAUER—TIMANSEY ND—DICIEES
haN\T5Y NTT,

No. Time Sourne Destinaton Frotocol Length PO PTTL info "~
196 2022-08-07 23:21:45.1323362 192.8.2. 208 192.0.2.191 TCP 1518 oxb7de (47056) 64 39181 » 8385 [ACK] Seq=61372 Ack=275 Win=1224 Len=1448 T
197 2022-08-07 23:21:45,1323385 1 192.9.2. 200 192.9.2.191 TCP 1518 axb7d1l (47857) 64 39181 » 8385 [ACK] Seq=62828 Ack=875 Win=1384 Len=1448 TS
198 2022-08- 192.0.2.200 192.0.2.101 TLSVL. 2 098 axb7d2 (47058) 64 application Data
199 2822-08- 192.0.2.200 192.0.2.108 ICHP 78 axbdag (48456) 64 Echo (ping) reply id=0x0001, seq=4539/47889, ttl=64
200 2022-08- 192.9.2.200 192.0.2.101 TLSVL. 2 128 ax4as7 (19095) 64 application Data
201 2022-08-87 23:21:45.949027 192.8.2.200 192.8.2.101 TCP 7@ @x4a98 (19096) 64 8305 +» 58885 [ACK] Seq=21997 Ack=26244 Win=4116 Len=8 TS\
202 2022-98-07 23:21:46.019895 192.9.2.200 192.8.2.101 TLSVL. 2 100 8x4a%9 (19097) 64 Application Data
263 2022-08- 6.819899 192.8.2.200 192.8.2.181 TLSV1. 2 96 ax4a%a (19898) 64 application Data
284 2022-08- 146.819903 192.8.2.200 192.0.2.101 TP 78 ax4ash (19899) 64 8385 + 58885 [ACK] Seq=22853 Ack=26274 Win=2116 Len=8 TSy
285 2022-08- 192.8.2.200 192.8.2.181 TCP 7@ axdagc (19184) 64 8385 + 58885 [ACK] Seq=22853 Ack=26308 Win=4116 Len=8 TSy
286 2022-08- 192.8.2.208 192.8.2.181 TCP 7@ axh7d3 (47859) 64 30181 + 5365 [ACK] Seq=65188 Ack=021 Win=1384 Len=@ Tsval
207 2022-08- 192.8.2.200 192.8.2.100 ICHP 78 oxbdoe (48542) 64 Echo (ping) reply  id=0x@@81, seq-4548/48145, ttl-64
268 2022-88-87 23:21:47.980489 192.8.2.208 192.8.2.108 ICHP 78 axbdf2 (48626) 64 Echo (ping) reply id=0x@0e1, seq=1541/48481, ttl=64
269 2022-08-87 23:21:48.406312 192.8.2.200 192.0.2.101 TP 78 axdaed (19181) 64 8305 + 58885 [ACK] Seq=22053 Ack=26366 Win=4116 Len=8 TSy
210 2022-08- 8.993236 192.8.2.200 192.8.2.181 TLSV1. 2 747 axda%e (19182) 64 Application Data
211 2022-88- 8. 0994386 192.8.2.208 192.8.2.188 ICHP 78 axbeas (48712) 64 Echo (ping) reply id=@x@ae1, seqe4542/48657, ttle=6a
212 2022-08- 87 @, 088576 192.8.2, 200 192.8.2.186 ICHP 78 axbeab (48806) 64 Echo (ping) reply id=0xd081, seq=1543/48913, ttl-ga
213 2022-08- 87 50148167 192.8.2.200 192.8.2.181 TCP 1518 axb7da (47e6a) 64 39181 + 8385 [ACK] Seqe65186 Ack=921 Win=1384 Len=1448 TS
214 2022-08- 87 192.8.2.200 192.0.2.101 TcP 1518 axb7ds (47061) 64 39181 + 8305 [ACK] Seqe=66636 Ack=021 Win=1384 Lens=1448 TS
215 2022-08- 07 192.0.2.200 192.0.2.101 TLSvl. 2 990 axb7de (47062) 64 Application Data
216 2022 -08- 07 192.0.2.208 192.9.2.108 ICHP 78 axbecl (48833) 64 Echo (ping) reply idwdx@ol, seqed4544/49169, ttleca
217 2032 -08- 192.8.2. 208 192.9.2.101 TCP 70 axb7d7 (47063) 64 39181 + 8305 [ACK] Seq=60084 Ack=967 Win=1384 Len=@ TSval
218 2022-08- 192.0.2, 200 192.0.2.108 ICHP 78 axbfez (48896) 64 Echo (ping) reply id=0x@001, seq=4545/49425, ttl=g4
219 2022-08- 192.0.2.200 192.8.2.100 IcHP 78 axbfse (48985) 64 Echo (ping) reply  id=ex@eel, seqe=4546/49681, ttlssd
220 2022-08-07 23 21 53.0873144 192.90.2. 200 192.0.2.100 S5H 17e @xadia (44348) 64 Server: Encrypted packet (len=112)

221 20822-085-07 23:21:53.194996 192.9.2. 208 192.9.2.108 TCP 64 axad3s (44341) 64 22 » 53249 [ACK] Seq=1825 Ack=881 Win=946 Len=@

222 2022-08-07 23:2 3.995488 192.8.2. 208 192.9.2.101 TLSv1.2 747 exdasf (19102) 64 Application Data

223 2072-08- 4, 102899 192.0.2, 200 192.0.2.108 ICHP 78 axbfé3 (48995) 64 Echo (ping) reply id=0x@00l, seq=4547/49937, ttl=64
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1. nameif 2 EEL £ 9,

<#root>

>

show nanei f

Interface Name Security
Et hernet1/1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. ARPELERFICMPOF ¥ 7Fr¥tEv>araERLET,

<tfroot>



>

capture capsw switch interface inside ethernet-type arp

<tfroot>

> capture capsw switch interface inside match icnp 198.51. 100. 100

WREE
FYTFrYEYIAVBET IR ERFELE T, EthertypefBld. 10EETIE2054, 16T
(£0x0806 T ¥,

<#froot>

>

show capture capsw det ai

Packet Capture info

Nane: capsw

Session: 1

Admin State: disabled

Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: yes

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Filter: capsw 1-1

Packet Capture Filter Info

Nare: capsw 1-1



Protocol: 0
Ivlan: 0
Ovlan: 0
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: i
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Et hertype: 2054

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture

Reading of capture file from disk is not supported

Zhik, ICMPO7 A LEORIETE, IPTONILIEICMPTY,

<#froot>
>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Admin State: disabled
Oper State: down
Oper State Reason: Session_Admin_Shut
Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

STot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0

Filter: capsw 1-1



Packet Capture Filter Info

Nane: capsw 1-1
Pr ot ocol : 1
Ivlan: 0
Ovlan: 0
Src |Ip: 198. 51. 100. 100
Dest Ip: 0.0.0.0
Src Ipvé6: i
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packets captured on disk using switch capture

Reading of capture file from disk is not supported

EFATITFATIOF—NRABARAAYFFYTTF Y774 DOIRE

ASAEZIWEFTDCLIZERAL T, RBARAAMYFF¥TFY 774 EPRELET, FIDTIE,
CLIQcopy N> REFHLT, FYTFYvT77M4IN%, F—RA 2 Z—T I A AEXLEDHA
UBR—TIA ARHTEEMRELEEAICIVAR—NTEDEETEERT,

Tk, IFA/N—KF— RT/ngfw/var/commonlZIE—L . File Download# 7> 3> #ERAL
TFMCA S8 AIVO—RIBEETEET,

R=RF¥RILAVE—TIALADZE, INTDOXIN—AVE—TIALAADPSNTY h¥+
TFv 774 ZRELTSEEZL,

ASA
ASACLITHBARAAY FF A TFv 774N Z2RETZICE, XOFIEZRTLET,
1. Fv7FvE2ELELET,

<tfroot>



asa#

capture capsw switch stop

2.FYTFrEVIIVHNAELELTVBRCEZERL, FYTFYI7MILBEXELET,

<tfroot>
asa#

show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1

Adm n State: di sabl ed
Oper State: down

Oper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e:

/mnt/disk0/packet-capture/

sess- 1- capsw et hernet-1-1-0. pcap

Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0
Ivlan: 0

Ovlan: 0



Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

3.CLIMcopyAN > REFEAL T, UE—RMOBREICTZFAILZEIIVAR—RNLET,

<{froot>
asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system

di skO: Copy to diskO: file system

di sk1: Copy to diskl: file system

fl ash: Copy to flash: file system

ftp: Copy to ftp: file system

running-config Update (merge with) current system configuration

scp: Copy to scp: file system

snb: Copy to snb: file system

startup-config Copy to startup configuration

system Copy to system file system

tftp: Copy to tftp: file system
asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filenane [/ packet-capture/sess-1-capsw et hernet-1-1-0.pcap]?
Destination filenanme [sess-1-capsw et hernet-1-1-0.pcap]?
Copy in progress...C

139826 bytes copied in 0.532 secs

FTD

RDFEZETLT, FIDCLITHARBARASYFF Y TSFY¥ 774 2REL, F—RFA3X—7
IARAEEEEHA > 2—T7 I 4 ARHATRETRELAY—NICIE—-LF T,

1. DHCLICBEILE T,



<#root>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Click 'Ctr1+a then d' to detach.
Type help or '?' for a list of available commands.

firepower>

enabl e

Password:

<-- Enter

firepower#

2.F Y SFvEELELET,

<#root>
firepower#

capture capi switch stop

B FYTFYvEYIAVHAFBLELTVB L ZHAL, FYTFYI7AMILEBEXELET,

<#root>
firepower#

show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1

Admi n State: di sabl ed
Qper State: down

Oper State Reason: Session_Adni n_Shut

Config Success: yes



Config Fail Reason:

Append Flag:

overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518

Error Code:
Drop Count:

0
0

Total Physical ports involved in Packet Capture: 1

Physical port:
Slot Id:
Port Id:

Pcapfil e:

1
1

/mnt/disk0/packet-capture/

sess- 1- capsw- et her net - 1- 1- 0. pcap

Pcapsize:
Filter:

139826
capsw-1-1

Packet Capture Filter Info

Name:
Protocol:
Ivlan:
Ovlan:

Src Ip:
Dest Ip:
Src Ipvé6:
Dest Ipvé6:
Src MAC:
Dest MAC:
Src Port:
Dest Port:
Ethertype:

capsw-1-1

o o

- OO0 O oo
o o
(=]

00:00:00:00:00:00
00:00:00:00:00:00
0
0
0

Total Physical breakout ports involved in Packet Capture: 0

886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

4. CLIQcopy N> REFERHLT, VE—ROBEICT7AINEIIAR—NLET,

<#root>
firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system

di skO: Copy to diskO: file system

di sk1: Copy to diskl: file system

fl ash: Copy to flash: file system

ftp: Copy to ftp: file system

running-config Update (nmerge with) current system configuration
scp: Copy to scp: file system

snb: Copy to snb: file system



startup-config Copy to startup configuration
system Copy to system file system
tftp: Copy to tftp: file system

firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filenane [/packet-capture/sess-1-capsw et hernet-1-1-0.pcap]?
Destination filenanme [sess-1-capsw ethernet-1-1-0.pcap]?
Copy in progress...C

139826 bytes copied in 0.532 secs

File Download#A 7> 3> AL TFMCASF Y TF Yy 774 )2 NETSHICIE. ROFIEEE
TLET,

1. ®FYTFvZ2EFELLET,

<#root>
>

capture capsw switch stop

2. F Y TFryEYVIAVHFEELTVR L ZHEL, 77AMINBERLBFYTFYIT7A
LINAZAXELET,

<tfroot>
>

show capture capsw detai l

Packet Capture info

Nane: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes



Config Fail Reason:

Append Flag: overwrite
Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw et hernet - 1- 1- 0. pcap
Pcapsize: 139826

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture
Reading of capture file from disk is not supported

B.IFAN—RNE—RIEBITL, L—FE—REZOVEXFRT,

<#froot>
>

expert

admin@firepower:~$

sudo su

root@firepower:/home/admin

4. F v 7 F v 7 7 A )L %&/ngfw/var/common/IZ IE—L £ 9,



<tfroot>

root@KSEC-FPR3100-1:/home/admin

cp / mt/di sk0/ packet - capt ur e/ sess- 1- capsw- et hernet - 1- 1- 0. pcap / ngf w var/ conmon/

root@KSEC-FPR3100-1:/home/admin

I's -1 /ngfw var/conmon/ sess*

-rwxr-xr-x 1 root admin 139826 Aug 7 20:14

/ ngf w/ var/ common/ sess- 1- capsw- et her net - 1- 1- 0. pcap

-rwxr-xr-x 1 root admin

24 Aug 6 21:58 /ngfw/var/common/sess-1-capsw-ethernet-1-3-0.pcap
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