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AR
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BIERAT
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FTD Snort £ ¥ 7’F ¥ D ELH L PURE
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Y TF oM
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AShBEREEBENDBTHIIID

Case2. 9FA T hHSOTCP SYN, H—/VA S OTCP RST
Y TF oM
#HREE hDuuE

Case 3ADDTV RRAVIASDICPIVI ANV R T A D+RST
e A e B )
31:9SAFVRNSDTICP3ITIANY R T A +iBHE RST
#HREE hDuuE

32 9SAFURASDTICPIIIALNS R T L4 +3BHE FINJACK + H—/)N\—7$ 5 Qi
HE RST

Eﬂgg r % Z\Iﬂnﬁg
33 9FATVRDASDTICPITVIANRIIAD +BHE RST
HEE h D
34 H—N—NSOTCPIVIAN R T AP + Bk RST
EREE hZumE

T—RA40F5AT > hH S5 DTCP RST

v TF v R
498 B St

—A 5BVTCPEIX (25 1) 71
2FUF 1B WNEE
v TF v

Case 6. ZVWTCPEs% ( 2+ FA2)
v TF v DI
438 & 1B Sk




XV TFAETIRAR—BLT, ADNTYREHINTY FNOBEEETFIVIOLES, 77—
A7.TCPEFORRE (N7 Y RIS )
XX TF v
HEEhDuk
Case 8.UDP##t 0 B2 ENTY N
FYTTF YoM
ﬁ@ E h? Z‘IZR‘E
Y TF v
HEEhDxk
Case 10.HTTPSHEFL O (= F 1) A2)
XX TF v
HEEhDusk
FYTTFYOM
HREh Dk
Case 12 WG 4 OR9FE (ARPRA A =>4 )
Y TF v
HEEhDxk
Case 13.CPU Hog# 5| & #2 Z $SNMPA 7T T & NID(OID)D 4 E
XX TF v
HREEhDusk
BI =R

FL®IC

CORFIXVRNTR, RYRD—VOBBLEZMRNICNZ TN 1—FT 127200, &
RERBNTYRFYTFYOMFECODVWTHALET,

AR SR

2
ROEEICETIARI B2 ENMERENET,

 Firepower 7’2Y N7 A—L T —FFTIF ¥
« NGFW O7
« NGFW N\ Y NNL—%

ESIE. NTYRENTTFYOOMERBIDEC, ROBHERBI-ITL2B<BBHLET

o

« ZORJNOBEZIEETS  FY7FyENLE7ORNINOBEZEBRTERVESE.
NTYRFYTFYOFIYIVZRBRLEVWTEZL,

« NRODZILETS  FHTNA AZIY RY -T2V RTIREIZBENFHVET, Chh
TABEBBEERE. PBLSEETYTANI—LTFNARER TV AN —LTNAAZH>
TWARENHET,

« PTTATAQORERE : FINAATONTY NOEBHE, BETDARX—TIAA(A
HIEA ) FNART—FTIO0F v, EERETEBF Y TFYRAPNEZREL THZE
FHYNET,



BREDER . FNAARAILEK 2> TNTY RT7O0—NHNREBEhDHEZ, ROBRNSEBHELT
WBRENFBHVYET,
c WN—=TFTAT BB BT TAA
- BRAEATVWRRUS —
- XY RND—=U T RLAZH (NAT)
s FRAARELEY—ILEIRETS FY7FYICNMAT, HOY—ILXFE (OF TN —
YY) EERATAEMBERI, XBLBUTF Y TFvEh/Nry NeBEFTBCE
EHRBLET,

ERATRIAVR—FT N
CORFIXYNOBHRE, ROVYTRNIITEN—RIITON—JIVILETVTVET,

« FIDY7KRYIIFB5xEETLTVD FPA40 (BEAEDTFUAFZAICETVTY
x9)
-« FIDY7KRII765x#RTLTWLS FMC

CORFIAIXNDERIE., BEOTRREBICHADTF/NAAZEITVWTERENELE, COR
FIAIXRNTHERATDINTOFNA R, JUTRBZ(F72IK)E E'CVE%’EE%#’*L'CU?
o ABBFIORY ND—I T, EBOVVRICK>TERIDTHEMNI HZD2EERE +OER
<L,

:IEE =\7 HH

NTY RNFYyTFrid, BERAAAEBENS TN 21—F 4200 VY=I)ILOBATRERBIEN
TVWBEDND—DTT, CiscoTACKK, FY¥YTF¥ENETF—2DoMEEL T, Z<OEEZ
BRLET,

CORFIAIXNOBHE, RYRND—=OISZFERFIVFATIODZTH., £ECNTY
RFEY7FyomCBEIVT—ROEZRY ND)—V0BEEZEEL., NN 1—F142TT
EBLDICTBHETT,

CORFIAXRNIRENRTWVWDRIANTOF ) A&, Cisco Technical Assistance
Center (TAC ) THERENEEBOI——0EFICESIVTVET,

CORFIXNTE, DAOXMBRT7AT0#F—)L (NGFW ) OBRTONTY NFYTF
FYICOVWTHALTLVETH, BUBESENfr BT NA RARA T ICEBRAEIhET,

NGFWRHE 7 7I)TCHF Y Fr+ 2 PNEBLRVCITIVAR—NT
5%

Firepower 7 724 7 2 A ( 1xxx, 21xx, 41xx, 93xx ) & Firepower Threat Defense ( FTD ) 7
V=23 aEFERALTVSREES. NTY NLBERRTDERDKRSICKYET,



—

FTD Snort engine

Internal
Switch

FTD LINA engine

1.INTYRFADAVE=TIARAICAY, ¥ —20OAFAA Y FICE > TREETNET,

2.NTY R, EC LA FIVIZITD FIDLINAIV D VICAYERT,

3. RV —TEREhBZHBE, NTY RN Snot TV VICE>TREENET (FICL7T R
7)),

4. Snort TN NTY NCHTHHEEZRLET,

5,LINAI>Z >, Snort DYEICEIVTNTY M2 ROV TEERFEEXTS.

6. \NTY RN Y—SOREBASAYF2EBLTOY—NASHET,

RENTVBRT7—FTIOFVYICESVT, FIDF Y7 FYE3DNDRBBIFFHTMEBTEET,

« FXOS
« FTIDLINAIL> >V
e« FIDSnort T>> >

FXOS £+ 7F ¥ DIN&E
CO7OEAICOVTE, RORFIXNTHEETNTVET,

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos271/web-
quide/b GUI FXOS ConfigGuide 271/troubleshooting.html#concept E8823CC63C934A909BBCODF12F

ROBRDESIC, FXOSF Y7 F vk, AR Y FOBEI/DLSADFBATOHEBETELT,

FTD Snort engine
Internal

FTD Lina engine

RORTRE, AFACEE220F ¥ TFYRAMNATRERNTVWET (ABRAYFF7—FTIF
YICRD ),


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos271/web-guide/b_GUI_FXOS_ConfigGuide_271/troubleshooting.html#concept_E8823CC63C934A909BBC0DF12F301DED
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos271/web-guide/b_GUI_FXOS_ConfigGuide_271/troubleshooting.html#concept_E8823CC63C934A909BBC0DF12F301DED

FTD Snort engine

FTD Lina engine

RAVKN2, 3, BET4THFYTFrEnB/NTY N, RERY NT—2 K% (VNTag ) &
B5ET,

Q&Efﬂﬁ&v—&b&»@#v7?vuJ$Mma$mw%m73vh7z—AT®&ﬁ
BATEET, FPIxxx BEU FP21xx Tl&k, COHEEFEREMHE=hEB A,

FTDLINA F ¥ 7 F v DEMLS K OUNE

FREFYTFYRABMNE, ROEBYTT,

c ABAVR—TIARA
s HHAVB—TIT4RA
- BEEFIUFTA/SA (ASP)

FTD Snort engine

Internal
Switch

(FX0S) = :
I::::;kr;;l :: RS ERDINE]  ASp (Slow Path + Fast Path)

Firepower Management Center 1—H#'—4A4 22 —7 I A A (FMCUl ) £kE&E FTIDCLI®OWT'h
AEFEALT, FIDLINAF Y 7 F+ZEBMLTRETHENTEET,

CLIMNS INSIDEA >R —T7IAATOF Y IFvE2BMLET,

<#froot>

firepower#

capture CAPlI interface INSIDE natch icnp host 192.168.103.1 host 192.168.101.1



COF Y 7TF vk, IP192.168.103.1 &£ 192.168.101.1 DEDO KR Z 7 1Y VZR KA THREL &
9o

ASPF ¥ 7FvZEBMZLT, FIDLINAIVZ L& 2T ROYTENEIXNTONTY RN E
KRLET,

<#root>
firepower#

capture ASP type asp-drop al

FIDLINAF ¥ 7F+%Z FTPHY—NN—ICIYVAR—KNLET,

<#root>
firepower#

copy /pcap capture: CAPl ftp://ftp_usernane:ftp_password@92. 168. 78. 73/ CAPI . pcap

FIDLINAF ¥ 7F+%& TFTP H—N\N—ICIT YV AR—KNLZET,

<#root>
firepower#

copy /pcap capture: CAPl tftp://192.168.78.73

FMC/N\—>32 62x UETlE., FMCUI S FIDLINAF ¥ 7F v Z2BMICLTRET B &
NTEEXT,

FMC BEBXNRT7I7ATIF—IDASFIDFYTFv2Z2NETRIES—DOOFZEER., XOEHY)
T9,

FIiE 1
LINAR L FASPE Y 7’F Y DB, F Y FY¥EZFTIDTFA AVICIE—LET,

<#root>
firepower#

copy /pcap capture:capin di sk0: capi n. pcap

Source capture name [capin]?



Destination filename [capin.pcap]?
(RN

FIE2

IFAN—RE—RIEBAIL, RESIEFYTF Y EROF T, Th%E /ngfw/var/common I
:ll:"—bfj'o

<#root>

firepower#
Console connection detached.

>

expert
admin@firepower:~$
sudo su

Password:
root@firepower:/home/admin#

cd / mmt/ di skO
root@firepower:/mnt/disk0#
Is -al | grep pcap

-rwxr-xr-x 1 root root 24 Apr 26 18:19 CAPI.pcap
-rwxr-xr-x 1 root root 30110 Apr 8 14:10

capi n. pcap

-rwxr-xr-x 1 root root 6123 Apr 8 14:11 capin2.pcap
root@firepower:/mnt/disk0#

cp capin. pcap / ngfw var/comon

FIE 3

FID ZBEEL TV FMC ICAOYJ 1> L., [F/V1 A (Devices ) ] > [T/V 1 AEE ( Device
Management ) ] ICBEBLE T, FID FNA AZRDOW T, RSN a—F42T0OF74d>
ZEIRLET,



FIE 4
[BEBZNZTI>1—F 1424 ( Advanced Troubleshooting ) ] ZiBIRL £9,

aliah. Firepower Management Center o geriew  Anaysis Policies
cISCo . th | Haalth Monitor Aocliance
Health Monitor
Appliance
1] mIafera_FP2110-2 [ Generate Troubles hooting Files
l | Advanced Troublashooting J

FYTFYIT7AIBEEBEL., [FU>O—R (Download ) ] Z:&IRLF T,

:;llls::!:; Firepower M?P?'g?ment Center Q Overview Analysis Policies Devices Objects AMP Intelligence
| th | AT File Downioad

Advanced Troubleshooting
mzafeiro_FP2110-2
File Dowmnlboad Threat Defense CLI Packet Tracer Capture w/Trace

File

P—

FMCUIASF ¥ T F v 2EML/INETEHFEZDMBOFIZOVTIE, XORFIXANEZSEL
TLIEE L\,

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-
firepower-threat-defense-f.html

FTD Snort £ ¥ 7°F ¥ DML S &K OUNEE



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

RORCF VY TFYRA RN RENTVET,

FTD Snort engine

Internal
Switch
(FX0Ss) —

FTD LINA engine B i T s

Snort LRILDF+Y7FryEBMICLET,

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:

0 - brl

1 - Router
Selection?
1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 192.168.101.1

Fv7F ¥ % capture.pcap EVSBRID T 7 AIICEZEIAHK, FTIPEHTUE—RY—/N—IZT
E—9%IC&. ROFIEICHVET,

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:

0 - brl
1 - Router
Selection?

1



Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-w capture. pcap host 192.168.101.1

CTRL + C <- to stop the capture

>
file copy 10.229.22.136 ftp / capture. pcap

Enter password for ftp@l10.229.22.136:
Copying capture.pcap
Copy successful.

>

EETERF VY TFVYTA4INREZEL Snort LRIWDOF Y TFryOFIICOVTIE, XORFIX
VRhESBLTLSEETV,

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-
firepower-threat-defense-f.html

NS7I>a1—bk
Case 1.HHA X —T7 T4 AICTCP SYN%& L
CORMRODE, XOEHYTT,

. Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100

192.168.0.100 E1/2 I E1/3.202
INSIDE OUTSIDE

=]

f |

E1/3.203
152.168.3.x/24|] DMz

RIREEREE : HTTPA #BE L & L
HEEEZFA70—:
%45 7TIP:192.168.0.100

%85E1P:10.10.1.100


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

Z’OK3JL : TCP 80

* V7 F v

Ui

FIDLINAI>ZS O TOXF Y S FYZBMLET,

<#root>

firepower#

capture CAPl int INSIDE match ip host 192.168.0.100 host 10.10.1.100
firepower#

capture CAPO int OUTSIDE match ip host 192.168.0.100 host 10.10.1.100

" Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 E1/2 \ E1/3.202
INSIDE OUTSIDE )
|._f n.\.l
(caei) ) -
e1/3.205 | AP0
192.168.3.x/24] DMZ

Fr7Fv - HEES T UL
MBS TUADF T TF v ER > TH LW, BEELTHICERCRIEET,

ROEIE, NGFW @ INSIDE 1 2 —7 I A ATHBEhEF Yy TFyZ2RLTVET,

‘ CAPl-working.pcap
File Edit Yiew Go Capture Analyze 3Statistics Telephony Wireless Tools Help

Am @ RE Qe»EFE2 S AQQLE
[ tcp.siream eq 1
No. Time Source Destination Pratocol  Length  Info o
2 @.258878 |192.168.6.168 16.16.1.188 TCP 66 1779 + 88 [SYN] Seqzﬁ‘lnlin=3192 Len=8 MS55=1460 WS=4 SACK_PERM=1
3 9.801221 |10.16.1.108 192.168.9. 168 TCP 66 80 » 1779 [SYN, ACK] $eg=0 Ack=1 Win=8192 Len=0 MS55=138@ WS=256 SACK_PERM=1
4 0.000488 |192.168.08. 188 16.16.1.188 TCP 54 1779 + 88 [ACK] Seq=1|Ack=1 Win=66248 Len=8
5 9.000290 |192.168.9.100 19.10.1.100 HTTP 369 GET / HTTP/1.1
eﬁ 9.602182 |16.16.1.168 192.168.0.168 HTTP 966 HTTP/1.1 200 OK (text/html) e
7 ©.066830 |192.168.9.160 16.16.1.100 HTTP 331 GET fwelcome.png HTTP/1.1
8 9.821727 |10.18.1.108 192.168.0. 168 TCP 1434 80 + 1779 [ACK] Seg=913 Ack=593 Win=65792 Len=1388 [TCP segment of a reassembled PDU]
9 9.000000 |16.16.1.100 192.168.0. 168 TCP 1434 88 » 1779 [ACK] Seq=2293 Ack=593 Win=65792 Len=1388 [TCP segment of a reassembled PDU]
10 ©.000626 |192.168.0.100 19.10.1.120 TCP 54 1779 + 80 [ACK] Seq=593 Ack=3673 Win=6624@ Len=0@

» Ethernet II, Sr‘ci Cisco fc:fc:d8 (dc:de:iS:-Fc:-Fc:dB),l Dst: Cisco f6:1d:ae (@@:be:75:f6:1d:ae)
> Internet Protocol Version 4, Src: 192.168.6.100, Dst: 10.18.1.100
© Transmission Control Protocol, Src Port: 1779, Dst Port: 88, Seq: @, Len: @

» Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) e

F—RAUDN

1.TCP3JIANYRIITADUTT,

2. RBBDT—RZRI|TY,

3.NTY NEOEBESL (NTY NEADOREZEICESL)
4. EETTMAC BELWA TV ARNY—=LTFNAATT,



RXDOEIE, NGFW O OUTSIDE /1 X —7 I A ATHBENEF vy 7FvZ2RLTVET,

‘ CAPO-working.pcap
File Edit View Go Capture Analyze 3tatistics Telephony Wireless Tools Help

Am 0 RE Qew=gsEaaarn
| W [tcp.stream eq 1
Ho, Tirne Source Destination Protocol  Length Info
29.258787 192.168.0.100 10.10.1.100 iCcP 781779 + 88 [SYN] S5eq=8 Win=8192 Len=0 M55=138@ WS=4 SACK_PERM=1
39.000534 10.10.1.100 192.168.0.100 TCP 70 80 » 1779 [SYN, ACK] 5Seq=0 Ack=1 Win=8192 Len=0 M55=1460 WS=256 9ACK_PERM=1
4 9.800564 192.168.0.108 16.18.1.1806 TCP 581779 + 80 [ACK] Seq=1 Ack=1 Win=66240 Len=0
59.800534 192.168.0.160 16.18.1.1e8 HTTP 373 GET f HTTR/1.1 o
68.201663 10.10.1.16e 192.168.0.108 HTTP 978 HTTP/1.1 260 OK (text/html)
79.067273 192.168.9.100 16.10.1.100 HTTP 335 GET /welcome.png HTTP/1.1
80.021422 10.10.1.100 192.168.0.100 TCP 1438 88 » 1779 [ACK] 5eq=913 Ack=593 Win=65792 Len=138@ [TCP segment df a reassembled FDU]
9 0.000015 10.10.1.10@ 192.168.08.100 TCP 1438 88 + 1779 [ACK] Seq=2293 Ack=593 Win=65792 Len=1388 [TCP segment [of a reassembled PDU]

Frame 2: 7@ bytes on wire (568 bits), 78 bytes capture @ bits)

Ethernet II, Src: Cisco_f6:1d:8e (00:be:75:6:1d:8e),|Dst: Cisco fc-fc:d8 (4c:de:35:fc:fc-d8) |9
> 882.1Q Virtual LAN, PRI: @, DEI: @, ID: 282
» Internet Protocol Version 4, Src: 192.168.0.100, Dst: 19.10.1.100
© Transmission Control Protocol, Src Port: 1779, Dst Port: 80, Seq: @, Len: @

F—RAUD

1.CAPI ¥+ 7F+ EFAUF—XTT,
2. BEMACRELVWTZYTARNI—LFNAATT,

*v7F v - RS U
TFINAACLI TR, F¥YTFYRROISICRENETT,

<#root>

firepower#

show capture

capture CAPI type raw-data interface INSIDE
[Capturing - 484 bytes]

match ip host 192.168.0.100 host 10.10.1.100
capture CAPO type raw-data interface OUTSIDE

[Capturing - O bytes]

match ip host 192.168.0.100 host 10.10.1.100

CAPI ODHZA :

<#root>

firepower#

show capture CAPI

6 packets captured

1: 11:47:46.911482 192.168.0.100.3171 > 10.10.1.100.80:



S

1089825363:1089825363(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
2: 11:47:47.161902 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
3: 11:47:49.907683 192.168.0.100.3171 > 10.10.1.100.80:

S

1089825363:1089825363(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
4: 11:47:50.162757 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
5: 11:47:55.914640 192.168.0.100.3171 > 10.10.1.100.80:

S

1089825363:1089825363(0) win 8192 <mss 1460, nop,nop, sackOK>
6: 11:47:56.164710 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460, nop,nop, sackOK>

<#root>
firepower#

show capt ure CAPO

0 packet captured

0 packet shown

ROEIE. Wireshark TO CAPI F ¥ 7 F¥ZRLTVET,

.No. Time Source Destination Protocol Length Info
16.600000 192.168.0.100 10.18.1.100 TCP 663171 » 80 [SYN] Seq=8 Win=8192 Len=9 =1468 WS=4 SACK_PERM=1
0 28 192.168.0.100 16.16.1.180 TCP + 88 [SYN] Seq=9 8192 Len= £=1460 WS=4 SACK_PERM=1

Frafe 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet I c:I(isco_Fc:fc:dB (4c:de:35:fc:fc:d8) | Dst: Cisco_f6:1d:ae (00:be:75:f6:1d:ae)
Internet P ol Version 4, Src: 192.168.6.108, Dst: 16.16.1.166
Transmission Control Protocol, Src Port: 3171, Dst Port: 80, Seq: @, Len: 8

F—RAUDN

1.TCPSYNNT Y RDAEHFRRENTVWET (TCP3TVIA/N\Y R IATRFRREATWY
FtA )



2UTERWVW2DOOTCP Y>3y (EERAR—BNMT1IBERV3M72)F"HYET, EfE
TIOTAT RN TCPSYNNTY NZBEFBLET. ChSOBEEEhLENTY N,
Wireshark IC& 2 T TCP BAEE L TREAIEhE T,

. TCPOBEFIF. ~3WHSHOBRTRELET,

4. FZETMAC 7 RLAGRELWA D AR —=LTFNAADEDTT,

2200FF¥TFVICEIVWT, RO ENBEmATSNET,
« BED S5 XTI (src/dst IP\ sre/dst A R—KN, ORI ) ONT Y R, FHEhi-14>

X—TIAA(INSIDE)DT7F7ATO#—=)LIZEELTVET,
- TV N, %%éh#%/ﬁ 7IAA(OUTSIDE) T77AF 94— )LEHTLEL
Ao

HREZ D%

CDEVIIAVICRENTVWR T3, BEZRKRYYIACCEZENELTVET,
Fooa 1 IZaLl—hENENTYRNORNL—AZHERLET,

/\°"T‘y NRL—BY—=I)ZERALT, 77A4T0F—ILTONTY NOFEHEhD 0B LZHE
L ET NTYRNTFPATOA=ILNTIOEARII—ICL2>TROYTEhizFE, I3a
I/ RENENTY RORL—ADHEARF, ROLSBEDICEY KT,

<#root>
firepower#

packet-tracer input INSIDE tcp 192.168.0.100 11111 10.10.1.100 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE



Phase: 4
Type: ACCESS- LI ST
Subtype: Tog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip any any rule-id 268439946 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268439946: ACCESS POLICY: FTD_Policy - Default
access-1list CSM_FW_ACL_ remark rule-id 268439946: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005647a4f 4b120 fl ow

To2av2ZA4TNTY RORNL—AEZRERLET,

NTYRRL—RAZBMILT, BEOTCPSYNNTY NI TT7AT 74— )ICL>2>TEDK
SICRBENLEL ZHFELET, T7FILRTE, RIDD S50 DAANTY ROZEA ML —AE
nEXY,

<#root>
firepower#

capture CAPI trace

FYTFINYTTEOVFLET,

<#root>
firepower#

cl ear capture /al

NTYRNETFPAT I TOEARID—ICK2TROYTENLHE, NL—ADHDE
V RDESIBEDICBYET,

<{froot>



firepower#

show capture CAPI packet-nunber 1 trace

6 packets captured

1: 12:45:36.279740 192.168.0.100.3630 > 10.10.1.100.80: S 2322685377:2322685377(0) win 8192 <m
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS- LI ST

Subtype: Tog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip any any rule-id 268439946 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268439946: ACCESS POLICY: FTD_Policy - Default
access-1list CSM_FW_ACL_ remark rule-id 268439946: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: INSIDE
input-status: up
input-line-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005647a4f 4b120 fl ow

1 packet shown



749> 3a 3 FTDLinaOY ##ELE T,

FMC 257U T FTD @ Syslog ZFET A FZEICOVTRE, RORFIXNZEZSRLTLSEEW

o

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-
on-FTD-via-FMC.html

FTD LINA OJ AICHE Syslog H—/N—ZRETD L ZR<BEASOLET, JE— I Syslog
H—N—DREENATVWEVEEE., NI a1—F420RICT7AT7Ox—=)LTcO—Hhl
NYT77O7%28%MCLET, COBICREATVRIOTRER., REETSLEHOOEALER
REBVET,

<#root>
firepower#

show run | oggi ng

Togging enable

logging timestamp

Togging buffer-size 1000000
Togging buffered informational

WANR—D ¥ ZHHITBICE, WRR—I ¥ 2 24 TICREL X T,

<#root>
firepower#

term nal pager 24

FYTFYINVTTFEIOVUTLET,

<#root>
firepower#

cl ear | ogging buffer

BiEEzTANL, N—H—TJ 1 )2 =2FERLTOJ2®ERELET, cOflTE. NTY NE, 7
FATOFA=)NTIOEARIS—ICL2TROYTENRTVET,


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html

<#root>
firepower#

show | oggi ng | include 10.10.1.100

Oct 09 2019 12:55:51: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3696 dst OUTSIDE:10.
Oct 09 2019 12:55:51: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3697 dst OUTSIDE:10.
Oct 09 2019 12:55:54: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3696 dst OUTSIDE:10.
Oct 09 2019 12:55:54: %FTD-4-106023: Deny tcp src INSIDE:192.168.0.100/3697 dst OUTSIDE:10.

o
cooo
H H H H

TO23a a7 7ATIA—=)LOASPROY J&2HEHELET,

INTYRDNT7ATIFA=)ICE 2T ROYVTENRTVWBREBDODNZHEEK. 77A4T704x—)L
ICE2TROYTENEIXNTONTY NOBZEY T RNIDIFT LRI THERTEET,

<#root>
firepower#

show asp drop

Frame drop:
No route to host (no-route) 234
Flow is denied by configured rule (acl-drop) 71

Last clearing: 07:51:52 UTC Oct 10 2019 by enable_15
Flow drop:

Last clearing: 07:51:52 UTC Oct 10 2019 by enable_15

FYTFrYEBEMILT, IXTOASP YT RIITLARILOROY JZEBTEET,

<#root>
firepower#

capture ASP type asp-drop all buffer 33554432 headers-only

P EVR ATy NORBCERFBEVESE. NTY MYSA—EFEF Y IFrTEET
(NYH—DEDATZ32 ), Sk, AUFYTFYNY T 7 TRYZONTY
REFYTFYTEET, &8I0, FYTFINYTTOHAX (FTALRTH
500KB ) Z8& Kk 32MB ICHX T EATEET (buffer #7732 ), BEIC. FTD /N—
>3 6.3 LT, filesizeF#7>ar&FERALT,. BXK10GBOF ¥ SF¥ 77 )L%
RETEET, TOBAE. Fv7F v ONER pcap FRTOXETRENET,

FYTTFYTONREHRETZER. 71 2ZHEALTREZRVIACEN TEET,

.100/80
.100/80
.100/80
.100/80



<#root>
firepower#

show capture ASP | include 10.10.1.100

18: 07:51:57.823672 192.168.0.100.12410
19: 07:51:58.074291 192.168.0.100.12411
26: 07:52:00.830370 192.168.0.100.12410
29: 07:52:01.080394 192.168.0.100.12411
45: 07:52:06.824282 192.168.0.100.12410
46: 07:52:07.074230 192.168.0.100.12411

V V VYV VYV

10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.

PR R RRR

.100.
.100.
.100.
.100.
.100.
.100.

80:
80:
80:
80:
80:
80:

n ununmumuvmon

1870382552:1870382552(0) win 8192
2006489005:2006489005(0) win 8192
1870382552:1870382552(0) win 8192
2006489005:2006489005(0) win 8192
1870382552:1870382552(0) win 8192
2006489005:2006489005(0) win 8192

CDBE. NTYRNBRITICAVRA—TIAALRILTRL—RENTVS S, ROVIFDE
EHMW$V7?vLméhTwiﬁhoATW#@10®%%(A$4/9 J7IAARFRE
EASP ROV ) TUARL—ATERBVWZEITEELTLKEETV, TNOEERF. EHD ASP
ROYZ77ZEEL. HEDO ASP ROV 7EHR%E

—FERIZRLET,

1.REDASP ROYTHIVRZIVVTLET,

<#root>
firepower#

cl ear asp drop

=

ax e

TREZBEOLERT, HEREhZ 770

2. NZTN221—FT42T0F270—%, 7747 74— ENLTEBLET (TANEEST

LET)o

.ASPROY AU R%EES —ERREL.

<#root>
firepower#
show asp drop

Frame drop:
No route to host (

no-route
)
Flow is denied by configured rule (
acl -drop
) 71

BMUEADVREZXELERT,

234

4. BRALEBEOROYIOASPF Y 7F Y E2#BMICLET,

<mss
<mss
<mss
<mss
<mss
<mss



<ffroot>

firepower#

capture ASP_NO ROUTE type asp-drop no-route

firepower#

capture ASP_ACL_DROP type asp-drop acl-drop

5. N\STN>1—F 42092 70—%, 774T794—)L&ENLT

LEXT ),

EELERT (TANERT

6.ASP ¥ v 7F v ERRLET. COBA. L—RAFBRVEBIZ/NTY AFROY7EATLE

9o

<#froot>

firepower#

show capture ASP_NO ROUTE | include 192. 168

93:
95:
101:
102:
116:
117:

07:
07:
07:
07:
07:
07:

53:
53:
53:
53:
54:
54:

52.

52

01

381663

.632337
55.
55.

375392
626386

.376231
01.

626310

192.
192.

192

192.
192.

192

168.
168.
.168.
168.
168.
.168.

O OO O oo

.100.
.100.
.100.
.100.
.100.
.100.

12417
12418
12417
12418
12417
12418

V V.V V VYV

10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.

RR R R R

.100.
.100
.100.
.100.
.100
.100.

TOav5FTIDREOEGET—7TINEFIYILET,

AVB—TIAA X HASHBEFHRENTVWBINT Y KA,
ATYI HSHBIEENHYET, 77

ICESVWTREENET,

1. BTN EROILY OT YT

2. XY ND—UOF RLAZEH (NAT) DILY UF Y7 (UN-NAT ( 385 NAT ) 7 T —X&F.
PBREXVIL—KNDIILYITY TR EBEENET)

3RV —R—=A)N—FT 1427 (PBR)

A N—TFATTF—=TINONY OT YT

FTD #ixT—7 L 2RI DI

<tfroot>

firepower#

show conn

2 1in use,

preserve—connection:

4 most used
Inspect Snort:

\ uk0)§ﬁﬂﬁlu:ﬁéb\357?o

. 100. *10. 10. 1. 100

80:
.80:
80:
80:
.80:
80:

nunvmoumvmoumouvmnm

3451917925:
1691844448:

3451917925

1691844448

3451917925(0)
1691844448(0)

13451917925(0)
1691844448:
3451917925:

1691844448(0)
3451917925(0)

:1691844448(0)

2 enabled, 0 in effect, 4 most enabled, 0 most in effect

win
win
win
win
win
win

8192
8192
8192
8192
8192
8192

ASHADERTAIR—T7T4
ATOA2=INDOEIA2EZ—=T T4 AR, ROEBEIERF

<mss
<mss
<mss
<mss
<mss
<mss



TCP
DWZ
10.10.1.100:

80

I NSI DE
192.168.0.100:
11694
, idle 0:00:01, bytes 0, flags
aA N1
TCP
DvZ
10.10.1.100:80
I NSI DE
192.168.0.100:
11693
, idle 0:00:01, bytes 0, flags

aA N1

F—RAUD

« 759 (Aa) ICkY), BESFTOHRE(N—T7F—7> :TCPSYN Q&N T FAT I #+—
WCEK2DTREBENTVWD ) THDENDTHYET,

s RET/BER—RNZKY), ANWAZ—T I AL AN INSIDE THY), HAAR2—T 14
AN DMZ THBDENTHYET,

chiE, ROXRSIZRRENET,

. Expected forwa rdin Server
Client 192.168.1.x/24 2.168:2.x/24 10.10.1.100
192.168.0.100 E1/2 g F£1/3.202
INSIDE OUTSIDE
=]

[ =

Actual forwarding
192.168.3.x/24

N FRTOFTDA Y E—T T4 ADEF 1 UF 4 LAILIZOTSH S =%, show conn O i
ATDAYBR—TIAADEREEA Y E— T IA ABSCESE S, BHMNICE. vpif



N um (BETSYRTF—LDA YV B—TIAABE ) DAE VA R—T T4 AN RBE
L GEIRE h, vpif-num ONEVL 2 Z—T T4 ANAFHEL TERENEFT, show
interface detail AN RZFERAL T, 1V F—T7 I 4 ADWifEZTERTEELTT, BETHH

BE¥LER. Cisco Bug ID CSCvi15290
ENH:FTDIEZFTD® "show conn, HAOWC#ESGFmERLET

<#root>
firepower#

show interface detail | i Interface nunber is|Interface [P|E.*is up

Interface Ethernetl/2 "INSIDE", is up, Tine protocol is up
Interface number is

19

Interface Ethernetl/3.202 "OUTSIDE", is up, Tine protocol is up
Interface number is

20

Interface Ethernetl/3.203 "DMZ", dis up, Tine protocol 1is up
Interface number is

22

~ 7 : FirepowerY 7 R T F71)1)—R6.50BMDASA 1) —R9.13.xTlk, show conn long#
& U'show conndetail AN ROWEHICE > T, EHEOREAERLERICETIHERN R
ENET


https://tools.cisco.com/bugsearch/bug/CSCvi15290

HA1:

<#root>
firepower#

show conn | ong
TCP OUTSIDE: 192.168.2.200/80 (192.168.2.200/80) INSIDE: 192.168.1.100/46050 (192.168.1.100/46050), fla

Initiator: 192.168.1.100, Responder: 192.168. 2. 200

Connection lookup keyid: 228982375

Hh 2

<#root>
firepower#

show conn det ai

TCP OUTSIDE: 192.168.2.200/80 INSIDE: 192.168.1.100/46050,
flags aA N1, idle 4s, uptime 1lls, timeout 30s, bytes 0
Initiator: 192.168.1.100, Responder: 192.168. 2. 200

Connection lookup keyid: 228982375

TSI, RYRND—OF RLAZENOIF S, showconnlong IC&V), 7Y ORIC NAT k& h
EIPARTIENET,

<#root>
firepower#

show conn | ong

TCP OUTSIDE: 192.168.2.222/80 (192.168.2.222/80) INSIDE: 192.168.1.100/34792 (192.168.2.150/34792), fla
Initiator: 192.168.1.100, Responder: 192.168.2.222
Connection lookup keyid: 262895

To232677ATI#=)IOF RLABRZORNIILARP)F ¥ Y2 12FIYILET,



TTP7ATDA=NIDNZRIARNKY TZBBRTEBVEFES, TOTT7ATIOA=)E. TONTY
N(ZDBEAETCPSYN) ZHALUNIROYZTL, XTVARNKY T BRIDETARP E
REMGHIOEELET,

77AT7I7F—)LARP ¥ Y2 1ZRRTDICE, ROOY REFEALET,

<#root>
firepower#

show arp

TSI, RBROKRARNNHZIHLESH ZHETDICE, ROOX REFEALET,

<#root>
firepower#
show arp statistics

Number of ARP entries in ASA: 0

Dropped blocks in ARP: 84

Maximum Queued blocks: 3

Queued blocks: 0

Interface collision ARPs Received: 0
ARP-defense Gratuitous ARPS sent: 0
Total ARP retries:

182 < indicates a possible issue for some hosts

Unresolved hosts:

< this is the current status

Maximum Unresolved hosts: 2

ARP OEMEZE SICHERTS54EF. ARPEBDF Y IFYrE2BMICTHENTEET,

<tfroot>

firepower#

capture ARP ethernet-type arp interface OUTSI DE

firepower#

show capture ARP

4: 07:15:16.877914 802.1Q vlan#202 PO arp



who- has 192.168.2.72 tell 192.168.2.50

5: 07:15:18.020033 802.1Q vlan#202 PO arp who-has 192.168.2.72 tell 192.168.2.50

COEITRE, 77A4FTT7#4—)L (192.168.2.50 ) ARV ARNKY 7 (192.168.2.72 ) DfER%E
AATVWETH, ARPRERHYEE A,

Server
192.168.2.x/24 10.10.1.100

SR £1/3.202

—@_ OUTSIDE /2
a:p who-has 192.168.2.72 tell 192.168.2.50 E

Client 192.168.1.x/24
192.168.0.100 ;

$ arp who-has 19i 168272 tell 192.168.250  /

E1/3.203
192.168.3.x/24| DMZ

ROEAF, BYE ARP BRI FKEL I-HEE> FUAFZRLTVET,

<#root>
firepower#

show capture ARP

2 packets captured
1: 07:17:19.495595 802.1Q vlan#202 PO
arp who-has 192.168.2.72 tell 192.168.2.50

2: 07:17:19.495946 802.1Q vlan#202 PO

arp reply 192.168.2.72 is-at 4c:4e:35:fc:fc:d8

2 packets shown

<#root>
firepower#

show arp

INSIDE 192.168.1.71 4cd4e.35fc.fcd8 9
OUTSIDE 192.168.2.72 4c4e.35fc.fcd8 9

BEB ARP T MU BWESE, AT TCPSYNNTY ROKRL—ARRDODLSIZBYET,

<tfroot>

firepower#



show capture CAPlI packet-nunber 1 trace

6 packets captured

1: 07:03:43.270585
192.168. 0.100. 11997 > 10. 10. 1. 100. 80

: S 4023707145:4023707145(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 4814, packet dispatched to next module

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Result:
input-interface: INSIDE
input-status: up
input-Tine-status: up

out put-interface: OUTSIDE

output-status: up
output-line-status: up

Action: allow



HADSDHODADBDESIZ, KVARNKYFICEETES, NTYRNFTFPATIA=)IC&>TE
HELUICEEBEENEBEETE., NL—AIZIEActon: alowE RRENET, CDIBE. KV IERHE
BHANREENBINTYRSMNL =YY —)LEBEITHILENf HY)ET,

<ffroot>

firepower#

packet-tracer input INSIDE tcp 192.168.0.100 1111 10.10.1.100 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 4816, packet dispatched to next module

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop



Dr op-reason: (no-v4-adjacency) No valid V4 adjacency, Drop-location: frame 0x00005647a4e86109 flow (NA)/

BRI DASA/Firepower/N\—> 3 2 Tlk, RBIOX Y =P XD BWICKRBEILENTVET,

<{froot>

Drop-reason: (no-v4-adjacency) No valid V4 adjacency.

Check ARP table (show arp) has entry for nexthop

, Drop-Tocation: f

ZASNDFEREWRENDZ T I3V OHE

TCPSYNNNT Y RHADA U R—TIAAICLAERTENT, FHEhB ZEHAX2—T 14
ANS TCPSYNNNT Y RAREBEARVEES, ZXAS5NBRERARKAOESY) T,

EAS5NnBRE RS hD 3k

+ packet-tracer & 7= l& capture wi/trace ZfEA L T
ITFPATIF=)ICRBDNTY NOMEBS %%
BRLET,

« J77AT7OA—=)LOJZHELE T,

INTYRNNFTFPATOA=ILNTIORCAR| « 77A4F72x—)LASP ROY S 2R LET

) —IC&2TRAYTENATVET, ( show asp drop & 7z & capture type asp-
drop ) »

* FMC 8t A XY M ZHFEL KT, chix, IL—
ILTOJRERENEMCBE>TVWBENFIRER
&I,

- packet-tracer & /=& capture wi/trace ZfEA L T
BB IP ELEIEE IP ZEET D NAT Bift

FYTFY 74BN BEIOTRHEE FREEIINESHZEBRFLET., COHFEE.

Ao FYTFYT74IN22HELET,

« show connlong N> ROEHICIE., NAT L&
Nz IPARENET,

+ packet-tracer & 7= l& capture wi/trace ZfEA L T
ITATIF=IICEDNTY NORBSE%
BRELET, HHAM 2 EF—TIA1ADODRE., BE
DO#EH. UN-NAT, PBR, BRI —F 12T 7F
—TINOINY OTY T ICHTREBENIEFEEX

NTY RHBIOBIA2R—T TA4AIC
EEEThTVET,




THEVTLEE W,
« J7ATIF—)IOTZHELET,
« TPATOA—I)ERT TN 2EIELET

( show conn ) o

INTY N BEOEGKIC—RITHEHICE2 MR
— 7 I RICEEFEETNBFEE. clear conn address_]
N REGERALT, JUT7T3EGEDSEATIZ2IE
LE¥d,

BENDIL—RMAFELREA

+ packet-tracer & 7= l& capture wi/trace ZfEA L T
IFPATIF=)ICRDNTY NOMBS %%
HWELET,

« 774 TFJ#—)L ASP ROY 7 ( show asp
drop ) T no-route ROY 7NEHZERELET

o

HOA>B—TIAAICARP I MUA
HY)EEA

« 77AT7JA—)LARP F vV 1ZHALET
(showarp ) »

+ packet-tracer ZfEAL T, B RBHERER (7
SvbI— ) AEETBAESHERELET

o

HAAR—TILAANZ T LTVE
ER

7F7AT7#—)LIZB8T B show interface ip brief <
ROEHZRANT, A VE—TIAADAT—2A
ZHFELET,

Case 2.9 AT NN SDTCP SYN, —/NXDS5DTCP RST

RAORE, CORROZZEZRLTVET,

Client 192.168.1.x/24

192.168.0.100 E1/2

o INSIDE

Server
192.168.2.x/24 10.10.1.100

192.168.3.x/24

E1/3.202 s
—@_ OUTSIDE
’ —— - k=

E1/3.203
DMZ




EIREDEHEA : HTTPA#AEL =\
FExEZI 70—

%15 7tIP:192.168.0.100

58 %£1P:10.10.1.100

Z’OK3JL : TCP 80
*v7F v

FIDLINAI>Z O TOF Y 7 F Yy Z2BMCLET,

<#root>

firepower#

capture CAPI int INSIDE match ip host 192.168.0.100 host 10.10.1.100
firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host 10.10.1.100

Q Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 E1/2 £1/3.202 i——

OUTSIDE

=

\ .| ——
A _d

E1/3.200 | CAPO

DMZ

P—— INSIDE
i y ¥

192.168.3.x/24

Fv 7TV - MBS FUS

FINAACLINSDF ¥ TFYIEROKSICEYET,

<#root>

firepower#

show capture

capture CAPI type raw-data trace interface INSIDE [Capturing -

834 bhytes

]
match ip host 192.168.0.100 host 10.10.1.100

capture CAPO type raw-data interface OUTSIDE [Capturing -

878 bhytes



]

match ip host 192.168.0.100 host 10.10.1.100

CAPI DAA :

<{froot>

firepower#

show capture CAPI

1: 05:20:

S

1397289928
2: 05:20:

S

2171673258:
3: 05:20:

R

1850052503
4: 05:20:

S

2171673258
5: 05:20:

R

36.654217 192.168.0.100.22195 > 10.10.1.100.80:

1397289928(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
36.904311 192.168.0.100.22196 > 10.10.1.100.80:

2171673258(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
36.905043 10.10.1.100.80 > 192.168.0.100.22196:

1850052503(0) ack 2171673259 win O
37.414132  192.168.0.100.22196 > 10.10.1.100.80:

2171673258(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
37.414803 10.10.1.100.80 > 192.168.0.100.22196:

31997177:31997177(0) ack 2171673259 win O

6: 05:20:

S

2171673258:

37.914183  192.168.0.100.22196 > 10.10.1.100.80:

2171673258(0) win 8192 <mss 1460,nop,nop,sackOK>

CAPO D IAEA :

<tfroot>

firepower#

show capt ure CAPO

1: 05:20:

S

2866789268
2: 05:20:

36.654507 802.1Q vlan#202 PO 192.168.0.100.22195 > 10.10.1.100.80:

2866789268(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>
36.904478 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:



4785344:4785344(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>
3: 05:20:36.904997 802.1Q vlan#202 PO 10.10.1.100.80 > 192.168.0.100.22196:

R

0:0(0) ack 4785345 win O
4: 05:20:37.414269 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4235354730:4235354730(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>
5: 05:20:37.414758 802.1Q vlan#202 PO 10.10.1.100.80 > 192.168.0.100.22196:

R

0:0(0) ack 4235354731 win O
6: 05:20:37.914305 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4118617832:4118617832(0) win 8192 <mss 1380,nop,nop,sackOK>

IRORIE. Wireshark TO CAPI OF v+ 7FvEZRLTVWET,

[ho. Time Source Destination Protocel Length  Info
10.000000 192.168.6.100 16.10.1.100 TCP 66 22195 » 8@ [SYN =0 Win=8192 Len=0 M55=146@ WS=4 SACK_PERM=1
29.250094 192.168.0.100 16.10.1.100 TCP 66 22196 + 8@ [SYN =0 Win=8192 Len=0 M55=1460 Jda=4 SACK_PERM=1
i 20 =1 Ack= Len=

3 9.800732 10.18.1.100 192.

\(K] Seq=1517 ck=1 Win=8 Len=0

Ethernet II, Src: Cisco fc:fc:d8 (4c:de:35:fc:fc:d8), Dst: Cisco f6:1d:ae (80:be:75:f6:1d:ae
Internet Protocol Version 4, Src: 192.168.0.100, Dst: 19.16.1.100
Transmission Control Protocol, Src Port: 22195, Dst Port: 8@, Seq: @, Len: @

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) o

F—RAD:
1. IZETHN TCPSYNNNTY R ZEELTVET,
2.TCPRST AR ERXICETTEEENRTVET,
3LEETA TCPSYN /NI Y RZBEELTVET,
4. MAC 7 RLARHEYITT (AINTY NTIE, BETXTMACT RLANA D ARNI—A

L—2IZEL., BEMACT RLANTZFATI#—)DINSIDEA>EZ—TIAAILREL
TVWET ),

XDEIF. Wireshark TO CAPO OF v 7F v ZRLTVET,



Mo, Time Source Destination Protoced  Length Info
12019-18-11 87:208:36.654507 192.168.6.104 14.16.1.160 TCP 76 22195 + BB [SYN] Win=8192 Len=0 MS$5=1380 WS=4 SACK_PERM=1
99-14?8 192. ?G 22196 + 33 [SYN] = = WS=4 SACK_PERM=1
10.1.100 g - 58 = 1 Win=B La

Frame 1: 78 bytes on wire (568 bits), 7@ bytes capﬂ (568 bits)

Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e¥y Dst: Cisco_fc:fc:di (dc:de:35:fc:fc:dB)
802.10 Virtwal LAN, PRI: @, DEL: @, ID: 282

Internet Protocol Version 4, Src: 192.168.9.100, Dst: 10.18.1.186

Transmission Control Protocel, Src Port: 22195, Dst Port: 88, Seq: @, Len: @

F—RAUD

1. EETA TCPSYNNT Y RZREEFELTLET,

2.TCPRSTA"OUTSIDE /> Z—T7 I/ AICEBELTLVERT,

JIAERA TCPSYNNTY REBEFELTVWET,

4 MAC 7 RLAREYITYT (HWANTY NTRE., 774F724—)L0O OUTSIDE #HIAETT
MAC THVY) ., TYTARNI—LIL—ZHFEEMAC TT ).

2ONF V¥ TFYICEIVT, XoZeNERmTHFshEd,

« VAT REY=—N—BOTCP3TVIA/NV RIS/ IVFTTLTVEREA,

« TPATIOA—INOHEAAZ—TIAAICEETS TCPRST A FELET,

« 77ATV0A—=)LIE. MACTRLALZESVWTHEHYBTYTANI—LABRTI IV AN
—LTFNARE "Tx47E LTVET,

R hZx0%E
COEDIIAVICRENATVWSE T O a2 iEk, BEZRYIALCEZBENELTVWET,
T2 3 1 TCPRSTZRAETAHEETMACT RLAZFIVILET,

TCPSYN/NTY NIZRS5h1%%5%E MAC A, TCPRSTN\NT Y MCRS5hB%EL MAC £ERILU
THA L ZHFELET,



M CAPO_RST SERVER.peap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 1 ® TRE QewsEFEE aqail
IR ]appty a display filter ... <Curl-/>
IMo. Time Source Destination Frotocol  Length Tnifan
1 26819-10-11 87:20:36.654587 192.168.0.1600 10.10.1.1e8 TCP 78 22195 + 8@ [SYN] Seq=0 Win=8192 Len=8 M55=1380 WS=4 SACK_PERM=1
- 22019-18-11 ©7:20:36.904478 192.168.9.100 10.108.1.100 TCP 79 22196 + 80 [SYN] Seq=0 Win=8192 Len=0 M55=1380 WS=4 SACK_PERM=1
<

> Frame 2: 7@ byte i i ed ( hit=)

> Ethernet II, Srci Cisco_f6:1d:8e (@@:be:75:f6:1d:8e) Dst:icisco_fc:fc:da (Ac:de:35:fc:fc:d8) I
> 892.10Q Virtual S PRLT @, UELT @, 10T 297
» Internet Protecol Version 4, S 192.168.0.100, Dst: 10.10.1.100

M CAPO_RST SERVER.pcap
Eile Edit View Go Capture Analyze Statistics Telephony Wirele
Am:® TRE QesEFa (S oAl

] [-‘-pph-' a display filter ... <Ctrl-/>

No. Time Source
12019-10-11 @7:28:36.654587 192.168.0. 103

Length  Info

78 22195 » 80 [SYN] Seq=0 Win=8192 Len=@ MS5-=1380 W5=4 SACK_PERM=1
76 22196 + 80 [SYN] Seq=0 Win=8192 Len=0 M55=1388 WS=4 SACK_PERM=1

58 88 » 22196 [RST, ACK] Seg=1 Ack=1 Win=9

3 2819-18-11 &7 4997 16.16.1.168 192.168.6.106

Len=@

A

Frame 3: 58 bytes go
Ethernet II, Src:
802.1Q Virtual LA P J, o, 0

Internet Protocol \ferszon 4 Src 19 19 1.108, Dst: 192.168.6.160

Transmission Control Protocel, Src Port: 88, Dst Port: 22196, Seq: 1, Ack: 1, Len: @

e

COERE, RO2 2O EOEFENENTT,

XM IO—NFELBEVCEZH#EBLET,
* MACHFHEhBT7YTARNI—LTFNAALBLTVWR L &2HABLET,

ToOIA2AANTY NERBANTY NEHBLET,

Wireshark LMD 2 DONT Y NEBRBENICHBRL T, 77A4T704=IHINTY N2ZEELEY)

BREBEEELEY LTVABRVIEZRRELET, WOADFHEhZHE/SERARRE AT
iio



Am & RE Qe=sE§FL aaaif
n] 2y i . EJ -] Expression..  +
Ho. Tiene Souce Destnaton Fretocol Lesgth  Infs ~
1 2019-18-11 97:20:36.654217 192.168.6.100  10.10.1.100 {2 66 22195 + 80 [SYN] Seq=0 Win=8192 Len=8 MSS=1460 WS=4 SACK_PERM=1 .
2 2019-18-11 @7:20; 36.9094311 192.168.9.100  19.19.1.100 e 66 22196 + 30 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK _PERM=1 ]
>
Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) ~

Ethernet II, Src: Clisco_fo:fc:d8 (dcide:35:fc:fcidd), Dst: Cisco_f6:ld:ae (B@:be:75:F6:1d:ae)
Internet Protecol Wersion 4, Src: 192.168.9.100, Dst: 16.19.1.100
~ Mransmission Control Protocol, Src Port: 22196, Dst Port: 88, Seq: 8, Len: @
Source Port: 22196
Destination Port: 50

Ml CAPO_RST SERVERpcap

[Stream index: 1] File Edit Yiew Go Caplure Analyze Statistics Telephony Wireless Tools Help
[TCP Segment Len: ©] ) dm® RE AwsEFe T Eaaed
Sequence number: @  (relative sequence nusber) | e B3 | Boresscn.. | +
[Mext sequence rumber: &  (relative sequence nu—
Acknowledpsent nusber: & e, Time 9 Serce Destinption Protocl  Lesgth I .A
1060 _... = Header Length: 32 bytes (8) 1 2019-18-11 87:20:36.654567 192.168.9.180  10.19.1.180 T 70 32195 + B8 [SYN] Seqs@ Wins8192 Lens@ MSS=1388 WSed SACK_PERMs1
Flags: @md02 (5¥H) 'I 2 2919-19-11 87:208:36.9084478 192.168.0.188 18.18.1.18@ TP TO 22106 + BB [SYN] Seqed Win=8192 Lens=@ MSS=1380 WS=4 SACK_PERM=1 o
Window size value: B192 2 :
[Calculated window size: §192] Frame 2: 70 bytes on wire (560 bits), 70 bytes captured (568 bits) ~
Checksum: @xBf7e [unverified] Ethernet II, Src: Cisco f6:1d:8e (80:be:75: d:8e), Dst: Cisco fo:fcidi tﬂ-c'.ﬂe:kS:Fc:Fc:dso
[Checksum Status: Unverified] B02.10 Virtual LAN, PRI: @, DEI: @, ID: N}@
Urgent polnter: @ Internct Protocel Version 4, Src: 192.168.0.100, Dst: 10.10.1.100
~ Options: (12 bytes), Maximum sepment size, No-Opel v [Transmission Control Protocol, See Port: 22106, Dst Port: 88, Seq: 6, Len: @

TEP Cption - Maximus sepment size: 1460 bytes Source Port: 22196

TCP Option - Mo-Operation (MOP} Destination Port: B9

TEP Option - Window scale: 2 {multiply by 4) [Stream index: 1]

TEP Option - Mo-Operation (MOP) [TCP Segment Len: @]

TCP Option - Wo-Operation (NOP) Sequence number: @ {relative sequence number)

TCP Option - SACK permitted [Next sequence number: @ {relative sequence nusber)]

Acknowledpment number: @
1808 .... = Header Length: 32 bytes (8)
Flags: Bx202 (SYN)
Window size walue: 8192
[talculated window size: 8192)
Checksum: @x26df [wnverified]
[Checksus Status: Unverified]
Urgent pointer: @
~ Options: {12 bytes), Moximus segment size, No-Opecgfion (WOP), Window scale, Mo-Operation (NOP), No-Operation (WOP), SACK permitted
TCP Option - Maximum segment size: 1380 bytes
TCP Option - Mo-Operation (NOP)
TCP Option - Window seale: 2 (multiply by 4)
TCP Option - Mo-Operation (NOP)
TCP Optisn - Mo-Operation (NOP) -

O 7 Ethernet (ath), 14 bites

O 7 CAPO_RST_SERVER.pcap Facits: 11 * Deplayed: 11 [100.0%) Profils: Defaul

F—RAUD

1. ZBALAZRTHEB>TVET, TOLEARRIBEESY) FEAN, TOERNEL, &
LBEEATHIMEN BDYVET, chid, NTYNIERAEhDBESIVORUS—FIV
&, FNAADERICK>TEREYET,

2NTY hORERF, HBEdQAY I —HFRBAIEZEFTTI7A T2 —)LIC& > TEI/EIRE
N3BEICERYET,

3. MAC 7 RLANEBZ>TVET,

4. FYTFANYTA U EZ—TIAATWMBENEBER, dMIQAY A —NHDAEEMEN B
VET,

5.NAT £E@EAR—KNT7 RLAZHE (PAT) N7 Y NMCBRAEhTVWSEHEE, IP 7 RLAY
BEVYET,

6. NAT £k PATANT Y MCEAEThTVWSRHE, BEXAR—NELRELER—INEXR
VET,

7. Wireshark @ [#xZ—%4 > AEH ( Relative Sequence Number ) | 7> 3> ZEMICT
&, =T AEBES (ISN) DT A ALLICKY), 74T 0F—)LIC& 2T TCP
=T ABSERNEES NI EEENTVWSRENf 9PV ET,

8. —HDTCPAT> AV LBETEEXT, LEXRE, 77A4TF7I4—)Lix. F#HNATON
TYRNDTZIX MLEBGZLEHIC, F7FILRNTTCPHRAEIA N AKX
(MSS) Z 1380 ICEELE T,

TOIAVIENMTEYTFYEMYET,

ARETHNE, BEARTF Y T7F Y ZEBLET. TARBEERE. BEDTESLEITIELT
FY7FrvEEBLET, B, TCPRST OREER (ET—/N—75. NAROMOT/NA A
h) ZERITBIETT,



Case31DNDIRIRAEMDASESDTCP3TVIA/I\N R T A9+RST

RORF, CORRAOZPZRLTVET,

192.168.2.x/24
S 1/3.202

By <> oUTSIDE
2

Client 192.168.1.x/24
192.168.0.100 E1/2

! i_—#_—i INSIDE

E1/3.203

192.168.3.x/24| DMZ

BIREO : HTTPA #EE L 75 L)
FEEZFR 7O

%45 7tIP:192.168.0.100
585E1P:10.10.1.100

Z’O0K3JL : TCP 80

FYTF YoM

FIDLINAI>Z 2 TOF Y 7 F Yy Z2BWCLET,

<ffroot>

firepower#

capture CAPlI int INSIDE match ip host 192.168.0.100 host 10.10.1.100

firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host 10.10.1. 100

192.168.2.x/24
N E1/3.202

m =2 M OUTSIDE
pC

Client 192.168.1.x/24
192.168.0.100 E1/2

i INSIDE

192.168.3.x/24| DMZ

Server

10.10.1.100
e e

=]

J

Server

10.10.1.100
.

=]




v 7F v - EMEES ST F
CHOEEERF., WS O2ADELBBAETHFYITFYICHIhET,
1: 94T >RMDSOTCP3VIA/N\NRIIIA YD +1BEE RST

ROBEDOESI, 77A4TI73—=)LF¥7F+®O CAPl £ CAPO DEAIZEALU/NT Y RAEEH
TVEY,

1 Time Source Destination Fromonl Length  Info
2 2019-18-13 17:86:27.874845 192.163.8.18¢ 109.19.1.188 TP 66 48295 + BO [SYN] Seq=179631561 Win=8192 Len=0 MS5=1460 WS=4 SACK_PERM=1
3 2019-10-13 17:06:27.874741 19.10.1.1068 192.168.0.188  TCP 66 B0 -+ ABXO5 [S¥YN, ACK] Seq=3838911937 Ack= 1?9631562 Win=81%2 Len=0 M55=1380 WS=256 SACK_PERM=1
4 201%-19-13 17;:06;27.875183 192,168.0.180  19.10,1.180 TCP 54 48295 + B [ACK ] Seq= 1}9(;1 562 Ack=3828911928 Win=66248 L

F—RAUD

1.TCP3DIANY RIIA VN T7FATIOx—IZBRBLTVET,
2. H—/N\—H SYN/ACK ZBEEL TVWE T,
3.U9SAT RN ACK ZBREELTVET,
4.89200E, 94T NEHFILTTCPRST ZEELTVET,

HRE D%
COEIZIAVICREATVE T3>, BEZRVIACZEZENELTVRT,

TO2aAUI2DOOIY RRAVNCTEREFEVEAASFYTF Y ZEBLET,

TPATIOA=LNF¥TTFYE, VFA4TNACKAY—N—Ci>TRBEh B, 2I2C L
ZERLTVET, Chld, ROBRICESTLVTLET,

« H—/V—A"SYN/ACK ZEHZEELTVET,
« DSAT RN ACK ZBEELTVET,
« DSATURY., F—EDOHIIC TCPRST £/ FINACK Z%{ELTVWET,

B—N—TOFv+7Frid. AEOREZRLTVET, TCP3VIA/NYRIIAIHEDY
AT RNACKAEBELTLRE A

= 26 7.636612 192.168.6.168 18.18.1.168 TCP 66 5532480 [SYN] Seq=433261323 Win=8192 Len=0 MS5=1380 WS=4 SAL..
29 7.637571 18.18.1.166 192.168.6.1808 TCP 66 B@»55324 [SYN, ACK] Seq=4863222169 Ack=433201324 Win=8192 Len..
38 7.93@8152 192.168.8.188 16.10.1.160 TER 66 55325288 [SYN] Seq=366197499 Win=8192 Len=0 MSS= 1389 Ws=4 SAC.

31 1 8.8.168
o = 2 e g

32: VTATRASDTCP3TVIA/NY R IT AT +I1BEE FINACK + H—/N—715 DEE
RST

RORDESIZ, 77AFTI7Aa=)LFv7F¥®O CAPI & CAPO OEAICRALU/NTY RFEFEN



TVEY,

25 2019-18-13 17:07:06.853334 192.166.0.180  10.10.1.18@ TCP 66 48299 + B8 [SYN] Seq=3239914802 Win=8192 Len=8 M55=1460 WS=4 SACK_PERM=1

38 2819-19-13 17:87:09.854844 10.16.1.108 192.168.0.188 TCP 66 30 + 48209 [SYN, ACK] Seq=808763519 Ack=3239914003 Win=8192 Len=8 MSS=1388 WS=256 SACK_PERM=1
31 2819-19-13 17:87:09.855287 192.168.0.18¢ 10.19.1.109 TCP 54 48299 + 8@ [ACK] Seq=3239314803 Ack=888763520 Win=66248 Len=@
34 2819-19-13 17:87:14.856996 192.168.9.180 10.19.1.189 TCP 2 54 48299 » 88 [FIN, ACK] Seq=3239914803 Ack=B83763520 Win=66248 Len=8

= 46 2819-18-13 17:07:27.858949 10.10.1.108 192.163.8. 168

F—RAUD:

1.TCP3IVIANY RIIA VAT TFATI A=) EBBLTVERT,
2.H58%&, VAT RN FINACK ZXELTVWET,
.M 20 W&, Y—N—EHHL TTCPRST ZEFELTVET,

CDFYTFVICEIWT, 7747 74— )L ZBBLETCP3IVIA/NRIIAONBERET
BEOND1O2OIVRRAVINTEBICETLTVWEVKRSICREZZ EERATRHENTEE
T (BEGBNFCNZRLTVET ),

HREENDH0E

/J-_Z 31 <‘:|§.|U—C“3'o

33:09FATRDEBDTCPI3IJIA/\N R ITAD +iBHERST

ROBRDESIZ, 77ATI74—)LFv7F v 0 CAPI & CAPO OEAICEIUNT Y M E&h
TLERT,

Ha. Time Source Destination Protocol Length Info

| 129 2019-18-13 17:99:20.513355 192.168.0.160 10.10.1.106 TCP 66 48355 » 80 [SYN] Seq=2581697538 Win=8192 Len=@ M55=146@0 WS=4 SACK_PERM=1
136 2019-16-13 17:09:20.514011 10.10.1.100 192.168.0.190 TCP 66 88 » 48355 [SYN, ACK] 5eq=1633018698 Ack=2581697539 Win=8192 Len=0 M55=1

131 2819-18-13 17:989:20.514438 192.168.0.1080 10.18.1.160 TCP 54 48355 » 86 [ACK] Seq=2581697539 Ack=1633018699 Win=66248 Len=0
132 2819-18-13 17:99:39.473089 192.168.0.108 10.108.1.1880 54 48355 » 80 [RST, ACK] Seq=2581697939 Ack=1633018699 Win=0 Len=@

F—RAUD

1.TCP3DIANY R IA VAT 7PAT IO A=) ZBBLTVET,
2.820 W&, V4T NEHHLTTCPRST ZAELTVWERT,

ChsDFYTFYICESVWT, XROZEeENBERTTISNET,
« 5 ~20WBIC. 1 DOIRKRAMHHIL, BEEZRTIDEZRELTVWET,

HRE Dk
7_Z 31 CEU_C“?O
34 H—N—HAS5DOTCP3TVIA/N\ R I ALY + BB RST

RORDESIZ, 77A4TIA=IF¥YTF¥®OCAPl &£ CAPO DEAICChSDONTY RHE



FhTVET,

Ho. Time Source Destination Frotocal Length Info
26 2819-18-13 17:07:07.104410 192.165.9.100 10.16.1.100 TP 66 48300 + BB [SYN] 5eq=2563435279 Win=8192 Len=08 M55=146@ WS=4 SACK_PERM=1
27 2819-10-13 17:07:67.105112 16.10.1.160 192.168.0.100 TCP 60 88 - 48360 [SYN, ACK] Seq=3757137497 Ack=2563435280 Win=8192 Len=0 M55=1380
28 2019-18-13 17:07:07.185554 192.168.0.160 10.16.1.100 TCP 54 48300 -+ 80 [ACK] Seq=2563435280 Ack=3757137498 Win=66248 Len=0

41 2819-18-13 17:87:07.186325 16.10.1.168 192.168.0.108 TCP

F—RAUD

1.TCP3DIANY RIIAIVNTT7TAT IO A=) ZBEBELTVET,
2.ACKNTY NOBIVUBERIC, Y—N—HLSO TCPRSTHFEELTVXT,

HRE 35k

WME : AEERR Y —NNOESTHF Y TF v E2ERTLET,

H—N—HSOEIEED TCPRST I, TCPRST ZXEIT2/NAHNOHG—/N—FLFF/NA ADEE
BEEZRLTVSAEMN B ET, T —/N—BETF vy I FrZHEBL,. TCPRSTNDXEET%E

BELET,
T—ARAOZAT > MDA SDOTCP RST

ROEEF, CORRODPZRLTVWET,

Client 192.168.1.x/24 192.168.2.x/24

192.168.0.100 El/2 mmm E1/3.202
INSIDE —@_ OUTSIDE
[ 4

i

192.168.3.x/24 | E1/3.203
DMZ

BEDOHA : HTTP A #eEL & L
FE=ERFA 70—
3A{8§7TIP:192.168.0.100

%8 5£1P:10.10.1.100

Z’O0K3JL : TCP 80

* 5T F v

FIDLINAI>SOTOF Y I Frv=2#B8MLET,

<#froot>

firepower#

Server
10.10.1.100




capture CAPI int INSIDE match ip host 192.168.0.100 host 10.10. 1.

firepower#

100

capture CAPO int OUTSIDE match ip host 192.168.0.100 host 10.10.1.100

Client 192.168.1.x/24 192.168.2.x/24
192.168.0.100 E1/2 E1/3.202
INSIDE OUTSIDE

Y

192.168.3.x/24] DMZ

FYT7TF v - EMEES TV

CAPI DA, XDEHBY TT,

<#root>

firepower#

show capture CAPI

14 packets captured
1: 12:32:22.860627 192.168.0.100.47078 > 10.10.1.100.80: S
2: 12:32:23.111307 192.168.0.100.47079 > 10.10.1.100.80: S
3: 12:32:23.112390 192.168.0.100.47079 > 10.10.1.100.80: R
4: 12:32:25.858109 192.168.0.100.47078 > 10.10.1.100.80: S
5: 12:32:25.868698 192.168.0.100.47078 > 10.10.1.100.80: R
6: 12:32:26.108118 192.168.0.100.47079 > 10.10.1.100.80: S
7: 12:32:26.109079 192.168.0.100.47079 > 10.10.1.100.80: R
8: 12:32:26.118295 192.168.0.100.47079 > 10.10.1.100.80: R
9: 12:32:31.859925 192.168.0.100.47078 > 10.10.1.100.80: S
10: 12:32:31.860902 192.168.0.100.47078 > 10.10.1.100.80: R
11: 12:32:31.875229 192.168.0.100.47078 > 10.10.1.100.80: R
12: 12:32:32.140632 192.168.0.100.47079 > 10.10.1.100.80: R
13: 12:32:32.159995 192.168.0.100.47079 > 10.10.1.100.80: S
14: 12:32:32.160956 192.168.0.100.47079 > 10.10.1.100.80: R

14 packets shown

CAPO DAREF, XOEHYTT,

<#root>
firepower#

show capture CAPO

4098574664 :
2486945841:

3000518858

2486945841

4098574664

3000518858

Server

10.10.1.100

s

e1/3.200 | AP0

4098574664 (0)
2486945841(0)

:3000518858(0)
4098574664 :
1386249853:

4098574664 (0)
1386249853(0)

:12486945841(0)
3000518858:
3000518858:

3000518858 (0)
3000518858 (0)

14098574664 (0)
1386249853
1386249853

1386249853(0)
1386249853(0)

:3000518858(0)
2486945841:
3000518858:

2486945841(0)
3000518858 (0)

=]

win 8192
win 8192
win 0
win 8192
win 0
win 8192
win 0
win 0
win 8192
win 0
win 0
win 0
win 8192
win 0

<mss
<mss

<mss

<mss

<mss

<mss



11 packets captured

1: 12:32:22.860780 802.1Q vlan#202 PO 192.168.0.100.47078 > 10.10.1.100.80: S 1386249852:138624985
2: 12:32:23.111429  802.1Q vlan#202 PO 192.168.0.100.47079 > 10.10.1.100.80: S 3000518857:300051885
3: 12:32:23.112405 802.1Q vlan#202 PO 192.168.0.100.47079 > 10.10.1.100.80: R 3514091874:351409187
4: 12:32:25.858125 802.1Q vlan#202 PO 192.168.0.100.47078 > 10.10.1.100.80: S 1386249852:138624985
5: 12:32:25.868729  802.1Q vlan#202 PO 192.168.0.100.47078 > 10.10.1.100.80: R 2968892337:296889233
6: 12:32:26.108240 802.1Q vlan#202 PO 192.168.0.100.47079 > 10.10.1.100.80: S 3822259745:382225974
7: 12:32:26.109094  802.1Q vlan#202 PO 192.168.0.100.47079 > 10.10.1.100.80: R 40865466:40865466(0)
8: 12:32:31.860062  802.1Q vlan#202 PO 192.168.0.100.47078 > 10.10.1.100.80: S 4294058752:429405875
9: 12:32:31.860917 802.1Q vlan#202 PO 192.168.0.100.47078 > 10.10.1.100.80: R 1581733941:158173394
10: 12:32:32.160102  802.1Q vlan#202 PO 192.168.0.100.47079 > 10.10.1.100.80: S 4284301197:428430119
11: 12:32:32.160971 802.1Q vlan#202 PO 192.168.0.100.47079 > 10.10.1.100.80: R 502906918:502906918(

11 packets shown

F77AT77#=)LOTE. ROXSICKEY KT,

<#root>
firepower#
show log | i 47741

Oct 13 2019 13:57:36: %FTD-6-302013: Built inbound TCP connection 4869 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:36: %FTD-6-302014: Teardown TCP connection 4869 for INSIDE:192.168.0.100/47741 to OUT

TCP Reset-0O from | NSI DE

Oct 13 2019 13:57:39: %FTD-6-302013: Built inbound TCP connection 4870 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:39: %FTD-6-302014: Teardown TCP connection 4870 for INSIDE:192.168.0.100/47741 to OUT

TCP Reset-0O from | NSI DE

Oct 13 2019 13:57:45: %FTD-6-302013: Built inbound TCP connection 4871 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:45: %FTD-6-302014: Teardown TCP connection 4871 for INSIDE:192.168.0.100/47741 to OUT

chsoOJEk, 774774 —)LDOINSIDEA>R—T7 I A AILEETS TCPRST A FET
2CEZRLTVERT,

Wireshark T® CAPI ¥ ¥ 7 F v :

RODEDESIC, JZHFD TCP AR —LZEHFLET,

Ha. Time Source Destination Protocol Length Info
12819-18-13 14:32:22.860627 192.168.0.160 10.10.1.168 TCP 66 47078 » 88 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK_PE™" ~
2 2919-18-13 14: TCP 66 AT@79 + 89 [SYN] Seq=0 Win=8192 Len=8 MS5=1460 WS=4 SACK_PE
E] 54 47879 » 39 [RS 3917 Win=0 Len=@

Mark/Unmark Packet
lgnore/Unignare Packet
Set/Unset Time Reference
Time Shift...

Packet Comment...

Edit Resolved Name

Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
SCTP

Follow L} TCP Stream

68.0.1080 @.1e 20 cp 54 47879 Seq 7 Win=0 Len=0

Copy >

Protocol Preferences
Decode As...
Show Packet in Mew Window



[Wireshark] T, [#m% ( Edit)]> [EXE ( Preferences )]>[7"0 k 1JL ( Protocols ) ] > [TCP] I
BL, RO&LSIC, [ —4 > AES ( Relative sequence numbers ) | A 7> 3a>zA 7L
£7,

Ml Wireshark - Preferences ? 4
5""3';3"” IH3D 11 fransmission Contral Protocol -
:" [«] show TCP summary in protocol tree
STUN [] validate the TCF checksum if possible
SLIA [«] AMow subdissector to reassemble TCP streams
sV E Anabyze TOF sequente numbers
SYNC r
Relative sequence nembers
SYMNCHROPH D
Synergy Ccaling facior to use when not rvailable from capiure Mok known o
Syslog [] Track number of bytes in flight
.38 [«] Caloulate comversation timestamps
:i{cigg [] Try heuristic sub-dissectors first
TAL [] 1gnore TCP Timestamps in summary
TAPA [«*] Do not call subdtssectors for error packets
TCAP [«] TCP Experimental Options with a Magsc Numbser
[] oesplay process information via IPFIX
TCPEMCAR ™ .
< 3 TCF UDF port |0 =
[ox ]| cme il

ROEIE, CAPIF Y 7F Y ICBT3HEAMO7O0—DODHREZERLTVWET,

:! :bcpmh'mn-iq ]
F. Tirma Sauroe De-shnabon Frotooed  Length Info
1 X019-18-13 14:32:20 B6B627 192.168.8.180 18.18.1.1088 TR 66 47OTE + BB [SYN] Seqe4008574664 Wins2192 Lens@ MSS=1460 WoS=d4 SACK PERMs1

Frase 1: 65 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet IT, Sre: Cisco_fo:fc:dB (de:de:35:Fc:fc:dB), Dat: Cisco_fo:ld:ase (80:be:75:F6:1d:ae)
Internet Protocol Version 4, Src: 192.168.0.108, Dst: 10.10.1.108
~ Transmission Control Protecol, Src Port: 47978, Dst Port: B8, Seq: AR98574664, Len: ©
Source Port: 47878

Destination Port: &8

[Stressm index: @]

[TCP Segment Len: @] e
Sequence nusher: ABGASTAGGA

[Mext sequence nusher: JB08574664]
Acknow ledpment nusber: @

1888 .... = Header Length: 32 bytes (8)
Flags: Qw882 (5¥N)

Window size value: B192

[Calculated window size: B1%2]
Checksum: BxBedl [unverified]
[Checkium Statui: Unverified]

Urgent pointer: @

Options: (12 bytes), Haximum segment size, Ne-Operation (NOP), Window scale, Mo-Operation (MOP}, Mo-Operation (MOP), SACK peraitted
[Timestamps ]

F—RAb



1. 94T RMNFTCPSYNNNT Y REZEELTVET,
2. 9S54 T RN TCPRSTNT Y NEZEELTVET,
3.TCPSYNNNTY RO =42 ABE B DOEIE 4098574664 T,

CAPO X+ 7FvORERU7O—ICEk, XOEDOHFEEFNET,

No. Time Source Destination Protocol Length  Info
1 2019 10 13 14 32 22.868780 192 168 Ei 10'0 16 lﬂ l 100 Tcp 70 47078 + 80 [SYN] Seq=1386249852 192 Len=0 MS5=1380 WS=4 SACK_PERM=1

5 2019-18-13 14:32:25 ) 192.168.0.160 10.10.1.160

[ Frame 1: 70 bytes on wire (56@ bits), 70 bytes captured (56@ bits)
Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e), Dst: Cisco_fc:fc:dB (dc:de:35:fc:fc:dB)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 282
Internet Protocol Version 4, Src: 192.168.0.1008, Dst: 10.10.1.168

~ Transmission Control Protocol, Src Port: 47878, Dst Port: 8@, Seq: 1386249852, Len: @

F—RAUD:

1. 94T R TCPSYNNT Y REEFBLTVWET, J7A4T7IF—)IAISNZEZUH
LELTVWET,
2. 94T R TCPRSTNTY REEELTVWET,

220F Y TFAICETVT, RO eNERTTshET,

« DTZATUREH—=N—DORBICTCP3VIA/NRITIATEFELELEA,
« VAT A SEFENL TCPRSTAFHELE T, CAPIF Y7 F ¥ D TCPRST > —
T AEBESDIEF 1386249853 TY,

HRE D%
COEIDIVIERENTVWET I3, BEEZRIACIEZENELTVRT,
T2 0TATRTHFYTFYZRMBLET,

TT7AT 73— )TREENEF Y TFrICELDE, ERHMT7TO—DBVKRENFELET,
ik, 974F7 > NN 1386249853018 ( T A LftE iz ISN) T TCP RST Z2IXfELTWS
EVSERICETVTLVET,

0. Time: Source Destination Protocol Length Info 1
— 19 6.848337 192.168.8.166 16.16.1.188 TCP 66 47878288 [SYN] Seq 98574664
2¢ ] 19 ) 168.1 B TCP 66 [TCP R

192 Len=B8 M55=1468 W5=4 SACK PERM=1

F—RAUDN

1.954F RN TCPSYN NI Y RERELTVWET, ¥—47 > AES( 4098574664 T&
V. 774F94—)LOINSIDE A X —T7IAA(CAPI) TR5hBENDERLTY,
2. ACK ES /" 1386249853 M TCP SYN/ACK AEELET ( Zhid ISN DTV A LfLIZk
TFHENDEDNDTT ) CcONTY RN, 77A4AT7DF—=IF¥TFrICERRENATY

Ft A



3. UTAT > ME. ACK HS DfEA 4098574665 O SYN/ACK ZFHIL TVWEL A, 2E
L 7= fElF 1386249853 TH > o/, TCPRST ZEELTVET,

ThZRTRLET,
TCP SYN Sarver
192.168.0.100 i/ 4 N —

INSIDE OUTSIDE

TCP SYN/ACK

T3z 20FATFRNETFPATIOA—BOIIN—T 12T ZHBLET,
RDEE ZHELET,

s FYTFYICRREND MAC T RLAN, FHIEhLEEDOTH S,
c TFATIA=NEITAT U ROBOIL—T 1 VI FTHETH S,

RNEBRY RD—T NN —FT A VTN FRETDEEILLTFATIA—NETITAT > NOME
ICHBDTNAADS RSTARBENDZFIUANHYET. XAORIE, TOHRBHNET—AZR
LTWET,

. TCP SYN
Client o 192.168.1.x/24 192.168.2.x/24

192.168.0! \ E1/3.202
OUTSIDE

TCP SYN/ACK

COBE, FYTFYTORBRE., ROKXSIZKVY)ET, TCPSYN/NT Y MOEE T MAC 7 RL
A& TCP RST MIEET MAC 7 RLAB KT TCP SYN/ACK /XY RM%E% MAC 7 RLA®D
BOWISEELTLSEZTL,

<#root>
firepower#
show capture CAPI detai l
1: 13:57:36.730217
4c4e. 35fc.fcd8

00be.75f6.1dae 0x0800 Length: 66
192.168.0.100.47740 > 10.10.1.100.80: S [tcp sum ok] 3045001876:3045001876(0) win 8192 <mss 1460,



2: 13:57:36.981104 4cde.35fc.fcd8 00be.75f6.1dae 0x0800 Length: 66
192.168.0.100.47741 > 10.10.1.100.80: S [tcp sum ok] 3809380540:3809380540(0) win 8192 <mss 1460,
3: 13:57:36.981776 00be.75f6.1dae

a023. 9f 92. 2a4d

0x0800 Length: 66
10.10.1.100.80 > 192.168.0.100.47741: S [tcp sum ok] 1304153587:1304153587(0) ack 3809380541 win
4: 13:57:36.982126

a023. 9f 92. 2a4d

00be.75f6.1dae 0x0800 Length: 54
192.168.0.100.47741 > 10.10.1.100.80:

R

[tcp sum ok] 3809380541:3809380541(0) ack 1304153588 win 8192 (ttl 255, id 48501)

T—A5EBVTCPEE (>3 UA1)
EROHB:

RADN10.11.4.171 EFRA KN 10.77.19.11 OB O SFTP ERENMMRRICHE > TVET, 2 DDFKRA
NEOFK/EEE (BW ) & 100 Mbps TE A, EEEEE 5 Mbps ZEBATVWEH A,

—F T, FAN10.11.2.124 £ERA N 172.25.18.134 OEDEERERF A BV FETT,

H

10
#

E1=
B

BE—O TCP 70— NHBAREEEEF, FEIREEMLR (BDP ) ICK > TREENE T, RORF
. ERAEABHXERLTVET,

TCP Window (Bytes)
Max Single TCP Flow Throughput [bps] = x 8 [bits/Byte]
RTT (Seconds)

BDP OFMIC OV T, ROEHRZSRL TSEEL,

« T™Why Your Application only Uses 10Mbps Even the Link is 1Gbps?.4
« BRKSEC-3021 - Advanced : TMaximizing Firewall Performanceg

>+ UF 1BV

RORF, CORRODPZRLTVET,


https://www.cisco.com/c/en/us/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
"	BRKSEC-3021 - Advanced - Maximizing Firewall Performance

Server

Client 10.77.19.11
10.11.4.171
OUTSIDE

=]

|

HEEZFA 70—
EETTIP10.11.4.171
38 5EIP:10.77.19.11

Z°'OKJL : SFTP(FTP over SSH)
FYTF YoM

FIDLINAI>Z O TOF Y 7 F vy Z2BMCLET,

<#root>
firepower#
capture CAPlI int |INSIDE buffer 33554432 match ip host 10.11.4.171 host 10.77.19.11

firepower#

capture CAPO int QUTSIDE buffer 33554432 match ip host 10.11.4.171 host 10.77.19.11

A EHEFPIxxxB KOFP2IxxDF ¥ IFYLINAF Y I F vk, FIDZBRBRBIZDRNZ 714V Y
NEEREICHEEZEZAET, NTA—XAOBE (FID ZNULERREREE ) E NS T
N1 —F 420 F3BEE. FPIxxx BRE FP21xxx 772 Y R 7 —ALATLINAF ¥ I F
TEBEMCLBEVWTSEEZY, KDYIZ, EERRANSRTEERARNTOF Y IF v IC
MZT. SPAN £/l HW B Y 7FNA AEFERAL T &\, CORMER. Cisco Bug ID
CSCvo30697IcieBEeNTVE T,

<#root>
firepower#
capture CAPlI type rawdata trace interface inside match icnp any any

WARNING: Running packet capture can have an adverse impact on performance.

HRE D3k

COEIZIVIERENTVWET IR, BEZRIACZEZENELTVRT,


https://tools.cisco.com/bugsearch/bug/CSCvo30697

SIOVRRNUYZTHEE (RTT)

B

¥, BE7O-ZRKEL., ThZEEHLET,

Ha.

T

Source

Duestination

Window size valui 'I

Pratocel Length

Mark/Unmark Packet

30.000168 10.11.4.171 Ignore/Unignore Packet 58 49680 :
40.877068 10.77.19.11 Set/Unset Time Reference 8@ 49680 *
59.800152 10.11.4.171 Time Shift... 58 49680 :
6 0.000244 10.11.4.171 Packet Comment... 80 49680 (
7 9.871545  10.77.19.11 . 58 49680 |
8 8.800153  10.11.4.171 bk Resotved Hiame 538 49680 {
99.8041288 10.77.19.11 Apply as Filter v | 738 49680 ¢
16 9.900168  19.11.4.171 Prepare a Filter ’ 58 49680
11 8.930165 10.77.19.11 e ; 58 49680 |
12 8.000168  10.11.4.171 i —— ; 82 49680 (
£ SCTP ! |
* Frame 1: 7@ bytes on wire (568 Follow v TCP Stream
» Ethernet II, Src: Cisco_fB8:19:f UDP Strearm
» $02.1Q Virtusl LAN, PRI: @, DEI  COPY "|  ssistream
g SN

Wireshark @ [$k7~ (View )] ZZEL T, [AIICRTENLZNT Y MH S OBE ( Seconds Since
the Previous Displayed Packet ) ] 2R "L E T, chiZ&kV, RTT OFEF BRIV ET,

File Edit WView Go Capture Analyze Statistics Telephony Wireless Tools Help
A W 7 v Main Toolbar &, G & TF
M [apply a ai ¥ Filter Toolbar
Ho. Tir ¥ Status Bar Protocol Length  Window size value Info
- Full Screen F11
CHTG [ e ket Rk TCP 58 49680 39744 » 22 [ACK] Seq=1737026894
4 9. ¥ Packet Details SSHY2 20 49680 Server: Protocol (SSH-2.8-Sun_SSI
5 @. ¥ Packet Bytes TCP 58 49680 30744 » 22 [ACK] Seq=1737926@94
69."  Time Display Format Date and Time of Day (1970-01-01 01:02:03.123456) Cirl+Alt+1
78. Name Resolution Year, Day of Year, and Time of Day (1970/001 01:02:03.123456)
g g T Time of Day (01:02:03.123456) Ctri+Alt+2
10 @. . _ _ Seconds Since 1970-01-01 Ctri+Alt+3
11 0. Expand Subtrees Sh‘_ﬁ *Right Seconds Since Beginning of Capture Ctrl+Alt+4
12 8. Collapse Subtrees Shift+Left Seconds Since Previous Captured Packet Ctrl+Alt+5
< =l Ctri+Right |8} Seconds Since Previous Displayed Packet Ctri+Alt+6

RTTIE, 220O/NNT Y MR (1DREGTICAADINT Y RRIBRT, £€312FBEICEL SN
TYRRE) OBOKREEOMEICL > TFHETEET, SEOES. NTYNES2E. 77
AT I#—)LE SYNACKNTY NEEBFELEFNAA(H—/N— ) DBORTT ZRLTVWET
o NTYRNEBB3UW, 77ATI2—LEACKNTY NERELEFNAR(IFAT YN

) DEORTTEZRLTVET, 2 O0OHKEEMETSZE, TVRY—IVRORTTICETZE



EBEENESNETT,

36.800168 [10.11.4.171 16.77.19.11 TCP 58 49688 39744 + 22 [ACK] Seqe1737626094 Ack=835172682 Win=49680 Len=8

48.977868  10.77.19.11 19.11.4.171 S5Hv2 89 49680 Server: Protocol (SSH-2.@-Sun_SSH 1.1.8)

5 8.880152 19.11.4.171 18.77.19.11 TCP 58 49688 39744 « 22 [ACK] Seq=1737026094 Ack=835172784 Win=49688 Len=8
6 6.000244  10.11.4.171 19.77.19.11 S5Hv2 89 49680 Client: Protocol (SSH-2.@-Sun_SSH 1.1.4)

7 8.971545 18.77.19.11 18.11.4.171 TCP 58 49680 22 + 39744 [ACK] Seq=835172704 Ack=1737026116 Win=49580 Len=6
£ 8.000153 10.11.4.171 18.77.19.11 SSHv2 538 49688 Client: Key Exchange Init

9 9.841288 10.77.19.11 18.11.4.171 S5Hv2 738 49688 Server: Key Exchange Init

19 6.080168  10.11.4.171 19.77.19.11 TCP 58 49680 39744 » 22 [ACK] Seq=1737026596 Ack=835173384 Win=49588 Len=8
11 8.838165 18.77.19.11 18.11.4.171 TCP 58 49638 22 + 39744 [ACK] Seq=B351733B4 Ack=1737826596 Win=49688 Len=8
12 8.890168  10.11.4.171 16.77.19.11 SSHv2 82 49638 Client: Diffie-Hellman Group Exchange Request

RTT=80IU#
TCP V4 RUYAXDFHE

TCPNTY hZBBEALT, TCPAYSH—ZRHAL, [fFEE NIV 1> RUY A X ( Calculated
window size ) ] ZiBIRL T, [Fl& L THEA (Apply as Column ) ] ZBIRL £ 7,

v Transmission Control Protocol, Src Port: 22, Dst Port: 39744, Seq: 8335184824, Ack: 1758069388, Len: 32
Source Port: 22
Destination Port: 39744
[Stream index: 8]
[TCP Segment Len: 32]
Sequence number: 835184024
[Mext sequence number: $35184856]
Acknowledgment number: 1758069388
8161 .... = Header Length: 28 bytes (5)
» Flags: @xB18 (PSH, ACK)
Window size value: 49680
[Calculated window size: 496881
[Window size scaling factor: ! Expand Subtrees
Checksum: 8x2b4% [unverified] Collapse Subtrees
[Checksum Status: Unverified] Expand All
e Collapse All
0 ¥ The scaled window size [if scaling has been
T i Apply as Calumn

Flalcul

[FtEEhizJ 1> RUY A X ( Calculated window size ) ] IO EZFHNT, TCP Y a > Hn
BRIVAVRIVAXEZEAELET, IBEZBRUTEZY —RNTBEETAETT,

77A4LOETIO—R (B—N=—HDBT7F4F2 N ) ZTANTRHERF. —N—Il&k»
TT RNEAXENBEEEBIIBEN HVET, T—N—ICE2>TT7RNZAXENDHEKX
DAV RIGALXDEIZE DT, ERENDBREERENRENET,

COF/E. TCP I 1 RUY A XG4 50000 /N1 R T,

ll |Apply & display filter ... <Ctrl-/>

Ho. Tima Source Dastination Protecol  Length Iculated window size Infa
[24.. 9.000091 10.11 19.77.19.11 TCP 58 40680 39744 + 22 [ACK] Seq=1758069341 Ack=83

871685 18.77 10.11.4.171 49680 22 + 39744 [ACK] Seq=835184152 Ack=175

.000443 16.11.4 19.77.19.11 ag 49688 Client: Encrypted packet (len=32)

4. @

24. 9.971666 10.77.19.11 16.11.4.171 55Hv2 154 49680 Server: Encrypted packet (len=96)

24.. 9.844858 10.11.4.171 18.77.19.11 TCP 58 49680 39744 + 22 [ACK] Seq=1758069388 Ack=83
24.. 9.973605 10.77.19.11 16.11.4.171 55Hv2 o 49680 Server: Encrypted packet (len=32)

24.. 08.8e8747 10.11.4.171 18.77.19.11 S5Hw2 =l 49688 Client: Encrypted packet (len=32)

CNSDEICEDE, THEEEREOXNZHEATS . BR L OKAFEHIE5000078/0.08 = 5



Mbps&E WS RUT TEXAEREERLOBEANFHENESIET,
chik, SEOIVZATRORRAE—BLET,

TCP3TVIANYRIIAVEFHLLHEELEXT, Ml ( BEEEZORY—/N—) &, 20=
1(DAVRIART—=VIBL ) ZBERTD0DVA Y RIAT—I)EZT RNZAAXLTWV
FI. i, BEEREICEHLEEZEXAET.

Na, Time Source Destination Protocol Length  Window size value Info

* Frame 2: 78 bytes on wire (5608 bits), 70 bytes captured (56@ bits)
» Ethernet II, Src: Cisco_1f:72:de (0@:5d:73:1f:72:de), Dst: Cisco_f8:19:ff (00:22:bd:f8:19:1f)
» 802.10 Virtual LAN, PRI: &, DEI: @, ID: 182
» Internet Protocol Version 4, Sre: 10.77.19.11, Dst: 16.11.4.171
~ Transmission Control Protocol, Src Port: 22, Dst Port: 39744, Seq: 835172681, Ack: 1737026094, Len: ©
Source Port: 22
Destination Port: 30744
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 335172681
[Next sequence number: 835172681)
Acknowledgment number: 1737026094
1864 .... = Header Length: 3Z bytes (8)
+ Flags: 8x@12 (SYN, ACK)
Window size value: 49680

[Calculated window size: 4968@]
Checksum: @xa91lb [unverified]
[Checksum Status: Unverified)
Urgent pointer: @
~ Qptions: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, MNo-Operation (NOP), Mo-Operation (MOP), SACK permitted
» TCP Option - Maximum segment size: 1380 bytes
> TCP Option - No-Operation (NOP

> TCP Option - Window scale: @ (multiply by 1)
> TCP Option - No-Operation (NOP)

CORRT, Y —NETHFYTIFvE2EZ2TL, T4 RIAT—=IN=02T RNZAXLEH—/)\
THDL2BREL, BREITDMBENBDYET (ZOBFEICODVWTR, Y—NOIXZ21T7IL%
SBRLTLKEEV),

T+ A 2. 5%

TIZ, BhESFVA (BALRY RD—0%N L EEEEE ) ICDVWTHBALET,

NROD :

= Server
Client 172.25.18.134

10.11.2.124

| ouTsIDE ~ L

BETZ70—:
REETIP:10.11.2.124
585E1P:172.25.18.134

Z°'OKJL : SFTP(FTP over SSH)

FIDLINAI>ZOTOF Y S Fyv2B8MLET,



<#root>

firepower#

capture CAPI int INSIDE buffer 33554432 natch ip host 10.11.2.124 host 172.25.18.134
firepower#

capture CAPO int QUTSI DE buffer 33554432 match ip host 10.11.2.124 host 172.25.18.134

SUYRRY Y TRERTTOHE : ZOHE, RTTR=3002UBTT,

Mo. Time Source Destination

3 B.08al137 19.11.2.124 172.25.18.134 TCP
40.003784  10.11.2.124 172.25.18.134 S55Hv2
5 8.266863 172.25.18.134 18.11.2.124 TCP
& 8.6135880 172.25.18.134 10.11.2.124 S5Hv2

FL:
91
7@

91

TCPIAY RIS ALADHE : Y—NBETCPU AV RUAT—IVEBTZT RNZAALET,

> Internet Protocel Wersion 4, Src: 172.25.18.134,

b

Dst: 18.11.2.124

Source Port: 22

Destination Port: 57093

[5tream index: @]

[TCP Sepment Len: @]

Seguence number: 661963571

[Mext sequence number: 661963571]
Acknowledgment number: 1779516295

1818 .... = Header Length: 48 bytes (18)

Window size value: 144808
[Calculated window size: 14488]
Checksum: 8x6497 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
v Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
> TCP Option - Maximum segment size: 1390 bytes
» TCP Option - SACK permitted
» TCP Option - Timestamps: TSwval 398233299, Tiecr 981650424

» TCP Option - No- )]
» TCP Option < Window scale: 7 (multiply by 128) I

» [SEQSACK analysisz]

H—/NN—®0O TCP V1> R4 XF# 1600000 /N1 KT,




Mo Time Dasbnabon Protocol Length ‘Window size valug

23. B.266847 18.11.2.124 TCP 7@ 12854

23  ©.268089 18.11.2.124 S5Hw2 198 12854 1645312 Berver: Encrypted pac
23 B.0B0876 18.11.2.124 55Hv2 118 12854 1645312 [Server: Encrypted pac
23 ©.880351 18.11.2.124 S5Hv2 118 12854 1645312 Berver: Encrypted pac
23  0.08p892 18.11.2.124 TCP 7@ 12854 164531202 + 57893 [ACK] Seg=
23 ©.900815 172.25.18.134 18.11.2.124 TCP 78 12854 164531202 » 57893 [ACK] SEG=I
_23_ B._Bapag1 172.35.18.134 18.11.2.124 TCP 7@ 12854 1645312 22 » 57093 [ACK] SEq=u‘|

ChoDEICETE, FHEBEEROXEROLS LR ET,

1600000*8/0.3 = 43 Mbps D & KERERIERE

Case 6.JEVTCPEzI%: (2 F 1 A2)
BEOHE : 77470 F3—=)LBHOFTP7 7 A IILEE (XU O—R) HFEL,
ROEEE, CORMRAODERLTVWET,

= Server
Client 192.168.1.220
192.168.2.220 -

INSIDE | | ouTsIDE y 1

=

FEeZTB70—:

JE{E TTIP:192.168.2.220
38 5C1P:192.168.1.220

Z’OK3JL : FTP
* % 7 F ¥

FIDLINAI>Z O TOF Y 7 F vy Z2BWCLET,

<#root>

firepower#

capture CAPI type raw data buffer 33554432 interface INSIDE match tcp host 192.168.2.220 host 192.168. 1.
firepower#

cap CAPO type raw data buffer 33554432 interface OUTSIDE match tcp host 192.168.2.220 host 192.168. 1. 22(

FTP-DATA N Y NZiEIRL ., FTDINSIDE ¥+ 7F v (CAPI) ® FTP F— X F ¥ XL ZIBHf



LEXY,

75 9.808412 192.168.2.220 192.168.1.228 66 54494 + 2388 [ACK] Seq=1884231612 Ack=2670018183

76 ©.006518 192.168.1.228 192.168.2.220 =maalmn s a (pagyry (RETR filelSmb)

77 @.900061 192.168.1.228 192_168.2.220 F-0 Mark/Unmark Packet PASV) (RETR filelSmb)
7o onaie 192 163 Laso 1o sa2. 20 Fro i TR

79 0. 000815 192.168.1.220 192.168.2.220 FTP-DATA Set/Unset Time Reference Emsu} (RETR filel15mb)

28 2.9808187 192 .168.2.220 192 . 168.1.228 TCP Time Shifft... =1884231612 Ack=2678819631

21 2.888492 192.168.2.220 192.168.1.228 TCP Packet Comment... =1884231612 Ack=2670020879

82 0.008091 192.168.2.228 192.168.1.220 TCP e 404 » 2388 [ACK] Seq=188423

£3 0.0008015 192.168.2.228 192.168.1.220 TCP 04 + 2388 [ACK] Seq=188423

84 8.888321 192.168.1.220 192.168.2.228 FTP-DATA Apply as Filter b [PASV) (RETR filelSmb}

85 9.808a61 192.168.1.220 192.168.2.228 FTP-DATA Prepare a Filter v [PASV) (RETR +ilelSmb)

86 9.008153 192.168.2,.228 197 168.1.220 TCP Conversation Filter » B404 + 2388 [ACK] Seq=188423

27 0.000122 192.168.2.228 192.168.1.220 TCP Bt T » 0494 + 2388 [ACK] Seq=1882423
[ 830.918415  192.168.1.220  192.168.2.220  T(P  [NENNNGE ;

£9 @.008307 192.168.2.220 102.168.1.228 TCP S g TEREpaT F 2670027119

90 8.9888869 192.168.1.228 192.168.2.220 FTP-DATA | et [215mb)

FTP-DATAARNU—LDOAR :

30 0.o06a0 192.168.2.229 192.168.1.228 TP 65 54494 + 2388 [ACK] Seqe1884231612 Ack«2669989670 Wine20212 Lene8 TSwvals3577291588 TSecr-4264384
34 9801617 192.168.1.229 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb}
35 0.B3e351 192.168.2.229 192.168.1.228 T 66 54404 + 2388 [ACK] Seq=1884231612 Ack=26600000927 Win=32128 Len=0 TSval=3577291510 TSe¢r=4264384
[[ 360000858 192.168.1.220 _192.168.2.220 __ FIP-DATA 1314 [TCP Previous sepment not captured] FIP Data: 1245 bytes (PASV) (RETR filelswb) |
37 0. POeDE1 19%.168.1.229 192.168.2.238 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
38 0.000198 1921682229 192.168.1. 220 TCR 78 [TCP Window Update] 54494 » 2388 [ACK] Seqe1884231612 Ack=2649990037 Wine15072 Lens® TSwals3S77291511 TSecrsd264380 SLE-2E69597175 SRE=1665953423
39 0. eaeaTT 192.168.2.229 192.168.1.2308 TCP 78 [TCP Window Update] 54494 + 2388 [ACK] Seqel884231612 Acke2669998927 Wine37888 Lens@ TSwale3577291511 TSecrsd2643284 SLE=2669392175 SRE«2665994671
|| 200.30%096 _ 190.168.1.200 _192.168.2.220 __1CP 1314 [TCP Qut-0f-Order] 2388 » 54334 [ACK] Seq=2609990907 Ack-1884231612 Win=GG043 Len<1248 TSval-dZoadls Tsecradsimaonsit |
41 0. BRMES 192.168.2.270 192.168.1.238 TP 66 54404 + F3BE [ACK] Seq=1B84231612 Ack=2669094671 Win=20832 Len=® TSval=3577291820 TSecr=4764415
A3 0. DOMES 192.168.1.270 192.168.2 .28 FTP-DATA 1314 FTP Data: 1245 bytes (PASY) (RETR filelSsh)
|| 430.008045 ___197.168.1.229 __192.168.7.730 __FIP-DATA 1314 [1CP Previcas segment not captured] FIP Data: 1245 bytes (PRSV) (RETR filelsst) |
A 0. PaeTT 192.168.1.229 192.168.32.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
45 0. Bdcas 192.168.2.229 192.168.1.228 TCP 66 54494 + 2388 [ACK] SeqelBB4231612 Acke2669995519 Wined3776 Lens@ TSwvals3577291821 TSecr=4264415%
46 0. D038 192.168.2.229 192.168.1.228 TCP 7B [TCPF Window Update] 54494 + 2388 [ACK] 5eqel884231612 Acks=2669995919 Wins=48768 Lens=0 TSwal=3577291821 TSecrs4264415 SLE=266939716F SRE=2669999663
A7 0. 000504 192.168.1.220 192.168.2.228 FTP-DATA 1314 FTP Data: 1245 bytes (PASY) (RETR filelSsb)
45 8, PA8259 192,168, 2. 229 192, 168.1.220 TCP 78 [TCP Window Update] 54494 + 2388 [ACK] Seq=1884231612 Ack=2669995019 Win=51584 Lens0 TSvals3577201622 TSecr=4264415 SLE=2669997167 SRE=1670009911
[ 490918126 2921681228 192.168.2.220 __TCP 1314 [TCP fut-0F-Grder] 2385 + 58404 [ACK] 5¢q=2669995019 Ack=1884231612 Win=66643 Len=1348 FSval=zoase? Tsecea3samize |
S8 8, PUepa 192.158.2.229 192.168.1,3220 TCP 66 54494 -+ 2388 [ACK] SeqelB84231612 Acke=2670000911 Wine54528 Len=@ TSvals=3577292741 TSccr=4264507
51 0.980519 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
52 0. Bea61 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb}
|| s3e.00001s 192.166.1.200 192.168.2.220 __ FIP-DATA 1314 [1CP Previcus segeent not coptured] FIP Data: 1246 bytes (PRSV) (RETR Flletssty |
54 0. 20001% 192.168.1. 229 192.168.2.229 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)
55 0,800199 192,168, 2,230 192.168.1, 228 T 66 54404 + 7388 [ACK] Seq=1884331612 Ack=25670002150 Win=57472 Len=0 TSval=3577292742 TSecr=4264507
SE 0.000229 192.168.2.229 192.168.1.228 TP 65 54494 + 2388 [ACK] Seqe1B84231612 Acke2670003407 Win-50282 Lene8 TSwal-3577292742 TSccr=-4254507
57 0.0ae183 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1242 bytes (PASV) (RETR filelSeb}
S8 0. BM10E 192.168.2.279 192.168.1.228 T 78 [TCP Window Update] 54494 + 2388 [ACK] Seqe1884231612 Ack=2670003407 Wine=65280 Len=8 TSwal=1577202742 TSecr=A264507 SLE=26708045655 SRE=2670007151
50 0.03H168 192.168.2.229 192.168.1.228 T T8 [TCP Window Update] 54494 + 2388 [ALK] Seq=1884231612 Ack=2670003407 Win=68224 Len=0 TSwal=3577202743 TSecr=4264507 SLE=2670884555 SRE=1670008390
50 0., 20K 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes {PASV) (RETR filelSsb}

CAPO ¥+ 7FYODAAB

BO510 B 66 54494 2388 [ACK] Seqe2157030682 Ack-2224316912 Win=29312 LensB TSval=3577291508 TSecr-4264384
38 9.801328 192.168.1.22% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)
40 0. 88541 192.168.2.27% 192.168.1.220 TP 66 54404 + 2388 [ACK] Seq=2157030682 Ack=2224318168 Win=32128 Leén=d TSval=3577291518 TS 64384
A7 8, BOR45 192.168.1.229 197.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
43 9, 600290 192.168.2.229 192.168.1. 220 (<] 78 [TCP Window Update] 54494 + 2388 [ACK] Seq=2157030682 Ack=2224318160 Win=35072 Len=0 TSwal=3577201511 TSecr=4264384 SLE=2224319408 SRE=2224320656
44 0. BSDTE 192.168.2.229 192.168.1.220 TP 78 [TCP Window Update] 54454 + 2388 [ACK] Seqe-2157030682 Ack-2224318160 Win=27888 Lens@ TSwal=3577291511 TSecr=4264324 SLE-2224319408 SRE=-2224321904
46 0. DA5ED 192.168.2.20%9 192.168.1.220 TP 66 54404 + 2188 [ACK] Seqs2157030682 Acks=2224321904 Win=48832 Lens=d TSval=3577201820 TSecr=4264415
47 0. 090412 102.168.1.229 192.168.2. 220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR £ilelSsh)
49 ©, BI0OTS 192.168.1.220 192,168, 2, 230 FTP-DATA 1314 FTP Data: 1248 bykes (PASV) (RETR filelSsb)
50 9. 0299 192.168.2.229 192.168.1.220 e 66 54494 » 2388 [ACK] Seqe2157030682 Ack-2224323152 Win=43776 Lens TSval=3577291821 TSecr-426441%
51 0. 000045 192.168.2.20% 192.168.1.2200 e 78 [TCP Window Update] 54404 + 2388 [ACK] Seqs2157030682 Acks=2224323152 Wins=48768 Lens0 TSwal=1S77201821 TSecr=4264415 SLE=2224324400 SRE=2224326896
52 0.000412 192.168.1.22% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
53 8. 0a351 192.168.3.279 192.168.1.220 TP 78 [TCP Windew Update] 544094 + 2388 [ACK] Seqs2157030682 Ack=22324323152 Win=51584 Lens@ TSwal=3577291822 TSecr=4264415 SLE=2224324490 SRE=2224328144

55 @, ba1oa7 192.168.2.219 192,168, 1, 220 3 66 54494 » 2388 [ACK] SeqeZlST030682 Ack=22P4338144 Wine54528 Lenwd TSvale3577092741 Tsecr=4164507

56 0. 90aasT 192.168.1.229 192.168.2.238 FTP-DATA 1314 FTP Data: 1248 bytes (PASY) (RETR filel5mb)

57 0. BO00G1 192.168.1.229 192.168.2.2308 FTP-DATA 1314 FTP Data: 1248 bytes (PASY) (RETR filelSmb) a

50 0. pOG0MD 192.168.1.27%9 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR #ilelSsb)

60 8. 00e3T4 192.168.2.279 192.168.1.330 e 66 SA494 + 2388 [ACK] Seqe2157830681 Ack=2224320302 Win=57472 Lens=@ TSvals=3577192741 TSecr=4264587

61 8. 000214 192.168.2.219 192,168, 1, 220 (<] 66 50494 » 2388 [ACK] Seqe21ST030682 Ack=2224330640 Wine6O2E8 Lensd TSvale3577192742 TSecr=4264507

G2 8. eea1r: 192.168.1.22%9 197.168.2.220 FTR-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filel5mb)

G2 9. 000168 192.168.2.229 192.168.1.238 TP 78 [TCP Window Update] 54454 + 2388 [ACK] Seqe2157030682 Acke2234330648 WinsG5280 Lens@ TSwals357T292742 TSecr=d4264507 SLE«Z2243318B8 SRE2224334384
64 8. pea187 192.168.1.279 192.168.2.230 FTR-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)

F—RAUDN

1. TCP Out-Of-Order (000 ) N7 Y A BEELE T,
2.TCP BEBHNEELET,
BNTY REBR(ROAVTEIENTY N ) ORBEFIFELET,



p b > N:File > Export Specified PacketsDJEICEEI T2 EEIC, Fv T Fy E2RELET,
ZTN#%, [RE i (Displayed ) | NT Y NEEOAEZRELET,

Fibe pam FTD_Drata_only : Save
Save a5 lype Wiresharkficpdump/ - peap (*.dmp gz dmps” cap gz cap:” pLap g’ poap) - Cancal
Help

|| Comgpress with gaip
PackelRange
CiCaptwred [ Displayad
Al packets 23554

) Saleced packal 1

(_)Range 1

HRE D3k
COEIZIVIERENTVWET IR, BEZRIACZEZENELTVRT,
ToavtNTY NEROBRERBELRT,

CHDESBFBE, ABCFYyIFr2RBL., 2EFEBEEFERALT,. NTY NEXROERERE R
D2TVWBRRYRND—IOEITIXA N EZBETIBEN HYVEST, 77AT7IF—I)LOBELTIE., £
BFIUFERD I DT,

1.INTY REBXIEF, 77470 x—=)LBENRERTT,
2.NTY NBEDTFATIA=INTNAANDE I ARN)—L (Y—=N—HIE59FA4T>
RADAEE ) TRELTVET,
BNTYRNBENTFATIA—=ILTNAARNDT Y TANI)—=L (94T NES5H =N
—ANHEE ) TRELTVET,
TT7AT 0= LBDNTY NEXR . NTYRNBRORAN 7 7ATIA=ILTHBIHLESH
ERETDICE. ANWFYTFrEHNF YT FYELERIDMBEN HYVET, 2DON0DEBSDF
Y7FVIE, SESTEBFETHRTEEXT, COEIZIDTR, CORRIEETIS 12D
NDHEEZTRLULET,

INTY NBARERBETRZEDHIC2O0F Y I7F v 2B T B FIE

ATY T 1:2200F v 7 F Y ICALBEATEONTY RFEENTVBR L ZBBELET, SLVR
ABDE, ChE., —FOFXFYTFYIC, tHAEDF Y T FYDORETEFYTFrEahi=/NTY RNY
BELTVWEVEWSZETT, chiF, WS OPDHFETETTEET,

« BHAIEBREBEONTY NMZOWVWT, TOIPEAIF (ID) DEZERLET,
s RAERBONTY NMZOVT, TORALRRTOEZRELET,

COBITRE, BEF Y TTFYORAONTY NFFDIPID DENBALUTHZEZHBTEERT

o



™ Teme i — [rseep— La— s
1 2919-18-16 16:13:84.169354  192.168.2.229 192.168.1.220 axiais (2612 54434 + 2388 [SYN] Seqe1B84231611 Wins=29200 Lens=0 M55-1468 SACK PERM=1 TSwals3577188500 TSecred Wi-128

3 : 152
4 J010-18-16 16:13:47.1780830  192.168.2.230 192, 168.1.228 66 Bxadh (I514) SA4A8 s PR [ACK] Sid=1RAAT 161D Ark=3RRMORIATY Min=2T12 Lol TSwal=157220050R TSheral 2AA1R4
5 2019-18-16 16:13:47.170647  192.168.1.20% 192.168.2. 220 1314 9x1521 (5409) Ml Wireshark

& F19-18-16 16:13:47.179968  19.168. 2.2 193 .168.1. 24 66 BxBa3? (3615)

File Edi View Go Captore Anahye Susimics Telephory Wieeless Tools Help
LGN -] RE Q«=EF2Eaqal

8 M19-10-16 16:13:47.180507  192.168.1.229 192.168,2.220 1314 9x1524 (5412)

9 2019-10-16 16:13:47.180715  192.168.2.229 192.168.1.220 78 OxBa38 (2616)

10 70191016 16:13:47.180752  192.168.2.22% 192.168.1.220 78 fuda3d (2617) P— [oo— Prote Lenge ¥
12 2019-18-16 16:13:47. 490376  192.168.2.20% 192.168.1.220 66 Bxlada (2518) -

13 3019-10-16 16:13:47. 490865  152.168.1.23% 192.168.2. 220 1314 1526 (5414)

-168.2. qs.
192.168.1.220 1

a
220 ToP 1314 1521 (5469) 2388 + 544584 [AK] Seq-2224

15 7010-18-16 16:13:47. 490987  192.168.1.228 197.168.3.228 1314 Bx1529 (S417)

158

5 M19-18-16 16

15 2019-16-16 16:13:47.491231  192.168.2. 200 192.168.1.220 66 Gieadb (2619) € 2019-18-16 16 193.168.2.229 192.168.1,220 66 BxBa37 (2615} 54494+ 2388 [ACK] Seq=2157
17 3019-10-16 16:13:47.491261  192.168.2.2 192.168.1.228 TCR 78 dbadc (2620) -
18 2019-18-16 16:13:47.491765  192.168.1.209 192.168.2.200  TCP 1314 Bxl%2a (5418) 8 2019-16-16 16:13:. 152.168.1. 220 193.168.2. 230 1314 G524 (5412} 3308 -+ 54488 [ACK] Seqe2234

19 2019-10-16 16:13:47.432024  192.168.2.220 192.268.1.220 78 Oxbazd {2621) 9 2019-19-16 16 190786 192.168.2.220  192.168.1.20  TCP 78 dals (2616) [TCP Window Update] 54454 4

18 2919-18-16 16 47, 158832 192.168.2.229 192.168.1.228 78 @xBaid (2617, TCP Window ate] 54494
21 2019-10-16 16:13:48.411050  152.168.2.220  192.168.1.220 66 Bxlale (2622) ) [ indow Update] |

B v 1318 GAS2F (S423) 12 2019-19-16 16:13:47.4504087  192.1068.2.220  192.168.1.220 66 Gxdada (2618) 54454 = 2388 [ACK] Seqs2157

23 2019-16-15 16:13:46.411630 192.168.1.2% 192.163.2.220 1314 81536 (5424) 13 2019-18-16 16:13:47. 450819 192.165.1.228 192.168.2. 220 1314 Bx1526 (5414} 2385 » 54434 [ACK] Seqe2iad

25 1019-10-16 16:13:48.411668  152.168.1.228 192.168.2_ 230 1314 8wl533 (5427) 15 2010-19-16 16

=47, 43356 192.168.1.229 192.968.2. 220 1314 dx1525 (5417} 2388 + 54434 [ALK] Seqe2E2d
2% 2019-10-16 16:13:45.411859  10.168.3.20 182,163.1.20%  TCP 66 Bxda3f (2623) 16 2019-18-16 16:13:47. 152 .168.2. 220 192.168.1_ 230 Tcp 6 Bdadb (2615) S4454 » 2388 [ACK] Seqe215]
27 2019-10-16 16:13:48, 412088 192.16.2.220 192.268.1.220  TCP 50 Oxdadd (2624) 17 2019-19-16 16:13:47.451202  192.168.2.220  192.168.1.228  TCP 78 exbade (2620} [TCP Window Update] 54454 4
Frase 1: 74 bytes ca wire (592 bits), 74 bytes captured (592 bits) 18 2019-10-16 16:13:47.491704 192.168.1.220 192.168.2.220 e 1314 @x152a (5418) 2388 + 54494 [ACK] Sequ222q
Ethernet 11, Sre: Veware Ob:el:ch (80:0c:20:0b:e3:zch), Dst: Cisco O9d:$9:07 (50:3d:e5:9d:89:97) 19 2019-10-16 16:13:47. 4955 192.168.2.229 192.168.1. 220 78 iidald (2621} [TCP Mindow Update] 54454 4

» Internet Protocol Version 4, Src: 192.168.2.320, Dst: 193.168.1.729
- [Transaission Control Protocol, Src Port: 54494, Dst Port: 2388, Seq: 1884231611, Len: @ 21 019-18-16 16:13:48 411081 197.165.2.229 192.168.1.228 66 Gxbade (2612} Sad94 « 1388 [ACK] Seqe15i
12 W19-19-16 16:13:48.411538 192.168.1.229 192.168.2.220 TcP 1314 @x152f (5423) 2388 + 54494 [ACK] Seqe2iid

23 M0i9-19-16 16:13:48, 411599 192,168,120 192,068,220 TP 1314 1539 (5434) 2388 - 54494 [ACK] Seq=2224
TNSHAEUTHEVEER., KOFIEZEITLET,

1. BFYTTFYORNONTY NTCERALAZ YT ZEHBRLET,

2. " BREBEDRAALAZRVTZEIDFYTFYTTAINRZRAEBEL, RALARRTT71)LA
Z[==1 DS ] (BAIONTY R ) BLT[<=] (REONTY M) ICEELET., &R
F. ROKSICBEVWERT,

Na. Tiimne Sourca Destination Pratocol Length  Info

i

L - & E E 1 [
2 20819-18-16 16:13:43. 245638 192.168.1.228 192.168. 2. 228 74 21 + 38488 [5
3 2019-18-16 16:13:43, 245867 192.168.2.220 192.168.1.220 66 38480 - 21 [A

<

w Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Oct 16, 2619 16:13:43.24563800¢ ~-->--1 Eeemmm e SEizEan wrms
[Time shift for this packet: 0.000000000 sec¢ - 2nd Subliees
Epoch Time: 1571235223.245638000 seconds Collapse Subtrees
[Time delta from previous captured frame: @.¢ Expand All
[Time delta from previous displayed frame: @. Collapse All
[Time since reference or first frame: O.0009:

Apply as Column
Frame Number: 2 aiih
Frame Length: 74 bytes (592 bits) Apply as Filter ’
Capture Length: 74 bytes (592 bits) Prepare a Filter L3 Selected

(frame.time >= "Oct 16, 2019 16:13:43.244692000") &&(frame.time <= "Oct 16, 2019
16:20:21.785130000")

BHEELENTY REFLVF Y 7F ¥ ICTORR—RLET, [77 4L (File)]> [JEEL I
INTY NI Y AR—KN ( Export Specified Packets ) ] &R L, [R~& hi ( Displayed )] /\
TYRERFELTILKEZV, CORBKT, MAOFY7FvIC, AURKEARERGKRETD/NT Y
RAEENTVRDRENHYET, T, 200F YT FYOLREMBTEERT,

ATV 2:200F Y7 FYEOEBICERAITZINTYRNT71—)LRZIELET, FHATES
714—=I)L RDOHI :

« IPID
« RTP>—T 2 AES
* ICMP =T 2V A&S



ATYTITEELEENTYNOD 71— )LREZELEFYTFYOTFANN—=3 2 #ERL
£F9, ChETSICE., IRODIOKAEERLET, FEXE, IPIDICESVTNNT Y NELET
A, RICRTEDICEF Y+ TIFvy2LELET,

dm . ® FREG Qe EF & _ = QQaQF

- L - =—lli— i = .

M | Apply a display filter ... <Cirl-f> L nght-cllck here ]_
No. Time Source Destination Protocol  Length Info _.ﬁ-__

Align Left

3 2019-10-16 16:13:43.245867 192.168.2.220 192.168.1.220 66 38400 » 21 [ACK] S¢  Mign Center
4 2019-10-16 16:13:43.558250 192.168.1.220 192.168.2.220 229 Response: 228-Filej  Align Right

Ml Wireshark . Preferences ? "
W AppEarande "
Columns iNspinyed | Thie Type Fieds  ©
Fant and Colors O we Number
Lyt O Time Term (Poemat a6 specified)
Capture L] Source Sowrce address
Expert L]  Destination Destination address
Filter Bultons L]  Protocol Protocol
Marmé Redobution L] Length Packet length (bytes)
¢ Protocols L]  Sequence number Custom Kpseq
b Siatisticy L]  Source Pon Custom wdp.srepeont
Advanced []  Destination Port Custom wdp.dstport
L] Custom vianid

BRE, ROEBYTTI,



identification

Bx150e (5390)
fxfdbl (549440
Bx1512 (5394)

@xfdbl (64945)

fafdbl (64947
Bx1513 (5395)
fcfdbd (64948)

Bx1516 (5398)

dxfdbb (64958)
Ax1517 (5399)
Bxtdb? (6495%1)
Ax1518 (5408)
pxfdba (64952)

Bx151b (5483)

Bxfdba (64954)
Hxiolc (5484 )
Bxfdbb (64955)
fxl51d (5485)
BcBa3d (2612)
fxfdbe (64956)

51f (5487)

sl FE FAETAN

w Frame 23988: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Oct 16, 2009 16: 3:21.785130080 Central European Daylight Time

ATY7T 3 BIZRTRSIC, F¥T7FYOTFARNN—I 32 ZHERL £7(File > Export
Packet Dissections > As Plain Text...),



;l'-".l'irc-shazk
|File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Open Ciri+ 0 S aaall

Open Recent ¥

Merge...

Wrigor #om Hex Eumo. I
Close Cirl =\

Save Cirl+5

Save As.. Ctrl «Shift+5

¥

Export Packet Bytes_.. Ctrl #Shift+X As OV
Export PDUs to File... As " Arrays...

RRENETA1—)ILROEOKETIIAR—RNTBEICE. ROKSIC, [WTLAYVE—ZEHD
( Include column headers ) 1 A7’ 3> & [N Y NOFE#M ( Packet details ) | 7> a>&#7
ICLET,

Packet Range Packet Formnat
O Captured @) Displayed £ Packet summary line

(®) All packets 16514 B
(") Selected packet 1 [ Packet detais:

Marked packets reprmr—

First to last marked
(O Range: | 0 [[] Packet Bytes

Remowe lgnored packets El Each packet on a new page

ATYT4: T7AINAONTY R2AEREBEXET, ChZETDICE, Linux D sort IX > R%
FERLET,

<#root>

#

sort CAPlI_IDs > filel.sorted
#

sort CAPO IDs > file2. sorted



ATYT 5 TEFANEEY =)L (WinMergeZx £ ) £ ELinuxDdiff AN RZEFEHAL T, 22
DF+7FrYDEVERODFET,

0x0a3d (2621) 0x0a3d (2621)
0x0a3e (2622) 0x0a3e (2622)
0x0a3f (2623) 0x0a3f (2623)
0x0ad40 (2624) 0x0a40 (2624)
0x0adl (2625) - 0x0adl (2625)
0x0ad2 (2626) WinMerge X | loxoaaz (2626)
0x0ad43 (2627) . 0x0a43 (2627)
0x0ad44 (2628) The selected files are identical. 0x0ad44 (2628)
0x0ad45 (2629) . 0x0a45 (2629)
0x0a46 (2630) [Joon't display this message again. 0x0a46 (2630)
0x0a47 (2631) 0x0a47 (2631)
0x0a48 (2632) 0x0a48 (2632)
0x0a49 (2633) 0x0a49 (2633)
0x0ada (2634) 0x0ada (2634)
0x0adb (2635) 0x0adb (2635)
Ox0adc (2636) Ox0ade (2636)
Ox0add (2637) Ox0add (2637)
Ox0ade (2638) Ox0ade (2638)
(Mhar (M= A& eI NariNi= AF fE2QN
£ > | £

kn: 27 Col: 14/14 Ch: 14/14 1252 Win Ln: 23955 Col: 1/1 Ch: 1/1 1252

CDBE. FIPF—RRSTAYIDOCAPIBLV CAPOF ¥ 7IFrYREA—TF., chik., 7T
Y RBROERATFATIA=)INTREVCEDIHBRERY)ET,

TYTARNI=LIZIDVARNI—LONTY MEXRZERBBILET,

Source Destination Prefocol  Length  Info

Cle= ens= va £Cr=

-18- 113:47. 168, .168.1. 2= = =
5 2819-10-16 16:13:47.179388 192 168.1.228 192.168.2. 220 TCP 1314 2388 -+ 54404 [ACK] Seq=2224316912 Ack=2157030682 Win=66048 Len=1248 TSval=42564384 TSecr=3577291588
G 2019-19-16 16:13;47.158029 192.168.2.220 192.168.1.228 TCP 66 54494 + 2388 [ACK] Seqe2157030682 Ack=2224315160 Win=32128 Len=@ TSvals3577291518 TSecr=4264384

B 2819-108-16 16:13:47.188456 192.168.1.229 192.168.2.228 TCP 1314 2388 + 54404 [ACK] Seqe2224320656 Ack=2157030682 Wins=66848 Lens1248 TSval=4264384 TSecrs=3577291518

9 2019-10-16 16:13:47.180745 192.168.2.220 192.168.1.220 TCP 78 [TCP Window Update] 54454 -+ 2388 [ACK] Seq=2157030682 Ack=2224318160 Win=35072 Len=0 TSwal=357728151]
18 2819-18-16 16:13:47.188822 192.168.2.228 192.168.1.228 TCP 78 [TCP Window Update] 54494 + 2338 [ACK] Seq=2157030682 Ack=2224318160 Win=37888 Len=@ TSwal=357729151
12 2819-10-16 16:13:47_490407 192.168.2.228 192.168.1.228 TP 66 54404 4+ J3BE [ACK] Seq=2157030682 Ack=2234321904 Win=4883) Len=B TSval=3577201820 TSecr=4264415
13 2919-10-16 16:13:47.400319 192.168.1.220 192.168.2. 220 TCP 1314 2388 + 54494 [ACK] Seqe2224321904 Acks2157930682 Wins66848 Len=1248 TSval-4264415 TSecr=3577291820

15 2819-18-16 16:13:47.498956 192.168.1.23@ 192.168.2.228 TCP 1314 2388 + 54494 [ACK] Seqe2224325648 Ack=2157930682 Win=66848 Len=1248 TSval=4264415 TSecr=3577291818
W IRIG-TA-TA 1613047 4012484 19T ARR. 200 192 AGR. 1. 220 e A6 54404 & JIRR TACK D SenePIGTRMGRAD Acke?I24303152 Winedi7Th L onefl TSvaleiR77201821 TSarre42id415

F—RAUDN

1. 2ONTY NFTCP BIEETY. BANICR, NV TE—ROFTP F—RDLEHIZIZA
FURASH—N—ICEEEND TCPSYNNT Y NTT, 9FATRNNTY NeBEREREL
THY, BIDSYN(NTY NEE 1) FBRATED LSO, NTYRRTFATI+—ILADT
YTARI—LATRDNTLET,

_ TCP SYN (packet #1) . x/ Server
Client />, 192.168.1.220 __

192.168.2.220

INSIDE OUTSIDE

TCP SYN Retransmission (packet #2)

CDJ/E. SYINNTY REH—/NIZEELIZEDOD, SYNACKNT Y NIFRZPBHTERDAIZTA
REMANBYET,



TCP SYN (packet #1)

' Server
Client 192.168.1.220
192.168.2.220 - q A

E { _ INSIDE —ﬁ OUTSIDE
_I \

S
N TCP SYN/ACK

»

TCP SYN Retransmission (packet #2)

2.H—=—N—=h"rs50O/NT Y NHFEFEL., Wireshark EBIOET X RABR/IFYTFryEahTVWiE
WS EZBRILTVETS, F¥7FrEanTVBEVWNATY NE, H—N—HIS5IOF4 T NHE
BENTVETH., 7747 94— )IF ¥ 7Fr¥TREIZEATVERA,. 2FV. NTY NE
H—N—ETF7PATIF—I)OBETEDOIhTVET,

Client
192.168.2.220

| _ INSIDE
E ll S I
A e

chiE, FTPY—N—ETT7ATIF-INOBINTY NERFHZDEZRLTVET,

Packet sent Server
X 220
e, i

OUTSIDE

r

\4Next—paéket sent
—

\

Fooav2EmoF vy 7Fyz2BBLET,

IVRRAVRTOFYTFrEEEIL, BMOFYTFY2MBLET, DEREEZEAL
TNTYREBEROFRREZ>TLVREEDHDEIX Y NORY)IAKEZHKET,

He. Tima Saurce Destinstian Pratocal Length Irifg
155 20819-19-16 16:13:51.749845 192.168.1.220 192.168.2.228 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
156 2619-18-16 16:13:51. 749860 192.168.1.2280 192.168.2.228 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
157 2019-18-16 16:13:51.749872 192.168.1.228 192.168.2.228 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
158 20819-10-16 16:13:51.758722 192.168.2.220 192.168.1.228 TCP 66 54494 + 2388 [ACK] Seq=2157@30682 Ack=2224385552 Win=186480 Len=@ TSvi
159 2819-19-16 16:13:51.758744 192.168.1.228 192.168.2.220 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
166 2019-18-16 16:13:51. 758768 192.168.2.220 192.168.1.220 TCP 66 54494 + 2388 [MK] Seq=2157030682 Ack=2224386808 Win=183424 Len=8 TSvi

161 2619-18-16 16:13:51. 758782 192.168.1.220 192.168.2.220 - 131 fplsiimiinie at (PAS‘.I'} (RETR leelSmh)

163 2019-18-16 16:13:51.751024 192.168.1.220 192.168.2.228

165 2619-18-16 16:13:51.751482 192.168.1.220 192.168.2.228

Frame 167: 1314 bytes on wire (10512 bits), 1314 bytes captured (10512 bits) on interface @

Ethernet II, Src: Veware_38:2b:78 (80:8c:29:38:2b:78), Dst: Cisco 9d:89:9b (50:3d:e5:9d4:89:9b)

Internet Protocol Version 4, Src: 192.168.1.228, Dst: 192 168.2.2728

Transmission Control Protocol, Src Port: 2388, Dst Po 94 Ack: 21570838682, Len: 1248
FTP Data (1248 bytes data)

Setup frame: 33

[Setup method: PASV]

[Command: RETR filelSmb]

[Current working directory: /]
Line-based text data (1 lines)

F—RAUD:

1. ZEE(COBRBRFTIPIZATUM ). BETCP =T ABEZEBHFLTVET,
NTY MR (FHENESD—TOABSHFAFYTEN ) Ceertiva e,
ACK= TFHIZh TV IEEDDAFY TENLD -T2V AE S O ACKNTY NEERL



£9, cOPITIEE., Ack=2224386800 T,
2. Dup ACKIZ & V), TCPE&E%(E ( Duplicate ACKZE%203I UBLIAOBIEE ) AR H
_é hgij-o

BEEACKE. ROZEZERLET,

« EREOEEACKIFHY), EEOBEEHF/BZVESE. FBIEFSTELZNT Y N EFE
ITHAEENI GV EEZRLTVET,
- EBOBEEICESEEACKIE. B2BEEONTY NEXNHDEZRLTVET,

Tooa IHmNTY DT 7AT IO - 0BRHEZFAELET,
2DONERBBAVE—TIAARAIALF Y 7F v ZEALET,

<#root>
firepower#

capture CAPlI buffer 33554432 interface |INSIDE match tcp host 192.168.2.220 host 192.168. 1. 220

firepower#

capture CAPlI interface QOUTSI DE

FYTFYEILVAR—NL, AINTYNEHANTY NOFRBEEZRZELET

o

Case 7.TCP#ZEHORBRE (/N7 Y NKIE )
EROHHA:

JAVLAISA TN (192.168.21.193 ) 385 H —/N— ( 192.168.14.250 : HTTP ) N\ D&
BEM:k, XDO2DO2OEBZFUFNFEELET,

« OSATURETOEARAIUN (AP) TAL CEETD L, HTTP BHEFMELER A,
« OSATURETORARAUN (AP) "B CEET DL, HTTP EHEFBELET,

RAORF, CORRAOPZRLTVET,



Client

192.168.21.193

FEERFA 70—

E{E7TIP:192.168.21.193

38 5E1P:192.168.14.250

Z’OK3J)L : TCP 80

* ¥ 7T A

Server

192.168.14.250

INSIDE

FIDLINAI>SOTOF Y IF v E2BMCLET,

<#froot>

firepower#

capture CAPI int INSIDE natch ip host 192.168.21.193 host 192.168. 14. 250

firepower#

capture CAPO int OUTSIDE match ip host 192.168.21.193 host 192. 168. 14. 250

v TF v - WEES T U

R=AZA42eLT, BHOEEBSFIUAASF YT F Y ZRMBIBERICHELCERNTT,

ROEIE, NGFW @ INSIDE 1 2 —7 I A ATHBEhEF Yy TFyZ2RLTVET,

B,

Time
1 2613-98-08 17:03:25. 554582
2 2013-08-08 17:03:25.555238
3 2013-08-08 17:03:25.579918
42013-98-88 17:03:25.841081
5 2013-08-08 17:03:25. 848466
6 2013-08-08 17:03:25. 848527
7 2013-08-08 17:03:25.858445
8 2013-08-08 17:03:34.391749
9 2013-08-08 17:03:34.395437
10 2013-98-08 17:03:34.606352
11 2813-98-88 17:03:40. 730661
12 7813-02-88 17:03:48.741538

Source

192.168.21.193
192.168.14.250
192.168.21.193
192.168.21.193
192.168.14. 258
192.168.14.258
192.168.21.192
192.168.21.193
192.168.14.258
192.168.21.193
192.168.21.193
192.168.14.258

Destination

192,
192.
192.
192.
192.
192,
.168,14,258
.168.14.250
.168.21.193
. 168,14 ,258
-168.14.258
-168.21.193

168.14.258
168.21.193
168.14.259
168.14.258
168.21.193
168.21.193

Pratocel
TCP
TCP
TCP
HTTP
TCP
HTTP
TCP
HTTP
HTTP
TCP
HTTP
HTTP

Length  Info
66 1855 -+ 88 [SYN] Seq=1341231 Win=65535 Len=0 M55=1468 SACK_PERM=1
66 80 » 1055 [SYM, ACK] Seq=1915787006 Ack=1341232 Win=64240 Len=0 M$5=1380 SACK_PERM=1
58 1855 -+ 88 [ACK] Seq=1341232 Ack=1015787807 Win=65535 Len=08
370 GET Jttest.html HTTP/1.1
1438 B8 » 1855 [ACK] Seq=1815787007 Ack=1341544 Win=563928 Len=1388 [TCP segment of a reassembled PDU]
698 HTTP/1.1 484 Mot Found (text/himl)
5§ 1055 + 80 [ACK] Seqe1341544 Ack«10915780027 Win=65535 Len=@
369 GET ftest.html HTTP/1.1
586 HTTP/1.1 208 0K (text/hitml)
58 1855 -+ 88 [ACK] Seqe1341855 Ack=1815789555 Wins65887 Lens@
483 GET /ftest.html HTTP/1.1
271 HTTP/1.1 384 Mot Modified

RXDOEIE, NGFW O OUTSIDE A1 X —7 I A ATHBEnEF Yy 7FvyEZRLTVET,



Mo, Time Source Dwestination Protecol  Length  Dnfo

1 2@13-88-08 17:083:25.554872 192.168.21.193 192.168.14.250 TCP 66 1855 + 88 [SYN] Seqs1839809324 Win=65535 Len=0 MS5=1380 SACK_PERM=1

2 7@13-88-08 17:83:25.555177 192.168.14. 258 192.168.21.193 TP 66 82 + 1855 [SYN, ACK] Seq=5211BB628 Ack=1839E00325 Win=64248 Len=@ M55=14568 SACK_PERM=1
2 2013-08-08 17:03:25.579926 192.168.21.193 192.168.14.250 TP 58 1055 + 80 [ACK] Seq=1839309325 Ack=521138629 Win=65535 Len=0

4 2913-88-08 17:83:25.841112 192.168.21.193 192.168.14.250 HTTP 370 GET /ttest.html HTTP/1.1

5 2013-88-08 17:03:25.848451 192.168.14. 258 192.168.21.193 TP 1438 88 » 1855 [ACK] Seq=521188629 Ack=1839800617 Win=63928 Len=1388 [TCP segment of a reassembled PDU]
6 2913-03-08 17:03:25,848512 192.168.14, 250 192.168.21.193 HTTP 698 HTTP/1.1 484 Not Found (text/html)

7 2013-08-08 17:03:25.858476 192.168.21.193 192.168.14.250 TP 58 1055 + 80 [ACK] 5eq=1839800637 Ack=521190649 Win=65535 Len=0

B 2913-88-88 17:83:34,.391779 192.168.21.193 192.168.14.25@ HTTP 369 GET ftest.html HTTR/1.1

0 2013-68-08 17:03:34. 305456 192.168.14. 258 102.168.21.193 HTTP SB6 HTTP/1.1 2088 0K (text/himl)

18 7@13-83-08 17:83:34.686368 192.168.21.193 192.168.14.250 TCP 58 1855 + 80 [ACK] Seqe1839300948 Ack=521191177 Win=65087 Lens@

11 2913-08-88 17:03:40. 7309646 192.168.21.193 192.168.14._250 HTTP 483 GET ftest.himl HTTR/1.1

12 2913-08-08 17:03;40,741523 192.168.14,258 192.168.21.193 HTTP 2TLHTTR/1.1 384 Not Modified

F—RAUD

1.2 20F ¥+ 7F ¥ FEEBUTYT (ISNDODTUALLEEE),

2.NTY REXKOEKIREEFEELEE A,

3. JEFAFE (OO0) N7y NEBFEELEHA,

4.3 DD HTTP GET ERANBEHELF T, RNDEDF 404 "NotFounds . 2 DEDEDIE
200 "OK, ., 3 D2B®DEDIE 304 "Not Modifiedy VAAL I RXY =2 #Z (> TW
F£¥9,

FY7TFY  BHOBEEN B> F)F
ABFYTF ¥ (CAPI) ORBEE, XOEHYTT,

No. Time Source Destination Frotoced Length Info
1 2913-88-88 15:33:31.989193 192.168.21.193 192.168.14. 258 TCP 66 3872 + BB [SYN] Sequd231766828 Winw65535 Lens® M55«146@0 SACK_PERMsl
2 2013-88-88 15:33:31.909849 192.168.14.259 192.168.21.193 TCPo 66 8@ » 3072 [SYN, ACK] Seq=B67575059 Ack=4231766829 Win=64248 Len=0 MS5=1380 SACK PERM=1
3 2013-08-88 15:33:31.913267 192.168.21.193 192.168.14.258 TCP 60 3872 + 88 [ACK] Seq=4231766829 Ack=867575960 Win=65535 Len=2[Malformed Packet]

4 2913-08-68 15:33:31.913649 19%.168.14, 258 19%.168.21.193 HTTP 222 HTTP/1.1 460 Bad Request (text/html)

B 2013-83-88 15:33:34.894713 192.168.21.193 192.168.14.258 60 3872 » BB [ACK] Seq=4231767140 Ack=867576125 Win=65371 Len=2
11 2013-88-88 15:33:35.118234 192.168.21.193 192.168.14,253 66 3873 + BB [SYN] Seqs2130836820 Win=65535 Len=@ M55=1460 SACK_PERM=1
12 2013-08-08 15:33:35.118737 192.168.14.258 192.168.21.193 66 82 » 3873 [SYN, ACK] Seq=2991287216 Ack=2130836821 Win=64240 Len=0 M55=1380 SACK_PERM=1

13 2913-88-88 15:33:35.121575 192.168.21.193 192.168.14. 258 6@ 3873 + B8 [ACK] Seq=2138336821 Ack=2991287217 Win=65535 Len=2[Malformed Packet]

15 2813-88-88 15:33:35.121896 192.168.14.258 192.168.21.193 222 HTTP/1.1 400 Bad Request (text/himl)
16 2013-08-68 15:33:35.124657 192.168.21.193 192.168.14.250 60 3073 » BB [ACK] Seq=2138837134 Ack=2091287382 Win=65371 Len=2

F—RAUD

1.TCP3JIANYRIIA VN BELET,

2. TCP BEENFHY . NTY NBXOKBRFIFELET,

3. Wireshark IZ& 2 T "Malformeds ( FIE) &L TEBE /AT Y N (TCPACK) A" E1E
LE¥rT,

CORIE, HAF¥7TF+¥ (CAPO) DABERLTVET,

Mo, Time Source Destinabion Frotocol  Length iefo
1 2613-88-88 15:33:31.909514 192.168.21.193 192.168.14.258 TP 66 3872 + 88 [SYN] Seq=230342488 Win=65535 Len=@ M55=1388 SACK_PERM=1
2 2913-88-88 15:33:31.989884 192.168.14,.258 192.168.21.193 TP 0 66 88 + 3872 [S5YN, ACK] Seq=26E0813986 Ack=230342489 Win=64240 Len=B MSS=1468 SACK_|

3 2013-08-08 15:33:31.91329¢ 192.168.21.193 192.168.14.258 i 68 3072 + 80 [ACK] Seq=230342489 Ack=268013987 Win=65535 Len=2[Malformed Packet]
4 2013-08-08 15:33:31.913633 192,168, 14, 192,168.21. HTTP 222 HTTP/1.1 480 Bad Request (text/htal)

& 2013-08-08 15; 68 3872 + 88 [ACK] 5 30342500 Ack=268014152 Win=65371 Len=2

11 2913-08-88 15 132,168.21.193 192,168.14,258 66 3873 + 80 [SYN] Seqe2731219422 Wins=G65535 Lens@ MS5#1380 SACK_PERMs1
12 2913-08-88 15:33:35.1187a7 192.168.14. 256 192.168.21.193 e 66 80 » 3873 [SYN, ACK] Seq=2453407925 Ack=2731219423 Win=64248 Len=0 M55=1468 SACK_PERM=1
13 2013-08-88 15:33:35.121591 192.168.21.193 192.168.14.258 TP 68 3873 + 30 [ACK] Seq=2731219423 Ack=2453487926 Win=65535 Lens=2[Malformed Packet]

15 2013-08-88 15:33:35.121865 192.168.14.,258 192.168.21.193 HTTP 222 HTTP/1.1 480 Bad Request (text/himl)
16 2813-88-88 15:33:35.124673 192.168.21.193 192.168.14.2568 68 3973 + 88 [ACK] Seq=2731219736 Ack=2453488091 Win=65371 Len=2




F—RADN
200F Y TFYRBFEERBUTYT (ISNOTUALLEZEE),

1.TCP3VIANY RIAVNFFEELET,

2.TCP BAENFHY ., NTY NEBROKBRFIFELET,

3. Wireshark IZ& 2 T "Malformed, ( FIE) &L TEBIEhi=/NT Y N (TCP ACK) N &E#H
LET,

FEBNTY N 2H#FELET,

F
o, Time Source Destination Protocel  Length  Info

12013-88-08 15:33:31.589193 192.168.21.193 192.168.14.256 TCP 66 3072 + 88 [SYN] Seq=4231766828 Win=565535 Len=8 M55=1468 SACK_PERM=1

2 2013-98-08 15:33:31.900840 192.168.14.256 192.168.21.193 TCP 66 88 » 3072 [SYN, ACK] Seq=BE67575950 Ack=4231766820 Win=64240 Len=0 M55=1380 SACK_PERM=1

3 2013-88-88 15:33:31.913267 192.168.21.193 192.168.14.258 TCP 60 3872 + 830 [ACK] Seq=423176682% Ack=867575960 Win=65535 Len=2[Malformed Packet]o
Frame 3: 88 bytes on wire (488 bits), 6@ bytes captured (480 bits)

Ethernet II, Src: BelkinIn_63:90:f3 (ec:1a:59:63:98:f3), Dst: Cisco 6l:cc:9b (58:8d:89:61:cc:9b)
£02.1( Virtual LAN, PRI: @, DEI: @, ID: 20
» Internet Protocel Version 4, Src: 192.168.21.193, Dst: 192.168.14.258
~ Transmission Control Protocol, Src Port: 3872, Dst Port: B0, Seq: 4231766829, Ack: B67575968, Len: 29

Source Port: 3072
Destination Port: 8@
[Stream index: @]
[TCP Segment Len: 2]
Sequence number: 4231766829
[Mext sequence number: 4231766831]
Acknowledgment number: 3675759608
8181 .... = Header Length: 2@ bytes (5)

» Flags: 9x818 (ACK)
Window size walue: 65535
[Calculated window size: &5535]
[Window size scaling factor: -2 (nmo window scaling used)]
Checksum: 9x@81bf [unverified]
[Checksum Status: Unverified]
Urgent pointer: @

> [SEQ/ACK analysis]

» [Timestamps]
TCP payload (2 bytes)

v q—
v [Expert Info (Error/Malformed): formed Packet (Exception occurred)]

[Malformed Packet (Exception accurred}]
[Severity level: Error]
[Group: Malformed]

58 8d @9 61 cc b ec la 59 63 90 f3 Bl @ 0@ 14 X 2 - Yoo -
08 99 45 00 B0 2a 7F 1d 40 0O 80 B6 d5 ad <O a8 E..*.. @
20 15 €1 <@ a8 @e fa Bc 80 0@ 50 fc 3b 33bE oo oPage-3.
8030 28 98 50 10 ff ff o1 bf oo oo TD (Peeeee M

F—RAUD

1. N7 Y Ni& Wireshark IC& 2 T "TMalformed, ( FIE) EBRIENTVET,
2. REWFE2NN1 BT,

B2NA D TCPRAO—RABFEELET,

4. RAO—RIE 4 20EMOED (0000) TF o

HRE D%
COEIDIVIERENTVWET I3, BEZRVACIEZENELTVRT,
ToO2AaV1TEMOF Yy 7FYZRMBLET, IVRRARNTFYTFr 220, AETHN

E. NTY NEEORRZEY) 533 EHICaBFEEEZERAL THTLSEEZ VW, RICHZRL
£



|
Capture at client !,q l A

Sty ool e Server
Client -— —_— 192.168.14.250

e —
192.168.21.193 INSIDE —@_ OUTSIDE .
E ’ T Il .. \ll o E

COBE, AAMYF TAL DAVE—TIAARTANICE2T2 2OEBM/NA MAFRMENT
BY ., BREIBEORREBZ >TVWRRAAYFEITITBETLE,

Case 8.UDP#EHOEE ( RENTY N)
BIRED A : 58 ksyslogt —/\NIZsyslog(UDP 514) X ¥ £—I A RRENEL,
RO, CORMRODERLTVWET,

' i Syslog Server
192.168.1.x/24 192.168.2.x/24 10.10.1.73

El/2 E1/3.202 A

— INSIDE OUTSIDE —_

. | » =
.71

. EIGRP AS 1

4 . Syslog Client

HEETZFA 70—
%E{E TIP:192.168.1.81
38 5CIP:10.10.1.73

Z’OK3JL : UDP 514
FYTF YoM

FIDLINAI>S O TOF Y S FvE2AMCLET,

<tfroot>

firepower#

capture CAPI int INSIDE trace match udp host 192.168.1.81 host 10.10.1.73 eq 514

firepower#



capture CAPO int COUTSI DE match udp host 192.168.1.81 host 10.10.1.73 eq 514

FIDF Y 7FYICENTY RFRRENRTVER A,

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]
match udp host 192.168.1.81 host 10.10.1.73 eq syslog

capture CAPO type raw-data interface OUTSIDE [Capturing - 0 bytes]
match udp host 192.168.1.81 host 10.10.1.73 eq syslog

HERE DRk

COEIIIAVIZRENTVWRT O a2V, MEZRVATCIEZBNELTVET,
TOaVIFTDERT—7ILEFIVILET,

BEDEREZRRETIICE. ROBXEFEALET,

<#root>
firepower#
show conn address 192.168.1.81 port 514

10 in use, 3627189 most used
Inspect Snort:
preserve-connection: 6 enabled, 0 in effect, 74 most enabled, 0 most in effect

ubp
I NSI DE
10.10.1.73:514
I NSI DE
192.168.1.81:514, idle 0:00:00, bytes
480379697
, flags -
)

N1

F—RAUD:



1LADAVEB—=TIAARERBAAVE—TIAANBELTT (URX—2LTVET ),

2. NA NBANEBICKERME (NS5GB) IZBE>TVET,

3.72% Toy &, 7O—F70—R (N—RIOTF7 F7O+t5L—>3> 70— ) %ZRLE
o ', FIDF Y 7F Y ICNTY RIRRENEVERTY, 7O0—F70—KRE&E,
X TSYRTA—LE BXTSYRITF—LTOIRYR—KRENATVET, COES.
TN AlE 41xx T,

To2ar2ovy—LRILOF Y TFryERBLET,
ROED &SI, Firepower D ¥ —IX—J ¥ ICEHEL, AHAVE—TIA A ( ZDBE

FE12)BRENYITL—2AVR—TIAA(E19 EE110) TOF ¥ IFyEAERICL
x£7,

FP41xx

E1f2 Capture
Point 2 FTD Snort engine
Capture Internal

FXOS) — i
( ) FTD LINA engine

i {10
..fLEl

Capture
Point 3

Overview Interfaces Logical Devices Security Engine Platform Settings

System  Tools Help admin

Select an instance: w
. mzaleiro_FTD . Sesshon Name®
Selected Interfaces Ethemetl/2
Buffer Size 256 MB w
Snap length: 1518 Bytes
Etherrnet 1/2
Store Packets [ Overwite [T
Capture On All Backgilane Ports =
i
FTD Capture Filter Captura A
Ethernetl/3 Ethamatl D, Bthermet 110
S apply Angther Filter  Creats Filty

BRRIC, ROLSICBYET,



Capture Session /4N

=@

Etharnetl/10
Ethernetl/9

Ethernetl/2

52 £ NWiresharkTlt. INRTHENTY REBRALT. WEBA Y R—TIAALARLT

CAPI

Drop Count: 40103750

276

Dperational State: DOWRN - Memory_Overshoot

CAPI-etharnet-1-10-0.peap mzafeiro_FTD

132276060

136234072

CAPI-ethernat-1-9-0.pcap mzafeira_FTD:

CAPI-atharnat-1-2-0.pcap mzafaira_FTD

ONTY NOEBEZHRLET

ZEH :

[« [« [«

M Cam-ethernet-1-2-0peap
file Edit Yiew Go Capture Analyze Statistics Telephony

dm ;s

Wireless Jools Help

Qaan

<k

CRE esEFE,

N [lipcéy o display filtar ...

Nao. Tima

38,8532
4 0,000
5 0.5216
6 0, 0000
T o597
g 0, 0008,

11 8.1520_
13 ©. 8000
13 ©. 86086
14 6.0000_
15 8.1655_
16 B.0000_
17 B.0000_
18 0.0000._
19 9.0003.
28 0, 8009...

Source

Vimware _85:4f:ca
Vimware 85:4f:ca
Vimware 85:2f:
Vimware 85:2f:
Vimware _85:2f:
Vimware_85:2f:

Vimare_85:2:008
Vimiare_85:2F:00
Vimware_85:4F:ca
Vmware_85:4F:ca
192168 .9.161
192.168.9.161
192.168.9.1681
192.168.9.181
192.168.9.181
192.168.9.181

Destination

Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast

Broadcast
Broadcast
Broadcast
Broadcast
173.38. 280 . 184
173.38. 280 . 184
173.38. 280 . 1084
173.38. 280, 104
173.38. 209,104
173,38, 280,104

Proftocol Length Info

ARP
ARP
ARP
ARP
ARP
ARP

ARP
ARP
ARP
ARP
DS
DS
DS
DS
DS
D5

78 Who has 192.168.163.1117 Tell 192.168.163.112
64 Who has 192.168.163.1117 Tell 192.168.1083.112
78 Who has 18.18.18.17 Tell 18.16.16.18
64 Who has 19.18.18.17 Tell 18.18.16.18
78 Whe has 19.18.18.17 Tell 18.18.16.18
64 Who has 19.18.18.17 Tell 19.18.16.18

78 Who has 19.10.10.17 Tell 19.10.10.10

64 Who has 19.16.16.17 Tell 18.16.16.18

78 Who has 192_168.183.1117 Tell 192.168.163.112
64 Who has 192_168.183.111? Tell 192.168.183.112

9] Standard query Budad9f A 2.debian_pool.ntp.org

85 Standard query Oxda®f A 2.debian.pool.ntp.org

91 Standard query Oxdafd AAAA 2.debian.pool.ntp.org
85 Standard query Bxdafd AAAA 2.debian.pool.ntp.org
91 Standard query Bxdadf A 2.debian.pool.ntp.org

85 Standard query Bxdadf A 2.debisn.pool.ntp.org

LEH .




‘ CAPl-ethernet-1-2-0.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Jools Help

AW i@ RE QuwEFL T Eaaqq

[ Tsyslog 8 tuntag

B Time Source Destination Frotoool Length  Timetolve  Info

| 1334 9. 000800800 192.168.1.81 19.10.1.73 Syslog 147 255 LOCALA.DEBUG: Oct 15 2019 @7:47:17: ¥ASA-7-6@9002: Teardown local-host identity:192.168.1.81 dur
1336 8. 0647887 192.168.1.81 16.10.1.73 Syslog 147 254 LOCALA.DEBUG: Oct 15 2019 67:47:17: XASA-7-6200802: Teardown local-host identity:192_168.1.81 dur
1338 @.009150 192.168.1.81 10.10.1.73 Syslog 147 253 LOCAL4.DEBUG: Oct 15 2819 07:47:17: KASA-7-689082; Teardown local-host identity:192.168.1.81 dun
1348 8.888128919 192.168.1.81 18.18.1.73 Syslog 131 255 LOCAL4.DEBUG: Oct 15 2019 67:47:17: XASA-7-609881: Built local-host NET_FIREWALL:192.168.1.71\n
1342 0. 080002839 192.168.1.81 18.10.1.73 Syslog 147 252 LOCALA.DEBUG: Oct 15 2019 87:47:17: ¥ASA-7-680802: Teardown local-host identity:192.168.1.81 dur
1344 8. 880137974 192.168.1.81 16.10.1.73 Syslog 131 254 L4.DEBUG: Oct 15 2819 87:47:17: BASA-T-609281: Built local-host NET_FIREWALL:192.168.1.71%n
1346 8. 880802758 192.168.1.81 18.10.1.73 Syslog 147 251@4.“5%: Oct 15 2019 67:47:17: XASA-7-600002: Teardown local-host identity:192.168.1.81 dur
1348 8.000261845 192.168.1.81 19.10.1.73 Syslog 111 253 L4.DEBUG: Oct 15 2819 87:47:17: ¥ASA-7-689801: Built local-host NET_FIREWALL:192.168.1.71\n
1350 0. 080002736 192.168.1.81 18.108.1.73 Syslog 147 258 LOCAL4.DEBUG: Oct 15 2019 87:47:17: XASA-7-680082: Teardown local-host identity:192.168.1.81 dur
1352 8. 864798149 192.168.1.81 16.18.1.73 Syslog 208 255 LOCALA. INFO: Oct 15 2019 87:47:17: XASA-6-382028: Built inbound ICMP connection for faddr 192.16&
1354 8. 888498621 192.168.1.81 18.10.1.73 Syslog 131 252 LOCAL4.DEBUG: Oct 15 2019 67:47:17: ¥ASA-7-609081: Built local-host NET_FIREWALL:192.168.1.71\n
1356 8. 0900802689 192.168.1.81 18.10.1.73 Syslog 147 249 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-600002: Teardown local-host identity:192.168.1.81 dur
1358 0. 000697783 192.168.1.81 19.18.1.73 Syslog 135 255 LOCALA.INFO: Oct 15 2819 @7:47:17: XASA-6-302021: Teardown ICMP connection for faddr 192.168.1.7
1360 8. 984590762 192.168.1.81 10.10.1.73 Syslog 151 255 LOCALA.DEBUG: Oct 15 2019 @7:47:17: XASA-T-600002: Teardown local-host NET_FIREWALL:192.168.1.71
13562 8. 000002728 192.168.1.81 19.10.1.73 Syslog 208 254 LOCALA,INFO: Oct 15 2819 @7:47:17: XASA-6-302020: Built inbound ICMP connection for fadde 192.16
1364 8. 990499914 192.168.1.81 18.19.1.73 Syslog 131 251 LOCAL4.DEBUG: Oct 15 2019 87:47:17: ¥ASA-7-609881: Built local-host NET_FIREWALL:192.168.1.71\n
1366 0. 0806597761 192.168.1.81 18.10.1.73 Syslog 147 248 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-6000802: Teardown local-host identity:192.168.1.81 dur
1368 0.000169137 192.168.1.81 10.10.1.73 Syslog 195 254 LOCALA. INFO: Oct 15 2819 @7:47:17: XASA-6-302021: Teardown ICMP connection for faddr 192.168.1.7
1378 8. 888433196 192.168.1.81 18.10.1.73 Syslog 151 254 LOCALA.DEBUG: Oct 15 2019 07:47:17: XASA-7-689082: Teardown local-host NET_FIREWALL:192.168.1.71
1372 0.000498718 192.168.1.81 19.10.1.73 Syslog 208 253 LOCALA.INFO: Oct 15 2019 @7:47:17: XASA-6-302020: Built inbound ICMP connection for faddr 192.16)
1374 0. 080002849 192.168.1.81 18.10.1.73 Syslog 131 250 LOCALA.DEBUG: Oct 15 2019 87:47:17: ¥ASA-7-620001: Built local-host NET_FIREWALL:192.168.1.71\n
1376 0. 000596345 192.168.1.81 10.10.1.73 Syslog 147 247 LOCALA. DEBUG: Oct 15 2019 ©7:47:17: X¥ASA-T-600002: Teardown local-host identity:192.168.1.81 dur
1378 0. 980608157 192,168.1.81 18.10.1.73 Syslog 135 253 LOCAL4. INFO: Oct 15 2019 @7:47:17: XASA-6-302021: Teardown ICHMP connection for faddr 192.168.1.7
1388 . 000802772 192.168.1.81 18.10.1.73 Syslog 151 253 LOCAL4.DEBUG: Oct 15 2019 87:47:17: XASA-7-609082: Teardown local-host NET_FIREWALL:192.168.1.71
1382 0. 000600947 192.168.1.81 19.10.1.73 Syslog 208 252 LOCALA.INFO: Oct 15 2019 ©7:47:17: XASA-6-302020: Built inbound ICMP connection for faddr 192.16
1384 0. 000498808 192.168.1.81 19.10.1.73 Syslog 131 249 LOCALA.DEBUG: Oct 15 2019 ©7:47:17: %ASA-7-6@9801: Built local-host NET FIREWALL:192.168.1.71\n |

F—RAUD

1. RR7ANEFBEBRE A, NTY NOEENHIBRE N T, Syslog DHEARRENTVERT

2.NNTY NEOKEZRENAVOVLARILTT, chik, NTYRL—RMEELCEVC LR
RUTLVERT,
3. FHCATRERER (TTL ) OEABENICHDIL TVET, chid. NTYRNDIL—TZRLT

WEd,

192.168.1.x/24

E1l/2
INSIDE

e |

192.168.2.x/24

E1/3.202
OUTSIDE

EIGRP AS 1)

192.168.1.81
Syslog Client

Syslog Server
10.10.1.73

=]

To2a INTYMNL—HZERALET,

NTY NFTTFATI2#4—)ILDLINALIY

CEBBLEVED, SATRL—A ( RL—RH

EOFYTTFV )REETTEREAN, NTYRRL—HZERALTIIaL—bERENTY
RehL—ATEZFXT,

<#froot>

firepower#

packet-tracer input

Phase: 1

Type: CAPTURE

I NSI DE udp 10.10.1.73 514 192.168.1.81 514



Subtype:

ResuTlt: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 25350892, using existing flow

Phase: 4

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Verdict: (fast-forward) fast forward this flow

Phase: 5

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.1.81 using egress ifc INSIDE

Phase: 6

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address a023.9f92.2a4d hits 1 reference 1

Phase: 7

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Result:
input-interface: |NSIDE

input-status: up
input-line-status: up



out put-interface: |NSIDE

output-status: up
output-line-status: up
Action: allow

T3 4FTDI—T AT ZRABLET,

77AT 02—V N—TFT420 T—TLERBT, L—FTA 2T ICEABENFZVHIBRIELET,

<#root>
firepower#

show route 10.10.1.73

Routing entry for 10.10.1.0 255.255.255.0
Known via "eigrp 1", distance 90, metric 3072, type internal
Redistributing via eigrp 1
Last update from 192.168.2.72 on

QUTSI DE, 0:03:37 ago

Routing Descriptor Blocks:
* 192.168.2.72, from 192.168.2.72,

0: 02: 37 ago, via QOUTSI DE

Route metric 1is 3072, traffic share count is 1

Total delay is 20 microseconds, minimum bandwidth is 1000000 Kbit
Reliability 255/255, minimum MTU 1500 bytes

Loading 29/255, Hops 1

F—RAUD

1L IL—FEELVHEAAM 2 EZ—TIARICAN>TVET,
2. L—NEEDE (0:02:37 ) ICEFENTVWET,

TOIaVEEROBRBREZHRELE T,
BROMEREZANT, COBEAVOBYEh DA Z#IELET,

<#root>
firepower#
show conn address 192. 168.1.81 port 514 det ai

21 in use, 3627189 most used
Inspect Snort:
preserve-connection: 19 enabled, 0 in effect, 74 most enabled, 0 most in effect
Flags: A - awaiting responder ACK to SYN, a - awaiting initiator ACK to SYN,
b - TCP state-bypass or nailed,
C - CTIQBE media, c - cluster centralized,



- DNS, d - dump, E - outside back connection, e - semi-distributed,
- initiator FIN, f - responder FIN,

- group, g - MGCP, H - H.323, h - H.225.0, I - dinitiator data,

- incomplete, J - GTP, j - GTP data, K - GTP t3-response

- Skinny media, L - decap tunnel, M - SMTP data, m - SIP media

- inspected by Snort (1 - preserve-connection enabled, 2 - preserve-connection in effect)
- GUP, 0 - responder data, o - offloaded,

- 1inside back connection, p - passenger flow

SQL*Net data, R - initiator acknowledged FIN,

- UDP SUNRPC, r - responder acknowledged FIN,

- SIP, t - SIP transient, U - up,

- VPN orphan, v - M3UA W - WAAS,

- secondary domain backup,

- inspected by service module,

- per session, Y - director stub flow, y - backup stub flow,

- Scansafe redirection, z - forwarding stub flow

NX Xs=s< 4O S Zx~ =0 "0
1

UDP INSIDE: 10.10.1.73/514 INSIDE: 192.168.1.81/514,
flags -oN1, idle Os,

uptinme 3mi9s

, timeout 2mOs, bytes 4801148711

BEEBRA b

1. BREENA 9T (LN—TFT 12 IT7—7INICEIGRP L— KAV ARN—)ILEnBE ) ICHEIL
TNTVEXRT,

ToavemiEni-Egie 7 VT LET,

CDFZE, NTY NEBUETh BRI —HL, BoOLHAM 2 E—TIAACIN—TFT12T&
hi@'o ChIZEWIL=THARELET, ChiE, 774707 ILOXOBERFASRETT

o

1.BIENEEREOILY OTY T (chnlk, JO-NILWIINV—FT42T T=TILDOILY OT Y
TENEBEENET)

2. XY ND—UOF RLAZEH (NAT) DILY UF Y7 (UN-NAT ( 385 NAT ) 7 T —X&F.
PBREXVIL—KNDILYITY TR EBEENET)

B.RVY—AR—AN—FT1>% (PBR)

4. 00-NIWIWV—=—F142T T=TILOLYIOTYS

BEHRIERLTRALTIRNLEW (UDP BN T A RILEZALTIRTS 2 7EOEIC Syslog
DZATRENTY NERENICEBLET ) 2O, BEREFHTIITIZXENf HYET

o

<#root>
firepower#
cl ear conn address 10.10.1.73 address 192.168.1.81 protocol udp port 514

1 connection(s) deleted.



MULLVERAIBIE NS 2B LET,

<#root>

firepower#

show conn address 192.168.1.81 port 514 detail | b 10.10.1.73.*192.168.1.81
ubpP

QUTSI DE

: 10.10.1.73/514

I NSI DE

: 192.168.1.81/514,
flags -oN1, idle 1ml5s, uptime 1ml5s, timeout 2mOs, bytes 408

To2ar r70—FTAJARIRNEALT IR ERELEXY,

chik, %ICUDP 7O0—IC2WT, MEICHAL, ZRETEVWIL—FTA4J7Z2EETEIEHIC
BY&EY)1—23>2T9, [T/N1 A (Devices ) > [T Y N7 #—AFKE ( Platform
Settings ) 1> [ZA LTI N (Timeouts ) ] ICBEL., EERELET,

SMTP Server H.323 | Default v |
SNMP siP | Default v
SSL

SIP Media Default v
Syslog
Timeouts SIP Disconnect: Default v
Time Synchronization SIP Invite Default v
UCAPL/CC Compliance

SIP Provisional Media Default v
Floating Connection Custom v 0:00:30
Xlate-PAT Default v

TO-FAVUERESA AT IRORBICOVTE, IXY KUTPLYAESBL T EE L

o

https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-
Z.html#pgfld-1649892

Case Q.HTTPSEHROREE (>F+ U A1)

BIEDOHE : 954 7T > 8192.168.201.105& 4 —/¥192.168.202. 101 B OHTTPSEE A I TE
0

ROEEF, CORRODPZRLTVWET,


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z.html#pgfId-1649892
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z.html#pgfId-1649892

Client Port-Address Translation (PAT) 192.168.202 l?frver

192.168.201.111 192.168.202.11 AR,

E _E?-:—i OUTSIDE

EErZTAd70—:

INSIDE

=]

I%{E 7TIP:192.168.201.111
385E1P:192.168.202.111

7’0 K1)l : TCP 443(HTTPS)

* % 7 F ¥
FIDLINAI>Z U TOF Y 7 FYZHMIILET,

OUTSIDEF¥ ¥ 7F ¥ THEAEThD IPIE, R—KF7RLAZBROREICLIVEBYRT,

<tfroot>

firepower#

capture CAPI int INSIDE match ip host 192.168.201. 111 host 192.168.202. 111

firepower#

capture CAPO int QUTSIDE match ip host 192.168.202.11 host 192.168.202. 111

RXDOEIE, NGFW @ INSIDE 1 > 2 —T7 I A ATHBENLEF YT F Y Z2RLTVET,

Ho. Time Sowrce Destinabion Frotocod  Length  Bdentification Info
3§ 2018-02-01 18 192.168. 201,111 152.168.202.111 TP 78 x2F31 (12081) GEEE + 443 [SYN] Seq=2034865631 Win=29200 Len=8 MSS=1450 SACK_PERM=1 TSval=192658158 TSecr=8
39 2918-82-01 18:39:35. 192.168.202.111  192.168.201.111 TP 78 BxB000 (8) 443 + 6666 [SWN, ACK] Seq=403 k i Len=0 M55=1389 SACK PERM=1 TSva
46 2018-82-01 10:39:35.163 192.168, 291,111 192.168.202,111 TP T @x2f32 (12082) 6666 + 443 [ACK] Seq=2034865632 Ack=4086514532 Win=}3312 Len=@ TSval=192658158 TSecr=3119615616
41 2018-92-81 18

192.168. 291.111 1592.168.282.111 TLSv1 326 Bx2f33 (12983)

2 Client Hello
52351  192. B2 111 192.168.201.111 TCP [
329 193, — —

42 2018-92-01 18 514532 Ack=2034865868 Win=5

wal=3119615816 TSecr=192658174
BE6514537 Wine2192 Lens® TSvals31l Secrsg

908 TSecrs8

F—RAb

1.TCP3VDIAN R IAONFFERELEXT,

2.8SL XA I —arUABBARENTVWET, 9547 M ClientHello XY £—2 %3 1E
LTVWET,

3. U9TAT U NIREEENE TCPACK A EELE T,

4. 94T NMIEFEENE TCPRSTAEELET,



RDORIE, NGFW O OUTSIDE 1 > Z—T7 I A ATHBENiF v 7 F v ZRLTVET,

. Tume Souron Destination Proocel  Langth  Kentfication

i
| 33 2012-02-01 18:39:35.188192  192.168.102.11 192.168.302.111  TCP 78 @x2f2l (12981) 15888 «+ 423 [SWN] Seqe2426930787 WineI9200 Lensd MSSa1388 SACK_PERM=1 TSvalsa192658158 TSecr= Wis138 ‘J
' 34 7018-02-0] 19:39:35. 188527 192.168.292.111  192.168.202.11 TR TR Sad0ed (@) 443 » 15880 [S¥N, ACK] SeqsI674405382 Ack=24B6938708 Win=2B968 Lensd MSS=1468 SACK_PERM=1 TSwal=3119615816 TSecrsl
35 M1E-02-01 10:39:35.169214 192.168. 702.11 192.168.397.111 TP 7R gx2f32 (12082) 15880 + 443 [ACK] Seq=2486030708 Ack=3674405383 Win=29312 Len=@ TSval=192658158 TSecr=3119%613816
36 2015-02-01 10:39:35.252397  192.168.202.11 192.168. 202 111 TLSv1 257 Bued36 (5E534) D client Hello

40 J01E-02-01 10:40:05. 317305

F—RAUD

1.TCP3JIANY RIS VN BEELEXT,

2.8SL XA I—23VARBEATVWET., 547> KA ClientHello X ¥ £—J Z3%fE
LTWET,

B.7T7AT IA—=INASH—N—ICEBE NI TCP BERGAFELET,

4. F—N—IZIEEE iz TCPRST AFELE T,

HRE 3k

COEIIAVICRENATVWAER T O3 iEk, BEZRYIACCEZBENELTVWET,
TFoa 1t EBMOF vy 7Fyz2BBLET,

H—N—THEBLEFYTFrvHS, —N—IPBELETCPFIVvIoHLZEERED TLS
ClientHello ZZELTHY, ThsZHALNCROAYILEZENDHAVET (IFAT >
RA®D TCPRST R ZOMOISENTY NEFELEEA )

[DF], proto TCP (6), 1 g
um 0x0c65 (incorrect -> se :188, ack 1, win 64, options [nop,nop,T

o TCP (6), lemgth 23

ions [nop,nop,T
64, options [nop,nop,T
, options [nof
, ttl 64, id 548

168.202.111.443: ags [R], Bx9eed -z . fleq 2486930895, win 64, options [nop,nop,TS w

3674405382, ac 930768, win 28968, o

IRTEHEAEDERE, KOESIZERMNTOSNET,

CDFE, BRI D LHIC, WiresharkT "Validate the TCP checksum if possible; 7> 3> %
BUCTEIHENHYNET, RORDOKSIZ, [#RE ( Edit)]>[ERE ( Preferences ) ]>[7'AO b
1)L ( Protocols ) 1 > [TCP] ICBEBIL £ 9,



M Wireshark - Preferences ? =
seamiHE D~ [ o o -
::'IP' Shew TCP summary in protocol tree
STUN | Validate the TCP checksum if possible
SUA [+] Allow subdissector to reassemble TCF streams
v Analyze TCP saquence numbers
STHE [[] relaten saquence numbers
SYMCHROPH
Synergy Sealing facter 1o use when mol svailable e capbure | Not knssn W
Sslog Track numbser of bytes in flight
128 Caloulste comeersation bmestamps
:iﬁ: [] Try heuwristic sub-dessectors first
TALI [] mnore TCP Timestamps in sumenary
TAPA Do not call subdissectors for enmor packets
TCAP TCP Experimental Options with 3 Magic Humber
TcP [ misplay process formation via PFLX
TCPENCAP ¥ Y

£ ¥ TCF UDF pt _[I | '
e

CDIBEE., 2B EREBTALEHICF YT F Y EANTEHBITZEEFNTT,

Ml eha = =] b4
Fde Edit Wew Go Capewre Anaize Sitancs Telephony Wirelem Took Heln
dm 8 RS QesFFE_ 208l

L |2

o, Time

6 ok [0
™ (2f12 (12082)
326 Ga2F13 (12083 R

50 2018-02-01 10:39:35,
41 2018-92-01 10:39:15,
42 2018-02-01 10 L 252352

. 192, 168, 207
251855

35 7018-03-21 189214 192.168.292.11 192, 168. 202,111 70 8x2432 (12082)

41 F018-02-81 10:40:85. 79070 192.168.392.111 192,168 302.11 78 BDO2 (8)
° ~
F—RA2 b

1.TCP3DIAN RS IA VN EELET, IPIDRELTY, Chix, 7ZO—DT774A47F
A=K 2TTOFIENBA 2 EEEZZERLET,

2. TLS Client Hellold. IPID 120830V 5 A 7> MASEFENET, NTYRNET7A4TD
=& 2TF7OFENh (ZDBE. 77A4AT 04— )LETLSESILR) > —TRHRES
NTWET ), IPIDEFS2SHICEEENETT, £, NTY ROTCPFI Y OHANBEL
FITRTEBEENEY I NIITFEENER),

B.T7F7AT I A—I)LETCP7AFE—RT, 94T N (Y—NERT—T712009%

) ICACKZEZEELE T,



i - L 10311 7 193 . LGS . | ¥
3% FNIE-02-90 10:¥901%, 18954 192,168, 202.11 152, 168,182, 111 TCP M 23z (12081)
M6 Poi8-02-91 10:¥R:15, 25206T 192,168, M02.11 193, 168,103,111 TLSv1 257 RardBb (S2534) Client Helle

15883 + 243 [ALK] Seqe28BEGI0008 Acks30T4405183 Wine29312 |

<

Internet Protocol Version 4, Src: 192.168. 32.11, Dst: 192.168. 302,111
w

Source Port: 15880

Destimatlon Port: 443

[Stresm index: 1]

[TOP Segment Len: 187]

Segquince musber: MES0I0PEE

[Mext sequence nusber: JEBE33089%)

Ackfeal pdpment nusber: 3674405383

LM ... = Header Length: 32 bytes (B)
» Flags: @x018 (PSH, ALK}

Window sire walue: dd

|[Caleulated window skze: E192)

[Wirdoss sire scalimg factor: 128]

[Checksum Status: Bad]
[Calculated Checksum: Bu3Bbl]
Urpest pointer: @
 Options: (13 bytes), Wo-Operation (WOP), Mo-Operation (NOP), Timestamps
+ [SEQACK analysis]
[Timestamps]
TOP paylosd (187 bytes)
Secure Sockebs Layer

4. T7AT9F=)EHY—/IN—HS5 TCPACK/NTY REZELTH ST, TLS Client Hello
XYV tE—JEBRERELTVES, chE, 7747 04— N TOFT147{LETCP 7O

FE-RFRETT,
5. 9308%&., 77A4TIOA—)LEHFL, TCPRSTZIZ4 T MIEELTVWET,
6. 77 AT A =AY —N—IC@EFTTTCPRST ZEFELTLRT,

RORFIXNEZSRLTSEE L,

Firepower @ TLS/SSL /\>> R T A4 V538

Case 10.HTTPSIEHENMEE (U A2)

BEOHE : FMC AN—R A ADERICKBMLET,

Overview Analysis Policles Devices Objects AMP Intelligence

W System [T
| Configuration Users Domains Integration Updates Licenses * Smart Licenses Health * Monitoring ¥

Error *®

Failed to send the message to the server. Please verify
the DS Server/MTTR Proxy settings.

Welcome to Smart Licenses

Before you use Smart Licenses, obtain & registration token -
from Cisco Smart Software Manager, then click Register Bailate

Smart License Status

RORF, CORRAOZZRLTVET,

admin ¥

Tools ¥



https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/understanding_traffic_decryption.html#id_19071
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/understanding_traffic_decryption.html#id_19071
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/understanding_traffic_decryption.html#id_19071
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/understanding_traffic_decryption.html#id_19071
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/understanding_traffic_decryption.html#id_19071

EMC Cisco Licensing Portal

192.168.0.100

E )
o J
FEEZTA 70—
#45 7TIP:192.168.0.100
38 5L : tools.cisco.com
7O Rl : TCP 443(HTTPS)
FYTF YA
FMCEBA R —TJIAATOF YT FvZ2BMILET,
FMC Capture on FMC eth0 (mgmt) i|1ter‘racej Cisco Licensing Portal
92.168.0.100
w J

BREBRITLET, I XV E—IAHARREILES, Cri+CF—ZHLTF YT F v 25
IELET,

<#root>
root@firepower:/Volume/home/admin#
tcpdunmp -i ethO port 443 -s 0 -w CAP. pcap

HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: listening on ethO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes

"C
264 packets captured
<- CTRL-C

264 packets received by filter
0 packets dropped by kernel

root@firepower:/Volume/home/admin#



RORDESIZ, FMCASF ¥ 7F v ZRELET ([ AT LA (System)]>[ANILA
( Health ) ] > [EZ&— ( Monitor ) ] ICBEL. N/ RAZBRL T, [BEBENZ L 1—F
4 >4 ( Advanced Troubleshooting ) ] ZiZIRL£9 ),

Owerview Analysis Policies Objects AMP Intelligence reploy L Help * admin »

| Configuration Users Domains Integration Updates Licenses v Health » Monitor Monitoring Tools »

Advanced Troubleshooting

firegower

File Download

File CAP.pcap

| oownload || Back |

ROEIE., Wireshark TO FMC ¥ 7F v ZRLTVET,

M crppcap
File Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help
AR B 1IERE QesEFELE QA
II |.-'1ppl',' a display filter ... <Ctrl-/=
Na. Time Source Destination Protacel  Length Info
12019-10-23 67:44:59, 218797 192.168.0.100 10.229.20.96 TLSv1.2 187 Application Data
2 2819-18-23 @7:44:59.220929 10.229.20.96 192.168.0.1608 TLSw1.2 123 Application Data
3 2019-10-23 87:44:59.220960 192.168.0.108 16.229.20.96 TCP 54 443 » 64722 [ACK] Seq=13808971613 Ack=2615750168 Win=249 Len=0
4 2019-10-23 07:45:02.215376 192.168.0.100 10.229.20.96 TLSv1.2 187 Application Data
5 2019-18-23 07:45:02.217321 10.229.20.96 192.168.0.100 TLSv1.2 123 Application Data
6 2019-18-23 87:45:82.217336 192.168.0.100 18.229.20.96 TCP 54 443 + 64722 [ACK] Seq=1380971666 Ack=2615758237 Win=249 Len=0
7 2019-10-23 07:45:05.215460 192.168.0.100 16.229.20.96 TLSv1.2 187 Application Data
8 2019-18-23 87:45:05.217331 10.229.20.96 192.168.0.100 TLSv1.2 123 Application Data
. 217345 192.168.0.100 10.229.20.96 TCP 54 443 + 64722 [ACK] Seq=1380971719 Ack=2615750306 Win=249 Len=0

9 2019-18-23 87:45:@5

12 2819-18-23 87:45:86. 18.229.20.96 192.168.0.108 TCP 60 64784 + 443 [ACK] Seq=1002690285 Ack=3428959427 Win=66@48 Len=0
919-160 07:45:06 B 9.229.20,96 g 68.0,100 TLSvl.2 571 Client Hello

-18-

SP2EVN v TFrENETRNTOHLWTCPEY S 32 #BAT 52k, WiresharkT
tep.flags==0x2&XR "7 1 LR EZFERALET, chli&kY), FY¥TFyEankdIxXTO TCP
SYNNTY KD T 1) Z0EBENET,

M cappcap

Eile Edit Miew Go Capture Analyze Statistics Telephony Wireless Jools Help

Am @ T REQesEFE Eaaal

A i Togemng : : : —
No. Time Source (Destination Protecol Length Info

ff) > K:SSL Client Hello®Server Name7 1 —JL RZ5|& L TEAL £,




T3 2019-10-23 97:45; 14, 634051 19, 168,89, 184 7E,163.4, 35 TLSw1.2 571 Client Hello

* Frame 75: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits)
» Ethernet II, Src: Viesare 18:d@:a? (80:0c:F9:10:d48:a7), Dit: Cisco_f6:1d:ae (@d:be:75:16:1d:8e)
» Internet Protocal Version 4, Src: 192.168.8.100, Dst: 72.163.4.38

» Transmissicn Control Protocol, Src Port: 35752, Dst Port: 843, Seq: 2437943532, Ack: 2770078885, Len: 317
w Secure Sockets Layer

¥ TLSv1l.2 Record Layer: Handshake Protocol Bpand Subtrees
Content Type: Handshake {32) Callapse Subinees
Wersfon: TLS 1.0 (@x0301) Excpand Al
Lemgth: 512 Collapss All
~ Hamdshake Protocol: Client Hello
Handshake Type: Client Hello (1) Lol
Length: 508 Apply as Filier L
Verdion: TLS 1.2 {0x@303) Frepane a Filier 4
» Random: FRA400 107438 T3B5056465320 Conmversation Filter "
Session ID Lemgth: @ Colorize with Filser "
Cipher Swites Length: 198 Follow »
¥ Cipher Swites (50 suites)
Compression Methods Length: 1 Copy L
Compression Methods (1 method) Shere Paciet Bytes
Extensions Lempth: 367 Export Packet Bytes...
w Extension: server_nase (len=20) Wiki Protecel Page
Type: server_name (@) Filiar Fisld Refarence
Length: 28
v Sarver Hame Indication extendior Frotocal Praberencts ’
Server Name list lempth: 18 oo AL
Server Nome Type: host_nase | Gt Linked Packet
Server Name length: 1% Show Linked Pacioed in BMew Window
Lerver Nome: tools.cisco.com

ff) EVRN:CORTT71ILR%ZERATSE, Client HelloX ¥ £—ssl.handshake.type == 17
FARTENET,

N | ssl.handshake.type == 1

Ma. Tirme Source Destination Frotocol Infr
| 13 2619-18-23 @7:45:96. 219386 10.229.20.96 192.168.8.108 TLSvl.2 Client Hello
23 2019-16-23 @7:45:06.227258 10,229, 28.96 192.168.48.106 TLSv1.2 Client Hello
48 2619-16-23 @7:45:12. 486366 16.229.28.96 192.168.6.100 TLSv1.2 Client Hello
54 2619-16-23 87:45:12.412199 16.229.20.96 192.168.6.106 TLSv1.2 Client Hello
75 2819-18-23 87:45:14.634891 192.168.0.180 72.163.4.38 TL5v1.2 .Cisco.com Client Hello
111 2819-18-23 @87:45:25.136889 192.168.8.108 72.163.4.38 TLS5v1.2 .Cisco.com Client Hello
149 2019-18-23 87:45:35.637252 192 168.9.180 173.37.145.8 TL5v1.2 .cisco.com Client Hello
166 2819-108-23 87:45:46.136858 192.168.9. 180 173.37.145.8 TLSvl.2 .Cisco.com Client Hello
195 2619-106-23 87:45:56.635438 192.168.8.180 72.163.4.38 TLSv1.2 LC15C0. COm Client Hello
230 2619-10-23 87:46:97. 221567 16.229.28.96 192.168.8.106 TLSv1.2 Client Hello
248 2819-10-23 87:46:97. 228486 16.229.20.96 192.168.6.106 TLSv1.2 Client Hello

N o sBogERATE. 27— NZA4+E>2> 2 TR—5)L(tools.cisco.com)id
72.163.4.38, 173.37.145.8MIPZFERAL TWET,

ROBEDOESIZ, WFhHO TCP 7O—%EBHLET ([BHF (Follow )]>[TCPAKNU—LA

(TCP Stream ) ]) »



75 2919-18-23 87:45:14.634891 192.168.0.160 72.163.4.38 TLSvl.2 571 tools.cisco.cc

Mark/Unmark Packet

111 2019-18-23 87:45:25.136889 192.168.0. 100 72.163.4.38 TLSv1.2 571 tools.cisce.cc )
140 2019-10-23 07:45:35.637252  192.168.0.100  173.37.145.8 TLSvi.2 571 tools.cisco.cq  'OMOre/Unignore Facket
166 2019-10-23 07:45:46.136856  192.168.9.100  173.37.145.8 TLSv1.2 571 tools.cisco,cg  SelfUnset Time Reference
195 2819-18-23 87:45:56.635438 192.168.0. 1680 72.163.4.38 TLSv1l.2 571 tools.cisce.cc Time Shift..
238 2919-18-23 @7:46:87. 221567 18.229.28.96 192.168.08. 160 TLSvw1.2 571 Packet Comment...
248 2919-18-23 87:46:87, 228486 18.229.28.96 192.168.08. 160 TLSv1.2 571 Edit Resolved Name
Apply as Filter k
Prepare a Filter v
I Conversation Filter E
|rame 75: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) Colorize Conversation ¥
|thernet II, Src: Veware 16:d8:a? (8@:68c:29:10:d@:a7), Dst: Cisco fo:ld:ae (@8:be:75:f6:1d:ae) orTp »
|nternet Protocol Version 4, Src: 192 168 0.108, Dst: 72.163.4 38 Fallow ' TCP Streamn
ir‘ansnis;ian Control Protocol, Sr¢ Port: 35752, Dst Port: 443, Seq: 2427943532, Ack: 2779878885, Len JDP Strearn
lecure Sockets Layer Copy : e
¥ TLSvl.2 Record Layer: Handshake Protocol: Client Hell -
¥ ands o ¢ N Pratocol Preferences HTTP Stream
Content Type: Handshake (22} Decods As.
Version: T i 1 '
eralonz 1S 1.9\ CSmbostl Show Packet in New Window
Length: 512 |
S ] 6l

Frotocsl  Langth  Server Homa

73 201 ? 8 2. TCP 43 N, A ] &1t
74 2819-18-23 @7:45:14,632935 192.168.8.188 72,163, TP 35752 = 443 [ACK] Seqe2427943532 Acke=2TTOOTEE85 Win=2928@ Len=8

4.3 54
75 2019-19-23 97:45:14, 634891 192.168.0.100 72.163.4.38 TLSv1.2 571 tools.cisco.cos) Client Hello
76 2019-18-23 @7:45:14.634706 72.163.4.38 102.163.8. 100 TP =] 443 » 35752 [ACK] Seqe27700TEEES Ack=2427044040 Win=312768 Lens=@
77 2819-18-23 @7:45:14, 966729 72.163.4.38 192.163.9.100 TLSv1.2 150 Server Hello
7B 2819-18-23 @7:45:14.966772 192.168.0.100 72.163.4.38 e 54 35752 = 443 [ALK] Seq=2427944049 Ack=2770078081 Win=29200 Len=0
70 2819-18-23 @7:45:14.966834 72.163.4.38 192.163.8. 100 TP 1384 443 » 35752 [PSH, ACK] Seq=2770078081 Ack=2427044040 Win=12768 Len=1338 [TCP segment of & reascesbled POU)
80 2019-18-23 @7:45:14, 966850 192.1568.8.180 72.163.4.28 TP 54 35752 » 443 [ALE] Seqe2427944049 Ack-2770880311 Win=315928 Len=8
81 2019-18-23 87:45:14.9668 72.163.4.38 192.163.8. 108 TLSv1.2 155 o Certificate
82 2919-18-23 @7:45:14. 9668 192.168.08.188 72.163.4.38 TP 54 35752 = 443 [ACK] Seq=2427944840 Ack=2770088412 Win=31008 Len=0
83 2019-18-23 @7:45:14. 966515 72.163.4.38 152.163.9. 100 TLSvi.2 63 Server Hello Done
B4 2009-10-23 97:45:14,966925  192,168.0,100 72.163.4,38 T 54 35752 + 443 [ACK] Seq=2427944049 Ack=277008047 Ladin=31920 Len=8
83 2819-18-23 @7:45:14.967114 192.168.8.108 72.163.4. 38 TLSv1.2 61 Alert (Level: Fatal, Description: Unknown CA)

din=31928 Le
7HA4G6 Win=32768 Len=@

» Frame 75: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits)
» Ethernet II, Src: Veware_10:d0:a7 (00:0¢:29:10:d0:a7), Dst: Cisco_f6:1d:ae (00:be:75:¥6:1d:ae)
» Internet Protecol Version 4, Src: 192.168.8.100, Dst: 72.163.4.38
» Tramsmission Control Protocol, Src Port: 35752, Dst Port: 443, Seq: 2427943532, Ack: 2779@72885, Len: 517
v Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Protocol: Client Helle
Coentent Type: Handshake (22}
Version: TLS 1.0 (9x@301)
Length: 512
~ Handihake Protocol: Client Helle
Handshake Type: Client Hello (1)
Length: 588
Version: TLS 1.2 (8x0303)
+ Rondom; 234490a107438c73b! 653271 PobafbbbTaclEaaTisd, | |
session ID Length: @ a‘
Cipher Suites Length: 18@
- Cipher Suites (59 suites)

KA

1.TCP3JDIAN R IAIVNFEELET,

AT >N (FMC) A" SSLClientHello XY £— 2 AN — KNS A4 2 AR—FILIZEE
LTWVWET,

.SSLtY > 3avIDIOTT, chik, v a s FfBREATVAERVCEEZEKRLET,

. BB — /N —7A" Server Hello, Certificate, # & T Server Hello Done X ¥ £—2 TIE&EL T
WET,

DTAT U NE,

6.

7.

"REAZZCAL ICETBSSLEGH TS —hEEBLET,
DZAT RN TCPRST ZIAELTEYZIVERTLTLET,
TCPEYZa>OREEIEE (HBIUNSKTET) THOSHTLL,

H—/N—OFLAE ( Certificate ) ZFIRL ., [F1T#E (issuer)] 71— RZEBEL T,
commonName ZXRLET., CDFE, COHBREEF. FEAE (MTM ) ZRTLTVWBEFT/NA
AZRULTVET,



o, Tirms Source Destination Frotscol  Lengih  Server Hamse Infe

74 2019-10-23 87:45:14.632935 192.168.0.1880 72.163.4.328 TP 54 35752 + 443 [ACK] Seq=2427943532 Ack=2770078885 Win=29200 Len=0

75 3819-18-23 87:45:14.634891 192.168.8.180 TE.163.4.38 TLSw1.2 571 tools.cisco.com Client Hello

76 2019-10-23 ©7:45:14.634796  72.163.4.38 192.168.0.100  TcP &0 443 » 35752 [ACK] Seq=2770078885 Ack=2427944049 Win=32768 Len=0

77 2019-10-23 07:45:14.966729  72.163.4.38 192.168.0.100  Tlsvl.2 158 server Hello

78 2010-10-23 B7:45:14.966772  192.168.0.100  72.163.4.38 TcP 54 35752 » 443 [ACK] Seq=2427044049 Ack=2770078981 Win=20200 Len-0

79 2019-10-23 07:45:14.966834  72.163.4.38 192.168.0.160  TCP 1384 443 » 35752 [PSH, ACK] Seq-2770078981 Ack=2427944049 Win=22768 Len-1330 [TCP segment
B8 2819-18-23 87:45:14. 966858 192.168.8.180 TZ.163.4.38 TCP a4 35752 + 443 [ACK] Seqe=2427944849 Ack=2770080311 Win=31928 Lens@

812019-10-23 07:45:14.966872  72.163.4.38 192.168.0.160  Tisvl.2 155

Length: 1426
~ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1422
Certificates Length: 1419
v Certificates (1419 bytes)
Certificate Length: 1416
~ Certificate: 308205343082046¢400302010202040000230f5d607e0000, .. (id-at-commonName=tools.cisco.com, id-at-organizationName=Cisco Systems, Inc.,id-at-localityMames=San Jose, id-at-stal
v signedCertificate
wversion: w3 {2}
seriallumber: Bx@faszlafsdoa7eadnnafi2isee

» signature (shaZSeWithRSAEncryption)
dnchuencc (e}
~ rdnSeguence: 3 items (id-at-comsonMame=FTDM168 MITM,id-at-organizationalUnitName=FTD_OU, id-at-organizationleme=FTD_0)

» RDNSequence item: 1 item (id-at- organlzatlon"ame FTD_0)
» RDNSequence item: 1 item (id-at-grpanization. ame=FTD_OU)
> BMSequence item: 1 ites (id-at

» validity

» subject: rdnSequence (@)

* subjectPublicKeyInfo

v extensions: 6 items

ROREF, COZEZRLTVET,

EMC NGFW doing SSL MITM Cisco Licensing Portal

INSIDE OUTSIDE f"' :

192.168.0.100

=

HRE 3k

COEIDIVICRENTVWART O3, BAEZRYACZEZENELTVET,
Toa v 1tBmoFvy 7Fyz2WMELET,
FET77ATIOA—=INTNAATHF YT FyZ2BBLET,

EMC Cisco Licensing Portal

INSIDE | ouTSIDE - '1

192.168.0.100

=

CAPI DRARE, ROEHVTT,



Source

192.168.9.100

Destination

-37.145.8

Protocol

Length  Server Name

TCP 54

Info

39924 » 443 [MK] Seq=427175839 Ack=236460466 Win=29200 Len=8

1224 2919-18-22 192.168.9.100 173.37.145.8 TLSv1.2 571 tools.cisco.com Client Hello

1225 2019-10-22 173.37.145.8  192.168.0.100 TP 54 443 » 39924 [ACK] Seq=236460466 Ack=427176356 Win=32768 Len=0

1226 2019-10-22 173.37.145.8  192.168.0.108  TLSvi.2 150 Server Hello
+ 1227 2019-10-22 173.37.145.8  192.168.0.100  TCP 1384 443 - 39924 [PSH, ACK] Seq-236460562 Ack=427176356 Win=32768 Len-1330
+ 1228 2019-10-22 .710092  173.37.145.8 192.168.0.100  TLSv1.2 155 .

1229 2019-10-22 .710167  173.37.145.8  192.168.0.100  TLSvi.2 63 Server Hello Done

1238 2619-18-22 . 7184132 192.168.9.188 173.37.145.8 TCP 39924 =+ 443 [ACK] Seq=427176356 Ack=236460562 Win=29208 Len=@

1231 2019-10-22 .710519  192.168.0.100  173.37.145.8 Tep 39924 » 443 [ACK] Seqm427176356 Ack=236461892 Win=31920 Len=0

1232 2819-18-22 .718519 192 .168.9.100 173.37.145.8 TCP 39024 + 443 [ACK] Seq=427176356 Ack=236461993 Win=31920 Len=@

1233 2019-10-22 .710534  192.168.0.100  173.37.145.8 T 39924 + 443 [ACK] Seq=027176356 Ack=236462002 Win=31920 Len=0

1234 2019-10-22 .710626  192.168.9.100  173.37.145.8 TLSv1.2 Alert (Level: Fatal, Description: Unknown CA)

718641 173.37.145.8 443 - 39924 [ACK] Seq-236462802 Ack=427176353

Length: 1426
~ Handshake Protocol: Certificate

Handshake Type: Certificate (11}
Length: 1422
Certificates Length: 1419
v Certificates (1419 bytes)
Certificate Length: 1416
w Certificate: 393205843982046c20030201020200000223a75d68700000. .. (id-at-commonName=tools.cisco.com,id-at-organizationlame=Cisco Systems, Inc.,id-at-localityName=San
~ signedCertificate
version: w3 (2)
seriallumber: @xB0aa23af5do07e00002f423880
signature (shaZSEWithRSAEncryption)
issuer: rdnSequence (@)
v rdnSequence: 3 items [(id-at-conmnllane:FTmleo_HITH,id-at-organizationalunimame=FTD_OU,id-at-organizationﬂame:FTD_O} I
> RDNSequence item: 1 item (1d-at-orgamizationName=FTD_0)
» RDWSequence item: 1 item (id-at-organizatiomalUnitMame=FTD_OU)
» RDNSequence item: 1 item (id-at-commonNames=FTD4188_MITH)
validity

w

<

"

CAPO DAREF, XOEHYTT,

[ W tcp.siroam eq 57 ]
Saurce Frotecol  Length  Server Name Infa

Mo, Time

1171 2919-18-22 17:49:83.379329 192.1638.8.108 173.37.145.8 TP 58 39924 + 443 [ACK] Seq=623942019 Ack=4179458725 Win=29208 Len=@

1172 2019-10-22 17:49:93.3280793 192.168.0.100 173.37.145.8 TLSv1.2 512 tools.cisco.com Client Hello
+ 1173 3819-18-22 17:49:03.545748 173.37.145.8 192.168.6.108 TCP 1388 443 + 39924 [PSH, ACK] 5eq=4179450725 Ack=623942473 Win=3478@ Len=1338 [TCk
+ 1174 2819-18-22 17:49:03.545809 173.37.145.8 192.168.0.108 TR 1388 443 + 39924 [PSH, ACK] Seqe4179452055 Ack=5623942473 Win=34780 Len=1330 [TCR
1175 2019-18-22 17:49:93.545824 192.168.8.108 173.37.145.8 TCP 58 39924 + 443 [ACK] Seq=623942473 Ack=4179453385 Win=65535 Len=0
+ 1176 2019-18-22 17:49:83.545915 173.37.145.8 192.168.9.180 TCP 1388 443 + 39924 [PSH, ACK] Seq=4179453385 Ack=623942473 Win=34780 Len=1338 [TCE
+ 1177 2019-18-22 17:49:03.545961 173,37.145.8 192.168.9.108 TCP 1388 443 + 39924 [PSH, ACK] Seq=4179454715 Ack=5623942473 Win=34788 Len=1338 [TCE
| 1178 2819-18-22 17:49.83.545961 192.168.8.108 173.37.145.8 TCP 58 39924 + 443 [A 942473 Ack=4179456045 Win=65535 Len=@
+ 1179 2019-16-22 17:49:03,700420  173.37.145.8 192.168.9.108 TLSv1. 2 82

1180 2019-18-22 17:49:03. 710687 -168.6. 188 173.37.145.8 TLSvl. 2 65

|

Length: 5339
» Handshake Protocol: Server Hello
~ Handshake Protecel: Certificate
Handshake Type: Certificate (11)
Length: 5248
Certificates Length: 5237
v Certificates (5237 bytes)
Certificate Length: 2025
~ Certificate: 308207e5308205cdadd302010202143000633b0Ff7504F7b2. .. (id-at-commonName=tools.cisco.com,id-at-organizationName=Cisco Systems, Inc.,id-at-localityMame=San Jose,
> signedCertificate
» algoritheldentifier (sha2SeWithRSAEncryption)
Padding: @
encrypted: 6921d@84f7a6f6167058f14e2aadBboBbdetc971eabealbd. ..
Certificate Length: 1736
v Certificate: 303206c4308284acaddiniol0202147517167783d8437eb5. .. (id-at-commonNamesHydrantID S50 ICA G2,id-at-organizationNamesHydrantID (Avalanche Cloud Corporation),id-
v signedCertificate
version: v3 (2)
seriallumber: @x7517167783d0437eb556c357046e4563bBebd3ac
» signature (sha2S6WithRSAEmcryption)
~ issuer: rdnSequence (@)
I> rdnSequence: 3 items (id-at-commonName=QuoVadis Root CA 2,id-at-organizationMame=QuoVadis Limited,id-at-countryName=BH) I
> validity

ChSOF v TFrvhs, 77 AT IO —IFY—N—FIHAEEZZEE (MITM) LEZ END
AYET,

To>arv2aFNAAOJ 2#FE LEY,
CORFIXVNTHEATDRSIC, FMCTS N RILZRETERT,

https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-



https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

SourceFire-00.html

— MIFE . /dir-archives/var-log/process_stdout.log 77 1 JLICRD K SBX Y E—I AN KRREh
£9,

<ffroot>

SOUT: 10-23 05:45:14 2019-10-23 05:45:36 s1a[10068]: *Wed .967 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[4

failed to perform err code 60, err string "SSL peer certificate or SSH renote key was not OK"

SOUT: 10-23 05:45:14 2019-10-23 05:45:36 s1a[10068]: *Wed .967 UTC: CH-LIB-TRACE: ch_pf_curl_is_cert_is

cert issue checking, ret 60, url "https://tools.cisco.conlits/

HERENDHRE

BEO7O—0 MITM ZEMIZL T, FMC A AR—KRSAEYRAYTTRICERICBRTED &
51ZLET,

Case 11.IPv6iE#: D ERE

BIEDFHA : AEPRAN (77AT7T7#—)LOINSIDEA 2 Z—T7 I A ADERICHD ) FIAEK
AN(T7T7AT72#—)LOOUTSIDEA > Z—T7 I/ ADBRIZHDKRARN ) EBETEXRE A,

ROREF, CORROPZRLTVET,

fc00:1:1:1::100 E1l/2
INSIDE

OUTSIDE

U 4
E fc00:1:1:2::1/64

@ . E1/3.202 fc00:1:1:2::2

.

= -_-_""\

e

fc00:1:1:1::1/64

FEzEmT370—:
3A{E 7TIP:fc00:1:1:1::100
38 5EIP:fc00:1:1:2::2
ZOKR3L : &
FYTTF YoM

FIDLINAI>S O TOFYIF v E2BEMCLET,

<#froot>

firepower#


https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

capture CAPI int INSIDE match ip any6 any6

firepower#

capture CAPO int QOUTSIDE natch ip any6 any6

fc00:1:1:1::100 A PRI
msﬂj fc00:1:1:2::2 |
fC00:1:1:1::1/64 EEEEEE tc00:1:1:2::1/64 ~———

FvTF v - FMEESTUS

cnsOF ¥ 7F vk, IPfc00:1:1:1:100 ( AZPIL—2 ) A S IPfc00:1:1:2:2 ( FY T AR —
L)—F)ANDICMP T ANEXETL TEHBENTVET,

TJ77AT77F#—=)DINSDE AV E—TIAATOFYTF¥ICIF. ROABHFEENTLVET

o
Ho. Time Source Frotocol h Info
1 20819-18-24 13:02:07.001663 fcBf:1:1:1::168 TCMPwG 86 Neighbor Solicitation for fc@B:1:1:1::1 from 4c:de:35:fc:fc:dB
2 2019-10-24 13:02:07.001876 foe@:1:1:1::1 TCMPvE 86 Neighbor Advertisement fc@8:1:1:1::1 (rtr, sol, ovr) is at @@:be:75:f6:1d:ae
3 2019-18-24 13:02:07.802273 Feod:1:1:1::100 TCMPw6 114 Echo {ping) request id=@x168d, seq=8, hop limit=64 (no response foundl)
4 2019-18-24 13:082.08.997918 fc09:1:1:1::180 ICHPYG 14 Echo (ping) request ids@x168d, seqel, hop limits64 (no response found!)
5 2019-18-24 13:02:18. 998856 fcd@:1:1:1: : 1686 ICHMPYG 114 Echo (ping) request id=@x16@d, seq=2, hop limit=64 (no response found!)
6 2019-18-24 13:62:11.999917 feBl: : Jbe: 75FF: fefo:1dae TCMPwi 86 Neighbor Solicitation for fc®@:1:1:1::180 from @8:be:75:f6:1d:ae
7 2019-10-24 13:02:12.002075 fobl:1:1:1::100 ICHMPv, 78 Neighbor Advertisement fc@:1:1:1::180 (rtr, sol)

8 2019-10-24 13:02:12.998346 Feom:1:1:1: : 186 ICMPvE 114 Echo (ping) request id=@xl6@d, seq=3, hop limit=64 (no response found!)

9 2019-18-24 13:02:14.9098483  £c00:1:1:1::160 1CHPYE 14 Echo (ping) request id=@x168d, seq=4, hop limit=64 (no respense found!)

10 2019-18-24 13:82:17.062725 feB: :dede: 35FF: fefc: fodd fedd: :2be : 75FF: fefb:1dae ICHMPwG 86 Neighbor Solicitation for feB@::2be:75ff:fef6:1dae from dc:de:35:fc:fc:dd
11 2819-18-24 13:02:17.862862 feB: 1 2be: 75FF: fefb:1dae feB@: :dede:35FF:fefc: fodd TCMPwE 78 Neighbor Advertisement fe88::2be:75ff:fef6:1dae (rtr, sol)

12 2019-10-24 13:02;22.859994 feB0: i 2be: 75FF: fefoildae fedd: ;dede:35Ff:fefc: fodd ICHPvG 86 Meighbor Solicitation for feBB::dede:35FF: fefcifcdd from 80:be:75:f6:1d:ae
13 2819-18-24 13:82:22.963008 feBB: :dede: 35FF: fefc: fodd fedd: :2be: 75Ff:fefb:1dae ICHMPvG 78 Meighbor Advertisement feB8::dede:35ff:fefc:fedB (rte, sol)

F—RAU B
1. =R EZFIPVeRAN—REBERXY -2 ZFEL. TYTARN)—LF/NAADMACT

RL A(P fc00:1:1:1:1) 2 ERL £ 9,

T T7ATI#F—=)LA IPv6 ® Neighbor Advertisement TIH&EL TWE T,

=2 ICMP ITO—ERZEFELTVET,

T FPATIA=IRIPV6RAN—EFTERXYE—DFEEL, FIOVANI—=LFTNAA
DOMACT RL A(fc00:1:1:1::100) 2 ER L £ 9,

. JL—2Z A" IPv6 @ Neighbor Advertisement TIHZEL TVWE T,

JL—ZNEMO IP6 ICMP T1—ER&ZEEFELTVET,

A WODN

o O

T7AT7I7#4=)LOOUTSIDE A VA —T7 IAATHOFYTFYICIE, RORBHNFEENRTVE
9,



Na. Tirise Sourte Destinatiss Prtical th  Wdo
1 2019-18-24 13:02:07.802517 FFB2::1:ffo0:2 Il 98 Neighbor Solicitation for fc@9:1:1:2::2 from @0:be:75:f6:1d:8e
2 2019-10-24 13:02:07.0055569 S 75FF: fefB: 1dae IC 90 Neighbor Advertisement foPB:1:1:2::2 (rtr, sol, ovr) is at dc:de:35:fc:fec:dd
3 2819-18-24 13:62:08.997005 TCMy 18 Echo (ping) request ids@x168d, seq=l, hop limit=64 (no response found!)
4 2019-16-24 13:02:09.001815 ICMPvE 9@ Neighbor Solicitation for fc@8:1:1:1::100 from dc:de:35:fc:fc:df
5 2019-16-24 13:82:10.825938 FFO2::1:FF00:100 ICMP 98 Neighbor Solicitation for fc@@:1:1:1::180 from dc:de:35:fc:fc:df
6 2019-18-24 13:02:10.998132 Fo@dd:1:1:2::2 IC 118 Echo (ping) request id=Bx168d, seq=2, hop limit=64 {(no response foundl)
7 2019-18-24 13:062:11.850015 ffez::1:ffe0:100 ICHMPY] 98 Neighbor Solicitation for fe@9:1:1:1::180 from dc:de:35:fc:fc:dd

B 2819-18-24 13:82:12_ 066082 feBd: :dede: 35FF : fefc: fodi feld: : 2be: 75ff: fefb: 1d8e ICHMPE 9@ Neighbor Solicitation for feB8::3be:75Ff:fef6:1d8e from Ac:de:35:fc:fo:dE
0 2019-16-24 13:082:12_ 866234 88012 2be: 75FF : fefb:1d8s Ffald: 1 dede: 35FF  fefc: fodl ICMPuE 82 Neighbor Advertisement feB@::2be:75FF:fef6:1dBe (rtr, sol)

16 201%-10-24 13:02:12.996422 fooB:1:1:1::100 Fodd:l:1:2::2 ICHPE 118 Echo (ping) request id=8x168d, seq=3, hop limit=64 (no response found!}

11 2619-108-24 13:62:13.002185 Fe@l:1:1:2::2 FFO2::1:f00:100 ICMPVE 98 Neighbor Solicitation for fe@9:1:1:1::100 from dc:de:35:fc:fc:ds

12 2019-16-24 13:082:14. 099251 Fe@d:1:1:2::2 Fraz::1:ffoe: 100 ICHMPVE 08 Neighbor Solicitation for fe®@:1:1:1::180 from dc:de:35:fc:fc:d8

13 2019-16-24 13:02:14, 998544 fo@d:1:1:1::166 fo@d:1:1:2::2 ICMPVE 118 Echo (ping) request id=@x168d, seq=4, hop limit=64 (no response found!}

14 2019-10-24 13:02:15.178350 fod@:1:1:2::2 FroZ::1:ffoe:100 ICMPvE 98 Neighbor Solicitation for fc@@:1:1:1::186 from dc:de:35:fc:fc:di

15 2019-10-24 13:02:17.859963 feB: 1 2be: 75ff: fefb:1d8e fedd: :dede: I5FF: fefc: fodd ICMPvE 98 Neighbor Solicitation for feB@::dede:35ff:fefc:fcd8 from 0@:be:75:f6:1d:8e
16 2619-168-24 13:82:17.0862512 fed0: :dede: 35Ff  fefcifodd fedd: : 2be: 75FF: fefo: 1dBe ICMPVE 82 Neighbor Advertisement feBB::dede;35ff:fefc:fcdB (rtr, sol)

F—RAUDN

1.77AT7 3=k, FYTARNI—=LTFTNAAOMACT RL A(IP fc00:1:1:2:2) 2 ER ¢
BIPVBRAN—ZEBERXYE—TZEEFELET,

2. )L—A& " IPv6 @ Neighbor Advertisement TISZEL TVWE T,

3.7F7AT I A—)LA IPv6ICMP TO—EXRZXEEFELTVET,

4. TV TAN)—=LT/INA A (IL—2Fc00:1:1:2::2 ) &, IPv67 RL Afc00:1:1:1::100M
MAC7 RLAZERTBIPVeRA/N—EFEERXYE—DREELET,

5. 77 AT JOF—)LAEM®D IPv6ICMP T1—ERZZEEFELTVET,

6. 7Y Z7ARNU—LI—RF, BMOIPV6RAN—EEFERXY - 2EEFEL. IP67 RL
Afc00:1:1:1::100OMACT7 RL RAZERL F ¥,

RAVNARIERICEKRVRATT, BE. PTYTARNI—LIIL—ZRBET7ATI4—)ILD
OUTSIDEA > & —7 I 4 A(fc00:1:1:2:2) DMACZER L £ 94", K1) (2fc00:1:1:1::100% ER
LET, ChREFBEZIAZRLTVET,

HRE Dk

cOEIZIAVIZREATVWER TV 3k, BMEEZRYVIACCEZBANELTVET,
To2a 1tIPvexRAN—FT—TILEFIVILET,

T77A4T77A4=IL0IPv6 ZAN—T—7IILRBENCADEATVET,

<ffroot>

firepower#

show i pv6 nei ghbor | i fc00
fc00:1:1:2::2 58 4c4e.35fc.fcd8 STALE OUTSIDE
fc00:1:1:1::100 58 4c4e.35fc.fcd8 STALE INSIDE

TO> 32 2IPveRREZHBL T,

T77AT 7= ORERF, ROEHYTT,

<tfroot>



firewall#
show run int el/2

interface Ethernetl/2

nameif INSIDE

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.0.1 255.255.255.0
ipv6 address

fc00:1:1:1::1/64
ipv6 enable

firewall#
show run int el/3.202

interface Ethernetl/3.202

vlan 202

nameif OUTSIDE

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 192.168.103.96 255.255.255.0
ipv6 address

fc00:1:1:2::1/64

ipv6 enable

ROT Y TANI=LTNAARREIL LY, REIANGHYVET,

<#root>
Router#
show run interface g0/0.202

interface GigabitEthernet0/0.202
encapsulation dotlQ 202

vrf forwarding VRF202

ip address 192.168.2.72 255.255.255.0
ipv6 address FC00:1:1:2::2

/48

FvTF v - MBS ST
HTZYRNIARAIDEE (/4855 64N ) ICkt), FBEABEEATVET, @ESFTUAT



O CAPIF Y 7FYOARE., XOEHVY T,

Ho. Tirme Source Destination Protoco) ngm Tnifar
1 2619-16-24 15:17:20.677775 Fedd:1:1:1::100 ffoz::1:ffe0:1 I(HP% 86 Neighbor Solicitation for fc@@:1:1:1::1 from 4c:de:35:fc:fc:d8
2 2019-18-24 15:17:20.677989 food:1:1:1::1 fc@d:1:1:1::108 TCHPwi 86 Meighbor Advertisement fc@@:1:1:1::1 {rtr, sel, owr) is at @@9:be:75:f6:1d:ae
3 2819-19-24 15:17:20.673401 Ffead:1:1:1::100 Fe@d:1:1:2::2 ICMPVE 114 Echo (ping) request id-0x097e, seq=08, hop limit=64 (no response found!)
4 2019-18-24 15:17:22.674281 febb:1:1:1::180 feob:1:1:2::2 ICHPv 114 Echo (ping) request id=@x@97e, seq=1, hop limit=64 (no response foundl)
5 2019-19-24 15:17:24.674483 fcdd:1:1:1::100 fco9:1:1:2::2 ICHPwi 114 Echo (ping) request id=8x897e, seq=2, hop limit=64 (reply in &)
6 2019-16-24 15:17:24.674815 fed@:1:1:2::2 fe@d:1:1:1::108 ICHPVE 114 Eche (ping) reply id=0x@97e, seq=2, hop limit=64 (request in 5)
7 2819-19-24 15:17:24.675242 fced:1:1:1::108 fcoo:1:1:2::2 ICMPVG 114 Echo (ping) request id=8x@97e, seq=3, hop limit=64 (reply in B)
8 2019-10-24 15:17:24.675731 feBd:1:1:2::2 fe@d:1:1:1::100 ICHPvE 114 Eche (ping) reply id=0x0897e, seq=3, hop limit=64 (request in 7)
9 2019-19-24 15:17:24.676356 fcR@:1:1:1::100 fc@d:1:1:2::2 ICMPvE 114 Echo (ping) request id=8x@97e, seq=4, hop limit=64 (reply in 18)
18 2619-18-24 15:17:24.676753 fedd:1:1:2::2 fedh:1:1:1::100 ICHPVE 114 Echo (ping) reply id-0x897e, seq=4, hop limit=64 (request in 9)

BEERRAVN:

1.IV=82&, PTYTARNI—=LFT/NA AOMACT RL A(IP fc00:1:1:1::1) 2 ER F B IPV6 XK 1
A—hﬁﬁixvt—yéhﬁbi?o

2. 77 AT #4—)LH IPv6 ® Neighbor Advertisement TIHEZEL TWET,

B IN—FNICMP IO—ERZZEFL, II—REEZZFELTVET,

CAPO OAA :

Ho. Tima Source Dastination PFrotoc ngth  Info

1 2819-18-24 15:17:20.678645 fedd: : 2be:75ff:fe.. £f02::1:ff00:2 IC| 98 Neighbor Solicitation for fc@@:1:1:2::2 from 8@:be:75:f6:1d:8e

2 2819-10-24 15:17:28.681818 fc@@:1:1:2:; feBl: :2be:75ff:fe.. I 9@ Neighbor Advertisement fc88:1:1:2::2 (rtr, sol, ovr) is at 4c:de;35:fc:fc:d8
3 2019-10-24 15:17:22.674342 fedd:1:1:1:: fe@B:1:1:2:: IC 118 Echo (ping) request 1d=0x897e, seq=1, hop limit=564 (reply in &)

4 2819-19-24 15:17:22.677943 fcbd:1:1:2:: ff02::1: I 9@ Neighbor Solicitation for fc@9:1:1:2::1 from 4c:de:35:fc:fc:d8

5 2819-10-24 15:17:22.6788%9 fe:1: feB:1:1:2:: IC 98 Neighbor Advertisement fc88:1:1:2::1 (rtr, sol, ovr) is at 80:be:75:f6:1d:8e
6 2819-10-24 15:17:22.678462 fcoa:l: fco0:1: ICHPwE 118 Echo (ping) reply id-8x897e, seq=1, hop limit=64 (request in 3)

7 2019-18-24 15:17:24.674449 fo@d:l: 2 febB:1: = ICHMPvE 118 Echo (ping) request 1d=8x897e, seq=2, hop limit=64 (reply in 8)

8 2819-10-24 15:17:24.674785 fc00:1:1:2:: feBB:1:1:1:: ICHP 118 Echo (ping) reply id=8x897e, seq=2, hop limit=64 (request in 7)

9 2019-10-24 15:17:24.675395 fe@d:1:1:1:: fe@B:1:1:2:: TCHPw 118 Echo (ping) request id=0x897e, seq=3, hop limit=64 (reply in 18)

fc@8:1:1:1::
fc@B:1:1:2::
£c00:

18 2819-10-24 15:17:24.675700 fc0@:1:1:2::
11 2819-18-24 15:17:24.676448 felb:1:1:1::
12 2019-10-24 15:17:24 676738 fc@@:1:1:2::

ICMPvE 118 Echo (ping) reply id=8x897e, seq=3, hop limit=64 (request in 9)
ICHPvE 118 Echo (ping) request id-0x897e, seq=4, hop limit=64 (reply in 12)
TCHPvE 118 Echo (ping) reply id=-8x897e, seg=4, hop limit=64 (request in 11)

F—RAUD

1. 7747 94=)Ek. PYTARNI—LFINAZAOMACT KL A(IP fc00:1:1:2:2) 8 ER T
%sz4ﬂ—bﬁﬁixvt—“Ethi?o

2. 77 AT #4—=)LH IPv6 ® Neighbor Advertisement TIHEZEL TWET,

3.77ATI#—)AICMP ITO—EREZZEEFELTVET,

4. )—2F, FIOVARNI—LFT/INAAOMACT RL A(IP fc00:1:1:1: 1) ZER T BIPV6R A
N=EEERAYE—TZEEFELET,

5. 77 AT #—)LA IPv6 ® Neighbor Advertisement TIEZL TVWET,

6. 77 AT A—=I)NICMP II—ERZ#EEFEL. IOA—REFZZEFELTVET,

Case 12 Wift S ZEHOEE (ARPRA AT )

BB : AEPARAN192.168.0.x/24)IC, BUH 7 XY NROKRANE QN &EROBE
F&Hs

ROEE, CORKRODPZRLTVET,



192.

168.0.0/24
E1/2 4 \ E1/3.202
INSIDE OUTSIDE
1

ElEEe

MAC address
00be.75f6.1dae

HEEZS(TA70—
J#E{ETTIP:192.168.0.x/24
38 5E1P:192.168.0.x/24

ZOR3L : EE

MEBRARDARP F ¥ Y ATRAVIVIANRELTVWRERSNET,

Internet Address
172.168.8.1
122.168.8.22
1722.168.8.23
122.168.8.24
122.168.68.25
1922.168.8.26
122.168.8.27
172.168.6.28
122.168.8.29
172.168.68.38
122.168.6.88
122.168.08.255
224_ 8.8.22

224 _8.8.251
224.8.8.252
239.255.255.25A

C:sUserssmzafeirol >

B C:\Windows\systemn32\cmd.exe
C:wlserswmnzafeirol >arp —a

Interface: 192 _168.0.55 —— Bxhb

Physical Address T ype

B8-he-75—-f6—1d—ae dynamic
B8-he-7?5%—fh—1d—ae dynamic
B8-he-75—f6—1d—ae dynamic
B8-he-75—fh—1d—ae dynamic
B8-he-?5—f6—1d—ae dynamic
BB-he-75—f6—1d—ae dynamic
B8-he-?5—f6—1d—ae dynamic
B8-he-75—-f6—1d—ae dynamic
B8-he-7?5—fh—1d—ae dynamic
B8-he-75—f6—1d—ae dynamic
B8-he-75—fh—1d—ae dynamic
fE—ff—ff-fFf—ff—f£f static
A1 -00-5e-00-B0-16 static
A1 -00-5e-AA—AA—f h static
A1 -80-5%e-A0-A0—f c static
A1-80-5e-?f—ff-fa static

|||

* v 7F v B

FIDLINAI>SOTOF Y 7 F v E2BMCLET,

RDFYTFYTlE,. INSIDEAVE—TIAADARP/NTY ROIADNF Y TFyvEahEd,

<tfroot>

firepower#

capture CAPI _ARP interface |INSIDE ethernet-type arp




E — CAPI_ARP
192.168.0.0/24
g E1/2 , E1/3.202
g INSIDE OUTSIDE
— 1

MAC address
00be.75f6.1dae

7TV - MBS FUS
TJ77AT 74— DINSIDE AV E—TILATOF YT Fv¥ICIE,

o

ROABHFEENTVEXRT

M [[arp.dst.proto_ipvd == 192.168.0.0/24) && !(arp.src.proto_ipvd == 192.168.0.1)

No. Time Source Destination Protocol ngth  Info

4 2019-10-25 10:01:55.17957 Vmware_2c:9b:a7 Broadcast ARP o 6@ Who has

5 2019-18-25 1@:61:SS_1?QﬁQBCiscD_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.
35 2019-10-25 10:02:13.05039 Vmware_2c:9b:a7 Broadcast ARP o 6@ Who has
36 2019-10-25 10:02:13.050488 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.
47 2019-16-25 10:02:19.284683 Vmware_2c:9b:a7 Broadcast ARP o 6@ Who has
48 2019-16-25 16:82:19_284775 Cisco_f6:1d:ae Vmware_2c:9b:a? ARP 42 192 .168.
61 2019-10-25 10:02:25.779821 Vmware_2c:9b:a7 Broadcast ARP o 6@ Who has
62 2019-16-25 10:02:25.779912 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192_168.
76 2019-10-25 10:02:31.978175 Vmware_2c:9b:a7 Broadcast ARP 069 Who has
77 2019-10-25 10:02:31.978251 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.
97 2019-10-25 10:02:38.666515 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has
98 2019-16-25 16:02:38.666606 Cisco_f6:1d:ae Vmware_2c:9b:a? ARP 8:12 192.168.
121 2019-10-25 10:02:47.384074 Vmware_2c:9b:a7 Broadcast ARP 6@ Who has
122 2019-16-25 10:02:47.384150 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192 168.
137 2019-10-25 10:02:53.539995 Vmware_2c:9b:a7 Broadcast ARP 069 Who has
138 2019-16-25 16:02:53.540087 Cisco_f6:1d:ae Vmware_2c¢:9b:a?7 ARP 42 192.168.

F—RAUD

Tell 192.
be:75:f6:
Tell 192.
be:75:f6:
Tell 192.
be:75:f6:
Tell 192.
be:75:6:
Tell 192.
be:75:f6:
Tell 192.
be:75:f6:
Tell 192.
be:75:6:
Tell 192.
be:75:f6:

.@.237
at 0a:
8.247
at @e:
8.257
at @a:
8.267
at 0e:
8.277
at @e:
8.287
at @a:
a.297
at 0e:
a.3e7
at @e:

192.168
9.23 is
192.168.
0.24 is
192.168.
0.25 is
192.168.
0.26 is
192.168.
0.27 is
192.168.
0.28 is
192.168.
9.29 is
192.168.
0.30 is

168.0.
1d:ae
168.8.
1d:ae
168.8.
1d:ae
168.8.
1d:ae
168.8.
1d: ae
168.8.
1d:ae
168.8.
1d:ae
168.9.
1d: ae

)]

o

wn
Ln

oo0OOD

%]

W

©

1. 7F7ATFI7#—)LH 192.168.0.x/24 XY RD—U AN IP LB T B E XREXZ ARP EXR%Z

FELTLET,
2. 7TATIA—LK. TASFNT (F7OX ARP) CHEBO
WET.

HRE 3k

—_—

(&

CDEIVIIAVICRENTWVWAR TV a>iEk, BEZRYIAD
TOaINATREZFIVYILET,

MAC 7 RLATRHEL T

EZBMELTVET,

NATEREICBIL T, no-proxy-arpF—"— RALBIOEEZH TR AEMN HBEEN BV ET

o

<{froot>




firepower#
show run nat
nat (INSIDE,OUTSIDE) source static NET_1.1.1.0 NET_2.2.2.0 destination static NET_192.168.0.0 NET_4.4.4

no- proxy-arp

TO2AV2TFATIA=INAR—T I 4 ATproxy-arpteEZ EMICLE T,

"no-proxy-arps ¥F—J— RZFEALTEFMENIf BARALBEVEGR, 1 32—T7 I A4 ABHKTT
OFARPEEMICLTHATLKEE Y, FIDOFER. CORFIXY NOERBRT,
FlexConfigZ AL TN RZRHETHIXEN BV ET (BUBA 2 EX—TIAABZEEL
9 ).

sysopt noproxyarp INSIDE

Case 13.CPU Hog% 5| & #£ Z §SNMP# 7> U NID(OID)D 4 E

CODT—ATE, SNMP/N\—23>2 3(SNMPV3 ) NI Y RODF Y 7F Y OoMICEIVT, X
TUR—DTOHEHED SNMPOID Z CPUEB (N7 #—X2ADEE ) OREKRHEE L TH
ETDHEEFHALET,

BEAOHRE : T—RAVE—TIAADF—N—F 2 F#ENICEMLE T, cSICREZHEYD
P AVER—TIAARAF—N—"FVOREKREETHBHCPUKRY (SNMP7OLAICK>TE|E
BCEhD ) EFETDICENMYALEL L,

RSTN221—F1420 7O0EAORODATY &, SNMP Z7OtFAIC&>TEEREnD
CPU EEORAFEREZHBETS L, FIC. BMBEOEBAZRYVIAAT, R—U D TRICEENIC
CPU LEZRESUDTREMNHD SNMP A7 T O KNEEBIF (OID) #BETSDE&TLE

o

HfE, FIDLINAI>2 TR, R—=D2T0&ENhTWS SNMPOID 2 )7 IL2 A LTHERTD I
H® Tshows X REFEREEATVER A

R—D>2JHADOSNMP OIDDJAKNFSNMPEZR UV IY =)L SEWMBTEERTHN, COEHEE
FRDFHERNF BV ET,

- FID EEBEN SNMP EZR2 VTV —=ILICTOVEATEEFEATLE,
« TSANY—DEHIC, FID TSNMP N—2 32 3R ETF—IBEHICK>TRES
nEL L
Y TF VoM

FTD EE &KX, SNMP/N—23 2 3 OFRBREETF—2BSHOOT A U BEREF >TWELD, X



DTI22AVTIVIREENETL L,

1.SNMP N7 Y ROF Y7 Fr¥ZMEBLET,

2. ¥ YT F ¥ &EREL., Wireshark ® SNMP 7O KNJJLREZFEAHAL T, SNMP N—2 3>
SNTYRNEZESITDEHOSNMP/N—>3a> 30074 BHeEEELET, EESh
EFY¥7F vk, SNMPOID o MEMBICERENET,

snmp-server RKARBRETHEAEND AV X—TIAATOSNMP NTY ROF v 7 F v ZRE
LET,

<#root>
firepower#
show run snnp-server | include host

snmp-server host management 192.168.10.10 version 3 netmonv3

firepower#
show i p address nanagenent

System IP Address:

Interface Name IP address Subnet mask Method
Management0/0 management 192.168.5.254  255.255.255.0  CONFIG
Current IP Address:

Interface Name IP address Subnet mask Method
Management0/0 management 192.168.5.254  255.255.255.0  CONFIG

firepower#

capture capsnnp interface managenment buffer 10000000 match udp host 192.168.10.10 host 192.168.5. 254 ec

firepower#

show capture capsnnp

capture capsnmp type raw-data buffer 10000000 interface outside [Capturing -

9512

bytes]
match udp host 192.168.10.10 host 192.168.5.254 eq snmp



o Time o Protocol  Source Source Port  Destnation Port  Destination Length Info

i 6088 [SHHP 197.168.18.18 65484 161 102.168.5. 254 100 getBulkRequest

2 8.6a8 SHHP 192.168.5.254 161 G484 192.168.18.18 167 report 1.3.6.1.6.3.15.1.1.4.8
3 8.176 SNHP 192.168.10.18 654384 161 192.168.5.254 197 enc oy T
4 8.176 SHHP 192.168.5.254 161 65484 192.168.10.18 192 report 1.3.6.1.6.3.15.1.1.2.9]
5 8.325 SNHP 192.168.10.10 65484 161 102.168.5.254 199 encryptedPD: priviiey Unknown
& B.326 SNHP 192.168.5.354 151 B54E4 192.168.16.18 678 encryptedPU: priviey Unknown
7 8408 SHHP 132.168.10.18 65434 161 192.168.5. 254 285 encryptedPDU: priviey Unknown
8 8.438 SNHP 192.168.5.254 161 G354 192.168.10.18 560 encryptedPDl: priviey Unknown
a B.675 SHHP 192.168.19.18 65484 161 192.168.5. 254 285 encryptedPDU: priviey Unknown
18 8767 SNMP 192.168.5.254 161 G548 192.168.10.10 [31:] encryptedPD: priviiey Unknown
11 ©.045 SHHP 167 .168.18.18 65484 161 102.168.5. 254 285 encryptedPDU: priviey Unknown
12 8,046 SNHP 192.168.5.254 161 B34E4 192.168.18.18 564 encryptedPDU: priviey Unknown
13 1.133 SHHP 192.168.18.18 654384 161 192.168.5. 254 2085 encryptedPDU: priviey Unknown
14 1.124 SHHP 192.168.5.254 161 G584 192.168.10.18 SEE encryptedPDU: priviey Unknown
15 1.317 SNHP 192.168.10.18 65484 161 192.168.5.254 205 encrypted?l: priviey Unknown
i6 1.318 SHHP 192.168.5.254 181 B54E4 192.168.18.14 513 encryptedPDU: priviey Unknown
17 17.395  SNHMP 192.168.18.18 62888 161 192.168.5.254 108 getBulkRequest

18 17.585 SWWP 192.168.5.254 161 GRRE 192.168.18.18 167 report 1.3.6.1.6.3.15.1.1.4.8)
10 17.749  SNMP 192.168.10.10 62008 161 192.168.5. 254 197 encryptedPDU: priviiey Unknown
28 17749 SHHP 192.168.5.254 161 GG 162.168.10.14 192 report 1.3.6.1.6.3.15.1.1.2.0
21 17.898  SNMP 192.168.10.10 62808 161 192.168.5.254 159 encryptedPDU: priviey Unknown
2 17.893  SNMP 192.168.5.254 161 B20E 192.168.18.18 678 encryptedPDU: priviey Unknown
23 13.894  SNMP 192.168.10.18 62008 161 192.168.5. 254 285 encryptedPDU: priviey Unknown
24 18.094  SHHP 192.168.5.254 151 GG 192.168.10.19 SE@ encryptedPDU: priviey Unknown
25  18.298  SHHP 152.168.18.18 62008 161 192.168.5. 254 285 encrypted?: priviey Unknown

<[Destination Host: 192.168.5.254]>
<[Source or Destination Host: 192.168.5.254]>
User Datagram Protocol, Src Port: 65484, Dst Port: 161
~ Simple Metwork Management Protocol
msghersion: snmpv3 (3)
msgGlobalData
msghuthoritativeEngineID: 30000009FelcidadddiPanief1fec2301621a4158bfc {40 .
msghAuthoritativeEngineBoots: @
msghuthoritativeEngineTime: @
msglseriame: netmonv3
msgiuthenticationParameters: ff3176F5073c30b62Ffcl1bE
msgPrivacyParameters: 000040e100003195
~ msgData: encryptedPDU (1)

€ [Eiiryptedrnn: 87021642363 3400a0301 c 528002 J6ehc oc BAARET 10 1ba 03,

F—RAUDN

1. SNMP EETH RVBWEDT RL A/R—KTT,

2. privKey & Wireshark ICEREE TV V&%, SNMP 7O KJJL PDU Z2ESTE XA
TL 1,

3. encryptedPDU 7’U X7 1 7 DETT,

HREENDH0E
COEIIIAVICRENTVWER TSIV, BEERYIACCEZBNELTVET,
T3 1 SNMPF v 7F v #EE{LLET,

F¥TF ¥ ERIEL. Wireshark ® SNMP O KR JILEREZHEL T, NTY RN EZEETZ1EH
O SNMP /N—> 3> 30074 158 EELET,

<#root>
firepower#

copy /pcap capture: tftp

Source capture name [capsnmp]?
Address or name of remote host []? 192.168.10.253

Destination filename [capsnmp]? capsnmp.pcap

64 packets copied in 0.40 secs



BnD&kSIC, Wireshark TF¥F Y 7’F Y+ 774 )L %ZBE. SNMP /N7y h&RBIRL T, [Z’OK3)
% ( Protocol Preferences ) 1> [1—H—7—7 )L (Users Table ) ] ICBEIL £,

Wy, Tima Freancol Sonih Source Pert  Distinaton Pomt  Destasbion Length I
1 9.008 SHHP 192.168.18.18 65484 161 192.168.5.254 1688 getBulkRequest
2 LR SHHP 192.168.5. 254 161 65484 192.168.19.18 167 report 1.3.6.1.6.3.15.1.1.4.9
3 0176 SWP  192.168.18.10 65484 e e encryptedPDU: priviey Unknown
4  0.176 SN 192.168.5.254 161 FonceLinkgnone Packet L report 1.3.6.1.6.3.15.1.1.2.8
5 0.335 SNMP 192.168.18.16 65484 encryptedPDU: priviiey Unknown
6 0.336  SWP  192.168.5.254 161 SCRECANGIE G encryptedPDU: priviiey Unknown
7 0.498  SWP 192.168.18.18 65484 Time Shift... CulaShiftT encryptedPDU: privkey Unknewn
g ©.490 SN 192.168.5.254 161 Packet Comment.. Curl+Alt+C encryptedPDU: priviey Unknown
9 @.675  SHWP 192.168.18.10 65434 Edit Resolved Name encryptedPDU: priviey Unknown
w8767 SHHP 192.168.5.254 151 encryptedPDU: priviley Unknown
19,945 SNP 192.168.10.10 65434 Apply e Filer " emcryptedPDU: priviiey Unknown
12 0.946  SNMP 192.168.5.254 161 Prepace a Filter . encryptedPU: priviey Unknown
13 1.133 SHHP 192.168.10. 16 G5484 Conversation Filter " encryptedPDU: priviey Unknown
14 1.134 SHMP 192.168.5. 354 161 Colorize Conversation * encryptedPDU: priviey Unknown
15 1.317 SHHP 192.168.16.14 65484 SCTP " encryptedPDU: priviiey Unknown
6 1.318 SNHP 192.168.5.254 161 Follow v encryptedPDU: priviey Unknown
17 17.585  SNWP 192.168.18.16 62008 getBulkReguest
18 17.585  SNWP 192.168.5.254 161 Copy " report 1.3.6.1.6.3.15.1.1.4.8
19 17.749  SWP 192.168.18.18 62003 Protocal Preferences =] OpenSimple Network Management Protocol preferences...
o 17.749  SNMP 192.168.5.254 161 Decode f.. —
31 17.998  SNMP 192.169.10.10 62008 S o e T * | Show SNMP QD in info calumn } )
22 17,899 SMP  192.168.5.254 161 wevwn e ——— wre [l Reassembie SNMP-over-TCP messages spanning multiple TCP segments
23 18.994  SNMP 192.168.10. 16 62063 161 192.168.5,254 205 || Display dissected variables inside SNMP tree
4 1B.994  SNMP 192.168.5. 354 161 62008 192.168.19.18 568 I Users Tatle... I
25 18.200  SWMP  192.168.10.10 62008 161 192.168.5.254 205 Enterprise Specific Trap Types...
< SNMP UDP port: 161... >
«<[Destination Host: 192.168.5.254]» SMMP TCF port: 161...
<[Source or Destination Host: 192.168.5.254]> Disable SNMP...

User Datagram Protocel, Src Port: 65484, Dst Port: 161
« Simple Network Management Protocol
migVersion: snmpv3 (3)
» migGlobalData

SNMP 1—H'—F—7J)LT. SNMP /N—>3> 301—%—%. RIAEFI. BEF/INAT— R,
T75ANY—=7ORON, BLETTANS—NAT—RABEETNTVET (RORIC B
NDOTA VBRERTENTVELA ),

M sNMP Users ? X
Egine ID Usermname Authentication model  Password  Privacy protocol  Privacy password
MD5 DES
5 C: |Users|igasimov]ApoData |Reaming | Wireshark | profiles|Profife! |snmp users

Copy from ~ Cancel Help

SNMP 1—H—BREANBEAE D &, Wireshark ICEEFSE il SNMP PDU AFRRENET,



No. Time Frotocol  Source Source Fort  Destration Port  Destinabion Length Info
1 9,008 SHHP 192.163.18.18 65484 161 192.168.5.254 1@00 getBulkRequest
2 9,000 SHHP 192.168.5.254 161 65484 192.168.16.10 167 report 1,3.6.1.6.3.15.1.1.4.0
£ 8.176 SNHP 192.168.10.18 65454 161 1592.168.5.254 197 getBulkRequest 1.3.6.1.4.1.9.9.221.1
4 @.176 SNMP 192.168.5.254 161 B5484 192.168.10.18 192 report 1.3.6.1.6.3.15.1.1.2.8
5 2,335 SNHP 192.1638.18.18 B54B4 161 192.168.5.254 199 getBulkReguest 1.3.6.1.4.1.9.9.221.1
[ B.326 SNHP 192.168.5.254 161 BR4B4 192 168.10.18 678 get-response 1.3.6.1.4.1.9.9.221.1.1.1.1.2.1.1 1.3.6.1.4.1.5.9.221.1.1.1.1.2.1.2 1.3.6.1.4.1.9.5.231.1.1
7 9.498 SNHP 192.163.18.18 63484 161 192.168.5.254 205 getBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.8
8 9.4%9 SNHP 192.168.5.254 161 65484 192.168.18.18 568 get-response 1.3.6.1.4.1.9.9.221.1.1.1.1.5.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.5.1.2 1.3.6.1.4.1.9.9.221.1.1
L] B.675 SHHP 192.163.18. 18 65484 161 192.168.5.254 205 getBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.1.6.1.8
1\ 9767 SNHP 192.168.5.254 161 65484 1592.168.10.19 610 get-response 1.3.6.1.4.1.9.9.221.1.1.1.1.7.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.7.1.2 1.3.6.1.4.1.9.9.221.1.1
11 B.945 SNHP 192.168.10.18 65484 161 192.168.5.254 285 getBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.1.8.1.8
12 2,948 SNHP 192.168.5.254 161 BRiE4 192.168.10.1@ 584 get-response 1.3.6.1.4.1.9.9.221.1.1.1.1.17.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.17.1.2 1.3.6.1.4.1.9.9.221.1
13 1.133 SNHP 192.168.18.18 65484 161 192_168.5.254 205 getBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.1.18.1.8
14 1.134 SNHP 192.163.5.254 161 BR4E4 192_168.10.18 588 get-response 1.3.6.1.4.1.9.9.221.1.1.1.1.19.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.19.1.2 1.3.6.1.4.1.9.9.271.1
15 1.317 SNHP 192.163.18.18 65484 161 192.168. 5. 254 205 getBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.1.20.1.8
16 1.318 SHHP 192,168.5.254 161 G484 192.168.10.19 5139 get-response 1.3.6.1.4.1,9.9.292.1.1.1.0 1,3.6.1.4.1,9,9.392,1,1.2.9 1,3.6.1,4,1,9.9.392.1.1.3.0 1.2.6.1
17 17.595  SHHP 192.168.108.18 G205 161 192.168. 5. 254 L] getBulkRequest
13 17.595  SNHP 192.168.5.254 161 [-FH] 192.166.10.19 167 report 1.3.6.1.6.3.15.1.1.4.8
19 17.743  SNMP 192.163.18.18 B2B0E 161 192.168.5.254 197 o getBulkRequest 1.3.6.1.4.1.9.9.221.1
28 17.743  SNMP 192.163.5.254 161 b2BRE 102.168.10.18 192 report 1.3.6.1.6.3.15.1.1.2.8
s 17.898 SHMP 132.163.18.18 B2BEE 181 182 168.5.254 194 o getBulkRequest 1.3.6.1.4.1.9.0.221.1
22 17.893  SNHP 192,163.5.254 161 62008 192.168.10.19 678 g |get-response 1.3.6.1.4.1.9.9.221.1.1.1.1.2.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.2.1.2 1.3.6.1.4.1.9.9.221.1.1
23 18.894  SNHP 192.168.18. 18 G008 161 192,168, 5,254 205 gctBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.8
24 18.894  SHMP 192.168.5.254 161 GRS 192.168.10.19 568 get-response 1.3.6.1.4.1.9.9.221.1.1.1.1.5.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.5.1.2 1.3.6.1.4.1.9.9.221.1.1
5 18.298  SNHP 192.164.10.16 G200 161 192.168.5.254 205 petBulkRequest 1.3.6.1.4.1.9.9.221.1.1.1.1.6.1.8

< 3

~ msgData: encryptedPDU (1)
v encryptedPDU: 870a215d23633400a8391c5280d226e0cecB44dET101baT0..
v Decrypted ScopedPDU: 303b041980000009f ¢ 1c6daddaainabefl foc 23016214415
» contextEnginelD: B0080003felcGdaddd3fandeflfec2301621a4158bfc1f40
contextName:
v~ data: getBulkReguest {5}
~ getBulkRequest
request-id: 5628
non-repeaters: @
max-repetitions: 16
« varisble-bindings: 1 item
~ 1,3.6.1.4,1.9.9,221.1: Value (Hull)
Object Name: 1.3.6 .1.9.9.221.1 (is0.3.6.1.4.1.9.9.221.1)
Walue (Null)

F—RAUD

1.SNMP EZ&Z U > =)L, SNMP getBulkRequest ZEH L T, # OID
1.3.6.1.4.1.992211 8L VBEETS OID ZREL, RELTVET,

2. FTDIX, 1.3.6.1.4.1.9.9.221.1\CB3iE 9 5 OID % & T get-response T & getBulkRequest 2 iH&
LEL L.

T0>3a>2.SNMPOIDZEHREL &Y.

RXORDESIC, SNMP Object Navigator (&, OID 1.3.6.1.4.1.9.9.221.1 #* CISCO-
ENHANCED-MEMPOOL-MIB & \\5 & 81 M Management Information Base (MIB ) ICEL TW 5%
CENFRENTVERT,



https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

Tools & Resources

SNMP Object Navigator

HOME

SUPPORT

TOOLS & RESOURCES
SNMP Object Navigator

TRANSLATE/BROWSE = SEARCH = DOWNLOAD MIBS  MIB SUPPORT - SW Help | H Feedback

|
Translate Browse The Object Tree

Support Case Manager

Cisco Community
il 15

Translate OID into object name or object name into OID to receive object details

Enter OID or object name: {1 3.6.1.4.1.9.9.221.1 examples -
"""" : OID: 1.3.6.1.4.1.9.9.27
ranslate Object Name: ifindex

QObject Information

Object cempMIBObjects

[w]ln] 136141892211

MIB CISCO-ENHANCED-MEMPOOL-MIB ;| - View Supporting Images of
OID Tree

You are currently viewing your object with 2 v | levels of hierarchy above your object.
.is0 (1).. org (3).. dod (6).. internet (1).. private (4)_. enterprises (1).. cisco (9)

|

- — ciscoldgmt (9)

+ -- ciscoTepMIB (6)
|

Wireshark COID%Z ABA OB X TERRITDICIE. XOFIEZETLET,

1. XRORD &S IZ, MIB CISCO-ENHANCED-MEMPOOL-MIB & Z DOk FBFHZEA V> O— K

LEXY,

Tools & Resources

SNMP Object Navigator

HOME

SUPPORT

TOOLS & RESOURCES
SNMP Object Navigator

TRANSLATE/BROWSE | SEARCH = DOWNLOAD MIBS = MIB SUPPORT - SW Help | 1 Feedback

Related Tools

Suppont Case Manager
View MIB dependencies and download MIB or view MIB contents Cisco Communly

1B Locator
i i n select a function in step 2 and click Submit
CISCO-ENHANCED-MEMPOOL-MIB

| List matching MIBs |

A100-R1-MIB
ACCOUNTING-CONTROL-MIB
ACTONA-ACTASTOR-MIB
ADMIN-AUTH-STATS-MIB
ADSL-DMT-LINE-MIB
ADSL-LINE-MIB

ADSL-TC-MIB
ADSL2-LINE-MIB

| '® View MIB dependencies and download MIB I

“View MIB contents

Submit |




Tools & Resources

SNMP Object Navigator

HOME TRANSLATE/BROWSE | SEARCH
SUPPORT
TOOLS & RESOURCES

SNMP Object Navigator CISCO-ENHANCED-MEMPOOL-MIB

DOWNLOAD MIES

MIB SUPPORT - SW

View compiling dependencies for other MIBS by clearing the page and selecting another MIB.

Compile the MIB

Before you can compile CISCO-ENHANCED-MEMPCO
below in the order listed.

L-MIB . you need to compile the MIBs listed

Download all of these MIBs (Waming: does not include non-Cisco MIBs) or view details about each

MIB below.

If you are using Intemet Explorer click here.

MIB Name Version 1 wersion 2 Dependencies
1. SNMPV2-SMI Download  ||Download || E%cuﬂ.gm
2. SNMPV2-TC Downioad | ||Download ] \S%énaencres
3. SNMPV2-CONF Mot Required | || Downl I ;mmﬁ
4. SNMP-FRAMEWORK-MIB Downlad | Download || g&m@m@ﬁ&
5. CISCO-SMI Download | |Downigad || &%nmncms
6. ENTITY-MIB Download  ||Downioad |1 $E o o
7. HCNUM-TC Download | | Download I \[;e%énqencres
8 RFC1155-SMI E:?S—Cisoo | No:;gsco I o =

9. RFC-1212 vl | Rvaidl |

10. RFC-1215 Efg":is’m I “°;1;.%“° I -

1. SNMPV2-TC-v1 ol | R | -
RIS s [ |

2. Wireshark O [#m& ( Edit ) ] > [5%

Help | I+ Feedback

Support Case Manager
Cisco Community,
MIE Locator

( Preferences ) ] > [& HIf#R ( Name Resolution )] 7 1 >

ROTIx, [OIDEER%ZERICT S ( Enable OID Resolution ) | A I 2 TWE T,

[SMI ( MIB8 & T'PIB/YA ) ( SMI (MIB and PIB modules) )] 7«4 > RIT, #O>O—RLE
MBZEG7FINAESMI(MBSB&LUTPIBE1—)L) #EELETF, CISCO-ENHANCED-
MEMPOOL-MIB &, EZ1—I)LOUARNCEBNICEMENET,

Ho, Time Frotocol Source Source Port  Destination Fort Destinaton Lenath. Info -
4 017 S A | M 58 paths 7 *
5 0.325 swp : _ _
6 8326 SNHP v Appearance [] Besobee MAC addresses A Directory path .1.4.1.9.9.221.1.1
; ::: :x :ﬂ'umzc | ] esohe transport naes IQ-\.'Upg(g-’l.dm'nis1r¢|qr}0qwnlpndgl‘SNMPM|B$ e
- ont a ooetd| — .. . . . Al ee— | |-1-4.1.9.8. 1.
o 0.675 S Layout ] Resobee neteork () addresses
1®  8.767  SNHP Capture L] use cagtred NS packes dotn for pddeess resclution .1.4.1.9.9.221.1.1
i1 8,945 SHHP Expert [] usa an external rebwork nama rescker
12 0.946  SNP Filter Buttons Maamum concurmen raquasts 500 16.1.4.1.9.9.221.1
13 1,133 SN Name Resolution )
4 113 S > Protocals L P e 6.1.4.1.9.9.221.1
15 1.317  SHHP RSA Keys [ mesobee viAN s
16 1.318  SNHP Statistics [] Resobee 557 Pes B2.1.1.3.8 1.3.6.1
17 17.595  SNWP Advarced
18 17.595  SNMWP
19 17.749  SWp [ Suppress SMI errors
0 17.749  SWWP SMI(MIB and PIB) paths. Edi... 1 [« 5 [ A ¥ B oo pahi
2 17.39¢ SN SMil (MB and PIB) modules Edit...
22 17.839  SNHP o ]| conen elp 1.4.1.9.9.221.1.1
23 18.894  SNWP Maxind database directories: Edn... P — |
! 24 18.894  SHMP & = 1| M s Modutes 7 ¢ 1.&.1.9,9,221.1;1“
1 oK Cancel Help
Frame 23: 205 bytes on wit . . . . -Mndule nama -
Ethermet II, Src: Clsco_33:fe:bf (®0:12:7f:33:fe:bf), Dst: a2:4¢:66:00:00:20 (a2:4c:66:00:00:20) IPVE-MIB
Internet Protocol Version 4, Src: 192.168.18.18, Dst: 192.168.5.254 N CRINTENE
» User Datagram P_r_otowl, Sre Port: 62008, Dst Port: 161 SNMP-FRAMEWORE-MIE
4 SNMP-MPO-MIB
SNMP-NOTIFICATION-MIS
SHMP-PROXY-MIB
SHMP-TARGET-MIB
SNMP-USER-BASED-5M-MIB
SNMP-USH-DH-OBIECTS-MIB
MP-VIEW-BASED-ACM-MI
CISCO-ENHANCED-MEMPOOL-MIB -
| = m =@ o mochule
o] ot [ e




3. Wireshark ’"BiE£EI T2 &, OID BRATIOT 1A JTICHRY)ET,

tig. Time Frotocol Source Source Port  Destination Port Destinaton Length Info
1 0.800  SHMP 192.168.10.18 65484 161 192.168.5.254 108 petBulkRequest
P 197.168.5.254 161 65484 192.168.18.18 167 [report SHPP-USER-BASED-SH-MIB: tusmStatsUnknownEnginelDs. o
3 076 SWP 192.168.18.10 65484 161 192.168.5.254 197 |getBulkRequest CISCO-ENHANCED-MEMPOOL-MIB: :cempMIBObjects
4  9.176  SMP  192.168.5.254 161 65484 192.168.18.18 192 report SHMP-USER-BASED-SH-MIB: tusnStatsNotInTimelindows. @
s 9.325 S 192,16%.18.18 65484 161 192.168.5.254 199 getBulkRequest CISCO-ENHANCED-MEMPOOL-MIB: :cempMIBObjects
(-] 9.326 SHMP 192.168.5.254 161 65484 192.168.10.18 678 pet-response CISCO-ENHANCED-MEMPOOL-MIB: :cempMemPoolType. 1.1 CISCO- ENHANCED-MEMPOOL-MIE: : cempMenPoolType
7 9,490 SHHP 192,168.10.10 G5a84 161 192.168,5,254 205 getBulkRequest CISCO-ENHANCED-MEMPOOL -MIB: ; cempliemPoolNane. 1.8
8 9,499 SHHP 192,168.5.254 161 65484 192.168.10.10 568 get-response CISCO-ENHANCED-MEMPOOL -HIB: ; cempllemPoolAlternate. 1.1 CIS(0-ENHANCED-HEMPOOL -MIB: ; cemphlenPoc
] 675 SHHP 192.168.18.18 65484 161 192.168.5.254 285 getBulkRequest CISCO-ENHANCED-MEMPOOL-MIB: : cempMenPoolValid. 1.8
1@ 0.767 SNMP 192.168.5.254 161 65484 192.168.10.19 618 |get-response CISCO-ENHANCED-MEMPOOL-MIB: :cempMemPoollUsed. 1.1 CISCO- ENHANCED-MENPOOL-MIB: :cempMenPoollisec
11 0.945  SHMP  192.168.16.10 65484 161 192.168.5.254 205 getBulkRequest CISCO-ENHANCED-MEMPOOL-MIB: :cempMemPoolfree.1.8
12 0.946  SHMP  102.168.5.254 161 65484 192.168.10.19 544 pet-response CISCO-ENHANCED-MEMPOOL-MIB: :cempMenPoolUsedivefln. 1.1 CISCO-ENHANCED-HMEMPOOL-MIB: : cenpheaPe
13 1133 SWP 192.168.18.19 65484 161 192.168.5.254 205 getBulkRequest CISCO-ENHANCED-MEMPOOL-HIB: : cempMemPoolHClUsed 1.8
14 1 13A <D 107 169 = IS4 1R REARA 107 1A2 16 10 coo 4 LISCO EMUAMCED MCMDOO)  MID . . J Ll IS OO EMUAMCED MCInnol mTD . .
< ¥

w CISCO-ENHANCED -HEMPOOL -MIB :n'llpf‘\enPuumml-.l.l (1.3.6.1.4.1.9.9,221.1.1.1.1.3.1.1); System memory
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.1 (CISC0-ENHANCED-MEMPOOL -MIB : : cempMenPoolName . 1.1)
CISC0-ENHANCED -MEMPOOL -MIB: : cempemPoollame : System memory

~ CI5C0-ENHANCED-HEHPOOL-MIB: ; cempllenPoollame. 1.2 (1.3.6.1.4.1.9.%.221.1.1.1.1.3.1.2); System memory
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.2 (CISCO-ENHARCED-MEMPOOL-HIE: : cempMemPoolName . 1.2)
CISC0-ENHANCED -MEMPOOL -MIB: : cempHemPooliame: System memory

» CISCO-ENHANCED-HEMPOOL-MIB: : cempMenPoollame. 1.3 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.3): MEMPOOL_MSGLYR
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.3 (CISCO-ENHANCED-MEMPOOL -HIE : : compMemPoolMame . 1.3)
CI5C00-ENHANCED -MEMPOOL -MIB: : cempHenPoollame : MEMPOOL_MSGLYR

~ CISCO-ENHANCED-HEMPOOL-MIB: : cempMenPoolName . 1.4 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.4): MEMPOOL_HEAPCACHE 1
Object Name: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.4 (CISC0-ENHANCED-MEMPOOL -MIB: :cempiiemPoolName . 1.4
CTSC0-ENHANCED -MEMPOOL -MIB: : cempMemPoolName ;: MEMPOOL_HEAPCACHE 1

~ CISCO-ENHANCED -MHEMPOOL-MIB: ; cempMenPoolName. 1.5 (1.3.6.1.4.1.9.9.221.1.1.1.1. 2, 1.5): MEMPOOL_HEAPCACHE @
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.5 (CISCO-ENHANCED-MEMPOOL -MIE: : cempllemPoolName. 1.5)
CISC0-ENHANCED -MEMPOOL -MIB: : cempemPoolame : MEMPOOL_HEAPCACHE @

w CISC0-ENHANCED-HEMPOOL-MIB: : cempMenPoolName . 1.6 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.6): MEMPOOL_DMA_ALTL
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.6 (CISCO-ENHANCED-MEMPOOL-MIE: : compMemPoolMame . 1.6)
CISC0-ENHANCED-MEMPOOL -MIB: : cempenPoollame : MEMPOOL_DMA_ALT1

~ CISCO-ENHANCED-HEHPOOL-MIB: : cempMenPoolName 1.7 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.7): MEMPOOL_DMA
Object Mame: 1.3.6.1.4.1.9.9.221.1.1.1,1.3.1.7 (CISCO-ENHANCED-MEMPOOL -HIB: :cempMemPociMame . 1.7)
CTSC0-ENHANCED -MEMPOOL -MIB: : cempMemPoolName ; MEMPOOL_DHA

~ CI5C0-ENHANCED-MEMPOOL-MIB: ; cempMenPoollame. 1.8 (1.3.6.1.4,1,9.9,221,1.1.1.1,3.1.8): MEMPOOL_GLOBAL_SHARED
Object Name: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.8 (CISC0-ENHANCED-MEMPOOL -MIB: : compMemiPoolName . 1.8)
CISC0-ENHANCED -MEMPOOL -MIB: : cempHemPooliame : MEMPOOL _GLOBAL_SHARED
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https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/116423-troubleshoot-asa-snmp.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/116423-troubleshoot-asa-snmp.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/116423-troubleshoot-asa-snmp.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/116423-troubleshoot-asa-snmp.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/116423-troubleshoot-asa-snmp.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.wireshark.org/#learnWS
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