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FRRTT
Tcpdump 7 1)L X D 4
FIDLINAT VS Ik BEYTF v QME
2t
FRRTT

FIDLINAT YD VI kB F v 7F Y QN  HTTPEATOF Y IF YOIV AR—h

2t

EIDLINAT > SV C kDY TF v QMIB - FTP/TFTP/SCPIEHTOF Y IF ¥ DT U AR—

-~
2t

EIDLINAT >V Ik B2F Y TFYONE EERONSTAYINTIYRDORL—R

2

6.2 A OFMCY 7 R T 7/)N—= 3 > M Capture Tool

E## % - FTD CLI%Z LE

6.2 DFMCTOEBONT Y hO KL —A

FTD Packet Tracer1—F 4 )T 4
2
BRFE

6.2 BDFMCY 7 R T 7)N—2 3 > @ Packet Tracer UIYV — )L

&

FL®IC



CORFIXNTIE, Firepower XK (FTD)F ¥ 7'F v & K U'Packet Tracer1—7 4 U F 1
DERAFEICODVTHALET,

CIEE s

L

CORFIXVNIBIZDEENDEHEHEFHA,

FERTHIAVR—ZT K

CORFIXRNOBEHRIE, ROVITRIVITON=23VICESVTVERT,
« FTDY 7 NI I T76.1.0 & @3 5ASA5515-X

« FTIDY 7 NI T6.22NBE I SFPR4110
- firepower Management Center(FMC)Y 7 K7 T 76.2.2h" %@ 9 5 FS4000

CORFIXNDODEBERE. BEOSAREILHDFNAARAICETVTEREhELE, COR
FAXKRTERIZITNTOT/NA AR, VT (FT7FI)IK ) BETHEEZRAL TVLE
T, KBEPOZY RD—UTR., BOAV UV RICEK>TRIADAHEMNIHZDEEE T OHEELT
<kEEL,

1 5L
FTD /N7 v N

FIDXT Y RREBIRFIRD LS ICBEBILENET,

>
- Snort Engine Smort Verdict 1
ASA engine l ASA engine | interface
el -
|

IINTYRBFAARAR=TIARAICAY, LINAIZ D VICK 2 TREEIhET,
2.8nontI P UVICKRBDNTY NOBREN RIS —THREEEATVRES,
3.8nort T UHNTY NIRRT B HEZBRLET,

4. LINAI>ZDVE, Snort DHEICESVTNT Y hZ ROY TELEREETS.

T—FTOF¥ICESDVWT, FIDF ¥ 7 F Vv FRDBFATMBTEET,



*Malwale " e

pROP OROF Snort Verdict " LiNA-level capture
("capture’ command)

LINA-leve! capture S?-E:'nlfu\:%l-tcr?;:g’re
(‘capture’ command) command)
Fast Pa

Defrag Policy VPN Decrypt

Analyze

)

AxX &

Y RT—9R

Host-A G0/0.1577
. INSIDE
: 62

FTD-5515X
. GO/1 Host-B
D OUTSIDE (

aAm
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T T 1
T 1 11
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SnontI o UICEDFEYTF v OB

Bl R SR
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1. 714 )2 & FERAETIZFIDCLISHE—RTF V¥ 7F vy Z2BMCLET,
2.FTDA' SpingZRTL, Y S Fy&ani-HhzBRELET,

BRIRTT %

ATY 71 FIDAY=ILICOTA4>FBH, bri4 R —T I 4 AIZSSHTH#ELHEL, 712
EFEALCTICFIDCLISHE—RTF Y 7Fry2BMICLET,

<ttroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

FTD6.0.x Tlk, ROIXY REFEAL XTI,

<ffroot>
>
syst em support

capture-traffic

ATY 7 2:FIDA SpingZERTL, F+7FrEehicHhE2EELET,

<#froot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection?



Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

Options:

12:
12:
12:
12:
12:
12:
12:
12:
"C

52:
52:
52:
52:
52:
52:
52:
52:

34.
34.
34.
34.
34.
34.
34.
34.
<-

749945
749945
759955
759955
759955
759955
759955 | P
759955 | P
to exit pr

P
P
P
P
P
P

SnortL>> I

B

ol ab- vl 603-gw. ci sco. com > ol ab- vl 647- gw. ci
ol ab-vl 647-gw. ci sco. com > ol ab- vl 603- gw. ci
ol ab- vl 603-gw. ci sco. com > ol ab- vl 647- gw. ci
ol ab-vl 647-gw. ci sco. com > ol ab- vl 603- gw. ci
ol ab- vl 603-gw. ci sco. com > ol ab- vl 647- gw. ci
ol ab-vl 647-gw. ci sco. com > ol ab- vl 603- gw. ci
ol ab- vl 603-gw. ci sco. com > ol ab- vl 647- gw. ci
ol ab-vl 647-gw. ci sco. com > ol ab- vl 603- gw. ci
ess CTRL + C

rBDF YT T ¥ DWMIE

SCO.
SCO.
SCO.
SCO.
SCO.
SCO.
SCO.
SCO.

com
com
com
com
com
com
com
com

| CvP
| CvP
| CvP
| CvP
| CvP
| CvP
| CvP
| CvP

echo
echo
echo
echo
echo
echo
echo
echo

request, id O, seq 1, |
reply, id 0, seq 1, |enc
request, id 0, seq 2, |e
reply, id 0, seq 2, |enc
request, id O, seq 3, |e
reply, id 0, seq 3, |eng
request, id O, seq 4, |e
reply, id 0, seq 4, |enc

1.1P 192.168.101.10 7 1 )L X% AL T, FIDCLISHE—RTHF+ 7F v EZEBRMICLE T,
2. FTDA' SpingZERTL, FY S FyEahi-HHhZEIELET,

RR T3 &

ATY71:1P192.168.101.10 7 1 LB ZEAL T, FIDCLISHE—RTHF ¥ 7 F ¥ ZHHIC

LET,

<#froot>
>

capture-traffic

Please choose domain to capture traffic from:

0 - brl
1 - Router

Selection?

1

Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

Options:

host 192.168.101.1

ATV 2. FTIDASpingZ2ETL, F¥7FrenlHhzBRLET,



13:28:36.079982
13:28:36.079982
13:28:36.079982
13:28:36.079982
13:28:36.079982

IP olab-v1647-gw.
IP olab-v1647-gw.
IP olab-v1647-gw.
IP olab-v1647-gw.
IP olab-v1647-gw.

cisco.
cisco.
cisco.
cisco.
cisco.

com
com
com
com
com

V V.V V VvV

olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.
olab-v1603-gw.

cisco.
cisco.
cisco.
cisco.
cisco.

com:
com:
com:
com:
com:

ICMP echo
ICMP echo
ICMP echo
ICMP echo
ICMP echo

reply,
reply,
reply, id
reply, id
reply, id

seq O,
seq 1,
seq 2,
seq 3,
seq 4,

NATIVEFATIE, FRANER-—FESEZHEFEATRRTERT, LA, BIRD

FYTFYTRROLSICRTRENET,

<#root>

>

capture-traffic

Please choose domain to capture traffic from:

0 - brl

1 - Router

Selection?

1

Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

Options:

-n host 192. 168.

13:29:59.
13:29:59.
13:29:59.
13:29:59.
13:29:59.

599959
599959
599959
599959
599959

101.1

IP 192.168.101.1
IP 192.168.101.1
IP 192.168.101.1
IP 192.168.101.1
IP 192.168.101.1

Tepdump 7 4 )L D45l

i1

V V. V VYV

192.

192

192.
192.

192

168.103.
.168.103.
168.103.
168.103.
.168.103.

e

ICMP
ICMP
ICMP
ICMP
ICMP

echo
echo
echo
echo
echo

reply, id
reply, id
reply, id
reply, id
reply, id

(SRR, R, R, RV, )

seq O,
seq 1,
seq 2,
seq 3,
seq 4,

Tength 80
Tength 80
Tength 80
Tength 80
Tength 80

AETTIPEIZIEFESEIP = 192.168.101. 1B R VEFE LR — N E iz (E3EER— b= TCP/UDP 23% ¥
Y7F¥ IR ROONRZAHNLET,

<{froot>

Options:

-n host 192.168.101.1 and port 23

Ten
Ten
Ten
Ten
Ten



il 2 -

FEETTIP =192.168.101. 18 K EETTR—M=TCP/UDP 23 F ¥ JF ¥ §BIClF,. XOIAT>
RZEADLET,

<#root>
Options:

-n src 192.168.101.1 and src port 23

i 3 :

BEETTIP =192.168.101 1B R EEFETXTR—R=TCP23ZF v 7F+$2ICIEk. XOAIX R%E
ABILET,

<#root>
Options:

-n src 192.168.101.1 and tcp and src port 23

5l 4

BEETIP=192.168.1011ZF v+ 7F v LTNNTY ROMACT RLAZHERTHICIE. "ey 7
aveEBEmLT, XOONRZAHNLET,

<#root>
Options:

-ne

src 192.168.101.1

17:57:48.709954
6¢c: 41: 6a:al: 2b: f6 > a8:9d: 21: 93: 22: 90,

ethertype IPv4 (0x0800), Tength 58: 192.168.101.1.23 > 192.168.103.1.25420:
Flags [S.], seq 3694888749, ack 1562083610, win 8192, options [mss 1380], length 0

$l5 -
10VBEONTY NEF YT FYULERBICKTIDICEK,. ROONREAALET,

<{froot>



Options:

-n -c 10 src 192.168.101.1

18:03:12.749945 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags
18:03:12.749945 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags
18:03:12.949932 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags
18:03:13.249971 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags
18:03:13.249971 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags
18:03:13.279969 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags
18:03:13.279969 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags
18:03:13.309966 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags
18:03:13.309966 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags
18:03:13.349972 IP 192.168.101.1.23 > 192.168.103.1.27287: Flags
il 6 :

[.1, ack 3758037348, win 32768, length
[P.], ack 1, win 32768, length 2

[P.], ack 1, win 32768, length 10

[.1, ack 3, win 32768, length 0

[P.], ack 3, win 32768, length 2

[.1, ack 5, win 32768, length 0

[P.], ack 5, win 32768, length 10

[.1, ack 7, win 32768, length 0

[P.], ack 7, win 32768, length 12

[.1, ack 9, win 32768, length 0

capture.pcapE WO BRID 7 7 AIINICEF Y T F ¥ ZEEZIAAT, FTPEHETUE—RNY—/NIC]
E—9%ICEF., RO RZAHDLET,

<#root>

Options:

-w capture. pcap host 192.168.101.1

CTRL + C <- to stop the capture
> file copy 10.229.22.136 ftp / capture.pcap

Enter password for ftp@10.229.22.136:
Copying capture.pcap

Copy successf ul

FIDLINAT > U IC&BF ¥ I F v O
B

1IRDT 1IN E2EFEALT, FIDT2O0F+ 7F v 2H/IMCLET,

192.168.103.1

55T IP 192.168.101.1

Z’OK3)L  |ICMP




INSIDE

EETT IP 192.168.103.1

55T IP 192.168.101.1

Z’O0KR3J)L  |ICMP

1232—=71

£ 2 OUTSIDE

278 A RA(192.168.103. 1) S 7R A RB(192.168.101.1)ICping B =TL. ¥+ 7 F+ #RIBELET

R T E
ATV 1 FyTFv2EMLET,

<#root>

> capture CAPl interface INSIDE match icnp host 192.168.103.1 host 192.168.101.1
> capture CAPO interface OUTSIDE match icnp host 192.168.101.1 host 192.168.103.1

ATY T 2:CLITHF Y F v 2HELET,
RANADSKAKNBA ping 2ETLE T,

Civlsersseiscorping 192.168.181.1

Pingaing 192.168.181.1 with 32 butes of data:

Reply from 1%2.168.181.1: bhytes=32 time=4ms TIL
Keply from 174168101 .1 hytezs=3Z time~bmse 1L

Reply from 192.168.181.1: hytes=32 time=Ims TIL
Reply from 192.168.1801.1:% hytes=3Z time=lms T1L

<#root>
> show capture

capture CAPI type raw-data interface INSIDE [Capturing

- 752 bytes



]
match icmp host 192.168.103.1 host 192.168.101.1
capture CAPO type raw-data interface OUTSIDE [Capturing

- 720 bytes

]
match icmp host 192.168.101.1 host 192.168.103.1

ROHABICRTEKSIC, INSIDEA R —T I A4 ADDtIQAY R —IZ&kY), 2D0DF v I F v
DHAANERZV)ET,

<#root>
> show capture CAPI

8 packets captured
1: 17:24:09.122338

802. 1Q vl an#1577

PO 192.168.103.1 > 192.168.101.1: icmp: echo request

2: 17:24:09.123071 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 17:24:10.121392 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 17:24:10.122018 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 17:24:11.119714 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: 1icmp: echo request
6: 17:24:11.120324 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 17:24:12.133660 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 17:24:12.134239 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

<#root>
> show capt ure CAPO

8 packets captured

1: 17:24:09.122765 192.168.103.1 > 192.168.101.1: icmp: echo request
2: 17:24:09.122994 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 17:24:10.121728 192.168.103.1 > 192.168.101.1: 1icmp: echo request
4: 17:24:10.121957 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 17:24:11.120034 192.168.103.1 > 192.168.101.1: icmp: echo request
6: 17:24:11.120263 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 17:24:12.133980 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 17:24:12.134194 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

FTIDLINAL> D VIC&BDF Y S F YO : HTTPEHETOF Y 7F YOI U AR
— K~

B4

BT VATHBLEF YT FYETSIVYTIIVAR—NLET,



BRR T &
T20HTEYTFYy2ITIOAR—NTRICR. ROFIEZRTIBIHENFHYVET,

1. HTTPSH —NZ BT S
2.HTTPS 7V EAZFALET,

T7 AT, HTTPSH—NRBEMNT, 77 EARFAEhEEA,

<ttroot>
>

show runni ng-config http

AT Y 7 1 : Devices > Platform Settings D JEIC# &8 L. New Policyz 2 ') ¥ 2 L T, Threat
Defense SettingsZi#IRL £9,

lneuices Objects AMP Deploy System Help v mikis v

0N Platform Settings

Object Management

= New Policy

i Device Type I Status J Firepower Settings

Threat Defense Settings
Thraat Defence Targeting 1 device _

RIS —BERKTNAAZEELE T,




New Policy

Name: FTDS515-System_Policy
Description:
Targeted Davices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Search by name or value IFTDESIE

“a

ATY T 2: HTTPSH—NEBMICL. FIDFNA AANDOHTTPS7 VA ZHATHRY hJ—
J7EMULET,

Overview Analysis Policles gHENTSEE Objects = AMP

Device Managerment HAT VPN Platiorm Seltings

FTD5515-System_Policy

Bariner

ARF Inspection Enable HTTP snn--:E 2
Part aai

Extermal Authercanon

Fragment Setliings
e 3

L=, | Inkerfsce | Hetwork
Secure Shel e
INSEDE Har_102.168.100.0_2 &tsta .r:‘ 'El
SMTP Sérver
RKELTREALET,

RUD—OEARIC, HTTPH—EADORKRZEEFER T S -H(Cdebug httpZBRIICTEEXT,

<#root>
> debug http 255

debug http enabled at Tevel 255.

http_enabl e: Enabling HTTP server
HTTP server starting.

FTD CLIOBERERD LS IZEY) T,

<#root>
> unebug all

> show run http



http server enable
http 192.168. 103. 0 255. 255. 255. 0 | NSI DE

RABRNA(192.168.103. 1) T/ T HEME, XOURLEFEAL TRAIDF Y SF+
(https://192.168.103.62/capture/CAPI/pcap/CAPl.pcap)Z X7 O—RL £,

Opening CAPLpcap
You have chosen to open:
= CAPLpcap

which is: Wireshark capture file (776 bytes)
from: hitps://192.168.103.62

What should Firefox do wath this filef

o Open with | Wireshark (defaul)

Lave File

Do this auto matically for files like this from now on,

| ok || concel

RORFIXNZSRLTSEE L,

https://192.168.103.62/capture/ CAP|/pcap/CAPI.pcap

HTTP ¥ —NABMLELTVS
FIDTF—R A 22— T4 AD
IP

https://192.168.103.62/capture/CAPl/pcap/CAPl.pcap

FIDF+7FvDEH

https://192.168.103.62/capture/CAPl/pcap/CAPl.pcap

AIVO—RENDT7AILDE
Bl

2BBOF v 7 F vIZIE, https://192.168.103.62/capture/CAPO/pcap/CAPO.pcapZ fERAL £,



https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPI/pcap/CAPI.pcap
https://192.168.103.62/capture/CAPO/pcap/CAPO.pcap

hitps:// 192168103 82/ capture/CAPO/ peap/CAPO. pcap

You have chosen to open:

o5 CAPO.pcap
which is: Wireshark capture file (744 bytes)
from: https://192.168.103 62

What cthould Firefox do with this file?

@ Openwith | Wireshark (default) B
) SaveFile

Do this gutomatically for files like this from now on.

0K Cancel

FTIDLINAL> D & BDF Y 7F YOI : FTP/TFTP/SCPEHBHTOF Y /' F +
NDITAR—bN

B

FTP/TFTP/SCP7’ ORI ZFEAL T, IR FUATHELEF Y IFyE2IT IV AR—NL
9,

BRIRTT %

XvSFyEFTPH—NICIOAR—KMLET,

<#root>
firepower

# copy /pcap capture: CAPl ftp://ftp_usernane: ftp_password@92. 168. 78. 73/ CAPI . pcap

Source capture name [CAPI]?

Address or name of remote host [192.168.78.73]7



Destination username [ftp_username]?
Destination password [ftp_password]?

Destination filename [CAPI.pcap]?
NERRR

114 packets copied in 0.170 secs

firepower#

XY TFYETFTPH—NICIOAR—RNLET,

<#root>
firepower

# copy /pcap capture: CAPl tftp://192.168.78.73

Source capture name [CAPI]?
Address or name of remote host [192.168.78.73]7

Destination filename [CAPI]?
SERRRRRRRRRRRRN

346 packets copied in 0.90 secs

firepower#

F¥7TF¥ESCPH—NICIVAR—KLET,

<#root>
firepower#

copy /pcap capture: CAPl scp://scp_usernane: scp_password@92. 168. 78. 55

Source capture name [CAPI]?
Address or name of remote host [192.168.78.55]7
Destination username [scp_username]?

Destination filename [CAPI]?

The authenticity of host '192.168.78.55 (192.168.78.55)"' can't be established.

RSA key fingerprint is <cb:ca:9f:e9:3c:ef:e2:4f:20:f5:60:21:81:0a:85:f9:02:0d:0e:98:d0:9b:6c:dc:f9:af:4
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.78.55' (SHA256) to the Tist of known hosts.



454 packets copied in 3.950 secs (151 packets/sec)

firepower#

FIDASOA7O—RFY7F v, BRE, FIDASF VY IFvE2ATO—RIZDHBENHDES
 BEBRERAEFIROFIEEZERTTEHETT,

1. Lina’A*' 5 : copy /pcap capture:<cap_name> diskO:
2. FPR)L— K A 5 — mv /ngfw/mnt/disk0/<cap_name> /ngfw/var/common/

3. FMC®OUITSystem > Health > Monitor > Device > Advanced Troubleshooting® JEIZi#IRL, 7
1 —JL RiZ<cap_name>Z AHWLTHX V> A—RLET,

FIDLINAL> 22V IC&BF Y TTFYORE : EEORNZ 71V INTYRDORL
—A

B

ROT7 1) 2%EFEALT, FIDTEFY TF v E2EBRICLET,

EERTIP 192.168.103.1
58 5% IP 192.168.101.1
O3 ICMP

1232—7T4A |INSIDE

NTYRDRL— os
Z y
NL—RAT2NT
e 100

RANA(192.168.103.1 ) A’ SKRAN B (192.168.101.1) IZ ping ZE{TL., FY T FrAE%E
BRELET,

BRIRTT %



KBEONTY RERNRL—ATB R, BEREABEONS TN 1—FT14 V0 JICEBEICRIEET
o CICEKRY, NTYRMNBBIZIXNTORIF IV IZHRETEXT, trace detailF—"—
REEMLT, NL—ATBINTY NOBEIEELET, 72 NTlEE., FTIDIEKZRAD50ED
AINTYRNERNL—ALET,

COHE., FIDIRBA 2V E—T IAATEZEIDHHAN100/NT Y ML T, ML —AFHH
ZEALTF Y 7Fr2HVCLET,

<tfroot>

> capture CAPI2 interface INSIDE trace detail trace-count 100 match icnp host 192.168.103.1 host 192. 16¢

RANADSKANBIC ping 221TL, EREEIELET,
xS Usershcisco2ping 192168161 .1

Pinging 1%2.168.181.1 with 3Z hytes of datacZ
Reply from 192168181 .1: bhytes=32 time=2ns

Reply from 192 _168.181.1: bytes=32 time=2ns
Heply from 172.168.181.1% hytes=3Z time=Zms
Reply from 192.168.181.1: bytes=32 time=Bns

FYTFYENENTY NEROEBY TT,

<#root>
> show capture CAPI 2

8 packets captured

1: 18:08:04.232989 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
2: 18:08:04.234622 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
3: 18:08:05.223941 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
4: 18:08:05.224872 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
5: 18:08:06.222309 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
6: 18:08:06.223148 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply
7: 18:08:07.220752 802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request
8: 18:08:07.221561 802.1Q vlan#1577 PO 192.168.101.1 > 192.168.103.1: icmp: echo reply

8 packets shown

ROEAE, FHIONTYRORL—RAZRLTVET, RREBDEBHRFIAOEHTT,

« 7JI—RX12TR T74#D—R70—) MERENET, CNIEFLINAI DO OT 1 A/NY
FTPLATY (RENICERIBREDIER ) -

« 7I—X13Tlk, FTDNSnortA AR AICNTY NZEELE T,

« 7I—X14TlE, Snort¥IENTHNET,

<ffroot>



> show capture CAPI 2 packet-nunber 1 trace detai

8 packets captured
1: 18:08:04.232989 000c.2998.3fec a89d.2193.2293 0x8100 Length: 78
802.1Q vlan#1577 PO 192.168.103.1 > 192.168.101.1: icmp: echo request (ttl 128, id 3346)
Phase: 1
Type: CAPTURE
. output omitted ...

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 195, packet dispatched to next module
Module information for forward flow ...

snp_f p_i nspect _i p_options
snp_f p_snort

snp_f p_i nspect _i cnp

snp_f p_adj acency
snp_f p_f ragnent

snp_i fc_stat

Module information for reverse flow ...

snp_fp_i nspect _i p_options
snp_f p_i nspect _i cnp

snp_f p_snort

snp_f p_adj acency
snp_f p_f ragnent

snp_i fc_stat

Phase: 13

Type: EXTERNAL- | NSPECT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:
Application: 'SNORT | nspect’

Phase: 14

Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

Snort Verdict: (pass-packet) allow this packet

. output omitted ...

Result:

input-interface: OUTSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: allow



1 packet shown
>

6.2LABMOFMCY 7 NI T 7 /N—2 3> M Capture Tool

FMCNXN—2326.2xTlR., ILWNTY REFYTF vy U4 F—RAFABAENEL z, Devices >
Device Management® BB E) L. Troubleshoot7 4 1>%& 21U Y Y LFET, KXIZ, Advanced
TroubleshootingZ #iR L. & # (ZCapture w/TraceZi&IRL £ 7,

Overview Analysis Policies g EUTLl Objects AMP Intelligence

Device Management NAT VPN ¥ QoS Platform Settings FlexConfig Certificates

10.48.23.254 - Cisco Firepower 4110 Threat

By Group s )
Name Group Model License Type Access Control Poli...
i9 FIDa1l0-2 Cisco Firepower 4111 Base, Threat, Ma... ACP1 P U‘ ‘ 9% ‘

Add CaptureZiZIRL T, FIDF ¥ 7F ¥ ZHERL £,

Advanced Troubleshooting
FTD4110-2
File Download Threat Defense CLI Packet Tracer [RoT T R Ay T
¢ Auto Refresh Interval (seconds): 10 Enable Auto Refresh 2 Add Capture H
Na Interface Type Trace Buffer  Buffer Packet Buffer Protocol Source Destination Status
Mode Size Length Status
Add Capture ? X
Name*: CAPI Interface™: INSIDE D ‘ SOU rCE lnterface
Match Criteria:
Protocol* P v < IP Protocol
Source Host*: 192.168.0.10 Source Network:
Destinatio Destination
Pestnaton (192 168.2.10 oo
SGT number: {0-65535) A
A-I Circular buffer
Buffer:
Packet Size: 1518 14-1522 bytes Continuous Capture + Trace
Buffer Size: 524288 1534-33554432 * Stop when full Trace Count:
bytes

BREDFMC UIDHIRIFRDESHY) T,

c REXR—BPERER—NEBETETEA
« ERAMNAIPORNIINOKABETEET
« LINATI>OASPROAY 7OF Y IF Y ZEAMCTEELTREA



EE#R : FIDCLIZEALET

FMCUIASF Y7 FvAE2BATREIIC, FYTFVYHAETENET,

File Download Threat Defense CLI  Packet Tracer Clear the

C Auto Refresh Interval (seconds): 10 Enable Auto Refresh Ga ptu re «d Add Capture

Na... Interface Type Trace Buffer Buffer Packet Buffer Protocol  Source Destination Status
Mode  Size Length  Status

CAPI  INSIDE raw-data v ¥ 524288 1518 Capturing  IP 192.168.0.10 192.168.2.10 rmning 2 H o2 Il H

Pause the || Save the capture
capture in pcap format

FIDCLIOF ¥+ F + :

<#root>
> show capture

capture CAPI%intf=INSIDE% type raw-data trace interface INSIDE [Capturing - 0 bytes]
match ip host 192.168.0.10 host 192.168.2.10
>

6.2 EDFMCTOERBONTY NOKML—XA

FMC 6.2.xTl&, Capture w/Trace™V 1 H'— RZFEA L TFIDLORBONT Y REF Y TF+H
KU RKNL—ATEFXT,

Add Capture ? X

Name*: CAPI Interface™: INSIDE v

Match Criteria:

Protocol*: Ip v
Source Host*: 192.168.16.111 Source Network:

SGT number: (0-65533)
Buffer:
Packet Size: 1518 14-1522 bytes Continuous Capture ¥ Trace ﬁ Trace ingress paCketS
Buffer Size: 524288 é§3;—33554432 # Stop when full Trace Count: |50

RL—=—RENENTY NEFMCOUITHETER Y,



Advanced Troubleshooting

FTD4110-2

File Download Threat Defense CLI Packet Tracer Capture w/Trace

€ Auto Refresh Interval (seconds): |10 Enable Auto Refresh .d Add Capture
Name Interface  Type Trace Buffer Buffer Packet Buffer Protocol Source Destination Status

Mode Size Length Status

CAPI  INSIDE raw-data v g M 524288 1518 Capturing IP 192.168.16.111 192.168.17.1 Running 7 F 2 I H
(A Packets Shown: 1 / Packets Captured: 1 / Traces: 1 A

ConTIg:

Additional Information:
Hew flow created with id 78, packet dispatched to next module

::::?:E:('IB'ERI'ML-INSPE(T The packet iS traced

Subtype:

Result: ALLOW

Config:

Additional Information:
Application: "SNORT Inspect’

Phase: 14
Type: SNORT

| The Snort verdict

Config:

Additional Information:

Snort Trace:

Packet: ICMP

AppID: service ICMP (3581), application unk
Firewall: allow rule, 'Default Actjops on
NAP id 1, IPS id 2, Verdict PASS

ISnort Verdict: (pass-packet) allow this packet

FTD Packet TracerZ1—7 4 )5 4

B

O 70—(CPacket Tracer1—T 14 VT 1 ZFEAL T, NTY MAFBTEDKLS ICAEBEhD
A EERLET,

ARAVE=TITARA INSIDE

ZOK3dl ICMP TO—ZK

EfETIP 192.168.103.1

58 5% IP 192.168.101.1

IR TT %

Packet Tracerl&RZE/NT Y RZERLET, CcOBICRIKDIC, /NT Y MESnort/ > AR YD
2AVORRIZEY)ET, SnortL X)L TRKIZEEE hizF v 7 F v (capture-traffic) & .
ICMPTI—EXZRLET,



<ffroot>

> packet-tracer input INSIDE icnp 192.168.103.1 8 0 192.168.101.1

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.101.1 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip 192.168.103.0 255.255.255.0 192.168.101.0 255.255.255.0 rule
access-1list CSM_FW_ACL_ remark rule-id 268436482: ACCESS POLICY: FTD5515 - Mandatory/1l

access-1list CSM_FW_ACL_ remark rule-id 268436482: L4 RULE: Allow ICMP

Addi tional |nfornation:
This packet is sent to snort for additional processing where a verdict is reached

. output omitted ...

Phase: 12

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 203, packet dispatched to next module

Phase: 13

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:
Snort Trace:

Packet: ICMP



AppID: service ICMP (3501), application unknown (0)
Firewall: allow rule, id 268440225, allow

NAP id 2, IPS id 0, Verdict PASS

Snort Verdict: (pass-packet) allow this packet

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: allow

NTY RRL—=BTAREOSnontLRILOF ¥ 7F v &k, RENTY NERLET,

<#froot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO
1 - Router

Selection? 1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n
13:27:11.939755 | P 192.168.103.1 > 192.168.101.1: I1CW echo request, id 0, seq 0, length 8

6.2 BEDFMCY 7 R T F7/)N\—< 3> MPacket Tracer UIY — )L

FMC/N\—> 326.2.xTlk. Packet TracerUIY — LA BAEhELE, COY—ILEF ¥ TF ¥
YV—I)LERBIUAETTVEATZE, FMC UIHD SFTDLETPacket Tracer2 T TE £ 9,



Configuration Users Domains Integration Updates Licenses » Health » Monitor

Advanced Troubleshooting

FTD4110-2

File Download Threat Defense CLI Padtet Tracer Capture w/Trace .
The source interface I—

Select the packet type and supply the packet parameters. Click start to trace the packet. ‘
Packet type: TCP N Interface™: INSIDE R
Source®: IF address (IPvd) ¥ | 192.168.0.10 Source Port*: 1111 v
Destination™: 1P address (IPv4) ¥ | 192.168.2.10 Destination Port*:  http v
. Y ——r—— B  beeree ) Destination Mac
SGT number: SGT number. | (0-65533) VLAN ID: VLAN ID... |{1-4096) Address:
Output Format: summary =
Start Clear
QOutput . Raw
Phase: 1
Type: CAPTURE

Subtyp.he:

Additional Information:
MAC Access list

Dhaea-

BYIE R ¥

« Firepower Threat Defense AN R U7 7L VA HA R

« Firepower > AT L JV)—=A /—b, N=2326.1.0

« Cisco Firepower Threat Defense /N\—2 32641 07 4F1L—>3>2 HA R
(_Firepower Device Manager A )

e TUO_HIN HR—K&E RFI XK - Cisco Systems
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