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HQPIX (config) #show run
PIX Version 7.0(0)102
names

!

interface EthernetO
description WAN interface
nameif outside




security-level 0
ip address 172.17.63.229 255.255.255.240

interface Ethernetl
nameif inside
security-level 100

ip address 10.1.1.1 255.255.255.0
!

interface Ethernet2
shutdown

no nameif

no security-level

no ip address

!

interface Ethernet3
shutdown

no nameif

no security-level

no ip address

!

interface Ethernet4
shutdown

no nameif

no security-level

no ip address

!

interface Ethernetb
shutdown

no nameif

no security-level

no ip address

!

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIJI.2KYOU encrypted
hostname HQPIX
domain-name cisco.com
ftp mode passive

clock timezone AEST 10

access-list Ipsec-conn extended permit ip 10.1.1.0
255.255.255.0 10.2.2.0 255.255.255.0
access-list nonat extended permit ip 10.1.1.0
255.255.255.0 10.2.2.0 255.255.255.0
pager lines 24
logging enable
logging buffered debugging
mtu inside 1500
mtu outside 1500
no failover
monitor-interface inside
monitor-interface outside
asdm image flash:/asdmfile.50073
no asdm history enable
arp timeout 14400
nat-control
global (outside) 1 interface
nat (inside) 0 access-list nonat
nat (inside) 1 10.1.1.0 255.255.255.0
access-group 100 in interface inside
route outside 0.0.0.0 0.0.0.0 172.17.63.230 1
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02
sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00




mgcp-pat 0:05:00
sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute
aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius
aaa-server partner protocol tacacs+
username cisco password 3USUcOPFUiMCO4Jk encrypted
http server enable
http 10.1.1.2 255.255.255.255 inside
no snmp-server location
no snmp-server contact
snmp-server community public
snmp-server enable traps snmp
crypto ipsec transform-set avalanche esp-des esp-md5-
hmac
crypto ipsec security-association lifetime seconds 3600
crypto ipsec df-bit clear-4df outside
crypto map forsberg 21 match address Ipsec-conn
crypto map forsberg 21 set peer 172.17.63.230
crypto map forsberg 21 set transform-set avalanche
crypto map forsberg interface outside
isakmp identity address
isakmp enable outside

isakmp policy 1 authentication pre-share
isakmp policy 1 encryption 3des

isakmp policy 1 hash sha

isakmp policy 1 group 2

isakmp policy 1 lifetime 86400

isakmp policy 65535 authentication pre-share
isakmp policy 65535 encryption 3des

isakmp policy 65535 hash sha

isakmp policy 65535 group 2

isakmp policy 65535 lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

tunnel-group 172.17.63.230 type ipsec-121
tunnel-group 172.17.63.230 ipsec-attributes
pre-shared-key *

!

class-map inspection_default

match default-inspection-traffic

1

!

policy-map asa_global_fw policy

class inspection_default

inspect dns maximum-length 512

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

inspect http

!

service-policy asa_global_fw_policy global
Cryptochecksum:3a5851£7310d14e82bdf17e64d638738




: end
SV-2-8#

7Z20F —%2

BranchRouter#show run
Building configuration...

Current configuration : 1719 bytes

!

! Last configuration change at 13:03:25 AEST Tue Apr 5
2005

! NVRAM config last updated at 13:03:44 AEST Tue Apr 5
2005

!

version 12.2

service timestamps debug datetime msec
service timestamps log uptime

no service password-encryption

!

hostname BranchRouter

!

logging queue-limit 100

logging buffered 4096 debugging

!

username cisco privilege 15 password 0 cisco
memory-size iomem 15

clock timezone AEST 10

ip subnet-zero

!

1

!

ip audit notify log

ip audit po max-events 100

1

1

!

crypto isakmp policy 11

encr 3des

authentication pre-share

group 2

crypto isakmp key ciscol23 address 172.17.63.229
1

!

crypto ipsec transform-set sharks esp-des esp-md5-hmac
1

crypto map nolan 11 ipsec-isakmp

set peer 172.17.63.229

set transform-set sharks

match address 120

1

1

1
!
no voice hpi capture buffer

no voice hpi capture destination
1




1

mta receive maximum-recipients 0

1

1

1

!

interface Ethernet0/0

ip address 172.17.63.230 255.255.255.240

ip nat outside

no ip route-cache

no ip mroute-cache

half-duplex

crypto map nolan

1

interface Ethernet0/1

ip address 10.2.2.1 255.255.255.0

ip nat inside

half-duplex

!

ip nat pool branch 172.17.63.230 172.17.63.230 netmask
255.255.255.0

ip nat inside source route-map nonat pool branch
overload

no ip http server

no ip http secure-server

ip classless

ip route 10.1.1.0 255.255.255.0 172.17.63.229

1

1

!

access-list 120 permit ip 10.2.2.0 0.0.0.255 10.1.1.0
0.0.0.255

access-list 130 deny ip 10.2.2.0 0.0.0.255 10.1.1.0
0.0.0.255

access-list 130 permit ip 10.2.2.0 0.0.0.255 any

route-map nonat permit 10
match ip address 130
!

call rsvp-sync

1

|

mgcp profile default
!

dial-peer cor custom
1

1

1

1

|

line con 0

line aux 0

line vty 0 4

login

1

end
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Cisco SYSTEMS

B2 Cisco ASDM 5.0 ]

Cizco ASDM 5.0 provides an intuitive graphical yser interface that makes it easy to set up,
configure and manage your Cisco Security Appliances,

Cisen ASDM runs as either a local applicaton or & Java Applat, h

when you run Cisco ASDM as a local applicabion, it connects to your Secunty Spplrance from
your deskbop via S5SL. Running Cisco ASDM as an application has these advantages:

* Upgrades of the local spplication sre performed sutomatically.

& fou can invoke ASDM from desktop shortouts, No browser it required.
& One desktop shortcut allows you bo conneck to muifole Secunty Appliances.

Doven load B50M Launcher and Start ASDM

o can run Cisco ASDM as a Java applet that i dynamically downloaded from the device to
which you connect,
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11. [Routing] > [Routing] > [Static Route] D MEICBIRL T, *— RV I A IL—RADARART 1
YO L—NEBRULET, cofiTF, BRICTDEDH, AXTAY T IIL—RNEUE—H
VPNET7ZELET,
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CIoTH. REFERCHBELTVWAAESH EZRBLET,

TIORTYIRNAEZ=—TNEY=) (BERI—HEH) (OIT) IF. BED show IX R& Y
AR—BLZET, OITEFEAHAL T, show AN ROEHDDHZRTLET,

. showcryptoipsecsa: 7T—X2QtF1UF14 PYSI—>3aVERRFULET,
. show cryptoisakmpsa : 7I—X10EF1)F74 PIYII—-2a>ERRLET,

hZ70231—b

ASDM 2fEAT2 &, OF > J2AMILTAOVZRRTERY,

. [Configuration] > [Properties] > [Logging] > [Logging Setup]® JIEIZ#IR L T, [Enable Logging]
ZERL, [Applyl ZZ Uy oL TAOF T ZBMCLET,

- [Monitoring] > [Logging] > [Log Buffer] > [On Logging Level] ®JEIZi#IR L T, [Logging Buffer]
ZERL, [Viewl ZoUv oL TOJVEKXRRLET,

NSTNA—F 42T DEHOIIT K

TORTYIDAVE=TIR YY) (BRI—YEA) (OIT) F. HE®D show AN RZEYH
R—=—bLEF, OIT ZHAL T, show AN ROEID DM ERRLET,
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X :debug ON REFEATSHIIC, Fdebug IV ROEEXER., 23RBL TV,

- debug cryptoipsec: 7I—X 2 M IPSec x> I —>3a>aXRRFLET,

- debug cryptoisakmp : 7T —X 1 M ISAKMP 2> I—> 3> %#&XRRLET,

- debug crypto engine : EES{tENERNT T 1Y IV ERRLET,

. clearcryptoisakmp : 7T —X1 CHEELEEFIVF1 PYSII—>3 &2 9UFLETY

.clearcryptosa: 7T —X2 ICBSEL EEF1VFT1 PYSI—3 2% 9UFLET,

. debugicmp trace : RARHD SO ICMP ERHNF PIX CEETDIHESHERTLET, <D
TNV TZEETTBICIE. access-list ANV RZRREICEIML T, ICMP 2T 924 EN
HVET,

- logging buffer debugging : PIX ZiBi8 9%, RARNADOBUEhi-EREERTE h &Rz
KRRLET. BHRIFE PIXOJ NY T 7ICRFEN, showlog IV REFSEHL THHERER
TEEY,

BOE 1T ¥R

- —RAE 2L BETUE—N FIEAIPSecVPN D BRSTNS 1 —F 42 TFELCOWVWT
. Cisco PIX Firewall Y 7 RO I TF

. CiscoSecure PIX ZPAF =) AR R V77 LA

- EZFIVUT A BRICEET S Field Notice (PIX Z88 )

- Requests for Comments (RFCs)
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