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{38 B . ASA CLI 585
HEC:  NFTNZA—TF42Y

AMABETIDAP DS TINZa—F 42T

CHEOTHFEE hiCiscoBMT Y E> I IC & B EEOFT
DAPDKLSTNZa—F142T
Hil1:DAPTEFA[ & © B T
Hi2:DAP L DEHDIER
PRABB LT OCSP O RTZ TN aA—F 424
48D :MSA®DILDAP A7 T U N ORER

LDAP Viewer

Active Directory Y —EFRA AV R—TIA A TF4 X
HAERE
B EER

FLU®IC

CcORFIXDNTIE, BBEEA® Common Access Card ( CAC ) ZfE L T Windows M
AnyConnect VPN UE—N 7Ot A%2XB TS, Cisco BREEFIVTA FTS5AT VR
(ASA) ETOH YT ILBECOVTHBALET,

D RFIXRNTIE, Cisco ASA & Adaptive Security Device Manager ( ASDM ) . Cisco
AnyConnect VPN Client, Microsoft Active Directory ( AD ) & & T Lightweight Directory Access
Protocol ( LDAP ) OFEEICDVWTHKVET,

CDHA RDEZETIE. Microsoft AD 8LV LDAP H—NEFRALET, TEZORFIXUN
T, OCSP. LDAP B Y7, #4+3Iv 49 PUEA RIS — (DAP) K E OB ERMEEC
2VTERVET,

HI RS
EH

Cisco ASA. Cisco AnyConnect Client, Microsoft AD/LDAP, 8 KT LBF— A1 T7FANTD
F¥ (PK)IEDO2VWTOERNBERNHNE, TL2BREZERIDILHIZERTT, ADJIL
—7 ANV T, A=Y 7ONT 1. BKCLDAP A7 IV NMIOVWTEBRL TLIIEF,

AEAEEME AD/ILDAP A7 2TV NORBTOHF N 7O ANOBEENSIFICKRIEET,

FERHITA A R—F B
CORFIAIXNODEBERIE., KOV TIRIITEN—RIITON—2aVICEITVTVET,

« V7RV ITT N—=232 8.0(x) ARRI BB TS Cisco 5500 ) —XEREEFI )T 1
T7Z4AFT>A(ASA)

« ASA 8.x A ™ Cisco Adaptive Security Device Manager ( ASDM ) /N\—> 32 6.x



« Cisco AnyConnect VPN Client ( Windows hi )

CORFIXDNOBEHRIE. REDTRRRICHZITNAALCETVWTHERENELEZ, COR
FIAXRNTEATEZINTOTNARR, JUTB (F7AIK ) RETHERZRBLTLE
T, HROXY ND—IUHFRBEBFTHRHEEICE. EOXSBOANYRIEEOVWTE, ZOHEE
NEEEIODVTHRIEBL THBENfBYUET,

Cisco ASA MERE

chOtoa>Tlk, ASDM ZEAL /= Cisco ASA DEREICDOVWTHRVWET, < ZTlk, SSL
AnyConnect ##HZRBHLEZ VPN UE—KN 7OEA N RILZEREITDEHICHBERATY S
ICDOVWTHBALET, RELICIE CACREHAENEAET h, SIHERNOI—Y 77U NILE
(UPN) BHD. FFAT D=8 2 Active Directory ICERWIAFENE T,

BAICHIZEESHE

« COHARTIE, 12— IAA, DNS, NTP, —F14>2T, FNAATIOtA,
ASDM 7O AR EDEARWBEREICODOVTRHIEVWEREA, XY RD—T FARL—REF
NSDREZLLSEBHELTVRIEDELET,

A, TXNFTI7TF O3 wFXIAVTA TTFAT VA Z5RUTLSEEL,

« FBTEBARTENATVWEZ I a2RE, EXNE VPN PO EADLEH ICHAEZHADR
ETT, L&A, VPN R RILIE CACH—RTERETE, OCSPFI Y Y., LDAP XY
BT, 84FZIVv O TIORARIS— (DAP) FI VU ERTOIMVERHYEHA, DoD
TR OCSPFIVYIUANBREENTVRTIH, OCSP ZRELBLSTE R RILIEHEL X
ER

- BETHRARTEATVWRIEIZ IR, REFICEFIVT A ZEMIZLHICEHR L
NTEDEEBHETT,

« ASDM & AnyConnect/SSLVPN &, RIUA 2 —7 I 41 ADRUR—KNZFEATEERLEA
o —HFERERFMIEOR—KREZEELTTIEATRHEEZHBLET, LEAE, ASDM
ZBR—N 445 (2L, AC/SSLVPN & 443 DFEFICLET, ASDMAD URL 7O AR,
8x TEEETNFEL &, https://<ip_address>:<port>/admin.html ZEH L T & L\,

o HEIXASA A X—DFHIK 8.0.2.19 T, ASDM6.0.2 TT,
« AnyConnect/CAC & Vista THR—KREhTVET,

c RUI—ZRENTDEODLDAP BROAAFIV I TIORARIZ—OIYEZ T OB
E2V\WTR., §RAZSEBLTILSEZ,

« LDAPF 72T ORNEMSTF IV ITRHEICOVTIE, "D, 22RLTEE W,

c T7ATIA—IIREDIEOOTTVT—232 R—FOUANIOVWTR, TEHEFR
1 ZZRLTLKEE,


//www.cisco.com/univercd/cc/td/doc/product/multisec/index.htm

E. 87, PHOUT1427 (AAA) BRE

Common Access Card ( CAC ) NDFEBAEDFEAIE, DISAFRIR (CA) Y —NELREBEZ DM
BOCAHY—NZBU TRIAETIET, SIAEERY NT—IOANOVE—N T IV EAAICEDT
HEVENDHVY)ET, FAEICIA T, Microsoft Active Directory & 7= & Lightweight Directory
Access Protocol ( LDAP ) QAN FIENTVWIHEEH VY ET, KEEFHKE (DoD) Tk
A=Y TUINILE (UPN) BREEZFTRICERATZCEEROTVETHN, ChiFFIAE
@ Subject Alternative Name ( SAN ) 20> 3> O —3TF, UPN £7izi& EDI/PI &,
1234567890@mil D 7 #—~X Y R THIDBEN HYET., CchSDRETIE, ASA AN AAA T
—/N% LDAP H—NEe—#EICHFTRAICEBR T A AEERLTVWET, LDAP AT/ IO IVE
VUDEMOREICOVTR, AR AZSRLTEZL,

oy
51

LDAP #—/NDERE

RDATY TE#RITLET,
1. [Remote Access VPN] > [AAA Setup] > [AAA Server Group] Z1BIRL £ 7,
2.AMAMAY—NTN—7F7—=TIT, [Add3]Z2UUYILET,

3 H—NTIN=TE=AHL, ORI A7>3>2 KA T[LDAP] ZBIRLFT, K 1
ESBLTLISEZTV,

4. BRENEZIN—T T—7IT, [Add] 2O VY ILET, ERLIEY—NFEOT—T )
THRARTENATVWREZ®ALET,

5 A MAH—NDIRET AV RIT, ROFIEZRTLET, R2Z2ZRLTEET W,

E DR A T OELGIZLDAP/ADN BREE N TSI EIE. Enable LDAP over
SSLA7'>a>aBIRLET,

a. LDAP ’"BLEENBD A RA—TIAAZBRLET, COHARTRE, 1>02—7I
A ADODAfATHBDEEZRLTVET,

b. ¥ =D IP7RLAZAHILET,

c.[ServerPort]| Z ABLET, 724D LDAP ;R— K& 389 TT,

d. [Server Type] ZiZIRL £9,

e.[Base DN] ZA L ET, ChSDfEIE AD/LDAP BEEEICEAVWEDLE TS EE L,

X1



B Add AAA Server Group

Configure an 8484 server group. The Accounting Mode attribute is only applicable
For RADIUS and TACACS+ protocols,

Server Group:

Protocol:

Reactivation Mode: (&) Depletion {3 Timed

f.[Scope] #7232 T, ZUTHIEEZBIRLET, ChIEXR—ADNICK2TER
\)E T, AD/LDAP BEEEICERL TXEEROTLSEEL,

g. [Naming Attribute] (Z, userPrincipalName E AL E T, ik AD/LDAP H—/\A
TI1—HYHFAICERTIELTT,

h. [Login DN] ICEEE DN ZA DL E T,
F AW E, I—HYATSTIORNETIL—T A N—29v T EETLDAPHE
BEEZRRANECLGBREITIEEEEBRIRLIERIHVVET,

i. [Login Password] ICEBEED/NATD—RZAHNLET,

j. LDAP Bk [None] DEFRICLET,

X 2



BaddAsaServer B

Server Group: aD-LDAP

Interface Mame: autside
Server Mame or IF Address: [172.18.120.160

Timeoutk: 10 seconds

LOAP Parameters
| ] Enable LDWAP owver 551
Serwver Pork: 359
Server Type: -- Detect Automatically Use Generic Type - W
Base DN: CM=Users, DC=ggsgseclab, DiC=org
Scope: ione level beneath the Base DN
Marning Attributels): |userPrincipalMarne
Login DN Irninistr akaor, Chl=sers, DiZ=ggsgseclab, DC=org
Login Password; TITIIIILIL

LDAP attribute Map: | -- Mone --

[ ] 3850 MDS authentication

SECOATTIAVIE, BTRETHEAL T, B0 EHICMOAD/LDAPA T
SIOVNEEMULET,

k. [OK] ZZIRL £ 9,
6.[OK] Z8RLE T,

ALFAE D EE

ASA [CEERAEZ AV ARN=ILTBICE. 2 DDARATYTHFHYNET, BHIC, RER CAIIHE



(L—RSETBNORER ) 24 AR—LLET. RIC. ASA ERBED CA ICEHL. ID I
BEZEBL X9, DoD PKI Tk, Root CA2, Class 3 Root, ASA MEERFED CA#H hREFIAE
. ASAIDFEEAE., B LV OCSPitFAEZFEAL £, 1=7ZL OCSP Z2EA L A WSS,
OCSPIHHEZ A VARN—ITBHEEHFEA,

EI—PMEAEE, FNAADIDAEAZEDOERFEZZIMEIZICE, EF1UT4
POCICEMEL TKEEWV, ASADUE—N 7V EADEFE, SSLAIAETHH T, T1
7 ) SAN GIEAZ R ZAEH V) T A

E A=A UVICEDD CAFI—UNA VAR =ILENTVWBRHXENHVET, FIH
£ Internet Explorer Z A L T Microsoft SEEFAZEA RN T A SRR TEE T, DoD &, IX
TOCAZEBHNICYIVICEMTAINYF 774N ZRHELTVET, FHFHICOVTE
. BEED PKIPOC cBRBELVEDELSEETL,

S A—HREEICAERCAIE, DoD CA2E VT A3DIL—b, BRTASASIAZ ZHITL
JEASAIDECAREFIRAEN A TT, WITOITNTOH CA FREIFEAE R CA2 KT Class 3
Root FI—IlZY T B, CA2 B KLY Class 3Root FBIMENBRYEEETIhET,
F—DER
RODATY T H#EZTLET,

1. [Remote Access VPN] > [Certificate Management] > [Identity Certificate] > [Add] Z#IR L &
9.

2. [Add a new id certificate] Zi&IRL ., F— X7 A7 320 [New] ZEBRL E T,

3. [Add Key Pair] 74 > R9T, ¥#—%IZ DoD-1024 EAHNLET, HFILLWF—%EMNT S
723y REVEIUYILET, R3ESBLTLIEE,

K 3



&= Add Key Pair

Mame: () Use default key pair name
(=1 Enter new key pair name:; DDD-1D24|

Size: 1024 W

4. F—DH A XZERLET,
5. [Usage] & [General Purpose] DERKICLE T,

6. [Generate Now] 22 Y O L&,

7X: DoDJL—KCA 2(32048EY ¥ —Z2EALET. COCAZBEATESDLSICTY
I, 2088EY FOF—RT7Z2FERATZ 2HFENF—ZERTIVEN HYEXT
o LREOFIEZFEAL T, 2FEBOF—ZEMLTSEEL,
I—h~ CARLEAED A A K=l
RDATY TERITLET,
1. [Remote Access VPN] > [Certificate Management] > [CA Certificate] > [Add] Zi#IRL £ 7,
2. [Install from File] Zi#IRL , ;HEZSBLET,
3. [Install Certificate] Zi#IRL £ 7,
R4 : )L—HRAAEOA AR




B= Install Certificate

Rekry Period:

Fetry Count:

| Install Cettificate || Cancel

4. CDIVAVRIFRRENET, RI5Z2FRLTSEEL,

X 5:



ﬁ‘ CA Certificate Installation

i cerkificate installed successiully,

E AVAR—LTBIRNTCOAHEBICOVT, FIE1 ~ 3%&VEBLET, DoD
PKITI., L—KCA2, 95 A3)L—h, CA##HE, ASAID. HKTOCSPH—/\D
TNENOAABENVETT, OCSP Z2HAL B LVHE, OCSPAIHBERFETT,

K6 : L—hAAEOA AR
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1. [Remote Access VPN] > [Certificate Management] > [Identity Certificate] > [Add] Z &R L &

EE

2. [Add a new id certificate] ZiZIRL £9,

3.DoD-1024 F— RT7ZBRL&ET. H7ZSBMLTEEL,



R7:IDIAAZED/NZ X —X

& Add Identity Certificate

¢ Import the identity certificate From a file:
Dectyption Passphrase:

File to Import From:

(%) Add a new identity certificate:

Key Pair: DaD-1024 v | Shaw... ] | Mew...

Certficate subgectoN: | | e

[ ] Generate self-signed certificate

[ fdd Certificate ] | Cancel | [ Help ]

4. [Certificate Subject DN] RY V AICBE L. [Select] ZZBIRL ET,

5. [Certificate Subject DN] V1 > R T, FNA ADEHRZEADLET, N8 DHlZZRWL T
<EzEL,

XI8:DN D #m &

B Certificate Subject DN

Aktribuke Malue

; Carrmon Marme (CH) - asasi
DM akkribute bo be Added Department (OU) PKI
Attribute: | -- Select Atkribute - % Department (00U Dol

Company Mame (0 U.S. Government

Malue: | Delete




6. [OK] Zi#IRL £,

E YT IVRNDNZEMTREER, DATALALREENTVETF/NSAADKAR
B2FERALTVA e 2MRAL TS EET WV, BEHT 41— RIZDOWVWTI PKIPOC A
SEEWMBDENTEEXT,

7. [Add Certificate] Zi#IRL £9,

8. EREZREIZTALINUZZBIRTIBICIE. Browse] 20U Y ILET, K9 ZZRL
TLEEV,

X9 : REAEER

=3 Identity Certificate Request

To complete the enrollment process, please save the PKCS10 enrollment
request (CSR) and send it ko the CA,

You will then need to install the certificate thak is returned From the Ca by

9. 77 4 )% WordPad TH&, BE{]& RFIXY MNIERZIE—-L T, $FEKD PKIPOC
ICIEFELET, 10 Z2ZBLTLKEEL,

K10 : BFER



B ASA-2.0 - WordPad
File Edit Yiew Insert Format Help
DeEd SE A -~ @3- &

MITBITCH/wIBAD AmMO4wDAYDVOODEWVhe2 EANDEUNBIGCSgGS Ib3DOES ARYF YR
OD AT ZEwDOYJEo ZThweNAQEBBQADgYOANTGI Ao GEATqhuFdN 12 GY I3 GCHe Q4 ETEY
skELghwrraRNeB9iFInLylOJYal3 Al cededpe IUF 7 JUHYO IxS3v0OELY 1VAVN /54
+Z0DET+wclU+alZ SyetTniGrppogxNYSU+4 ) 6pguui8sRk1+TEEVRInJ+E3EKe 1
pHMzEix7GetFRASIaVv v AgNBALGOND AuBgkaghkiGowDECQAXx ITAE NA=GA1 UADwOE
AwIFoDAQBgNVHREECTAHggVhe: E4AND ANEBgkahkiGOwOBAQOF AAOBGOBMI8xSnV T
QOF 7 TuEaUhmVaKf OBhup f4+YOFm9Xt8TIGESI 1H/ e+ B2 oyLesNSthuIFVr S 7o T
Jw3l+iHEv57zE1ulH3 ATKN+Hr ud vaggBr gQBEMCD IpnyCRpOEZpnZ QaX/ cDOxkgpve
EgfdHg4Z x3eVgvSxyRLhE7 l1¥FN3ResrSTy==

10. CA EEE N SHAEZ ZITH 2 =5, [Remote Access VPN] > [Certificate Management] >
[ID Certificate] > [Install] ZZBIRLET, K11 ZSRBL T EE L,

R11:IDEEAED A > R—



B Add IP Pool

Marme: i_BiZ-IISERS

Starking IP Address: 192.168.1.1

Ending IP Address: 192,168.1,254

Subnet Mask:

E‘ Ik J[ iCancel ][ Help ]

GEAEDA AR D42 RUT, IDEIBAEZZ L. [Install Certificate] Z:#IRL X7
s 12 0HlZZRL T IEE L,

H12:IDFAAZED A A R—IL



= Install Identity certificate

Identity Cerkificate

l Install Cettificate j | iZancel | | Help

A RTENEAHEEF RTERETHLEHIC, DIHENZANRKRSANETL
DAR—RNTBEZBHOLET, ChICK2TASAEEEIEX. RMA £&E/N\—
ROITEENBESICHEAEZESRTF— RTEHFLVWASAICAVR—RNTBIEN
TEET, #llE. ThSARMRAVBRNDIIVAR—RBLTALVR—ba BSRL
TLEEL,

E 7DV VIAXFEVICREZREFETSICIE, SAVEZOUYOLZET,

AnyConnect VPN D E&E

ASDM TVPN/NTZAX—RZBETRICE 2 20FAT72a2HAHYNET, KRAOAT a2
SSLVWPN VA H—REFATEETT, ik VPNREAVMOTOI—HICEST, FLX
FTWY—ITT, 220BOFTa2R, FETEATVIVERETDETT, CORES
A RTR. FEICLDHFEZFEALET,

FACOZAT N2 1—HICRBEIZDHERE2OHYET,

1.Cisco ® Web A4 hASIVZAFUREFTO—RL, XIVICAVAR=ILTBRIE
FTEXRY,

2.Web 7SO RBRHATASAICT OV EATDE, 954AT7 > NEX I O—RTEET,

¥ =& XK, https://asa.test.comT T, COHA RTEH2FBOFEEFERALET, AC
DZAT NN DOTATUORNIDVICERICAVAN=IENES, ACOTAT O NET
T)r—ahs 288 lEd,


//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html#wp1058415
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html#wp1058415
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html#wp1058415
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html#wp1058415
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html#wp1058415
https://asa.test.com

IP7 RLA 7T—ILDOERK

DHCP ZEDMD FEEZFERATBIHEE., ChiFAT7>3>2 T,

1. [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] > [Address
Pools] ZiEIRL £ 7,

2.[Add] ZZUY I LET,

3.[AddIPPool]l 714> RIT, IP7—ILOAHE. BESLTERTIPTRLRAZAALL, ¥
XY RNNAVZEBRLET, K13 ZSRBL T EE,

K13:1P7"— )L D& N

B Add IP Pool

R :
Mame: (CAC-LISERS
Starking IP Address: 5192. 165.1.1 :
Ending IP Address: 5192. 165.1,254 :

Subnet Mask:

Ik ][ iCancel ][ Help ]

.................

4.[OK] ZiBIRLE T,

5. [Remote Access VPN] > [Network (Client) Access] > [Address Assignment] > [Assignment
Policy] Zi#IRL £ 7,



6. BYI&IPT

ALET,

RLABWHTHEZBRLET, COHNA RTRE, AT RLAT—IL &6
R 14 22BLTEEL,

R14:1P7 RL A&V HTHE
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7.[APPLY] 20 VUY O L&ET,

NZRILTIL—

THELRTTIN—=T RIS —DEK

TN—=T R —

E HULWRUS —ZERLBEVERRE. T7FILNOBEKIIAKTIL—-TRIS —2FERAT

EFXT,

1. [Remote Access VPN] > [Network (Client) Access] > [Group Policies] Zi#RL £ 3,

2. [Add] &V

¥ 2 L T, [Internal Group Policy] Zi#RL £,

3. [Add Internal Group Policy] 7 1 > KT, [Name] TF AN RY D RAIZTIN—T K> —
DEFMEANLET., K15 ZSRL TS EE L,

K15 : AT I —T 7RIS —DEM



& fdd Inmternal Group Policy

Natie: AC-LISERS
T 2L e W PR W O OO,
- kv anced Banresr: [] Irhesit
Address Pocls: [] Inhent  [CAC-USERS Sedect... |
More Dipkions £

Turneding Protocats; [ ] Inhent [ Clentless 550 WM [+ G50 VER Chenf  [[] IPsec [ JL2TP{IPssc

Fikar: I¥] [rtherit
HAC Palcy: I] Intherit
Access Halrs: I Irthierit

Simubanesus Logns: [&] Inherit
Restict access B VLAN; [&] Inherit
Maximum Connect Time: [#] Inherit

Ide Timeous: [#] Inherit

R T ER BT

a. [General] X 7 ® [Tunneling Protocols] T [SSL VPN Client] # 7> 3> #iBRLE T
( Clientless SSL &N 7ORN I ZFEALBZEWVEE ).

b. [Servers] 0> 32T, [inherit)] FI YT RYTADFIYI%Z5HL. DNS H—/\H
K WINS H—NDIP7RLAZADLET., ZYT355E DHCP O&HHEZ AL
LET,

c.[Servers] E02a>T, F7FIKN RXA 2O [inherit) FT Y U RY U A% ZIRMF
BRLU, BYIBRXSMBZADLET,

d.[Generall] 2 7T, PRLA 7—I)L 923> ® [inherit] FT v U & RIREBRL ., &I
DFIETHERESNETRLA7—=ILEZEMLET, IP7ZRLAZVHTICADFE%E
FATHBE. Ch%E[nheritf DEFRICLT, BELEELET,

e. D INXNTORERTE, TF7AILRRENDERICLET,

E LIV RI—YICACOZAT N ZRETEDFZEE2OHVET, 1 DDFE
(&, Cisco.com IC7I9EALTACOSAT U RNEZADO—RTDBZETT,
BlOFZEE, I— N EGEERTULEEEICASATISA TR EI—HICH
JO—RIBETT, COBITEEEDHZEZRLET,

4. )R\, [Advanced] > [SSL VPN Client] > [Login Settings] Zi#IRLE T, K 16 Z25HL T<
ZELV,



R16 : R IL—T RIS —DEM

& Edit Internal Group Policy: AC USERS

General | arker successfuly lnpging i, user can hawe the chaice bo downinad the chenk softwaes, or go ko clentess S50 YRR
AR portal page. The follawing settings decides what wil happen.
= ddvianced | T Inheri
Split Tunneding 2
[E Broweser Procey 1 post | egin Seting
=-S5 WP Olank e e .
(=) Bl net prompt user to choose

ey FLegeneration |

Prompl ussr Lo chocse
peadPoDetecth. Y T

- Cushomization
H-TPsexc Client
Defaul Post Login Selection
{130 ba Clisntess 55 YPY portal
(¥ Dowvirinad 551 Y91 Chent
£ >

R T RE BRI EE

a.[Inherit] FT Y VRY U RAZBIRMRLET,
b. [Post Login Setting] l&. CFEADRKRICE>LESZBRLET,
c. [Post Login Selection] &, CHEADREICE>LESEZERLET,

d. [OK] ZiBRL £ 7,
RRILITN=T AV E=—TIAAB LA X—T DRE
EHLWIL-—T2BLBEVEERE, 72N NOEKRAKZTIN—TZEATEEXT,

1. [Remote Access VPN] > [Network (Client) Access] > [SSL VPN Connection Profile] Z#1R L
9,

2. [Enable Cisco AnyConnect Client......] Zi#IRL 7,

3. [Would you like to designate an SVC image?]& WS BERBZRIT XA T OY RY U AN KRR
ENhERT,

4.[Yes] ZBIRLE T,



5 BEN T TICFELETSHES. Browse Flash THERAITIEBRZRZIRLET, BENERATE
ZWBE, [Upload] ZBIRLTO—AHI I —RXLEOT7 74N E2SRBLET, K17 %
SBLTLKEEV, 774 )IECisco.comh 5T O—RTEET, Windows, MAC, &
KULINUXO 7 7 A ILFBYET,

K17:SSLVPNIZA T RN X =2 DB

@ Add SSL VPN Client Image

Flash SWiC Image:

Upload, ..

6. XIZ. [Allow Access]. [Require Client Cert] 24 >/ICL, F 7S 3> T [Enable DTLS] &7
JICLET, K18 Z2ZRBLTLKEEL,

K18 : 7V EADHEML

B Cisco ASDM 6.0 for ASA - 172.16.120,225 =]
File Mew  Toos  Wizards  Window . Hel bpokFars, |

| : lfll Ilh
@*,n-hm: .}%Enrﬁgudmi-]hlmmrng LJ‘:H%GMFM:I‘. @mmy} e ...;'I-Elp I clﬁrcﬁ

Flu-.ﬂ.n Access V. [+ R Configuration > H e A "i"F'H » Ml _rl{ IEH] ﬁmn > ESL 'H"F'H Eunnnl:tluh Puolibes O '

'\.la-\. L'\.- B = WS . '\-J'LJ Lt
| | .rfrk (ierit) Access il The securty apphance autematicaly deploys the Cisco AreConnact Y9N Clent o legacy 550 WP Chient to remote:
IR = =51 PN Cioniriection Prof Sl users upan cannartiar. The nikisl clent deployment requires end-user acmnisrative nghts, The Cisco any Cornect
'I:i IPsec Cornechion Prafiles WO Clert supparts the HTTPS[TCP (550} and Dakagram Trarsport Layer Securdy (DYLS) blunnebng aptions,
B e Pelicis
. l;" Cramiaine Soiess Polidss
=i~ yp Acdr=ss Assigrmert

ﬁ.ﬁsgu;nr"m: Polcy

(Mo chent-related parameters, such as clant Images and chenc profilas, canbe Found at Clent Seftings, )

~-A[F1 ddress Pacls [l acoass Tnberfaces
Advanced |
i Erﬂaﬁ“r; WM Aiccass . [#] Enatle Cmco SayConnect UPK Clent ar legecy S50 WPH Clierk access on the inkerfeces selechsd in the bable Belaw

& Connection Froties Interfacs Bl Bepacs Rusquine Chisrk Cerbificats Ensble CTLS
| @ 78 porca bl

Arass Port: | 443 CTLS Part: |443
ﬁgamate fuccess VFH ;
Jick here o Azson Cerbficate to [ntarface,
‘J'T
uﬁil;e—m—ﬁte YN
R \Canmecion Profies
i"_-' l DE'&E&E’IWI

n ok || Reset

ConfipLration changes saved succassfuly. o0 s D 3 R 1023/07 2:09:43 AMUTC




7.[APPLY] 20U Y O L&ET,

8.RIC, BE7OT77ALBREN R TIL—72ERL ET, [Remote Access VPN] >
[Network (Client) Access] > [SSL VPN Connection Profile] Zi#RL £,

9. [Connection Profiles] 29> 3> T, [Add| Z0 VYU LET,

R19: #7077 4)L D&

B pdd 550 VPH Connection Profile

| Clent Address Assigment

i | | Mame: AC-USERS

s
| Alisses:
Authenbcabon
| Method: Crass (3 Certificate () Both
e T

i

W Manage...

DHCP Servers:

| Client Address Pools:

Diefault Group Policy
Group Policy:
S5L WPN Chent Probocol: E Enabled

|

Iifi

- Manage...

a. =T ICBEMERTES,

b. 2877 3% T [Certificate] ZiBIRL £ 7,

c. MBIMER L TN —T RUS—Z2BRLET,

d.[SSL VPN Client] A AV B> TWA L #BALE T,
e DATIVRFTAILNOERICLET,

10. X \Z. [Advanced] > [Authorization] ZiZRL £, FHMIC DOV TIE,
=L\,

X120 : A

20 23U TLKE



= Fdit S51 VPN Connection Profile: AC-USERS

. Basic | Defaudt Ackhorization Server Group :
S-Advanced | Server Group: | AD-LDAP v
i aeneral i
v Cliert Addressing Lsers musk gxist in the suthorization datsbase ba conneck
¢ authentication
o | Intarface-specific Authorization Sarver Graups
Fo AnooUnting i
LS5 WPN | % Add Gl ot | ook
| Interface Server Group

; ser Mams '.I'Lwng .....................................................
' 3 Use the enfire DN & the wsernams

(#) Specify individual DM Fiekds a5 the u=ername

Primary D Fisld: PN {Ukssr's Principal Rames) |

a. BABIER U 7= AD-LDAP J)L—7 %8R L £ 3,
b. [Users must exist....to connect] ICF T Y IN—T&FFET,

C.XYEVT 74—=I)LRT, 754X VIZDOVWTK[UPN] Z, EHAAVIZOVTR
[None] Z&BIRL £ 9,

M. XZ1—HS[SSLVPN| > a2 zBIRLET,
12. [Connection Aliases] 2923 > T, XOFIEZERTLET,

K21 : #EHTAVTA



= Fdit $51 VPN Connection Profile: AC-USERS

- Basic | PortalPage Customization: DftCustomization % | Manage...
—-Advanced |
Lo Gareral | 5D Altermake Group Poicy: | DFtGrpPolicy w | Manage...
Cliert Addressing :
sutbertication [ ] Enable Hve display of Radius Rejact-Message on the login screen when authenticabion i rejected
~Bbhorization [
AoooLntinn Connection Alisses
5L VPN & add & Delete
|| s Enabied
| Group LELs
& add [
LEL Enabled

| oo || ceeel 1] Heb

a. [Add] ZBIRLE T,
b. EATBIIN—T IAUTFAREAALET,

c.[Enabled] ICF T Y IN—IARNVWTWARZLZBALET, H21 2R L TS
W

13.[OK] &2 U Y I LET,
E 7DV IAXEVICREZREFETAICEK, SaveZz VU Y I LET,

SEABDORAIL—)L (OCSP A EAE N3 HBE

1. [Remote Access VPN] > [Advanced] > [Certificate to SSL VPN Connection Profile Maps] %
BRULET, K22 Z2RBL T EEL,

a. [Certificate to Connection Profile Maps] 29> 3> T [Add] ZiBIRL £ T,

b. [Map] 23> Tk, BEED N Y 7' % DefaultCertificateMap £ L TRETZH. &
BV IPsec ADFIAEN Y 7Z I TICEALTVWRHZERERHLVWIY T Z2ERT S
CENTEERT,

CIL=INDTZAFVTAREDERRICLET,



d. XY TRKIIN—T"I&. [--NotMapped -] DEXICLET, K22 2SBLTLKLEE
Wo

K22 : FEAERS/IL—IL OB

B Add Certificate Matching Rule

Zonfigure a certificate matching rule and assaciate it with a connection profile. The
rule priority uniquely identifies the certificate matching rule and assigns a prioriky
to khe rule with lower values having greater priority. Rules that are nok mapped
will be ignored.

............................................................................ 7

Map: DefaultCertificateMap

Prioriky:

Mapped ko Connection Profile: -- Mok Mapped --

B e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 1

e [OK| EZUYHLET,
2. TOXRICHDBD [Add| 20y ILET,
3. [Add Certificate Matching Rule Criterion] 7 4 > R T, KO FIEZERTLET,

K23 : AEAEREIIN—IL OE%E



Choose a digital certificate

Identification

The Web site you want ko view requests
! identification. Please choose a certificate,

- el R R uip RN oD CLASS 3 EMAIL CA-10
| MCGEINTY MY, 11, DOD JITC CA-15

| POOLE. JUSTIMN.ALLE.., DD CLASS 3 CA-10

| MCGINTY, JIMMY .11, DoD JITC EMAIL CA-15

l More Info... ] ['u'iew CertiFicate...l

]I Cancel ]

a. [Field] 17 A& [Subject] DEKICL KT,

b. [Component] 715 Alk [Whole Field DEEXICLE T,

c. [Operator] 75 /s% [Does Not Equal] ICZEEL £ T,

d. MEIFIC2DO D ZE5|AF"ZABDLET,

e. [OK| B8RV [Applyl Z0 VY O LET, K23 DHIESEL TSEEL,

OCSP DE&E

OCSP MRERFEREELTH'Y ., OCSP LARUE RUA—ICK>TEARYET, Flllld. x>
A—OXRZATINZEHBHZmALIEE L,

OCSP L AR HFLAEDRE

1.0CSP LARVSEASBEERENIZAAEZBELET,



2. L ETHRAL - FIEZERITL T, OSCP H—/NDIAEZ A AN —ILLET,

X : OCSPREEAE D T A KR4 > N T, Do not check certificates for revocation$"i#
RENTWVWBR L ZHERLET,
OCSP Zf£F T 518 M CA DFRE
1. [Remote Access VPN] > [Certificate Management] > [CA Certificate] ZiZIRL £ 9,
2.0CSP #2325 &LSICCAZRETAHI-®HIC., OCSP ZiE@FARTLET,
3.[Edit] 2V Y I LET,
4. [Check certificate for revocation] ¥ F I v Ve hTWB & &2BBLET,

5. [Revocation Methods] 29> 3> T, OCSP ZEBMLFJ, K24 #SBL TS EEV,

OCSP R#FxT v o

B Edit Options for Ch Certificate

Revocation Check | CRL Retrieval Policy | CRL Retrieval Mathod | OCSP Rules || Advarced

() Do nok check certificates For revocation

(%) Check certificates For revocation

Rewocation Methods
Specify the methods used For revacation checking and ther arder, IF both methods are selected, the second
method will be used onby if the first one reburns error.

ICRL Al = LETEIERAE Y

[] Consider certificate valid F revocation information cannat he retrieved

Poooe 3 cwca 0L Hep

6. i 7% OCSP F I v U %#1T515%4. [Consider Certificate valid...cannot be retrieved] ®F T
YION—DZALTLEE L,



¥ 0 RANCOCSPEBRAT BTN TOCAY —NEREMEL £,
OCSP L—ILDF&E

X RDFIEZRTIBEIC, SABTIL—TRERID—HAEREhTWVWE L, HKLT
OCSPLARUVEAHNBREENTVWAD L ZBFALET,

¥ . —EOOCSPEETI(E, DNSOAB KTPTRL Od— RAASAICHKHEIZEZIBEN HVYE
FTo CcOFIVIE, ASADY MIDHARDLSDENDTHDCEZERBITDEDHICETS
nxd,

1. [Remote Access VPN] > [Certificate Management] > [CA Certificates 2] ZiEIRL £,
2.0CSP ZEH I3 LSICCAZRETD-HIC, OCSP 2B RRLET,

3. [Edit] 23 BIRL £,

4. [OCSPRule] 27720 )Yy L&Y,

5.[Add] 20y ULET,

6. [Add OCSP Rule] 71> RJUT, ROFIEZERITLET, 25 ZZRL T EE L,

K25:0CSPJL—JLMiEDN

g Add OCSP Rule

Certificate Map: | DefaultCertificateMap W

Zerkificate: [cn=00C5P, ou=AMHS, o=Army, c=us|:[cn=00C5P, ou=aMHS,,.

a. [Certificate Map] 7 7°2 3 > T, [DefaultCertificateMap] ZiEiR 32 A, BEMERKL &=
RYTZ2BRLET,

b. [Certificate] 7 7°Z» 2> T, [OCSP responder] Zi#IRL £9,

c.[Index] #7>3aic, 10 EAHBLET,



d.[URL] #7232, OCSPLARYEDIP P RLAKIEFHRARNEEZAHNLET,
RANEBZFEATEHEE. ASAICDNS H—/NFBREENTVWAD & ZHELET,

e.[OK|Z20UYULEXT,
f.[APPLY] 220 JY L&Y,

Cisco AnyConnect Client M 5% E

Dt > 3Tk, Cisco AnyConnect VPN Client DE&EIC DOV TIRVET,
AR5 :Cisco AnyConnect VPN Client& KO RV I TFTF7 75— 3 FRARNPCICT T
LA AR=)LENTWS, ActivCard Gold & KT ActivClient " T AN EZEAK TH S,

E:CDHAARTRE, ACTZATY ROIMBA VAR =IICOHKYII—TURLEXZEA
LET ACUTZATURDAZVARN—IABAILES, IPsec VAT RERUKSIC
ACT7Vr—>a>z88LEY,

EDODAEAEF I —2RO—ANNZ VA ARN—ILTEILBEN HVET. PKIPOC I
BWEDE TARAEREENYF 774 ZBEL TS EEWL,

Cisco Anyconnect VPN Client ® &' ™J > 0— R - Windows
1. Internet Explorer 2T ASAND Web v a2 8BLET, 7 RL A
https://Outside-Interface &€ WS FERIZHE Y ETF, Im& X E. https://172.18.120.225 £IEE
LET,

2TV EACHERAIZBERARAZTZBRLE T, K26 ZZRL TV,
26 : EL VAERAEZE DR



Choose a digital certificate

Identification

The Web site you want ko view requests
g ! identification. Please choose a certificate.

- el R R uip RN oD CLASS 3 EMAIL CA-10
| MCGEINTY MY, 11, DOD JITC CA-15

| POOLE. JUSTIMN.ALLE.., DD CLASS 3 CA-10

| MCGINTY, JIMMY .11, DoD JITC EMAIL CA-15

l More Info... ] ['u'iew CertiFicate...]

]I Cancel ]

3. 7AY 7 RRRENIES, PINZASALET,
K27 : BIAEESDOAS



ActivCard Gold - Enter PIN

Enter FIN code:

Lancel

4.[Yes] ERRLTEF1UT A BEIFELET,

5,.8SLOJ A2 R—=I T, [Login] ZBRLET, VZ74 T MNIAENF OV AV ICERAE
£F9, K28 ZZRBLTEEL,

E28:ssSLOY 1 >

5 55L VPH 5ervice - Microsoft Internet Explorer provided by Cisco Systems, Inc. | E
Bz Edk - Wew - Favortes | Took o Help ]
@ac-:k = x} . - Faarch ¥ Favontas & = ’»j_ _i
Acaress | ] hkbps: 1 72, 18,120, 2251+ CSC0E Hogan. heml W ﬂ’:a:- 1y Tt el

bk -
cl15co S5L VPN Service




6. AnyConnect B V5 A7 MDAV O—REZBEBLET, K29 Z2ZBL T LEEV,

X|29:AnyConnect® 1 2> A ~—JL

F Installation - Microsoft Internet Lxplerer provided by Cisco Systems, Inc.

Ble Edt Wew Favores  Took  Heb [
; . R . Y e by - ]

@5.:-:!: a8 > Tl f O3 | search v pavomtes 3 G-y ] - I - 8, S

addreas | 4] hbtps: (1172, 18120, 285/CAOHE fstc 1 Jindes, it M Ele s ® #

alnafn A T
cIsco Cisco AnyConnect 'u'l' Cli

; Using ActiveX for Installation
.,1% wWebLaunch i

| Bedurily Warning
| attemnpting to launch Actives, which s digifally
EL‘;:;IT“ | signed by Cisco Swstemns. In arder to oroperly usa
| | the bctivel confrol, be sure ko click "Ye£® on the
| - ActiveX | | Fesurity pop-up.
|

;5 : . [I-IEIp] | Cancel ]

8] Dnam:-: pa:llz I'i:u:-;.:,l.l I.'|"E-lE.!ED.ZEﬁJEF.]CHE.I'E.t[,I'!,I'tr;'ﬂFEﬁJ.El:k.I'f.;'rl... . . . ) : . =] . ]m.arnal:

7. AT ENHAAEEBIRLET, K30 258BL T EE L, AnyConnect i1 A K

— L EHEITLERT, ASAERER, V747 M eXkBNICAARN—ILTDH, ASAH
MDIETICAVARN—ILTBDENTERT,

X130 : SEBRE



Request Authentication

Identification required. Please select certificate to be
used for authentication.

POOLE, JUSTIN.ALLEN, 1241379293 iFrom browser keyskore)
POOLE, JUSTIM. ALLEM, 1241879298 (From browser keystare)
POCILE, JUSTIM.ALLEM. 1241879293 (From browser keystore)

Cisco Anyconnect VPN Client ®#2 &) - Windows

RAK PC A5, [Start] > [All Programs] > [Cisco] > [AnyConnect VPN Client] Zi#iRL £ 7,

E AT 32 OAnyConnect 7 ZA T RN7TO77AIUREICOVTR, FREZSRL
TL<EZL,

MR ER
1.AC AV RIUNFRRENET, RI3M Z2ZRLTSEEL,
R34 : #7L VVPNE#E



#2 Cisco AnyConnect YPN Client ;__ | [E .

€9 Statistics % .-“J-.I:uznut|

Connect to:

E Select g

YPM session ended.

2.AC 2 ABMICETLEVWEES, BUASAKRANEERLET,
J.7OAVTRARTENES, PINZAALET, B3BZSRLTSEEL,



35 : BEEBES DAL

ActivCard Gold - Enter PIN

Q Enter PIM code: T

L= LIE, J [ Cancel

VE—K 7Ot ADEK

BRAEBDTIIN—TEROPKRANEERLET,

AAENEREND 2o, [Connect] ZBIRL T VPN ZHIUILE T, K36 ZSRL T EEV

o

X136 : #E&



=2 Cisco AnyConnect YPN Client

Cornection | € Statistics| =% About

Connect to:

LIzername:

Faszword:

Please enter your username and password,



FERICGIIAENEAECIhD LY, I HWRENAD-—RZANTILERZHY EHEA

o

E AT 32OAnyConnectV ZA T RNTO77AUREICOVTR, FREZSRL
TL<EZL,

F8 A LDAP X YET B LY DAP

ASAPIX U —Z 7A(x) LU TIE, LDAP XY EV T ERIENBHENBAEThELE, Chid
Cisco BME LDAP 7TV RNEERBEHEOBONYE D T 2RI 25 E B MEET, LDAP
AF—NEENFTEICEVYET, CACRIAMEERETIHE, ChiEFUE—KNTIOEAEREAD
BMORIS—EBRAEHYR—RNTBDENTEET, ChSEELDAPIYETDOHITT,
AD/LDAP H—N%Z2ZETZI_1E, BEEEERIVETHDEIEFELTLSEE L, ASA8X Y
TRIITTR, F4FZIVv O FTOEAKRIS— (DAP ) BEEN B AEhE L &, DAP & CAC
E—#EICHBEEL T, BROAD JIIN—TE2SHBLEY), RU—ACLBREEZY>aLEVYT
BENTEETD,

S>FVA1: UE—RNT IO EAFARX A VILA > Z2&EAL fzActive Directory D&l
T OB ADOFAAER

— OBITIE AD B msNPAllowDailin % Cisco J& # cVPN3000-Tunneling- Protocol XY E>J
LET,

- ADEME : TRUE =37, FALSE =3£%&

« CiscofE & : 1= FALSE. 4(IPSec)% = (¢20(4 IPSEC + 16 WebVPN)= TRUE,
ALLOW RHIZDVT, ROKSIENYTLET,

« TRUE =20
DENY A4V I AV &RHEDBE, ROKSIIXYTLET,

* FALSE =1

SETRUEEFALSERX IXNTAXZFICLTLEE Y, FllE, TEFXaUT A TFTS5AT>
AIA—YHAOEO DAY —/NDEEEL ZSBL T EETV,

=L

Active Directory M &ExXE

1. Active Directory 3 —/\NT, [Start]>[Run] Z2 UYL &Y,

2. BVWETFAN RY JAIC dsamsc EABLT, [OKZDVUYDILET, T Active
Directory BBV =LA EBLE T,

3. Active Directory B>V —I)TT SRS EY ") Y UL T, Active Directory ® 1—H#
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KO EI—-RZREALEY,
4. TZARBBEZIVYILT, RXMVBEZRRALET,

5. I—#DOUFERENTVDEAER. TRTOI—HERRTBEHICOUERBLET,
FRTOI—HHUsers7 A LA ICHYSTSNTVBBAR. TRSOI—YERRTS
EHICTANLERBLET. RA1 EBBLTEE,

KIA1: Active DirectoryEE 1>V —)L

—7 Console oot P A Typs | Gescriztion
= 85 Irkernat Information Services (L -ﬂ_n.ukxmr Liser
)% Acthre Diractory Users and Comp | ¥ Erhan Hurt Lser
- saved Querks 3 Poter Parksr Lser
=179 labeat.com
-3 Bukin

H- {1 Compukers
[H | Doman Contralars
H- | ForegrSecwityPrincipas
H | Lostand®ound
& ML
H [ NTDS Quokas
H- |1 Program Diaka
H- | Swstem
[Jusars

w2 s

= E Certification Authority {Local)

# [i] Ceruficate Temolztes

W fActive Diraciory Schema [Cloola
& B Routing and Remote Aocess

& Routing and Remote Aocess

6. WETHI—H=2HdTINIIVYILET,

I—Y070NT14 R—Z T [Dial-in)| 27 &2 v oL, [Alow] £/=l& [Deny] 20 v ¥
LET. A2 ZSRLTLEEL,

RA2 : I—H¥o70/)NT 1



Clark Xent Properties Kl E3

Em'imnrﬂentl Sessions | Alemote control | Teminal Services F’rﬂlilel EEII'-1+i
Genersl | Address | Accound | Profile | Tefephones | Oiganization |
Published Cettiicates | Member0f ~ Diakin | Obiect | Secuiy |

Flemote Access Pemizsion [Ehaln o VPN
@ {Abow access

© Deny access

s

-
Caliback Oplions

{=" Mo Callback
" Set by Caler [Routing and Remote Access Serice only]

(™~ #bwaps Callback o

-
~

7. RIZC[OK| 20 )Yy OLET,
ASA DEXE
1. ASDM T, [Remote Access VPN] > [AAA Setup] > [LDAP Attribute Map] Zi#RL £,

2.[Add| 2O )Y O LZETY,
3. Add LDAP Attribute Map V1 > RJT, ROFIEZETLET. RAIZSRL T EEV



o

RA3.LDAPEMN v 7 MiE N

= Ldd LDAP fntribute Map

Mo ;m'-'r-:FnI'..-l.r.I.'ln
Map fuame | Map tizlas |
Customar Mlame o0 Mama
Customer Pame!
risHPA kD |
-
{ooiok o | Conost R imep ]

a. "AEL TFANKY ORAICEBBZADLET,

b. [Map Name] & 7 @ [Customer Name] 7F A R7R ¥ 2 ZIZ msNPAllowDialin & A L
£9,

c. [Map Name] 2 7 @ [Cisco Name] RO Y A 7> #7° 3> T [Tunneling-Protocols]
ZBIRLET,

d.[Add] 5 U Y I LET,
e.[Map Value] 2 7 #&IRL£7,
f.[Add] EZUY I LET,

g. [Add Attribute LDAP Map Value] 7 4 > R ® [Customer Name] TF A KRR Y T Al
TRUE EAB L, [Cisco Value] TFARKRY JAIC20 EABDLET,

h.[Add] Z2UY I LET,

i. [Customer Name] TF A R7RY 7 AIZ FALSE E AL, [Cisco Value] TF A RKRY
DAZ1TEADLET, A4 ZZRBLTLKEZL,



#% Edit LDAP Attributes Map Yalue

Custarmer Mamea:

TRLE

Curshamer Valus:

S [ ssremoe |

| |

| Customer Yalue Ciscn Vake '

. [OKI 22Uy L&Y,
k.[OK| 2Oy LET,
L[APPLY] 2y 2 LET,
m. BREERAS DLSICHEVYET,

RAS.LDAPEMN Y 7 ORE

g Cisco ASDM 6.0 for ASA - 172.16.120. 225
Fle  ew Tn-:uh wizards  Wwindow  Help Lok Fior

f’l].}h.rrle @%mwm L’i}.'lmlr.:-w; Qﬁm @,m:ahl am £

.IIhIlh
| D e i CI15CO

- EBi Metvaork (Clent) fAccess s
Clisntl=ss S50 WPH Srcess

i ﬁ AAL Server Groups

% >

g

Wﬁtﬂ:ﬂ V. g & ¥ | Configuration > Remole Access VPN > 404 Setup > LDWP Abtnbute Hap

AAR Satup add and configere attribute map ussd by LDAP server,

18P : M
LEE b re e Name Bttribute Map Mame
oo Loca Users : '
:H & Secure Desktop Manager % msiPloeDialn mshPAllowDialn=TunrelngFratocols

AAR

Reset




4. [Remote Access VPN] > [AAA Setup] > [AAA Server Groups] ZiZIRLET., RIA6 2SR L
TLEEL,

RKA6:AAAH—NTIL—7

= S]]

vt
CISsCOo

Eunluuum} H:mhbmﬂlﬁl ?MEM}MSMEM O

AES Server Groups

Chcntlcss 550 VPN Access |

Gl A Satup Server Group Frotord Accounting Mode Resctivation I
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LDAP Arbute Map LOCaL LOCAL
| Loca Lisers : .
[+ &fp:n:url: Deskiop Manager ¥ 35, ittt Ul i s |

4 i |3 :
Servars i the Selacted Group

»
!é,ﬁmiﬂw e Server Mame or IP Address Interface Tirneout Add |
R et ettt e 172.18,120. 160 | custsice i0

= A I Resek
-
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Dervice configuranon baded... clseo 15 B Ed (& 7iio? 15007 P LTE

5. mETHH—NITIN—T%201)Y I ULET, [Servers in the Selected Group] o> a>h
SH—NDIPT7RLAXERFGRANEGEZERLT, [Editj 22UV ILET,

6. [Edit AAA Server] 7 4 > R M [LDAP Attribute Map] TF¥ A KNRY VAT, fERE I iz
LDAP BMNY Y72 ROYVYIEA DI XZT1—H18BIRLET, A7 ZSRBLTLEEV,

RA7.LDAPEMN v 7 D&



A EdiLAMA Servere i e e i e

Server Group: ap-LDAaP

Interface Mame: autside
Server Name or IP Address: (172.18.120.160

Timeouk: 10 seconds
LDAP Parameters
[ ] Enable LDAP over 551

server Pork: 389
Server Type: -- Detect AutomaticallyUse Generic Type --
Base DM: ZMN=|lsers, DiC=ggsgseclab, DC=org

Scope; ione level beneath the Base DR

7.[0Kl Z2UY O LET,
E LDAPNA T AT EBHUMNYE TN ELKBEEL TVWAAESH EERTDICIE

. TARBIZLDAPTFNY T Z2AUICLET, NZTIN2a—FT420 AR RIZOVWTE
FFE CHESBLTLSEEL,

SFUUF2 TGIN—=TAN=>9 T = ERALET O ADEFTMAERIC &K B Active



Directory ® & F

COBITE, TFIN="T XNV T 2EZHBEELTRETSHEHIZ. LDAP E M memberOf Z
LThZUT 7O0RINBHICIYETILET, CORD—HBEESEDICIE. XD
HHNBETT,

o ALLOW £HEDO X /NIZ#2D ASAVPN I—HIZDWVWT, §TICERETDIIN—T2ERT
h, FILLWIIL—TZ2ERLET,

« DENY &BEDOXNICBD ASABADI—HICODWT, I TICEETZDIIN—T%2FEHT
0, FILLWIIL—T=ZERLET,

- LDAP Viewer T, JI—7ODNANELWCEZHFELET, (& D) 28RBLTL
EEW, DNAELLBWESE, YIVEVJRBRELSEELEEA.

E DOV —ATIE, ASAlEmemeberOEENZAD X FIE T ZFTAMBD ENTE

DEIFEELTLKEEY, ERENEFHLVIIL—THFIANOEBEICEDELDICLTL
EEW, A7 arid, BRNFEZOEICEEL T, AD MERXFERANDICSE
TEBDLDICTHIETT, COFNZEBTSICE. BHROTIN—TZ2S5RITH8x V7
RJITF7®ODAP ZFERAL TS EETL,

FA—HHFEEIIN—TO—ETHBH. memberOfA"EICASAIZIEY) IBE D &S5 IZH
DIDPUREDTN—TO—BTHB L Z2HFBL TLKIEE, FALSE EBRHZEETILE
FBHYEREAY, TITBEARANTZITAATY, BBFEOTI—THBICAR—-A
NEENDBHERE. ROFETEMEZADLET,

CN=Backup Operators,CN=Builtin,DC=ggsgseclab,DC=0org<+ -

X DAPZERAT S &, ASAEmemberOfEENEBDO I IIN—TZ2S5RL., Thsn )L —
TICEDVWTHIZITSCENTEET, DAPOEIIIVESRLTSEEL,
IvE>Y
- AD BHED1E :
- memberOf CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org
- memberOf CN=TelnetClients,CN=Users,DC=labrat,DC=com
« CiscofE f£f# : 1 = FALSE. 20 = TRUE,
ALLOW REIZDVT, ROKSIENYTLET,
+ memberOf CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org= 20

DENY ®#HICDWVWT, ADOELKSICYY T LET,



+ memberOf CN=TelnetClients,CN=Users,DC=ggsgseclab,DC=org = 1

ESEOVU—ATR., BERZHAABLTERTEZ O DOCiscoRMENEMENET,
Cisco BHEICDWT O, TEX1VT 1 PTSATRAA—HHAD O DHAEY
—N\NDFEEL 2FRLTSEEL,

=L

Active Directory M &xiE

1. Active Directory H—/\C, [Start] > [Run] ZiZRL £,

2. AVWETFANRY DAIC dsamsc EAALT, Okl 20V Y O LET, N T Active
Directory BB 1V —ILFEBLET,

3. Active Directory B>V —)LTTZAEET%ZE Y)Y UL T, Active Directory ® 1—5#
FOAVE1I—RZREALET, RABZSZRL TKIEE,

K|A8:Active DirectoryZ JL—7°

II 5 Active Direcbory Users and Compulters
< Ble Action  Vew Window belp % x
je= M & XFER @ AR TLE T

ﬂmemm;xﬂcamth esrs 23 objects

+ -] Savad Chisres Hearne ! Type i Descriphion i
= [T labwat o ‘ﬁmwau Ligar Built-in aocount for admnistering bhe co...
(220 Buitin

Lt
+- 20 Compiibers

< g Dormain Confrolers

-5 Fox ieyPrie Fil Cort Publshars Secunity Group .. Members of this group are permited to ..
G v : ; CERTSVC_DCOM_ACCESS Securty Growp ...
=iy EnsAdmins Sanurity GOup ... DNS Administrators Group

Dnslipdaterroxy Security G0Up .. DNS dhents wha are permitted o perfor....

Dsivsins Al Sty GioUp ... Dasignabed sduiretrstors of the domain
Domain Computers Secunity Group ... All workstations and servers joined to th.,,
ﬂl:rmm Cantraliers Secutity Group ... Al damain contrallers in the domain
Domain Guests Sacuikty Group ... &l domain guests
Domain Lisers Secunty Group ... Al domain users
Enterprise Adming Sscunly Goowp ... Desionated sdminstrators of the enterp. .,
Group Polcy Creator Owsriers Secury Group ... Maembsers in this group can modify group .
Eﬁ@nﬂ LEET Builk-in account for guest sccess tothe ...
HalpServicesGroup Sacunity Group ... Group for the Help and Suppart Cendar
[E5_\WPi3 Securiy eoug ... 15 Worker Proess Group
£ SR _CISC00AK-ACY Liet Bullr-in acoaunt for anonymaus access b,
] twian_CISCOMR-20 Lisar Budl-n acoount for Internet Information. ..
mFtHE- ard [AS Sarvers Secunity Group ... Servess in this group can sccess remote ...
i Schama Adming Secunity Goup ... Designated sdwirstrators of the schama

isar This is a vendor's acoount For the Help a...

) e gl el bl . b of et group Bave Secese o T
1] |

4. T7TARLETEVIYILT, RXA/VEEZREALE T,

5. [Users] 7 )X Z2HU 1Y UL, [New] > [Group] ZiEIRL T,
6. JIN—THBEZADLET, il : ASAUsers,

7.[OK| 22Uy I LET,
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8.[Users] 7#)LAZVVY UL, LRTHERLIEITIN-TZZTILI )Y ILET,
9. [Members] 27 %5&RL T, [Add| 20 VUY I LET,
10. EMNIBI—HOEFZALLT, [OKZT7UYILET,
ASA DERE
1. ASDM T, [Remote Access VPN] > [AAA Setup] > [LDAP Attribute Map] Zi#RL £,
2.[Add] 20 1)V I LFET,

3. Add LDAP Attribute Map 71 > RIT, ROFIEZRTLET. RAZEZSBL T LEE

o

a. "BHlL TFAMRY VRALCHETZEAANLET,

b. [Map Name] 2 7 ® [Customer Name] TF¥ A KNRY UV & ¢ I memberOf EA D LET

o

c. [Map Name] & 7 @ [Cisco Name] RO Y 7°A > #7° 3> T [Tunneling-Protocols]
ZERLET,

d.[Add] &Zi&IRL £ 7,
e.[Map Valuel 2720 Y L&Y,
f.[Add] ZiBIRL £ T,

g. [Add Attribute LDAP Map Value] 7 1 > R ® [Customer Name] TF ARKRY T AIC
CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org & A1 L, [Cisco Value] TF A
RYDAIC20 EAHBLET,

h.[Add] 20V Y O LET,

i. [Customer Name] TF A RRY U AIC
CN=TelnetClients,CN=Users,DC=ggsgseclab,DC=org & A1 L, [Cisco Value] TF A
RRYDRAZC1EANLET, RAM ZSRBLTLKEEV,

. [OKIZ2UY 2 LET,
k. [OK|ZO YO LET,
L [APPLY] 22 )Y 7 L&Y,
m. BREER A DKRSICHKYET,

A9 : LDAP EMI Y



3% Cisco ASDM 6.0 for ASA - 172.10.120.225

Fle  Yew Tn-:uh '|'|=Ear|.‘s window  Help Look For

e
s oy cantmasun [ morworng [ ] swve (G setes Q_F‘.*F'E.J Qe § cisco
= Acoess V. B X Configuration > Remote Access VPR > Al Selup > LDAP Abtebube I-!np O
,;I;I E Metmrkfclent} ACCEsS A
Clizntless 550 PN Sccess
AAR Setug Add and configure attribute map uesd by LDAP server,
1 ﬁ BAL Server Groups
H % ki Hame Attribube Map Mame
N ranberit  nenbarot=Turcelng #rotoc
3 & Secure Desktop Manoger membar f=Tunmabng-Protoools

AAE

ﬁgmnmvm o

{ @_g&a—m—ﬁmwu .

: Jﬂ}gmmmmm ......

........................................................ : T

Configuration changes sav... = cisco 15 EEN &y 7riamo7 2i19:47 P LTC

4. [Remote Access VPN] > [AAA Setup] > [AAA Server Groups] Zi&IRL £,

5. METHBH—NITIN—T%201)Y I ULET, [Servers in the Selected Group] o> 3a>h
SH—NDIPF7RLAXERFBRANEGEERLT, [Editj 22U Y ILET,

0= Edit LDP Anteibute Map

Marie! imnrrbrr':lf

| rap Mames  Man ek

Cuskomar Mams Cushomer to Jsco Map Valoe
menberof CH=TedngkJents, CH=_kars D= ge05eda |‘.-_. DC=org=1
CH=O58Ll5ers, CHallsers, D =gysgqseriah, Dl =nng=:1

6. [Edit AAA Server] 7 1 > K9 ® [LDAP Attribute Map] 7% A KK Y VAT, ERE N

LDAP BN Y72 ROV FAI XZa1—H158BIRLET,



7.[OKl Z2UY O LET,

E LDAPNA T AT EBMNYE N ELKEELTVWAR L ERRETDHEHIC,
FTARNBRLDAPFNY T ZAVICLET, RTINS 1—F 420 AX 2 RIZODVTIRA
JECrESHLTLSEZTL,

>F A3 BEOmemberOIBEDRX A FIVIOTIOEAR) S —

Z DTk, Active Directory FIL—7 XN Y FICBEILKTOEARAETREICT D EHIC,

DAP ZfEA L TEK® memberOf B ZZHBULET., 8x LYW ERB TR, ASA FHID

memberOf BN A ZEFZAB > TWVWEL =, 8x AT, ASA IFTXTD memberOf EM %S
BTEET,

o ALLOW £HEDO X /NIZH2 ASAVPN I—HIC2V\WT, I TILBERETZIIN—T2EAT
B, FILWIIL—T (1 2FE-RFEHR) 2ERLET.

« DENY &HEDOXNICBD ASAADI—HICOWT, I TICEETZDIIN—T%2FEHT
0, FILLWIIL—TZ2ERLET,

« LDAP Viewer T, JI—7ODNAELWVWC EZ#HERLET, "8 D) #283BL TL
FEW, DNAELLBEVEES, YYEJRFRELLEELEEA.

ASA DERE

1. ASDM T, [Remote Access VPN] > [Network (Client) Access] > [Dynamic Access Policies]
ZERLET,

2.[Add] 20U Y ILET,
3. [Add Dynamic Access Policy] T, XD FIEZERTLE T,
a. "BHl. TFAMRKRY DRAICHEBZANLET, b.
b. 7SAF VT4 EOZAVIC, 1 BEDOK)KREVHEEANLET,
C.IBIREET, A2V VY ILET,
d. [Add AAA Attribute] . [LDAP] ZZIRL £ ¥,
e. [Attribute ID] 29232 T, memberOf EAHDLET,

f.[Valuel €92 3> 7T, [F]2BRL., ADTIN—TEZANLET, ZRIZETI)I—
TEDOWTCOFIEZR)ERLET., RA10 ZSRL TS EE L,

X A10 : AAA MY S



B Add AAA Aftribute [ X

A08 Attribute Type: |LDAP

Atkribute ID: memberof

Value: = % | _ASAlsers|

9. [OK| EYUY o LET,

h. [Access Policy Attributes] 222 3> T, [Continue] ZEIRL FTF, K A11 ZSRL
TLEEL,

RA :HA4F3Iv T RUS—NEM



B Edit Dhynamic Access Policy

Polcy Marme: COC-USERS
Cescdntion!  |(Muld-Group Membership Check Priority: |1
Selaclion Crlepie ———————

Defire the 05 and sndpoint stbdoutes used to select this sccess poloy. A police 15 used vihen & user's authorizeton actnbutes mabch B 000 sttibute otere

Delow and every endooint afbdbune has been satisfied. These atrbutes ran be oreabed using the tables brlow andjor by espanding the Advanced option o
PRy tha gl expres sion Lext,

User has ANY of e Following aa strbutes vales. . W and the Followng endpoint atrbutss ane satisfed

AAk AtThbe  Cperabonfalun Frvint 0 Name0parathn Vol A
dap.membarOfF = _AS AU |
(VAT Sar R S R
Delets L2 is
. [ Logical Op.
< i ¥

Advanced

o

Arress Poboy Sttrbbes

Corfioure soosss policy attrbutes For this policy: Attnbubes veles soecfed here &l ovemids thess waluss obtained from the G085 system.

Artion: (€ Continue ) Terminate

Specify the essage Hat wil be displetyed vihen Ehis reoord i @ebacted,

Ucer Messags:

[ e -4 caneat - f el

4. ASDM T, [Remote Access VPN] > [Network (Client) Access] > [Dynamic Access Policies]
ZERLET,

5. [Default Access Policy] Z1#IR L. [Edit] ZZ#IRL £T,

6. 77 AN TV a2V [Terminate] ICEREENET. RA12 ZSRBLTEEL,
HA12: RA4F3Iv U RV —OfmE

#= Edit Dynamic Access Policy

Palicy Name: DfldcoessPaolcy

S I
furess Polcy Athrioutes
Canfigure access policy attribuzes for this policy. Attributes values specfied hers will averride thoss waues obzained from the aa, siestem.
| Acoon :Nﬂ_wn'k.ﬂ.ﬂ Fiters | Weh-Type ACL Fiters | Fonctions | Part Feewsrding Lisks | URL Lists | Access Method |
Action: (T3 Conkire (53 Terminate
Spacfy the message that wil ba displavad when this record is sefecied.
Lsar Massage:




7.[OKl Z2UY O LET,

F T AIINBRTRE 5T FBREATVD LS, TRT FEREATVLEVGEER,
EQTN—TICEBLTVWALTEFTENET,

48 B : ASACLIRE

ASA 5510

<#root>
ciscoasa#
show runni ng-config

: Saved

ASA Version 8.0(2)
|
hostname asa80

domain-name army.mil

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address x.x.x.x 255.255.255.128

!

interface GigabitEthernet0/1

nameif inside

security-level 100

no ip address

!

boot system disk0:/asa802-k8.bin

ftp mode passive

dns server-group DefaultDNS

domain-name army.mil

pager Tines 24
Togging console debugging
mtu outside 1500

——————————————— VPN PooT---=--=mmm e e e e e
ip local pool CAC-USERS 192.168.1.1-192.168.1.254 mask 255.255.255.0

no failover

icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

access-group out in interface outside

route outside 0.0.0.0 0.0.0.0 172.18.120.129 1




timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat
0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect
0:02:00

timeout uauth 0:05:00 absolute

—————————————————————————— LDAP Maps & DAP-----———— e~
Tdap attribute-map memberOf

map-name memberOf Tunneling-Protocols

March 11, 2008 ASA - CAC Authentication for AnyConnect VPN Access
Company Confidential. A printed copy of this document is considered uncontrolled.
49

map-value memberOf CN=_ASAUsers,CN=Users,DC=ggsgseclab,DC=org 20
Tdap attribute-map msNPATTowDialin

map-name msNPATTowDialin Tunneling-Protocols

map-value msNPATTowDialin FALSE 1

map-value msNPATlowDialin TRUE 20

dynamic-access-policy-record CAC-USERS

description "Multi-Group Membership Check"

priority 1

dynamic-access-policy-record DfTtAccessPolicy

action terminate

aaa-server AD-LDAP protocol Tdap

aaa-server AD-LDAP (outside) host 172.18.120.160
Tdap-base-dn CN=Users,DC=ggsgseclab,DC=org

Tdap-scope onelevel

Tdap-naming-attribute userPrincipalName

Tdap-Togin-password *

Tdap-Togin-dn CN=Administrator,CN=Users,DC=ggsgseclab,DC=org

aaa authentication http console LOCAL

http server enable 445

http 0.0.0.0 0.0.0.0 outside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication Tinkup linkdown coldstart

———————————————— CA TrustpointS----—-———--—————— e~
crypto ca trustpoint ASDM_TrustPoint0

revocation-check ocsp

enrollment terminal

keypair DoD-1024

match certificate DefaultCertificateMap override ocsp trustpoint
ASDM_TrustPoint5 10 url http://ocsp.disa.mil

cr1l configure

crypto ca trustpoint ASDM_TrustPointl

revocation-check ocsp

enrollment terminal

fgdn asa80

subject-name CN=asa80,0U=PKI,0U=DoD,0=U.S. Government,C=US
keypair DoD-1024

match certificate DefaultCertificateMap override ocsp trustpoint
ASDM_TrustPoint5 10 url http://ocsp.disa.mil

no client-types

cr1l configure

crypto ca trustpoint ASDM_TrustPoint2




revocation-check ocsp

enrollment terminal

keypair DoD-2048

match certificate DefaultCertificateMap override ocsp trustpoint
ASDM_TrustPoint5 10 url http://ocsp.disa.mil
no client-types

cr1l configure

crypto ca trustpoint ASDM_TrustPoint3
revocation-check ocsp none

enrollment terminal

cr1l configure

crypto ca certificate map DefaultCertificateMap 10
subject-name ne ""

———————————————————— CA Certificates (Partial Cert is Shown)--------—--—-
crypto ca certificate chain ASDM_TrustPoint0

certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609 22864886 f70d0101
05050030

60310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

03504b49 311b3019 06035504 03131244 6f44204a 49544320 526f6f74
crypto ca certificate chain ASDM_TrustPointl

certificate 319e

30820411 3082037a a0030201 02020231 9e300d06 092a8648 86f70d01
01050500

305c310b 30090603 55040613 02555331 18301606 0355040a 130f552e
532e2047

67766572 6e6d656e 74310c30 0a060355 040b1303 44614431 0c300a06
0355040b

crypto ca certificate chain ASDM_TrustPoint2

certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609 22864886 f70d0101
05050030

60310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

f766e045 f15ddb43 9549d1e9 alea6814 b64bcece 089elbbe 1be959a5
6fc20a76

crypto ca certificate chain ASDM_TrustPoint3

certificate ca 05

30820370 30820258 a0030201 02020105 300d0609 22864886 f70d0101
05050030

5b310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

03504b49 31163014 06035504 03130d44 6442052 6617420 43412032
301el70d

30343132 31333135 30303130 5a170d32 39313230 35313530 3031305a
305b310b

30090603 55040613 02555331 18301606 0355040a 130f552e 532e2047
61766572

6e6d656e 74310c30 0a060355 040b1303 44614431 0c300a06 0355040b
1303504b

49311630 14060355 0403130d 446f4420 5266174 20434120 32308201
crypto ca certificate chain ASDM_TrustPoint4

certificate ca 04




30820267 308201d0 a0030201 02020104 300d0609 22864886 f70d0101
05050030

61310b30 09060355 04061302 55533118 30160603 55040al3 0f552e53
2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c 300a0603
55040b13

03504b49 311c301a 06035504 03131344 6442043 4c415353 20332052
6617420

|
!
class-map inspection_default
match default-inspection-traffic
|
!

policy-map type inspect dns preset_dns_map
parameters

message-Tlength maximum 512

policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

|

service-policy global_policy global

————————————————————————— SSL/WEBvpn-windows-------——————-——— -
ss1 certificate-authentication interface outside port 443

webvpn

enable outside

svc image disk0:/anyconnect-win-2.0.0343-k9.pkg 1

svc enable

tunnel-group-1list enable

group-policy CAC-USERS internal
ggroup-policy AC-USERS internal
group-policy AC-USERS attributes
vpn-windows-tunnel-protocol svc
address-pools value CAC-USERS

webvpn

svc ask none default svc

tunnel-group AC-USERS type remote-access
tunnel-group AC-USERS general-attributes
authorization-server-group AD-LDAP
default-group-policy AC-USERS
authorization-required
authorization-dn-attributes UPN
tunnel-group AC-USERS webvpn-windows-attributes
authentication certificate

group-alias AC-USERS enable
tunnel-group-map enable rules




no tunnel-group-map enable ou
no tunnel-group-map enable ike-id
no tunnel-group-map enable peer-ip

prompt hostname context

& C: NZTNZa—Fa42Y
AAAB R LDAP O RZ TN a—F142T

- debug Idap 255 : LDAP F— A2 X#fiZ R RLET

- debug aaa common 10 : AAA F— A ERRLET
Fl1: ELOVEBMNYE S ZFERL EEGEORFT

COPE, BAICRIZFTUA2 2R EEBEORIIIZE 175 debug Idap & KU debug
aaa common DHE D ZRLET,

K C1:debug LDAP& & U'debug aaa common®D A : EL WY Y E> T

AAA API: In aaa_open

AAA session opened: handle = 39

AAA API: In aaa_process_async

aaa_process_async: sending AAA_MSG_PROCESS

AAA task: aaa_process_msg(la87a64) received message type O
AAA FSM: In AAA_StartAAATransaction

AAA FSM: In AAA_InitTransaction

Initiating authorization query (Svr Grp: AD-LDAP)

AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: 172.18.120.160

AAA FSM: In AAA_SendMsg

User: 1234567890@m1i1

Pasw: 1234567890@mi1

Resp:

[78] Session Start

[78] New request Session, context 0x26flc44, reqType = 0
[78] Fiber started

[78] Creating LDAP context with uri=ldap:// 172.18.120.160:389
[78] Binding as administrator

[78] Performing Simple authentication for Administrator to
172.18.120.160

[78] Connect to LDAP server: ldap:// 172.18.120.160, status =
Successful

[78] LDAP Search:

Base DN = [CN=Users,DC=ggsgseclab,DC=org]

Filter = [userPrincipalName=1234567890@mi1]

Scope = [SUBTREE]

[78] Retrieved Attributes:

[78] objectClass: value = top

[78] objectClass: value = person

[78] objectClass: value = organizationalPerson




[78] objectClass: value = user
[78] cn: value = Ethan Hunt
[78] sn: value = Hunt

[78] userCertificate: value

0..50.......... /2 60...*.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[78] userCertificate: value =

0..'0.cvennn... 2R 50...%.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[78] givenName: value = Ethan

[78] distinguishedName: value = CN=Ethan
Hunt,OU=MIL,DC=1abrat,DC=com

[78] instanceType: value = 4

[78] whenCreated: value 20060613151033.0Z

[78] whenChanged: value 20060622185924.0Z

[78] displayName: value = Ethan Hunt

[78] uSNCreated: value = 14050

[78] memberOf: value = CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org
[78] mapped to cVPN3000-Tunneling-Protocols: value = 20
[78] uSNChanged: value = 14855

[78] name: value = Ethan Hunt

[78] objectGUID: value = ..9...NJ..GU..z.

[78] userAccountControl: value = 66048

[78] badPwdCount: value = 0

[78] codePage: value = 0

[78] countryCode: value = 0

[78] badPasswordTime: value = 127954717631875000
[78] TastLogoff: value = 0

[78] lastlLogon: value = 127954849209218750

[78] pwdLastSet: value = 127946850340781250

[78] primaryGroupID: value = 513

[78] objectSid: value = ................ (o PR myY...
[78] accountExpires: value = 9223372036854775807
[78] logonCount: value = 25

[78] sAMAccountName: value = 1234567890

[78] sAMAccountType: value = 805306368

[78] userPrincipalName: value = 1234567890@mi1

[78] objectCategory: value =

[78] mail: value = Ethan.Hunt@labrat.com
callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback
aaa_backend_callback: Handle = 39, pAcb = 2aell5c
[78] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1
[78] Session End

AAA task: aaa_process_msg(la87a64) received message type 1
AAA FSM: In AAA_ProcSvrResp

Back End response:

Authorization Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_AUTHORIZE, auth_status = ACCEPT
AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_TUNN_GRP_POLICY,

AAA FSM: In AAA_InitTransaction
aaai_policy_name_to_server_id(CAC-USERS)

Got server ID 0 for group policy DB

Initiating tunnel group policy Tookup (Svr Grp: GROUP_POLICY_DB)

AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: <Internal Server>

AAA FSM: In AAA_SendMsg




User: CAC-USER

Pasw:

Resp:

grp_policy_ioct1(12f1b20, 114698, 1a870b4)
grp_policy_ioctl: Looking up CAC-USERS

callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 39, pAcb = 2aell5c

AAA task: aaa_process_msg(la87a64) received message type 1
AAA FSM: In AAA_ProcSvrResp

Back End response:

Tunnel Group Policy Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_TUNN_GRP_POLICY, auth_status =
ACCEPT

AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_DONE,

AAA FSM: In AAA_ProcessFinal

Checking time simultaneous Togin restriction for user 1234567890@miT
AAA FSM: In AAA_Callback

user attributes:

1 Tunnelling-Protocol(4107) 20 20

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 IP: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnelling-Protocol1(4107) 4 4

4 Default-Domain-Name(4124) 10 "ggsgseclab.org"

5 List of address pools to assign addresses from(4313) 10
"CAC-USERS"

Auth Status = ACCEPT

AAA API: In aaa_close

AAA task: aaa_process_msg(la87a64) received message type 3
In aaai_close_session (39)

AAA API: In aaa_send_acct_start

AAA API: In aaa_send_acct_stop

CAC-Test#

B2 . R CERESN=CiscoBENYE T IC KB IEHL DA

COflE, FBEAICTRIZFUF2 Z#FERHL EEHOFITICS (5 debug Idap & & U debug
aaa common DHEHZERLET,

K C2:debug LDAP& & U'debug aaa commonD 1 : B> X v E> Y

AAA API: In aaa_open

AAA session opened: handle = 41

AAA API: In aaa_process_async

aaa_process_async: sending AAA_MSG_PROCESS

AAA task: aaa_process_msg(la87a64) received message type 0
AAA FSM: In AAA_StartAAATransaction

AAA FSM: In AAA_InitTransaction

Initiating authorization query (Svr Grp: AD-LDAP)




AAA FSM: In AAA_BindServer
AAA_BindServer: Using server: 172.18.120.160

AAA FSM: In AAA_SendMsg

User: 1234567890@m1i1

Pasw: 1234567890@mil

Resp:

[82] Session Start

[82] New request Session, context 0x26flc44, reqType = 0

[82] Fiber started

[82] Creating LDAP context with uri=ldap://172.18.120.160:389
[82] Binding as administrator

[82] Performing Simple authentication for Administrator to
172.18.120.160

[82] Connect to LDAP server: ldap:// 172.18.120.160:389, status =
Successful

[82] LDAP Search:

Base DN = [CN=Users,DC=ggsgseclab,DC=org]

Filter = [userPrincipalName=1234567890@mi1]

Scope = [SUBTREE]

[82] Retrieved Attributes:

[82] objectClass: value = top

[82] objectClass: value = person

[82] objectClass: value = organizationalPerson

[82] objectClass: value = user

[82] cn: value = Ethan Hunt
[82] sn: value = Hunt

[82] userCertificate: value

0..50.......... /2 60...*.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[82] userCertificate: value =

0..'0.cvnenn... 2R 50...%.H........ 0@1.0..... &...,d....coml.0.....
&...,d...

[82] givenName: value = Ethan

[82] distinguishedName: value = CN=Ethan
Hunt,OU=MIL,DC=1abrat,DC=com

[82] dinstanceType: value = 4

[82] whenCreated: value 20060613151033.0Z

[82] whenChanged: value 20060622185924.0Z

[82] displayName: value = Ethan Hunt

[82] uSNCreated: value = 14050

[82] memberOf: value = CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org
[82] mapped to cVPN3000-Tunneling-Protocols: value =
CN=ASAUsers,CN=Users,DC=ggsgseclab,DC=org

[82] uSNChanged: value = 14855

[82] name: value = Ethan Hunt

[82] objectGUID: value = ..9...NJ..GU..z.

[82] userAccountControl: value = 66048

[82] badPwdCount: value = 0

[82] codePage: value = 0

[82] countryCode: value = 0

[82] badPasswordTime: value = 127954717631875000
[82] TastLogoff: value = 0

[82] lastlLogon: value = 127954849209218750

[82] pwdLastSet: value = 127946850340781250

[82] primaryGroupID: value = 513

[82] objectSid: value = ................ (o PR my...
[82] accountExpires: value = 9223372036854775807
[82] logonCount: value = 25

[82] sAMAccountName: value = 1234567890

[82] sAMAccountType: value = 805306368

[82] userPrincipalName: value = 1234567890@mil




[82] objectCategory: value =
CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org

[82] mail: value = Ethan.Hunt@labrat.com

callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 41, pAcb = 2aell5c

[82] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1

[82] Session End

AAA task: aaa_process_msg(la87a64) received message type 1

AAA FSM: In AAA_ProcSvrResp

Back End response:

Authorization Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_AUTHORIZE, auth_status = ACCEPT
AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_TUNN_GRP_POLICY,

AAA FSM: In AAA_InitTransaction
aaai_policy_name_to_server_id(USAFE)

Got server ID 0 for group policy DB

Initiating tunnel group policy Tookup (Svr Grp: GROUP_POLICY_DB)
AAA FSM: In AAA_BindServer

AAA_BindServer: Using server: <Internal Server>

AAA FSM: In AAA_SendMsg

User: CAC-USERS

Pasw:

Resp:

grp_policy_ioct1(12f1b20, 114698, 1a870b4)

grp_policy_ioctl: Looking up CAC-USERS

callback_aaa_task: status = 1, msg =

AAA FSM: In aaa_backend_callback

aaa_backend_callback: Handle = 41, pAcb = 2aell5c

AAA task: aaa_process_msg(la87a64) received message type 1

AAA FSM: In AAA_ProcSvrResp

Back End response:

Tunnel Group Policy Status: 1 (ACCEPT)

AAA FSM: In AAA_NextFunction

AAA_NextFunction: i_fsm_state = IFSM_TUNN_GRP_POLICY, auth_status =
ACCEPT

AAA_NextFunction: authen svr = <none>, author svr = AD-LDAP, user pol =
, tunn pol = CAC-USERS

AAA_NextFunction: New i_fsm_state = IFSM_DONE,

AAA FSM: In AAA_ProcessFinal

Checking time simultaneous Togin restriction for user 1234567890@miT
AAA FSM: In AAA_Callback

user attributes:

1 Tunnelling-Protocol1(4107) 20 0

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 IP: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnelling-Protocol1(4107) 4 4

4 Default-Domain-Name(4124) 10 "ggsgseclab.org"

5 List of address pools to assign addresses from(4313) 10
"CAC-USERS"

Auth Status = ACCEPT

AAA API: In aaa_close

AAA task: aaa_process_msg(la87a64) received message type 3




In aaai_close_session (41)
AAA API: In aaa_send_acct_start
AAA API: In aaa_send_acct_stop

DAP O RZTIINa1—Fa42Y
« debugdaperrors : DAP I —%XRRLET

« debug dap trace : DAP #8ED KL —AZRRLET
Bl1:DAPTFFAIE © B e

COBIE, FRACTRTSFUA3ZERL B OKIICE 1T debug dap errors# & Udebug
dap traceMHHZRLE T, BB OmemberOfEMICEFB L T EE W, 11—k _ASAUsers &
VPNUsers DB ICE TR &, WIThADTIL—TICBITDEETE, ASABRICKLT
REVET,
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<#root>
#
debug dap errors

debug dap errors enabled at level 1
#

debug dap trace

debug dap trace enabled at level 1
#
The DAP policy contains the following attributes for user:
1241879298@mi1

1: action = continue
DAP_TRACE: DAP_open: C8EEFA10
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.1
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.?2
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.3 =
organizationalPerson

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.4 = user
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.cn = 1241879298
DAP_TRACE: Username: 1241879298@miT,
aaa.ldap.physicalDeliveryOfficeName = NETADMIN

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.givenName = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.distinguishedName =
CN=1241879298,CN=Users,DC=ggsgseclab,DC=org

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.instanceType = 4
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenCreated =
20070626163734.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenChanged =
20070718151143.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.displayName

top
person

1241879298




DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.uSNCreated = 33691
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.memberOf.1 = VPNUsers
DAP_TRACE: Username: 1241879298@mi1, aaa.ldap.memberOf.2 = _ASAUsers
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.uSNChanged = 53274
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.department = NETADMIN
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.name = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectGUID =

B Y ST S

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userAccountControl =
328192

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPwdCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.codePage = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.countryCode = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPasswordTime = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogoff = 0O
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogon = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.pwdLastSet =
128273494546718750

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.primaryGroupID = 513
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userParameters = m:
d.

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectSid = ..
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.accountExpires =
9223372036854775807

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.logonCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountName =
1241879298

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountType =
805306368

DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.userPrincipalName =
1241879298@mi 1

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectCategory =

CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org

DAP_TRACE: Username: 1241879298@miT,
DAP_TRACE: Username: 1241879298@miT,

1241879298@mi 1
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
"person";
DAP_TRACE:
"organizationalPerson";

DAP_TRACE: dap_add_to_Tlua_tree:

nusern;

DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE:

Username: 1241879298@miT,
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:

aaa.ldap.msNPAlTowDialin = TRUE
aaa.cisco.username =

aaa.cisco.tunnelgroup = CAC-USERS
aaa["1dap"]["objectClass"]["1"] = "top";
aaa["1dap"]["objectClass"]["2"] =

aaa["1dap"]["objectClass"]["3"] =

aaa["1dap"]["objectClass"]["4"]

aaa["Tdap"]["cn"] = "1241879298";

dap_add_to_lua_tree:aaa["Tdap"]["physicalDeliveryOfficeName"] =

"NETADMIN";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

aaa["1dap"]["givenName"] = "1241879298";
aaa["1dap"]["distinguishedName"] =

"CN=1241879298,(N=Users,DC=ggsgseclab,DC=0rg";

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

"20070626163734.02";

DAP_TRACE: dap_add_to_Tua_tree:

"20070718151143.0Z2";

DAP_TRACE: dap_add_to_Tlua_tree:

"1241879298";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"VPNUsers";

DAP_TRACE: dap_add_to_Tlua_tree:

aaa["l1dap"]["instanceType"] = "4";
aaa["1dap"]["whenCreated"] =

aaal["1dap"]["whenChanged"]

aaa["1dap"]["dispTayName"]

aaa["1dap"]["uSNCreated"] = "33691";
aaa["ldap"]["memberOf"]["1"] =

aaal["ldap"]["memberOf"]["2"]




"_ASAUsers";

binary data
DAP_TRACE:
"328192";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
"128273494546718750";

binary data
data

"9223372036854775807";

"1241879298";
"805306368";

"1241879298@mi1";

"1241879298@mil1";
DAP_TRACE:
DAP_TRACE:
"IPSec";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
d.

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:
"CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org";
DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

aaa["1dap"]["uSNChanged"] = "53274";
aaa["1dap"]["department"] = "NETADMIN";
aaa["1dap"]["name"] = "1241879298";
aaa["1dap"]["objectGUID"] contains

aaa["1dap"]["userAccountControl"] =
aaa["ldap"]["badPwdCount"] = "0";
aaa["1dap"]["codePage"] = "0";
aaa["1dap"]["countryCode"] = "0";
aaa["ldap"]["badPasswordTime"] = "0";
aaa["ldap"]["lastLogoff"] = "0";
aaa["1dap"]["1astLogon"] = "0";
aaa["1dap"]["pwdLastSet"] =

aaa["1dap"]["primaryGroupID"] = "513";
aaa["1dap"]["userParameters"] contains

aaa["1dap"]["objectSid"] contains binary
aaa["1dap"]["accountExpires"] =

aaa["1dap"]["1ogonCount"] = "0";
aaa["1dap"]["sAMAccountName"] =

aaa["1dap"]["sAMAccountType"] =
aaa["1dap"]["userPrincipalName"] =
aaa["1dap"]["objectCategory"] =

aaa["1dap"]["msNPATlowDialin"] = "TRUE";
aaa["cisco"]["username"] =

aaa["cisco"]["tunnelgroup"] = "CACUSERS";
endpoint["application"]["clienttype"] =

Username: 1241879298@mil, Selected DAPs: CAC-USERS
dap_request: memory usage = 33%

dap_process_selected_daps: selected 1 records
Username: 1241879298@miTl, dap_aggregate_attr:
Username: 1241879298@mil, DAP_close: C8EEFA10

rec_count = 1

f512:DAP & DIELHNDIER

COflE, FEAICTRIFUF 3 ZFERAL LELHOKXKRICS (75 debug dap errors & KT

debug dap trace DH N ZRLET,

®C4 : 7\ JDAP

<ftroot>
#

debug dap errors




debug dap errors enabled at level 1
#

debug dap trace

debug dap trace enabled at level 1

#

The DAP policy contains the following attributes for user:
1241879298@mi 1

1: action = terminate

DAP_TRACE: DAP_open: C91154E8

DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.objectClass.l = top
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.2 = person
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.3 =
organizationalPerson

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectClass.4 = user

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.cn = 1241879298
DAP_TRACE: Username: 1241879298@miT,
aaa.ldap.physicalDeliveryOfficeName = NETADMIN

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.givenName = 1241879298

DAP_TRACE: Username: 1241879298@miT, aaa.ldap.

CN=1241879298,CN=Users,DC=ggsgseclab,DC=org

distinguishedName =

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.instanceType = 4
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenCreated =
20070626163734.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.whenChanged =
20070718151143.0Z

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.displayName = 1241879298
DAP_TRACE: Username: 1241879298@miTl, aaa.ldap.uSNCreated = 33691
DAP_TRACE: Username: 1241879298@mi1, aaa.ldap.memberOf = DnsAdmins
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.uSNChanged = 53274
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.department = NETADMIN
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.name = 1241879298
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectGUID =

B Y ST S

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userAccountControl =
328192

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPwdCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.codePage = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.countryCode = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.badPasswordTime = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogoff = 0O
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.lastLogon = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.pwdLastSet =
128273494546718750

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.primaryGroupID = 513
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userParameters = m:

d.
DAP_TRACE: Username:
DAP_TRACE: Username:
9223372036854775807

1241879298@mi1, aaa.
1241879298@mi1, aaa.

ldap.
ldap.

objectSid = ..
accountExpires =

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.logonCount = 0
DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountName =
1241879298

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.sAMAccountType =
805306368

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.userPrincipalName =
1241879298@mi 1

DAP_TRACE: Username: 1241879298@mil, aaa.ldap.objectCategory =
CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org




DAP_TRACE: Username: 1241879298@mil, aaa.ldap.msNPAllowDialin = TRUE
DAP_TRACE: Username: 1241879298@miTl, aaa.cisco.username =

1241879298@mi 1
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
"person";
DAP_TRACE:
"organizationalPerson";

DAP_TRACE: dap_add_to_Tlua_tree:

nusern;

DAP_TRACE: dap_add_to_Tlua_tree:

DAP_TRACE:

Username: 1241879298@miT, aaa.cisco.tunnelgroup
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:

= CAC-USERS
aaa["1dap"]["objectClass"]["1"] = "top";
aaa["1dap"]["objectClass"]["2"] =

aaa["1dap"]["objectClass"]["3"] =

aaa["1dap"]["objectClass"]["4"]

aaa["Tdap"]["cn"] = "1241879298";

dap_add_to_lua_tree:aaa["Tdap"]["physicalDeliveryOfficeName"] =

"NETADMIN";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

aaa["1dap"]["givenName"] = "1241879298";
aaa["1dap"]["distinguishedName"] =

"CN=1241879298,(N=Users,DC=ggsgseclab,DC=0rg";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"20070626163734.02";

DAP_TRACE: dap_add_to_Tlua_tree:

"20070718151143.0Z2";

DAP_TRACE: dap_add_to_Tua_tree:

"1241879298";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
binary data
DAP_TRACE:
"328192";
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
DAP_TRACE:
"128273494546718750";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

binary data

DAP_TRACE: dap_add_to_Tlua_tree:

data

DAP_TRACE: dap_add_to_Tlua_tree:

"9223372036854775807";

DAP_TRACE: dap_add_to_Tua_tree:
DAP_TRACE: dap_add_to_Tua_tree:

"1241879298";

DAP_TRACE: dap_add_to_Tua_tree:

"805306368";

DAP_TRACE: dap_add_to_Tua_tree:

"1241879298@mi1";

DAP_TRACE: dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:

dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:
dap_add_to_Tlua_tree:

aaa["ldap"]["instanceType"] = "4";
aaa["1dap"]["whenCreated"] =

aaal["1dap"]["whenChanged"]

aaa["1dap"]["dispTayName"]

aaa["1dap"]["uSNCreated"] = "33691";
aaa["ldap"]["memberOf"] = "DnsAdmins";
aaa["1dap"]["uSNChanged"] = "53274";
aaa["1dap"]["department"] = "NETADMIN";
aaa["1dap"]["name"] = "1241879298";
aaa["1dap"]["objectGUID"] contains

aaa["1dap"]["userAccountControl"] =
aaa["ldap"]["badPwdCount"] = "0";
aaa["1dap"]["codePage"] = "0";
aaa["1dap"]["countryCode"] = "0";
aaa["1dap"]["badPasswordTime"] = "0";
aaa["ldap"]["lastLogoff"] = "0";
aaa["1dap"]["1astLogon"] = "0";
aaa["1dap"]["pwdLastSet"] =

aaa["1dap"]["primaryGroupID"] = "513";
aaa["1dap"]["userParameters"] contains

aaa["1dap"]["objectSid"] contains binary
aaa["1dap"]["accountExpires"] =

aaa["1dap"]["1ogonCount"] = "0";
aaa["1dap"]["sAMAccountName"] =

aaa["1dap"]["sAMAccountType"] =
aaa["ldap"]["userPrincipalName"] =

aaa["1dap"]["objectCategory"] =

"CN=Person,CN=Schema,CN=Configuration,DC=ggsgseclab,DC=org";

DAP_TRACE: dap_add_to_Tlua_tree:
DAP_TRACE: dap_add_to_Tlua_tree:

"1241879298@mi1";

aaa["1dap"]["msNPATlowDialin"] = "TRUE";
aaa["cisco"]["username"] =

DAP_TRACE: Username: 1241879298@miT1, Selected DAPs:




DAP_TRACE: dap_request: memory usage = 33%
DAP_TRACE: dap_process_selected_daps: selected 0 records
DAP_TRACE: Username: 1241879298@mil, dap_aggregate_attr: rec_count = 1

RALAB L OCSPORTTINa—F142 T
* debug crypto ca 3
« A7 4F 1L —232 F— R T logging class ca console ( & 7z I& buffer ) debugging
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CRYPTO_PKI: Found a suitable authenticated trustpoint
ASDM_TrustPointll.

CRYPTO_PKI: Allocated OCSP data handle Oxca2d27b8

CRYPTO_PKI: Certificate validation: Successful, status: 0. Attempting
to retrieve revocation status if necessary

CRYPTO_PKI: status = 0: poll revocation status

CRYPTO_PKI: Attempting to find OCSP override for peer cert: serial
number: OF192B, subject name:

cn=MCGINTY.JIMMY.1160139435,0u=USN, ou=PKI,ou=DoD,0=U.S.
Government,c=US, issuer_name: cn=DOD JITC EMAIL CA-

15, 0u=PKI,ou=DoD,0=U.S. Government,c=US.

CRYPTO_PKI: Processing map rules for SSL.

CRYPTO_PKI: Processing map SSL sequence 20...

CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=MCGINTY.JIMMY.1160139435, o0u=USN, ou=PKI, ou=DoD,o0=U.S.
Government,c=US, map rule: subject-name ne ""

CRYPTO_PKI: Peer cert has been authorized by map: SSL sequence: 20.
CRYPTO_PKI: Found OCSP override match. Override URL:
http://198.154.68.90, Override trustpoint: ASDM_TrustPointl2
CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()

CRYPTO_PKI: Destroying OCSP data handle Oxca2d27b8

Crypto CA thread sleeps!

CRYPTO_PKI: Attempting to find tunnel group for cert with serial
number: O0F192B, subject name:

cn=MCGINTY.JIMMY.1160139435,0u=USN, ou=PKI,ou=DoD,0=U.S.
Government,c=US, issuer_name: cn=DOD JITC EMAIL CA-

15, 0u=PKI,ou=DoD,0=U.S. Government,c=US.

CRYPTO_PKI: Processing map rules for DefaultCertificateMap.
CRYPTO_PKI: Processing map DefaultCertificateMap sequence 10...
CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=MCGINTY.JIMMY.1160139435, o0u=USN, ou=PKI, ou=DoD,o0=U.S.




Government,c=US, map rule: subject-name ne
CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

CRYPTO_PKI: Ignoring match on map DefaultCertificateMap, index 10 for
WebVPN group map processing. No tunnel group is configured.

CRYPTO_PKI: Peer cert could not be authorized with map:
DefaultCertificateMap.

CRYPTO_PKI: Processing map rules for SSL.

CRYPTO_PKI: Processing map SSL sequence 20...

CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=MCGINTY.JIMMY.1160139435, ou=USN, ou=PKI, ou=DoD,o0=U.S.
Government,c=US, map rule: subject-name ne ""

CRYPTO_PKI: Peer cert has been authorized by map: SSL sequence: 20.
CRYPTO_PKI: Ignoring match on map SSL, index 20 for WebVPN group map

RC5: KMU LRIAET I —TRERV—DE D
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map rule: subject-name ne
CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

Tunnel Group Match on map DefaultCertificateMap sequence # 10.

Group name is CAC-USERS

CRYPTO_PKI: Checking to see if an identical cert is

already in the database...

CRYPTO_PKI: Tooking for cert in handle=2467668, digest=

CRYPTO_PKI: Cert record not found, returning E_NOT_FOUND

CRYPTO_PKI: Cert not found in database.

CRYPTO_PKI: Looking for suitable trustpoints...

CRYPTO_PKI: Found a suitable authenticated trustpoint trustpointO.
CRYPTO_PKI: Certificate validation: Successful, status: 0. Attempting
to retrieve revocation status if necessary

CRYPTO_PKI: Attempting to find OCSP override for peer cert: serial
number: 2FB5FC74000000000035, subject name: cn=Ethan
Hunt,ou=MIL,dc=ggsgseclab,dc=org, issuer_name:
cn=ggsgseclab,dc=ggsgseclab,dc=org.

CRYPTO_PKI: Processing map rules for DefaultCertificateMap.

CRYPTO_PKI: Processing map DefaultCertificateMap sequence 10...
CRYPTO_PKI: Match of subject-name field to map PASSED. Peer cert field:
= cn=Ethan Hunt,ou=MIL,dc=ggsgseclab,dc=org, map rule: subject-name

ne "".

CRYPTO_PKI: Peer cert has been authorized by map: DefaultCertificateMap
sequence: 10.

CRYPTO_PKI: Found OCSP override match. Override URL:
http://ocsp.disa.mil, Override trustpoint: OCSP

CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()

CRYPTO_PKI: Found a subject match

ERROR: Certificate validation failed, Certificate is revoked, serial
number: 2FB5FC74000000000035, subject name: cn=Ethan
Hunt,ou=MIL,dc=ggsgseclab,dc=org

CRYPTO_PKI: Certificate not validated
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3. [Connection] > [Connect] Zi#IRL £,
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5. [Connection] > [Bind] Zi#IRL £,
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Expanding base "CN=Clark Kenl OU=MIL.DC=labraLDC=cam". .
Fesut <0G fnull)
atched DNz
iGetting 1 entries:
3 Dns CNeClark Kem, OU =MEL DC=tabrat DCEcaim
42 ohjectClass: top; person; erganizationalPerzon; ueer
13 cn; Clark Kenl:
1 &t Kend
1 phypicslDelbveryOiliceMame; Welcome to LDAPIE
23 unerCenificate: {ldp: Hinary Mob>; <ldp: Binary Blab>:
12 gheenName: Clark:
13 distinguishedName: CH=Clark Kent, 0L =MIL.DC=labrat.DC=cam;
15 instanceType: Bed = [ 1T WHITE |
12 whenCrented: A6/ 32006 12°50:21 Eastern Standard Thme Eastern Daglight Time:
1> whenChanged: DEf2 12006 ¥ 3:31:54 Eastern Standard Time Eastern Daylight Time;
1 dlsplayName: Clark Kent
1> uSNCreated: T4072:
T» uSNChanged: T4700;
13 pames Clark Kent;
13 ohjectGUID: 8403542l 2a-dlee-3531-3240c2 Bocli 9;

1% uscrhccountControl: Tl B2040 = [ UF_NORAMAL_ACCOUNT | UF_DONT_EXPIRE_PASSWD

1 badPwilCount: 02
13 cadePage: 0
13 cnsniryCade: O]

1 brdPaaswardTime: 061 AR2006 15:19:36 Esstern Standard Time Esstemn Daylight Thme:

13 lastogodf: BIATTEEDT 0000200 LINC

T lagtiegon: BETT 2006 16:28:44 Esstern Standard Tine Eastern Daylight Time:
1> pwilastSer BRI 2006 12:50:21 Eastem Standard Time Eastern Dayilght Time:
13 primanyGroupio; 513;

1 userParameters: ms i ;

1> phjectSid: 5-1-5-21-3541 460264-2 450291 B25- 10399 09643-1115;

1 sceaunExpies: 03 4/30828 B2 4005 LUNC

1> logonCount: 11;

1> sAMAccounIName: 12345676 1

1 shbbccountType: BOS306 168

1> userPrincipaMame: 1 23456 TATO @ abrat. cam;

13 ahisciCategony: CH=PerganCN=Schema CH=Configuration. D C=labral DE =cam;
1> maNPAHrwHalin: TRUE:

1> mail: Clark Kent@iabrat.com;
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XID2:ADSI Edit

COYV—LBBEDATZIVRNDINTOBEMEZRRLET, D2 2SR TKEEV,
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AnyConnect 7O7 7A N ZHERL TID—DVAT—23IVICEMTRCENTEXRT, OO

7740, ASARARBEDETRETELER., BBEHDVRERITEBZLEDIARERES/NT X
—RESRBTEET, COTO77A4)NIE xml 774J)LELTHREFEE N, Notepad THRETEE
T cOTFPANRREITATNIFRHTEMLEY, JIL—T RV —EBUTASANS

7V aALENTRENTEXRT, 77MILRBIROBFRICAFEEIET,

C:\Documents and Settings\Al1l Users\Application Data\Cisco\Cisco
AnyConnect VPN Client\Profile

ROATY TERITLET,
1. AnyConnectProfile.tmpl Z3##RL, 7 7 4 )L & Notepad THE £7,

2277 ANICHLTRITEPRANIPREDEEZITVET., RF1 Ofl25RLTSEE
W,

3.%FETLES, 774)L% xm ELTRELET,
ZT7O77A4I)ERBIZDOVWTIE, Cisco AnyConnect ® RFIAXY M ESBLTLSEE LV, DFY),



RDESICEYYET,

« Z7O7 74N, I—EIIEBEORZF T2 HEN HVET, fi
: CiscoProfile.xml

« SHNOELOTIN—TICO2VTEL>TVWEELTE, J7O77MLEBRELUTH2HZE
AHYVEYS,

D77 A& Secure Gateway EEEICK > TRFEN, VAT VYT NI TE—HEIC
BAEhDEHOENDTT, cOXMLIZESILKZ7O774)0NE. 9F4T > MWD TEESR

TEET, YR—PFEBEHAANZALR., V7RI ITEAONRIL 774)ILELTORE
mA, BEBFVO—R XAZAXLAO—HBELTOEATT, BEX TV O—R XHZXAR,
—EB?D Cisco Secure Gateway B TOKFEATEET,

FBEER., ERULEXMLZ7O77AILNEF D TA KEEY —I)LTRIET S H. ASDMD
Z7O77ANAVR—NEBETRIITAD L ZM<SHRBLET, BRIk, coTFa4LIKY
(IZ & % AnyConnectProfile.xsd Z A L TEITT&E £, AnyConnectProfile (& AnyConnect
Client Profile 2RI —KhEEXTY,

—tE, Cisco AnyConnect VPN V547N 70774 XML 77 A4 L OBITT,

<{troot>

xm version="1.0" encodi ng="UTF- 8"
- <AnyConnect Profile xm ns="http://schenmas. xm soap. or g/ encodi ng/"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : schemaLocation="http://schenmas. xm soap. or g/ encodi ng/
AnyConnect Profi | e. xsd">

!I--- The ClientInitialization section represents global settings !--- for the client. In some cases, fi

-

<Clientlnitialization>

!I--- The Start Before Logon feature can be used to activate !--- the VPN as part of the logon sequence

-

<UseSt art Bef oreLogon User Control | abl e="f al se" >f al se</ UseSt ar t Bef or eLogon>

!I--- This control enables an administrator to have a one time !--- message displayed prior to a users

<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>




!I-- This section enables the definition of various attributes !--- that can be used to refine client ce

-

<CertificateMatch>

I--- Certificate Distinguished Name matching allows !--- for exact match criteria in the choosing of a

- <Di stingui shedNane>

- <Di stingui shedNaneDefinition Operator="Equal" W] dcard="Di sabl ed">
<Nanme>| SSUER- CN</ Nanme>

<Pat t er n>DoD- | ssuer - ABC</ Pat t er n>

</ Di sti ngui shedNanmeDefi niti on>

</ Di sti ngui shedName>

</ CertificateMatch>

</Cientlnitialization>

!I-- This section contains the 1list of hosts from which !--- the user is able to select.

<ServerLi st>

!I--- This is the data needed to attempt a connection to !--- a specific host.

-

<Host Entry>

<Host Name>host - 02</ Host Nane>

<Host Addr ess>host - 02. dod. gov</ Host Addr ess>
</ Host Entry>

- <HostEntry>

<Host Name>host - 01</ Host Nane>

<Host Addr ess>192. 168. 1. 1</ Host Addr ess>

</ Host Entry>

</ ServerLi st>

</ AnyConnect Profil e>
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Certificates & CRLs specified by X.509 and RFC 3280
» OCSP specified by RFC 2560

» Public Key Infrastructure Introduction

+ “Lightweight OCSP” profiled by draft standard

» SSL / TLS specified by RFC 2246
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