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ASA IC& % OSPF AN B
NN | 7 Sl N
RAVKY—FRAKNZRYBNDT—DEFOART 4 Y D XA/N—F&E
RSN A—FT420QEHOII R
EBEN

B=

D RF 121X NTIE, Open Shortest Path First (OSPF ) Zt L TIL—h&EZE L, RIS K
UBEHRZERITIDELSIC, CiscoASA ZRETDHZEICOVWTHEALET,

EIGRP SZEDFFMIC DL TIE. FPIX/ASA 8.x : Cisco Adaptive Security Appliance ( ASA ) T®
EIGRP D&&FEs ZSRL TS EE L\,

E D IENBIL—T 1 TRASAPIXTRIR—RENTLVEEA,

R4
B4
COREZITORC, ROBEHBNFBlchTVWBE2HBELET,
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- Cisco ASAIPIX &, N—=232 7TxBREZRITIDHLENHVIET,
-OSPF &, YAWFIAVTHFAN E=RTRYR—RERTVEEA, chlE, 2T E—
ROKTHR—RENKXT,

FATAIIR—F b

CORFIXVRNOBRE. ROVIKRIITEN—RIITON-II3IVICETVTVET,

VT RNIITFT NN—232 8.0 AN BB TS Cisco 5500 2 ) —XBREEFIVFTa T

ZA4T A (ASA)

. Cisco Adaptive Security Device Manager (ASDM ) YV 7 R JITF7 )N—2 32 6.0 LA
CORFIAIXNOBEREF, BENDTAREICHDT/NAAICESVWTERENELE, COR
FAXNTERATEDZINTOFNA AR, DB (F72)N ) REORELSEBLTVET
o WROXY ND—INEBREFTHIEEICE., EOXSBIATNRIZOVTE, TOBEMN
BEEIIODVTHEICERAL TEKBEN HYET,

BYE Y

CORFIXVNOERIE. V78I T N—232 8.0 LEBABEET S Cisco 500 1) —X
PXT77AT70#—=)LICEBRATERT,

RECE

REFIXDNREOFBICOVWTR, RO TININTAYTADOREHES 2ZRUTLE
=L,

BREH

OSPF &, IXTOBRANE AR TORE/NAZBREBIVOFAEIZLEDHIC, VIAT—KT
LWIVXLZERALET, OSPFTUTHOZRIL—RICE, -2 ERATRERSA>2—T7 T4
AEFEARBZRAN—FTNETNAOIVARNTHIEA-—DIVIAT—K F—ER—ANEHINT
WET,

RIP ICLENXD & OSPF BRRDKRTHEFTT,

.OSPF DUV OAT—KN F—ER—AOT Y TTF—NEER RP EEHEETREH Y EE A,
T, G<B Y EBBORALTINTHRLIZTYTF—RENBDOTREEL, UVIAT
— N F—=EXR—-AGBREICTYFF—RhENET,
N—=TFTATREFIAANIESIVTITDONET, chix, BEDAX—TIALAA%EZNL
TNTY RERETRDEDICA—/N—AY RIVBETHDEEZRLTVET, EF2UF
A TITSAT AR, AVFZ—T7IAANDIARNE) OFEHBICEIVTEHEL, BEE
TORY THEFEALEEA, JANIEBENAZEETDLEOHICRETEET,
BENABETIAVXLDORRE, CPUHAIIILEXTFIUNKREBICHEBICEDETT,

YFXIVTA TTSAT AR, OSPFZ7ORINOT7OEA2 2EEBDIAVEZ—TIARA

Y NETRBFICERITTEXRT, AUIPT7RLAZFERATDEHOAZ—T I A A (NAT T
FCDEOIBAVE—TIAARRHKFAETITHN, OSPF TR7 RLADEEREFFAIEhELEA
)ABBEEIL, 2DO20TOLAZRITIZEENBYET, HHVE. —FO7OAZAL
TRILBNSHOT7OLAZARLTETL, I—hOHTEYRNZZD 2 2O7OCABTE
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BHTREREHYET, BRI, 7TAXR—NTRLRENTUY Y PRLADSHEET B &%
ENHBIEREHYET,

OSPFII—FT 427 7O0tAICKE. BIO OSPF IL—FT 427 Z7OEARRIPIL—T1>27 70
TALS, REBEOSPFRIEAVE—TIAALKETNTWVWIART A YT )L— &RV E#
TNTVBRIL—KAS, L—hZBEBATEXT,

tFX1UTA TT7ZA4T2 AR, RO OSPF #EEZYR—BMLET,

CIVTAL—=K, TUTEIL—KN, BLOCATIL—BN (RA4T1ERLT 1) ODHR—K
AR O OB R— K

-OSPF D LSAT7ZY T4y

. OSPF /X4 v hOEREE (/NA7— REBEEE MD5 SO )
cEFIAVTA TITSAT U ADEEL—REEREENY VTV T IL—RELTORENY
R—bo EF21UTA TT7S5AT AR, ABBRELTRETDEETEEXT, £EL, &
F1UTA TTSATADASBR ELTOREER., F7 XL MMEROKICHIRENET
(lezl@F. F7FLML—RDADITORERE),

. AR 7 TWTF & notsostubby T T DHR—K

.ABRZAA 7 3LSAT7A4IINEZIY

BRIE

COtEI2aTTR, CORFIXVNTHATIREZRET D LHICHEZBTRERMEL T
W&Ed,

F:COEVIIDTHEASNEZ IN ROFMZEFANSICIE. Command Lookup Tool(B &1
—HER)ZFEAL T<EZL,

XY BMNDID—UK

CORFIXVRNTR, ROZXYRND—T €Y NTYTZEALET,
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OSPF speaking devices
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"\H_‘%
N
b
10.1.1.0v24 ! o
|, |t NIEE
T ulside e
?.--I
ASA
!
7

R1, R2 & R3 represonts
Router's hostname

Ethemel link
-

| SE——

Serial link

COXRY RNDID—U RNROZ TR, Cisco ASAREA 2 R—T7 T4 ADIPF RL AF10.1.1.1/24T
¥, BIRE. BEIL—2R)ZNL THEBRY NT—0(172.16.1.0/24, 172.16.2.0/24,
172.16.5.0/24, & T172.16.10.02H) D) — N Z2BWICICEF T B =HIZ, Cisco ASAIC
OSPFERELET., R2F, D 2 2DIN—% (R1ER3) ZNLIEUE—NAREERY NT—2
ANDI—rhZ2FEBLET,

BE
CORFIXYNTRE, ROBREEALET.

. ASDM DE&E

. OSPF REEDE&EE

. Cisco ASA CLI 5%%&

. Cisco I0S JL—& (R2) CLI §%%E
. Cisco I0S JL—& (R1) CLI §&%%&
. Cisco I0S JL—& (R3) CLI &%
. ASA Ik % OSPF AN BA M

ASDM DEEE

Adaptive Security Device Manager (ASDM ) &, ¥ 1 UT 14 P77 ZAT > ADVYTNIITD
HEBLRCEZRICFEATND T ZIVER—AOFT SV —23>TF, ASDMiF, E¥21UF
1A TTZATVANSAO—REh, FNAADKRE, EZX, EBIZFEAThET, T,
ASDM Launcher ( Windows @& ) ZfBHL T, Java 77 L Y Rk V) EEIC ASDM 77U —>
AEREIDEETEXRT, TR, COASDMDON_1TI) THEITIHELERETS
BRICHESIRHREHALET,

Cisco ASA T OSPF ZEXETBICIE. ROFIEZEITLTLSEZ L,



1. Cisco ASA ® ASDM IZAJ A4 L&Y,

2. ZORIZRTELDIC. ASDM 1 > X —7 T 4 AD [Configuration] > [Device Setup] >
[Routing] > [OSPF] TV 7 ICBEIL £,

§& Cisco ASDM 6.0 for ASA - 10.77.241.142

-10] x|
File Wiew Tooks Wizards Windoook Pdelp Find = . I 0 | |
] [} ]
@ Home % Configuration B Monitoring | la Save @ Refresh | 0 Back i CIsSCO
1 Device Setup g # ¥  (Configuration > Device Setup > Routing > OSPF) O
: ﬂ —_—
% g Startup Wizard 21 This section conkains the Following items:
2 — B8} Interfaces
g [—:l—i-;i Rﬂ.ﬁu _ E
i S+ Static Roukes
- = - Filtering
Setup i
Filtering Inferface
Inkerface - Redistribution
Redistribution
Static Neighbor ;] - Satic Neighbor
: - Sumimary Address
&3 Device Setup =
- Wirtual Link
5 Firevsal
ggﬁ Remote Access VPN
ﬁ Site-to-Site VPN
E:E: Device Managemant
2
<admin- 15 @ g8 | | (& s/sfoss:47:a7 AMUTC

3. ZORIZRT &SIZ, [Setup] > [Process Instances] X 7 T OSPF )IL—F7 4 >¥ 7Ot A%
AZ—=7NILET, ZOFITEF, OSPFID 7OEAKE1TY,



Device Setup o o X { Configuration > Device Setup > Routing » OSPF = Setup ) O
- 7}{} Startup ‘Wizard .= Enable ak least one OSPF Process Instance and define areas and area nebwark
2 || &3 Interfaces
2 | | =43+ Routing I drea | Mebwaorks | Roube Summarization |
ﬁj %+ Static Routes
T = CSPF Maxirmurn of bwo O5PF processes can be configured on this device, To rem
% the checkbox,
Filkering
-0SPF Process 1
Interface
Redistribution [+ Enable this OSPF Process
—"ﬁ Static Meighbor I
—"ﬁ Summary sddress 5SPF Process IO |1| Advan
gk, Wirbual Link
EIGEE ;I -0SPF Process 2-
ﬁ) Device Setup [ Enable this CSPF Process
gﬂ Firewall GSPF Brocess I0; | Advar
m Femate Access YR

Apply | Reset |

iy

4. [Setup > Process Instances] 27 T [Advanced] 22U Y 9L T, A7 a>ngER
OSPFIL—T7T 420 7O0ANFA—ZEFZRETEE T, [Router ID], [Adjacency
Changes]. [Administrative Route Distances], [Timers] & & U [Default Information Originate]
RELE, TOCLABEORELZHETEET,



% Edit OSPF Process Advanced Properties x|

5PF Process: |I [Rﬂl.ltﬂf' 10k 10,1.1.1 J
Ignore LS4 MOSPF (suppress the sending of RFC15683 Compatible (caloulate
[~ syshog messages when router receives a LSA [V summary route costs per RFC
MOSPF packets) 1583)
Adjacency Changes
Enable this for the firewall ta send a syslog message Enable this for the firewall to send a syslog
when an OSPF neighbar goes upfdown, For each state change.
[¥ Log Adjacency Changes [~ Log Adjacency Change Details

Administrative Route Distances

Inter &rea (distance For all Intra Area (distance for all routes External (diskance for &l routes
routes from one area to within an area) from other routing domains,
another area) learned by redistribution)

110 110 110

Timers (in seconds)

SPF Delay Time {between when SPF Hold Time (between bwo L5A Group Pacing (inkerval at which
OSPF receives a topology change consecukive SPF caloulations) OSPF LS6s are collecked into &
and when it starts & SPF caloulation) group and refreshed)

= |1I] 240

Default Information Originate
Configure this bo generate defaultk external route inko an OSPF rouking domain.

[ Enshle Default Information Originate [T Always advertise the default rout

[fetric Yalue |l [Metric Type: |j - Foute [far I
oK Cancel | Hen |

COUARMIET7 A —I)LRICOWTEHBAL ET, [OSPF Process] : 2EL TW% OSPF 7
EI'IZXEEQ/T_\L/i'd'o CHEFZEETEELEEA, [RouterID] : BIEDI—Z ID 2ERATS
. [RouterID] 74 —J)LRICI—ZXIDZEIPF7RLAERTAILET, CcOEZET S
70)3535(“[/7""ﬁ|=|‘ X1V TA TTIATVATREMDIP PRLANIL—XID &
LTEAEhET, COBFITE., [Router ID] Ik, WA Z—TITAA(10.1.11)DIPT
RLATEBWICEREENET, [Ignore LSAMOSPF]: X1 UFT 4 PTS5AT AN RS
76 (MOSPF)LSANT Y REZEITRZREZEILATLAOT XV E—20REERNFHTS
ISk, COFIVIRYDRZAVICLET, F7AI)NBTR, COBRERFAZ7ICE>TWV
£J. [RFC 1583 Compatible] : RFC 1583 &) DH XU — JL—h JANEHETBICE
CDFIVIRYDARZFICLET, RFC2328 V) XU — )L—k JANZF
BEIBICE, CcOFIVIRYIRZFTICLET, L—TFT12T I—T70rsEMzHRN
BRICHIABICEE, OSPFIL—FT 42T RXA2ADOITNTD OSPF FNAAICBALUKSIC
RFC BN BRET N TVRIHXEN BV ET, CORER., F7AILRTHUICHE>TY
%9, [Adjacency Changes] : BHZERNEEZERTIREN SENE T, BHEEFRNZE
BEhde, DATLAOU XY E—IHFEFEENET, [Log Adjacency Changes] : OSPF




ZFAN—NREBELFAILEEEETTEL, EF2VFTA TTSAT AN DART
LAOT XvtE—27FEETRIERIICTRICE, COFIVIRYIRZFICLET,
DEER. T7AILRNTHICHE 2 TVET, [Log Adjacency Changes Detail] : &A1 /Y—4
EBEFEFLEFIIOULELEERETTEL, REODEENRETDECICEF2IVTA TS
ATANDATLAOT XV E—DZIEETRIEOICTDICE, COFIVIRYIARA%E
FICULET, T7AIBTR, COBRERFTICH2>TWVWET, [Administrative Route
Distances] : L— K AT ICEIKIL—RODT7 REZZARNL—FT 17 F1 AR ADKEER
EHRET, [InterAreal : 1 DOTVTHASBHOITITADINTOIL—RDT RIZANL
—TAT7 FAARRVAZRELET, BUNBEOHHEF1 ~ 255TT, BAEM[EIK100T T,
[IntraArea]l : TUZ7HRDIXNTDOIL—KRDT REZZANL—FT 14T FAAEZAERELE
To BMNEEDEHE1 ~ 255TF . BEEMEIKX100T T, [External] : BE A ZEL THEE
NB2MOIN—TFT 12T RXLAUASOIXRTDIL—RNOTREIZANL—FT 17 F1 AR
VAERELET, BEMBECEBEIK1 ~ 255T T, BEEM@IE100T T, [Timers] : LSA R—
OB RU SPFHERAN—DOREICFEATIRENEENE T, [SPF Delay
Time:OSPFA" R RO NDEEEZZEL THSSPFOHEEZRBITZ 2ETCOREEEEL X
T, BMEEOEERO ~ 65535CTF ., BEMI5TT, [SPFAR—JL KRR A A(SPF Hold
Time)] : E#: T ASPFREOBNDR—IL REZALZBELE T, BB EOEHHIE1 ~
65534TF, 7 4 ) NMEEFE10T T, [LSATIL—FR— 22 (LSA Group Pacing)]:LSAA
TIN—=TCREEh, EF, FIVIHA, FLERI-—DVIEcnBEREEELEIT. B
R EOEHEE 10 ~ 1800 TF, 77 7 )L MElF 240 T, [Default Information
Originate] : ASBR 77 2 )L NOAZIL—RZ OSPF )L—TFT 12T RXAVIZERT B &
EILERATDRELEEHRE T, [Enable Default Information Originate] : OSPF JL—F 4 > %
RXAADTFT7 AN IL—RNOERZAF—TILNICTRICE. COFIYVIRYIR%E
FIZUET, [Always advertise the defaultroute] : 7 # )M L—KREEIZT RINZA X
TR, COFIVIRYIREAVICLET, COFT>3a2E, F74ILRNTEAY
%2 TWET, [Metric Value] : OSPF 7 Z LN XKUY OEEELET, BHIEED
HHE 0 ~ 16777214TF . BEMIF1TF. [Metric Type] : OSPF L—F 1 24 KX A IZ
TFRNZAXENLETT7AIN IL—NCBEERGFSNEATI D R4 T2BELET,
BEWEFE1FEEFE2TT, TNENREZA TV ETEERZAT2HHIL—NERLET, T7
# )L MEWE 2 TF, [Route Map] : (EE ) BATZIL—KMIYTOEBTT, IL—Kh IV
TH—T2E, N—FT142T0 T7OVACE>TF7AILN IIL—MNFERENET,

5. CNETHOFIEZETT LS, [Setup] > [Area/Networks] 2 7 T OSPF IL—F 14 > JZ&M
FTRERYRNDT—IBELVPA U E—TIAAZERL., CORIZRTRSIC, [Add] 2T U Y

LET,

&gu?-atiun > Device Setup = Routing = OSPF = Setupjl [

Enable at least one O5PF Process Instance and define areas and area netwoarks,
Process Instances | Area | Metwarks I Rouke Summarizatinni

onfigure the area properties and area networks For OSPF Process

Metworks Authentication Ciptions i_osk

Edit

. — { -
[elete

[Add OSPF Areal X4 7OYT RY VAN KRTRENET,



#% Add OSPF Area

D5SPF Process: |1 ;I [.ﬂ.rea 1D IIII J
Area Type
i stub v Summary (allows sending L54s inka Bhe stub area)
™ NSS4 [ | Redistribute (imports routes bo normal and M558 areas)

[ | Summary (allows sending L5As inta Ehe M558 area)

[ | Default Infarmation Griginate (generate a Type ¥ defaulk)

Metric Value: |1 Mettic Tvpe: |2 'rl

Area Metworks

Enter IP Address and Mask | P Address | Metmask

£55.255.255.0

IP address: s

Mekrnask.: #55,755,755.0 2w

Authentication

{+ Mone " Password " MDS Diefault Cost: |1

| Cancel | Help |

ZOFITIE, OSPF AREPA 2V RZA—T IAADIKTAZ—TIIZEhTVR o, BilEh
BDRYRND—=DEFIABZRY NT—2 (10.1.1.024) TT, X : EBETh XY ND—2
RICHBIPTRLAEE DAV R—TIAAE TN, OSPFIL—F 14> 70OtAICSML
£,

6.[0OK|ZV VY IOLET, cOVANGET 1 —I)LRICODVTEHBALET, [OSPF
Process] : TILWI U 7%#EMTSH S, OSPF 7OLAN ID Z#BIRLET, EF¥21UTF
A TTZAT VAT R— 7)Lc_én'cu%> OSPF7IIIt7\7§‘ 12EF0HE, To70
TANTFT7AIINTEREIAET, BFEOTIV 7 2HmETSHES. OSPF 7O A ID FZE
ETEFEHA, [ArealD] : %ﬁbb\ll)?&i&bua‘é%é TU7IDEAALET, cOIL
D7 ID I, 10EHA IP T RLAZIBETEERT. BV 10EREOEHREE0 ~
4294967295T9, BMEN I T ZimE a‘ét%ét: TUTIDEZZEETEEEA, COHIT
(. [AreaID] I& 0 T9, [Area Type] : REL TVWBRIVTORATICHNTRIREZEAE
¥, [Normal]: COITUT 2EE®D OSPF TUTICTREE. COAT>a>#BRLET
o IVT7ZRAIERTRDEZERF, COATIUNTFTFIILRNTERENATVET,
[Stub] : COIVTFTZEART TUTFICTBHE, cOATaVEERLET,. RAEZT IV



T, TORAZSAICIL—RELGEIVTREHYELEA. AZT ITUFTR. AS
External LSA ( A4 7 5LSA) NART TUFICTSYTFATENBVKRSICE>TVE
To AT TUTZERTZEHEE. [Summary] FT Y I9RY IRAEAFAT7ICLT, BIU—
LSA(RA T 3BRTA)V N TIVTICTTZYTATENBVRSICLET,
[Summary] : TUTZHNAZT TUTFELTERENDBEE. LSANFART TUTILEEE
NBEVKRSICCODFIVIRYIAREFATICLET, REZT ITUTOHE, COFIVY
RKYOAGFTAILRTAVICE>TWET, [NSSA] : T F Enot-so-stubby T U FIZF
BICE, COFATaUEBIRLET, NSSARKZAT 7LSA ZZIHFANE T, NSSA &
ER T 35S, [Summary] FIY IRV IVREFTIZLT, YXU—LSANIUTICTS
YFATENBVKRSICLET, £/, [Redistribute] FI Y IRY VRAZEF7ICL,
[Default Information Originate] # 4 X—7J)LICL T, I—hBEHZETF1E—7IICTEC
EETEEXT, [Redistribute] : L—KA"NSSAIZA VAR—KRENBVERDIZTBICE, D
FIVIRYIREFATIZLET, COFIVIRY IR, F7FILRNTHIZHE>TY
F9, [Summary] : TUTFH NSSA ELTEZRENBDBE, LSANARRT TUTILEESE
NBEVWKRSIZCOFIVIRYIREATICLET, NSSADFE, COFIVIRY IR
FF7FINTHICIE>TWET, [Default Information Originate] : 477 77 # )L ~
ZNSSAICERTBDICE. COFIVIRYIREZEFVICLET, COFIVIRY IR
&, F7AI)IRNTHTICE>TVET, [MetricValue] : 72N JL—h®D OSPF X ~N1J
YVOEBZEETDICK, EZ2ANLET. BVWBEDOEHRHEEEO ~ 16777214TT ., BREER
1T9, [Metric Type] : F7 AN IL—KRD OSPF XKUY Y BALT#IBETSICIE, EE
ABLET, BREE1(ZA71) EEE2(R21472)TY, F7FIMNEERF 2T,
[Area Networks] : OSPF T 7 2 E& T DR EESHET, [Enter IP Address and
Mask] : EOTUTHDERY RD—VZERTDDICFERAITIREZEAET, [IP
Address] : T IV TFIZEMT R XY ND—VFLREERANDIP7RLAZADLET,
F7AIN TUTEERTSICE. 0000 BRTFRY NYRY 0000 ZFEALET,
00001 2OITVUTHETTERTEELT, [Netmask] : TUFICEMTSDIP P RLA
FEREEARANDZRY ND—U XAV EEBIRLET, RANEZENTSEE.
255.255.255.255 X AV ZBRLE T, <OBITEE, 10.1.1.024 [, BRES DY NI —
2 T9, [Add] : [Enter IP Address and Mask] LU 7 TEZL XY RD—0 2T UTICE
MUET, BiEhizZxY NTJ—2&k, [Area Networks] T—7ILICRRENET,
[Delete] : IBIRL I=x Y N —2 % [Area Networks] T—7 LA SHIBRL £ T, [Area
Networks] : DLV FICH UL TERBENERY RD—UZRRLUET, [IP Address] : &Y
RO—ODIPT7RLAZRRLET, [Netmask] : FY RD—TDZRY ND—U XAV %
KR LET, [Authentication] : OSPF T 7RI DFREN EENE T, [None] : OSPF L1
TRIAZETAE—TINICTBICE., COFT2aVEBRLET, ChHFTT7AILRRET
¥, [Password] : TUTRIAADIVT THFANNATD—REFEHRITIEHEE, cOFT>
AVEEBERLET, EFIVT A ANMBEEETINDES. COFTAVEFHELER A,
[MDS]:MDSFRREZERA TR ICIE. DA TS a2 &BIRLE T, [Default Cost] : TUTFT DT
72N JAMNZEELE T, BB EOEHEIKO ~ 65535TF ., BBEMEIKE1TT,
7.[Applyl] 20V Y OLET,



.(:Cunﬁguratiun > Device Setup = Routing > OSPF > Setup) L

Enablz at least one OSPF Process Instance and define areas and area nebworks.

Process Instances 1Area | NEtWDFk%J-EI Route Summarization |

Zonfigure the area properties and area networks For O3PF Process

25PF Process frea ID frea Type Mekwarks authe add
10,1.1.0 ) 255,255,255.0 MNone

Edit

Delek

4 | 2

| __Reset |

8. 723> T, [FilterRules] R4 TI—KN 74N REERTEET, L—N 71X
&V, OSPF EHiCIEZRETACLZFAECNTVBRIL—KRZR LA <HETEERT,
9. F723a>T, I—NBERFZERETEET, CiscoASAlE, RIPBRUV EIGRP IZ& V) k&
HENB)I—KZ2 OSPFIL—FT 427 J7ORARICBEATEET, AZTI1YITIIL—KE
LVEHZENATWVWDRI—RE, OSPFIL—FT42Y J7ORAICBEATEET,

[Redistribution] R4 > TIL—NBEMAZEEZLFT T,

10. OSPF hello N7 Y RERILFF Y AN NTY RELTEEFEEhEFT, OSPF R4 /N—71",
RoZRIIBE, F7O-RFYANZIZYRND—VEBALEBFRICHDEE,. TOXA/N—
EFHTERITIHLENHYET, FEITOSPF RA/N—ZEEETSHE, helo/NTY M
AZFYAMNAYE—DJELTEORAN—ICEBFENET, AXT 1Y OSPF X4A4/N
—%EHET B2, [Static Neighbor] R4 > IZBEL E£T,

M ABOIIN—FT14>7 7OR NP SEBLEIL—REHISAATEET, YIXJ—DF R
NEAXICEAENDIXNIY I, BEEHNBIL—RNIXNTORTHRPIOXNIYITT
o WXU—IL—KRE, L=FT 12T T—TILOH A X 2EIBITDDICKRIEET, OSPF
NDHI)—I)l—hNEFEHATSHE, OSPFASBRIE, TOT7 RLATHN—ENBDITANTOD
BREAL—MOEHNELT, 1 DOABIL—RZT RNZALAALET, OSPF ICBERAE
nTWa, to)—F4>Y 7ORINDPSDIL—RNETEZHISAATEET,

12. [Virtual link] R4 > T, TUTF% OSPF XY RD—2VICBMTEEXT, L, ITUT%
NYOR=2TITFICERESRTDCERRTEEFRA, CDBE, REUIVZERTS
BENFHYVET, REVU VG, BEBIVT7ERENZIHEBEIVT7ZED2 D0 OSPF 7
NAREEHELET, OSPF FNLAAOWVWT I, NYIR—2 TUTICESRHEATY
DRENBHYNET,

OSPF RN ERTE

Cisco ASA &, OSPFIIL—FT 4> 77O DASODIN—FT 42T 7Y 7TF—KO MD5 il %
HR—MLET, MDS5F—ZFRALEA A IAMNN BB OSPEFNT Y NICEENTHY), &R
TENTVEVREERASORERBIL—FT 12T XV E—IJRBHREOIN—TFT 1200 XvE—IUHE
VIAFNBEVWKSICBHIELE T, B5% OSPF XY +E—JICEBMTS E, IL—2B KV Cisco
ASA D&, BLEBRIREF—TRETNDMEOIL—TFT 12T FINAADSIL—F 1429 XV
t—27ZELET, CORMZRELABAVES, XYNT—IANDOERLBDXRLEFEESEOIL—



NEFRZEFDRDIN—TFT 12T FINAANBOI—HICKV)EATND E, IL—FFIF Cisco
ASADI—FT14>F T—TILHNHIB L., Denial of Service HKENKELET, L—FT1>T F
NAA(ASAZEL )BTEFEND EIGRP XV E—J(CRREAIZEMT D E, ERTHHEET
ELBVBETEROIL—FNZY NDO—2ICEBMEniy), BENfNRELEY TS Z0OR
TE&ZEXT,

OSPF JL—RFERERE, AV B—T7 I A AZEICRELET, OSPF XY —IFRIRRE L TR
EENEAVE—TIAALICHDTNTO OSPF RA/N—ICF, BHEBERERUTED LRSI
BURAE-—REF—ZRETILENHYET,

Cisco ASA T OSPF MD5 BilZ A X—7INICTBICE. ROFIEZERTLET,
1. ASDM T, [Configuration] > [Device Setup] > [Routing] > [OSPF] > [Interface] ICBE& L T,

CORIZRT &S IZ, [Authentication]| ZT7 &2 IV Y UL ET,
(Configuration > Device Setup > Routing > OSPF > Interface O

Configure Inkerface specific O5PF routing parameters,

specify the authentication propetties for each interface,

Interface Authentication Type |

Area
Area

_ | e
CDBE. OSPFiF, ALV EZ—TIAARTAZ—TIINIZEnFET,

2. [inside] 1 R —T7 T4 AZEIRL T, [Edit] 20V YILFET,

3. [Authentication] T. [MD5 authentication] Zi#iRL T, FRIA/NZX—XIZE T2 158mZEM
LET, COBEEEF. BRHEF—E cisco123 THY ., F—IDIE 1T,



@= Edit 0SPF Interface Authentication

Interface: inside

Authentication

i Mo authentication " Area authentication, if defined

" Password authentication I:F MOS authenticatinn:l

Authentication Password

Enter Passwaord: Re-enter Password:

MD5 IDs and Keys

MDS Key 1D

MOS Key

MDS Key ID:

MDS Kew:

[ QK | Cancel | Help

4. [OK|Z2VY LT, [Applyl 20UV O LET,
Configuration > Device Setup > Routing > OSPF > Interface

Configure Interface specific QSPF rouking parameters,

Authentication | Prnpertiesl

Specify the authentication properties for each interface.

Interface Authentication Tvpe

Bpply Resel

Cisco ASA CLI 8%

Cisco ASA




ci scoasa#show running-config
Saved

ASA Version 8.0(2)

!

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!--- Inside interface configuration interface

Et hernet0/1 naneif inside security-level 100 ip address
10.1.1.1 255.255.255.0 ospf cost 10 /--- OSPF
authentication is configured on the inside interface
ospf nessage-di gest-key 1 nd5 <renoved> ospf

aut henti cation nessage-digest ! !--- Outside interface
configuration interface Ethernet0/2 naneif outside
security-level O ip address 192.168.1.2 255.255.255.0
ospf cost 10 ! !--- Output Suppressed icnp unreachabl e
rate-limt 1 burst-size 1 asdmimage diskO:/asdm 602. bin
no asdm history enable arp tinmeout 14400 ! /--- OSPF
Configuration router ospf 1

network 10.1.1.0 255.255.255.0 area 0

| og- adj - changes

!

!--- This is the static default gateway configuration in
order to reach Internet route outside 0.0.0.0 0.0.0.0
192.168.1.1 1 ciscoasa#

Cisco I0S JL—#& (R2) CLI &%

Cisco IOS IL—Z (R2)

!--- Interface that connects to the Cisco ASA. !---
Notice the OSPF authentication parameters interface
Ethernet0

ip address 10.1.1.2 255.255.255.0

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciscol23

! -—— Output Suppressed !--- OSPF Configuration router
ospf 1

log-adjacency-changes

network 10.1.1.0 0.0.0.255 area 0

network 172.16.1.0 0.0.0.255 area 0

network 172.16.2.0 0.0.0.255 area 0

Cisco I0S JL—& (R1) CLI

%I{!II
it

Cisco IOS JL—% (R1)

! -—-— Output Suppressed !--- OSPF Configuration router
ospf 1

log-adjacency-changes

network 172.16.5.0 0.0.0.255 area 0




|| network 172.16.2.0 0.0.0.255 area 0

Cisco I0S JL—% (R3) CLI &

Cisco I0OS JLl—%& (R3)

!--- OQutput Suppressed !--- OSPF Configuration router
ospf 1

log-adjacency-changes
network 172.16.1.0 0.0.0.255 area 0
network 172.16.10.0 0.0.0.255 area 0

ASA IZ& % OSPF ADBfiLH

ERROESY), OSPFIL—TFT 127 7O€AICKE, BIO OSPF IIL—FT 427 Z7OEAX RIP L

—F 429 TORAN S, £k OSPF AV B— 7 I A ALBEENTVBART A Y Y
L—RBEVERENTVBL—RAS, I—REBREATEXT,

COBITE, ROLSBERY NT—URT, RIPJL—h%Z OSPF ICBEALET,

DSPF speaking devices

- -4 B S
-~ = T Autonomous System
< Area 0 s, DL RIP speaking
7 =)
f :|?2.1E.'1|:I.l:l."2-ﬂ-' "\
/
|

: 192 1681 0/24
100110624 @
;s ASA ‘\
i

o Redistribute the RIP rowtes iro OSPF
-

Autonomonrs System(AS)
- R1
e
.
i
R1, B2 & B3 represents
Rouwter's hostname
Efhemet link
| Sarial link
ASDM D ERE

1. [Configuration] > [Device Setup] > [Routing] > [RIP] > [Setup] Z3&IRL ., RIP 24 X—7JLIC
LT, RORIZRTERSIZ, ZY NT—2192.168.1.0 ZEEML £,



(Configuration > Device Setup > Routing > RIP > Setup)

i_onfigure the global Routing Information Protocol (RIP) parameters, You can configure the setking or
the RIP routing process,

[IF Enable RIP ru:nutingj

[~ Enable auto-summarization

I‘IF Enable RIP version £ Version 1 {* \ersion 2 :l
(If global wersion in nok configured then device sends Yersion 1 and receives Yersions 1 & 2.)
[~ Enable default information ariginate Route Map: I
Metworks
192,168,1.0
IP Metworlk to Add; fdd =
Delete

Passive Interfaces

[~ tlobal passive: Configure all the Inkerface Fassive
interfaces as passive globally, This inside r
setking will override the individual dmz r

| rem |
2. [Applyl 20U YOLET,

3. [Configuration] > [Device Setup] > [Routing] > [OSPF] > [Redistribution] > [Add] Zi&iRL T
. RIPJ)L—K% OSPF ICBEHRLFT,
(Currﬁguratiun = Device Setup » Routing > OSPF > Redistrihutiunj C

Define the conditions For redistributing routes from one ©SPF process to another,

Q5SPF Process _l Pratacal Match Subnets Metric Walue Metric Type

Edit

[eleke

Apply I

4.[OK|ZZUY LT, [Applyl €U YO LET,




g% Add 0SPF Redistribution Entry

Protocol
(" Static ¢ Connected £ O5PE b
JSPF Process: 1 w
p— {" EIGRF -
~Optional
-Match-

[T ilnternal [T External 1 [T ExtermaliZs [T ME58 Externalid [T ME5& External
Mektric Walue: E\etric Type: |2 I Tag Walue: I | [« Use subnets|
Foute Map:

| I Cancel | Help
BE D CLI B&E

RIP # OSPFAS ICBEMR TS 1EHD ASA O CLI F&E

router ospf 1
network 10.1.1.0 255.255.255.0 area 0O
| og- adj - changes
redistribute rip subnets

router rip
network 192.168.1.0

RIPJL—K%Z OSPFAS ICBEMALES, ZAN—I10SIL—Z (R2)DIL—F1>2T =7

ZSRTEEXT,

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S su- ISISsumary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route
Gateway of l|ast resort is not set
172.16.0.0/ 16 is variably subnetted, 4 subnets, 2 nasks
(0] 172.16.10.1/32 [110/11] via 172.16.1.2, 01:17:29, Ethernetl
(0] 172.16.5.1/32 [110/65] via 172.16.2.2, 01:17:29, Seriall
C 172.16.1.0/24 is directly connected, Ethernetl
C 172.16.2.0/24 is directly connected, Seriall
10.0.0.0/24 is subnetted, 1 subnets
C 10.1.1.0 is directly connected, EthernetO



O E2 192.168.1.0/24 [110/20] via 10.1.1.1, 01:17:29, EthernetO
!--- Redistributed route adverstied by Cisco ASA

2

REZHEEITDICE, ROFIEZETLET,

1. ASDM T, [Monitoring] > [Routing] > [OSPF Neighbors] ICBEB L. & OSPF X4 /N\—%
RTEFET, CcORRF, 7907147 ZAN—ELTORFIL—F (R2) ZERLTVET,
CDRAN—DNERIDAR—TIA A, FA/N—I)L—Z D, R&E, FY R XL LEHE
R CEERT,

Monitoring = Bmding = O5PF Heighhors O
- OSPF Meighbors

Each row represents ane OSPF Meighbor, Please click the help button For a descripkion of the skates.,

Neu;hl:n:ur

Priarity : Deal:l Time: .ﬂ.ddress

00034 1|| 1.1.2

Iterfan:

1 FI ILLIE-EIF' inside

-Last Updated: 5/19,/08 3:55:10 PM-

2. £7=, [Monitoring] > [Routing] > [Routes] ICBEBL T, I—FT 10T T—TIZRRTEE
T, CcORTI, the 172.16.1.0/24, 172.16.2.0/24, 172.16.5.0/24 H & T 172.16.10.0/24
ZYRD—2HF. R2(101.12) #EALTHEBEEhET,

EHonitoring > Routing > Routes O

~Routes

Each row represents one route, A0 is the administrative distance,

2 e

OSPF 172,16.5.1 255,255,255,2556  10.1.1.2 inside
OSPF - 172.16.1.0 255,255.255.0 10.1.1.2 inside
QSPF - 172.16.2.0 255,255,255.0 10.1.1.2 inside
CONMECTED - 10.1.1.0 255,255,255.0 - inside
COMMECTED - 10,77.241.128 255,255,255,192 = driz
STATIC - 10.77.0.0 255.255.0,0 10,77.241.129 drinz
COMMECTED = 192.1638.1.0 255,255.255.0 = oukside
STATIC DEFALILT 0.0.0.0 0.0.0.0 192.168.1.1 okside

3.CLI 5., show route command N> REFEAL T, ABUHIZEEEBTEET,

Ci scoasat#show route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0



172.16.10.1 255.255.255.255 [110/21] via 10.1.1.2, 0:00:06, inside
172.16.5.1 255.255.255.255 [110/75] via 10.1.1.2, 0:00:06, inside
172.16.1.0 255.255.255.0 [110/20] via 10.1.1.2, 0:00:06, inside
172.16.2.0 255.255.255.0 [110/74] via 10.1.1.2, 0:00:06, inside
10.1.1.0 255.255.255.0 is directly connected, inside

10. 77.241. 128 255.255.255.192 is directly connected, dne

10.77.0.0 255.255.0.0 [1/0] via 10.77.241.129, dne

192.168.1.0 255.255.255.0 is directly connected, outside

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.1.1, outside

4. F£7=, show ospfdatabase IV RZFEAL T, 2BLEXRY NT—UB KT ospf h7RO
PICEHTRIFHRERBIBDEETEEXRT,

Cci scoasat#tshow ospf database

OunwonOnOoooo

OSPF Router with ID (192.168.1.2) (Process ID 1)

Router Link States (Area 0)

Link I D ADV Rout er Age Seq# Checksum Li nk count
172.16.1.2 172.16.1.2 123 0x80000039 Oxfdid 2
172.16.2. 1 172.16.2. 1 775 0x8000003c 0x9b42 4
172.16.5.1 172.16.5.1 308 0x80000038 0xb91b 3
192.168.1.2 192.168.1.2 1038 0x80000037 0x29d7 1

Net Link States (Area 0)

Link 1D ADV Rout er Age Seq# Checksum
10.1. 1.1 192.168.1.2 1038 0x80000034 0x72ee
172.16. 1.1 172.16.2.1 282 0x80000036 0x9e68

5. show ospf neighbors X > Ri&, PO T 147 TAN—BLTRISEBROBRICERKIZULSE
£F9, cOPITE., FIE1 TASDMASEBLEBERERUBEHRZRLET,

ci scoasa#show ospf neighbor

Nei ghbor 1D Pri State Dead Ti ne Addr ess Interface
172.16.2. 1 1 FULL/ BDR 0: 00: 36 10.1.1.2 i nsi de

hZ70231—b

SOtV 3aUTE, OSPFEEOKNS TN 1—FT 4V JICRICADBERERBLET,

RAVKNI=FRALV N RY RND—DAFDART 1Y D XA)V—8E

ASA T OSPF Y NT—DERL > RNY—FKA N F7O0—KFFIRELTRELTNSH
&, ART 1YY OSPF 2/ N—BEHEL T, KAV RNY—KA D RFTO—RFT AN Y N
J—5 LT OSPF L—RNEF RNAA XTBHUBENHYET, FMCOVTR, TRETIYY
OSPF 24 N—DEHs £BBLTILEE L,

RSNV a—F14290EHOOAIVR

TORTYINAVE=T IR YY) (BFI—YEAH) (OIT) F, HE®D show AN RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROH IO DM ERRLET,

X debug NV RZFEATSHEIIC., Tdebug X ROEEZEH. 2FRLTSEEL,


//www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/route_ospf.html#wp1094727
//www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/route_ospf.html#wp1094727
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

- debug ospfevents : OSPF A X hOTFNY T A Z—TIIZLET,
ci scoasa(confi g) #debug ospf events

OSPF events debugging is on

ciscoasa(config)# int e0/1

ci scoasa(config-if)# no shu

ciscoasa(config-if)#

OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:

OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
1500
OSPF:
OSPF:

Interface inside going Up

Send with youngest Key 1

Rcv hello from 172.16.2.1 area 0 frominside 10.1.1.2

2 Wy Communication to 172.16.2.1 on inside, state 2WAY

Backup seen Event before WAIT tinmer on inside

DR/ BDR el ecti on on inside

El ect BDR 172.16.2.1

El ect DR 172.16.2.1

DR 172.16.2.1 (1d) BDR 172.16.2.1 (1d)

Send DBD to 172.16.2.1 on inside seq Oxlabd opt 0x2 flag Ox7 len 32

Send with youngest Key 1

End of hell o processing

Rcv hello from 172.16.2.1 area O frominside 10.1.1.2

End of hell o processing

Rcv DBD from 172.16.2.1 on inside seq 0x12f3 opt 0x42 flag Ox7 len 32 ntu
stat e EXSTART

First DBD and we are not SLAVE

Rcv DBD from 172.16.2.1 on inside seq Oxlabd opt 0x42 flag O0x2 len 152 nt

u 1500 state EXSTART

OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
1500
OSPF:
OSPF:
OSPF:
OSPF:
1500
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:

OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:
OSPF:

NBR Negoti ati on Done. W are the MASTER

Send DBD to 172.16.2.1 on inside seq Oxlabe opt 0x2 flag Ox3 len 132
Send with youngest Key 1

Send with youngest Key 1

Dat abase request to 172.16.2.1

sent LS REQ packet to 10.1.1.2, length 12

Rcv DBD from 172.16.2.1 on inside seq Oxlabe opt 0x42 flag Ox0 len 32 ntu
st at e EXCHANGE

Send DBD to 172.16.2.1 on inside seq Oxlabf opt 0x2 flag Ox1 len 32
Send with youngest Key 1

Send with youngest Key 1

Rcv DBD from 172.16.2.1 on inside seq Oxlabf opt 0x42 flag Ox0O len 32 ntu
st at e EXCHANGE

Exchange Done with 172.16.2.1 on inside

Synchroni zed with 172.16.2.1 on inside, state FULL

Send with youngest Key 1

Send with youngest Key 1

Rcv hello from 172.16.2.1 area O frominside 10.1.1.2

Nei ghbor change Event on interface inside

DR/ BDR el ecti on on inside

El ect BDR 192.168.1.2

Elect DR 172.16.2.1

El ect BDR 192.168.1.2

Elect DR 172.16.2.1

DR 172.16.2.1 (1d) BDR 192.168.1.2 (Id)

End of hell o processing

Send with youngest Key 1

Send with youngest Key 1

Send with youngest Key 1

Send with youngest Key 1

Rcv hello from 172.16.2.1 area O frominside 10.1.1.2

End of hell o processing

Send with youngest Key 1

Rcv hello from 172.16.2.1 area O frominside 10.1.1.2

End of hello processing

Send with youngest Key 1

Rcv hello from 172.16.2.1 area 0 frominside 10.1.1.2

End of hell o processing



OSPF: Send with youngest Key 1
OSPF: Rcv hello from 172.16.2.1 area 0 frominside 10.1.1.2
OSPF: End of hello processing

E RPAEORNSTINSA—F 4TI RAIDEETEAOATN ROFEBICDVTRE, T
CiscotF 1 VFATTSATAIAIRUTFPLUA, N—2328.00 ® "debug
ospfy 92 a2aSRBRLTLSEEL,

B 18 #§

. Cisco 5500 ¥ ) —XEBEHE 1 UF 1 PTSLATPYRACHIDHR—Kh "=
. Cisco 500 > U—X PIX gD HAR— N R—D

- PIX/ASA 8.X : Cisco Adaptive Security Appliance ( ASA ) ® EIGRP DE&TE

- TO_HAIL YR—PE RFI X2 B -Cisco Systems
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