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ASA5505#show running-config
: Saved
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ASA Version 8.0(2)
1
host nane ASA5505
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface Vlanl
no nanei f
no security-1Ievel
no i p address
!
interface Vlan2
nameif outside
security-level 0
ip address 172.16.1.1 255.255.255.0
!
interface Vlan3
nameif inside
security-level 100
ip address 10.2.2.1 255.255.255.0
!
interface Ethernet0/0
switchport access vlan 3
!
interface Ethernet0/1
switchport access vlan 2
1
interface Ethernet0/2
shut down

nterface Ethernet0/3
shut down

nterface Ethernet0/4
shut down

nterface Ethernet0/5
shut down

nterface Ethernet0/6
shut down

nterface Ethernet0/7

shut down

|

passwd 2KFQhbNI dI . 2KYQU encrypt ed

boot system di skO:/asa802-k8. bin

ftp node passive

access-list 100 extended permit ip 10.2.2.0
255.255.255.0 10.1.1.0 255.255.255.0

!--—- Access-1ist for interesting traffic (Site to Site)
to be !--- encrypted between ASA 5505 and ASA/PIX
networks. access-list nonat extended permit ip 10.2.2.0
255.255.255.0 10.1.1.0 255.255.255.0

!--—- Access-1ist for traffic to bypass the network
address !--- translation (NAT) process. pager |lines 24
nmu inside 1500 mu outside 1500 no failover icnp
unreachable rate-limt 1 burst-size 1 asdm i nmage

di sk0: /asdm 602. bin no asdm hi story enable arp tineout
14400 nat-control global (outside) 1 interface

nat (inside) 0 access-list nonat




nat (inside) 1 0.0.0.0 0.0.0.0

!--- Specify the NAT configuration. !--- NAT 0 prevents
NAT for the ACL defined in this configuration. !--- The
nat 1 command specifies NAT for all other traffic.

route outside 10.1.1.0 255.255.255.0 172.16.1.2 1
route outside 192.168.1.0 255.255.255.0 172.16.1.2 1
ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03: 00
si p-di sconnect 0:02:0

ti meout uauth 0:05:00 absol ute

dynami c- access-policy-record Dflt AccessPolicy

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup

| i nkdown col dstart

! --—- PHASE 2 CONFIGURATION !--- The encryption types for
Phase 2 are defined here. crypto ipsec transform-set
myset esp-3des esp-sha-hmac

!--- Define the transform set for Phase 2. crypto map
outside_map 20 match address 100

!--- Define which traffic can be sent to the IPsec peer.
crypto map outside_map 20 set peer 192.168.1.1

!--- Sets the IPsec peer. crypto map outside_map 20 set
transform-set myset

! --- Sets the IPsec transform set "myset" !--- to be
used with the crypto map entry "outside _map" crypto map
outside_map interface outside

!--—- Crypto map applied to the outside interface of the
ASA crypto isakmp enable outside
crypto isakmp policy 10

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

!--- PHASE 1 CONFIGURATION ---! !--- This configuration
uses isakmp policy 10. !--- These configuration commands
!--- define the Phase 1 policies that are used. tel net
timeout 5 ssh tineout 5 console timeout O threat-
detection basic-threat threat-detection statistics
access-list ! class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect
dns preset_dns_map paraneters nessage-| ength nmaxi num 512
pol i cy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global tunnel-group 192.168.1.1
type ipsec-121




!--- In order to create and manage the database of

connection-specific records !--- for ipsec-121-IPsec
(LAN-to-LAN) tunnels, use the tunnel-group !--- comand
in global configuration node. !--- For L2L connections
the nanme of the tunnel group MJST be the IP !--- address

of the |Psec peer

tunnel-group 192.168.1.1 ipsec-attributes
pre-shared-key *

!--- Enter the pre-shared-key in order to configure the
authentication method. pronpt hostnane context

Crypt ochecksum 68ebal59f d8e4c893f 24185f f b40bb6f : end
ASA5505#

Cisco 5510 ASA ME&TE

ASA5510#show running-config
Saved

ASA Version 8.0(2)
1
host nane ASA5510
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface Ethernet0/0
nameif inside
security-level 100
ip address 10.1.1.1 255.255.255.0
!
interface Ethernet0/1
nameif outside
security-level 0
ip address 192.168.1.1 255.255.255.0

nterface Ethernet0/2
shut down

no nanei f

no security-Ieve

no i p address

nterface Ethernet0/3
shut down

no nanei f

no security-Ieve

no i p address

nt erface Managenment 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

ftp node passive

access-list 100 extended permit ip 10.1.1.0
255.255.255.0 10.2.2.0 255.255.255.0

!--—- Access-1ist for interesting traffic (Site to Site)




to be !--- encrypted between ASA 5505 and ASA/PIX
networks. access-list nonat extended permit ip 10.1.1.0
255.255.255.0 10.2.2.0 255.255.255.0

!--—- Access-1ist for traffic to bypass the network
address !--- translation (NAT) process. pager |lines 24
nmu inside 1500 mu outside 1500 no failover icnp
unreachable rate-limt 1 burst-size 1 asdm i nmage

di sk0: /asdm 522. bin no asdm hi story enable arp tineout
14400 nat-control global (outside) 1 interface

nat (inside) 0 access-list nonat

nat (inside) 1 0.0.0.0 0.0.0.0

!--- Specify the NAT configuration. !--- NAT 0 prevents
NAT for the ACL defined in this configuration. !--- The
nat 1 conmand specifies NAT for all other traffic.

route outside 10.2.2.0 255.255.255.0 192.168.1.2 1
route outside 172.16.1.0 255.255.255.0 192.168.1.2 1
ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00

ti meout uauth 0:05:00 absolute

dynami c- access-policy-record Dflt AccessPolicy

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup

| i nkdown col dstart

! --—- PHASE 2 CONFIGURATION !--- The encryption types for
Phase 2 are defined here. crypto ipsec transform-set
myset esp-3des esp-sha-hmac

!--- Define the transform set for Phase 2. crypto map
outside_map 20 match address 100

!--- Define which traffic can be sent to the IPsec peer.
crypto map outside_map 20 set peer 172.16.1.1

!--- Sets the IPsec peer. crypto map outside_map 20 set
transform-set myset

!--- Sets the IPsec transform set "myset" !--- to be
used with the crypto map entry "outside _map" crypto map
outside_map interface outside

!--—- Crypto map applied to the outside interface of the
ASA crypto isakmp enable outside

crypto isakmp policy 10

authentication pre-share

encryption 3des

hash sha

group 2

lifetime 86400

!--- PHASE 1 CONFIGURATION ---! !--- This configuration
uses isakmp policy 10. !--- These configuration commands
!--- define the Phase 1 policies that are used. Ccrypto
i saknp policy 65535 authentication pre-share encryption




3des hash sha group 2 lifetime 86400 tel net tineout 5
ssh timeout 5 console timeout O threat-detection basic-
threat threat-detection statistics access-list ! class-
map i nspection_default match default-inspection-traffic
I I policy-map type inspect dns preset_dns_nap

par anet ers nmessage-| ength maxi mum 512 policy-map

gl obal _policy class inspection_default inspect dns
preset _dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp

i nspect skinny inspect esntp inspect sqlnet inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy global _policy global tunnel-group 172.16.1.1 type
ipsec-121

!--- In order to create and manage the database of

connection-specific records !--- for ipsec-121-IPsec
(LAN-to-LAN) tunnels, use the tunnel-group !--- comand
in global configuration node. !--- For L2L connections
the nanme of the tunnel group MJST be the IP !--- address

of the |Psec peer

tunnel-group 172.16.1.1 ipsec-attributes
pre-shared-key *

!--- Enter the pre-shared-key in order to configure the
authentication method. pronpt hostnane context

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e : end
ASA5510#

j 7

CCTR, RENFNERICHELTLINESHERRELET,

TORTYINAVER=TVRY—) (BFRI—YERH) (OIT) F, HED show I RZEYH
R—HhLETF, OIT ZFEAL T, show ANV ROHIDDMERRLET,

. show cryptoisakmp sa : EZ LOBRE®D IKE E¥21UF4 PYSI—32 (SA) EINX
TRRLET,
- show crypto ipsec sa : BBIED IPSec SA Z X TRRLET,
ot aVICR, ROEFIAOCEIREMNEZRLET,

. Cisco 5505 ASA
. Cisco 5510 ASA

Cisco 5505 ASA MERTE

ASA5505#show crypto isakmp sa

Active SA 1
Rekey SA: 0 (A tunnel will report 1 Active and 1
Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 192.168.1.1
Type o L2L Rol e : initiator
Rekey © no State : MM_ACTI VE
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ASA5505#show crypto ipsec sa
interface: outside

Crypto map tag: outside_nap, seq num 20, |oca
addr: 172.16.1.1

access-list 100 permit ip 10.2.2.0 255.255.255.0
10.1.1.0 255.255.255.0

local ident (addr/mask/prot/port):
(10.2.2.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port):
(10.1.1.0/255.255.255.0/0/0)

current_peer: 192.168.1.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not conpressed: 4, #pkts conp failed: O,
#pkts deconmp failed: O

#pre-frag successes: 0, #pre-frag failures: 0
#fragments created: 0O

#PMIUs sent: 0, #PMIUs rcvd: 0O, #decapsul ated frgs
needi ng reassenbly: O

#send errors: 0, #recv errors: O

| ocal crypto endpt.: 172.16.1.1, renote crypto
endpt.: 192.168.1.1

path mu 1500, ipsec overhead 58, nedia ntu 1500
current outbound spi: A0411DE6

i nbound esp sas:
spi: 0x8312C39C (2199045020)
transform esp-3des esp-sha-hnmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 8192, crypto-map: outside_nap
sa timng: remaining key lifetine (kB/sec):
(3824999/ 27807)
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: OxA0411DE6 (2688622054)
transform esp-3des esp-sha-hnmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 8192, crypto-map: outside_nap
sa timng: remaining key lifetine (kB/sec):
(3824999/ 27807)
IV size: 8 bytes
replay detection support: Y

Cisco 5510 ASA ME&TE

ASA5510#show crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1
Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 172.16.1.1
Type o L2L Rol e : responder
Rekey > no State : MMLACTI VE




ASA5510#show crypto ipsec sa
interface: outside

Crypto map tag: outside_nap, seq num 20, |oca
addr: 192.168.1.1

access-list 100 permit ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0

local ident (addr/mask/prot/port):
(10.1.1.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port):
(10.2.2.0/255.255.255.0/0/0)

current_peer: 172.16.1.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 4, #pkts conp failed: O,
#pkts deconmp failed: O

#pre-frag successes: 0, #pre-frag failures: 0
#fragments created: 0O

#PMIUs sent: 0, #PMIUs rcvd: 0O, #decapsul ated frgs
needi ng reassenbly: O

#send errors: 0, #recv errors: O

| ocal crypto endpt.: 192.168.1.1, renote crypto
endpt.: 172.16.1.1

path mu 1500, ipsec overhead 58, nedia ntu 1500
current outbound spi: 8312C39C

i nbound esp sas:
spi: OxA0411DE6 (2688622054)
transform esp-3des esp-sha-hnmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 8192, crypto-map: outside_nap
sa timng: remaining key lifetine (kB/sec):
(4274999/ 27844)
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: 0x8312C39C (2199045020)
transform esp-3des esp-sha-hnmac none
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 8192, crypto-map: outside_nap
sa timng: remaining key lifetine (kB/sec):
(4274999/ 27844)
IV size: 8 bytes
replay detection support: Y

N | 1 Rl

CCTR. REORS TN 1—F AV JIERTEZBRERLET,

RDESBEIAIY REFERALET,

. clear crypto isakmpsa: 7I—X1SAZ I FLET, XX : clear crypto isakmp sa IV
YR, POTF14TBVPN RO XN EIXKTOVUFTIZNOT, BACEARLGERERETE
ENFBYET, PIXASAY T RIITON— 32 8.0(3) LAEED S &, clear crypto isakmp
sa <peer ip address> N> RZFEAL T, BZDIKESAZ VT TEET, 8.03)&WE



BNY 7 NJITF7/N—2 32T, vpn-sessiondb logoff tunnel-group <tunnel-group-
name> Y2 RE#HAL T, 12DKRZIDIKES L UIPsec SAZ VU PTEET,
ASA5505#vpn-sessiondb logoff tunnel-group 192.168.1.1

Do you want to |ogoff the VPN session(s)? [confirn] Y

INFO Nunber of sessions from Tunnel Goup "192.168.1.1" |ogged off : 1

ASAS505# Jan 19 13:58:43 [IKEvl DEBUG: Group = 192.168.1.1, IP = 192.168.1.1, P
itcher: received key delete nsg, spi 0xaal57573

Jan 19 13:58:43 [IKEvl]: Group = 192.168.1.1, IP = 192.168.1.1, Connection term
nated for peer 192.168.1.1. Reason: Admi nistrator Reset Renbte Proxy 10.1.1.0,
Local Proxy 10.2.2.0

Jan 19 13:58:43 [IKEvl DEBUG: Goup = 192.168.1.1, IP = 192.168.1.1, |IKE SA MM
116f1ccf rcv'd Termi nate: state MM ACTIVE flags 0x0021c042, refcnt 1, tuncnt 1

Jan 19 13:58:43 [IKEvl DEBUG : Goup = 192.168.1.1, IP = 192.168.1.1, sending de
|l ete/del ete with reason nessage

Jan 19 13:58:43 [I KEvl DEBUGF : G oup
ng bl ank hash payl oad

Jan 19 13:58:43 [I KEvl DEBUG : G oup
ng | PSec del ete payl oad

Jan 19 13:58:43 [I KEvl DEBUG : G oup
ng gm hash payl oad

Jan 19 13:58:43 [IKEvl]: IP = 192.168.1.1, |KE_DECODE SENDI NG Message (msgi d=c17
46fb4) with payl oads : HDR + HASH (8) + DELETE (12) + NONE (0) total length : 68

Jan 19 13:58:43 [IKEvl DEBUG : Goup = 192.168.1.1, IP = 192.168.1.1, Active uni

t receives a delete event for renote peer 192.168.1.1.

192.168.1.1, IP = 192.168.1.1, constructi

192.168.1.1, IP

192.168.1.1, constructi

192.168.1.1, IP

192.168.1.1, constructi

Jan 19 13:58:43 [IKEvl DEBUGF: G oup = 192.168.1.1, IP
ng SA: Renpte Proxy 10.1.1.0, Local Proxy 10.2.2.0

Jan 19 13:58:43 [IKEvl DEBUG: Goup = 192.168.1.1, IP = 192.168.1.1, | KE SA W
116f1ccf terminating: flags 0x0121c002, refcnt 0, tuncnt O

Jan 19 13:58:43 [IKEvl DEBUG : Goup = 192.168.1.1, IP = 192.168.1.1, sending de
|l ete/del ete with reason nessage

Jan 19 13:58:43 [I KEvl DEBUG : G oup
ng bl ank hash payl oad

Jan 19 13:58:43 [I KEvl DEBUG : G oup
ng | KE del et e payl oad

Jan 19 13:58:43 [I KEvl DEBUG : G oup
ng gm hash payl oad

Jan 19 13:58:43 [IKEvl]: IP = 192.168.1.1, |KE_DECODE SENDI NG Message (msgi d=a7e
78fac) with payloads : HDR + HASH (8) + DELETE (12) + NONE (0) total length : 80
Jan 19 13:58:43 [IKEvl DEBUGE : Pitcher: received key del ete nmsg, spi Oxaal57573
Jan 19 13:58:43 [IKEvl DEBUGE : Pitcher: received key del ete nmsg, spi 0x746fe476
Jan 19 13:58:43 [IKEvl]: IP = 192.168.1.1, Received encrypted packet with no nat
ching SA, dropping

192.168.1.1, IKE Deleti

192.168.1.1, IP

192.168.1.1, constructi

192.168.1.1, IP

192.168.1.1, constructi

192.168.1.1, IP = 192.168.1.1, constructi

- clear crypto ipsec sa peer <peer IP address> : X BB 7 I—AX2SAZVVUFLET,
ASA5505( confi g) #clear ipsec sa peer 192.168.1.1
ASA5505(config)# | PSEC. Del eted i nbound decrypt rule, SPI 0x8030618F
Rule I D. OxD4E56A18
| PSEC. Del eted inbound permt rule, SPI 0x8030618F
Rule I D. 0xD4DF4110
| PSEC. Del eted i nbound tunnel flow rule, SPI 0x8030618F
Rul e 1 D. OxD4DAE1FO
| PSEC. Del eted i nbound VPN context, SPI 0x8030618F
VPN handl e: 0x00058FBC
| PSEC:. Del et ed out bound encrypt rule, SPI 0xOD6CDEEB
Rule I D 0xD4DA4348
| PSEC. Del et ed out bound permt rule, SPI 0xOD6CDEEB
Rul e 1 D. OxD4DAE7A8
| PSEC. Del et ed out bound VPN context, SPlI 0x0D6CDEEB
VPN handl e: 0x0005633C

- debug crypto isakmp sa <debug level> : ISAKMP SA DX A I —>a>&FNYILET



o

ASA5505( conf i g) #debug crypto isakmp 7

ASA5505(config)# Jan 19 13:39:49 [IKEvl]: IP = 192.168.1.1, |KE _DECODE RECEI VED
Message (nsgi d=0) with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VEN
DOR (13) + NONE (0) total length : 188

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, processing SA payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, GCakley proposal is acceptable
Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, processing VID payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, Received NAT-Traversal ver 02 V

I D

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, processing VID payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, Received NAT-Traversal ver 03 V

I D

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, processing VID payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, Received Fragnentation VID

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, |IKE Peer included |KE fragnenta

tion capability flags: Min Mde: True Aggressive Mde: True

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, processing |KE SA payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, IKE SA Proposal # 1, Transform

# 1 acceptable Mtches global IKE entry # 2

Jan 19 13:39:49 [IKEvl DEBUG: IP 192. 168. 1.

Jan 19 13:39:49 [IKEvl DEBUG: IP 192. 168. 1.

ver 02 payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP

+ extended capabilities payl oad

Jan 19 13:39:49 [IKEvl]: IP = 192.168.1.1, |KE_DECODE SENDI NG Message (msgi d=0)

with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length

128

Jan 19 13:39:49 [IKEv1]: I|P = 192.168.1.1, |KE_DECODE RECEI VED Message (msgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR

(13) + VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Jan 19 13:39:49 [IKEvl DEBUG: |P = 192.168. 1. processi ng ke payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192. 168. processing | SA_KE payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192. 168. processi ng nonce payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192. 168. processing VID payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192. 168. Recei ved Cisco Unity client VID

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192. 168. processing VID payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192. 168. Recei ved xauth V6 VID

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192. 168. processing VID payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192. 168. , Processing VPN3000/ ASA spoofing
| OS Vendor |D payload (version: 1.0.0, capabilities: 20000001)

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, processing VID payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, Received Altiga/C sco VPN3000/C

isco ASA GW VI D

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, processing NAT-Di scovery payl oa

d

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192. 168. conmputi ng NAT Di scovery hash

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, processing NAT-Di scovery payl oa

d

=

constructing | SAKMP SA payl oad
constructing NAT-Traversal VID

=

192.168.1.1, constructing Fragnentation VID

PP PRPPRPPPPPPR

PRORPRPRPRRPRRPRRPRRER

=
L

Jan 19 13:39:49 [IKEvl DEBUG : IP = 192.168.1.1, conputing NAT Di scovery hash
Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, constructing ke payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, constructing nonce payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, constructing G sco Unity VID pa

yl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, constructing xauth V6 VID payl o

ad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, Send 10S VID

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, Constructing ASA spoofing IOS V

endor |D payload (version: 1.0.0, capabilities: 20000001)

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, constructing VID payl oad

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, Send Altiga/ G sco VPN3000/C sco
ASA GW VI D

Jan 19 13:39:49 [IKEvl DEBUG: IP = 192.168.1.1, constructing NAT-D scovery payl



oad

Jan 19 13:39:49 [IKEvl DEBUG: | P

Jan 19 13:39:49 [IKEvl DEBUG: | P

oad

Jan 19 13:39:49 [IKEvl DEBUG : | P = 192.168.1.1, conputing NAT Discovery hash

Jan 19 13:39:49 [IKEv1l]: IP = 192.168.1.1, Connection |anded on tunnel _group 192
.168.1.1

Jan 19 13:39:49 [IKEvl DEBUG : Group = 192.168.1.1, IP = 192.168.1.1, Cenerating
keys for Responder...

Jan 19 13:39:49 [IKEv1]: IP = 192.168.1.1, |KE DECODE SENDI NG Message (nsgi d=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (
13) + VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Jan 19 13:39:49 [IKEv1]: IP = 192.168.1.1, |KE DECODE RECEl VED Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALIVE (128) + VENDOR (13) + N

ONE (0) total length : 96

Jan 19 13:39:49 [IKEvl DEBUG : Group = 192.168.1.1, IP = 192.168.1.1, processing
I D payl oad

Jan 19 13:39:49 [IKEvl DEBUG : Group = 192.168.1.1, IP = 192.168.1.1, processing
hash payl oad

Jan 19 13:39:49 [I KEvl DEBUG : G oup

hash for | SAKMP

Jan 19 13:39:49 [IKEvl DEBUG : I P = 192.168.1.1, Processing |IOS keep alive paylo

ad: proposal =32767/ 32767 sec.

Jan 19 13:39:49 [IKEvl DEBUG : Group = 192.168.1.1, IP = 192.168.1.1, processing
VI D payl oad

Jan 19 13:39:49 [I KEvl DEBUG : G oup
PD VI D

Jan 19 13:39:49 [IKEv1]: Goup = 192.168.1.1, IP = 192.168.1.1, Automatic NAT De

tection Status: Renmote end is NOT behind a NAT device Thi s end is NOT

behi nd a NAT device

Jan 19 13:39:49 [IKEv1l]: IP = 192.168.1.1, Connection |anded on tunnel _group 192
.168.1.1

Jan 19 13:39:49 [IKEvl]: Goup = 192.168.1.1, |IP = 192.168.1.1, Freeing previous
ly allocated nenory for authorization-dn-attributes

Jan 19 13:39:49 [IKEvl DEBUG: G oup = 192.168.1.1, IP
ng | D payl oad

Jan 19 13:39:49 [IKEvl DEBUG : Goup = 192.168.1.1, IP = 192.168.1.1, construct
ng hash payl oad

Jan 19 13:39:49 [IKEvl DEBUG: Goup = 192.168.1.1, IP = 192.168.1.1, Conputing
hash for | SAKMP

Jan 19 13:39:49 [IKEvl DEBUG : I P = 192.168.1.1, Constructing | CS keep alive pay
| oad: proposal =32767/ 32767 sec.

Jan 19 13:39:49 [IKEvl DEBUG : Goup = 192.168.1.1, IP = 192.168.1.1, construct
ng dpd vid payl oad

Jan 19 13:39:49 [IKEv1]: IP = 192.168.1.1, |KE DECODE SENDI NG Message (nsgi d=0)

with payloads : HDR + ID (5) + HASH (8) + | OGS KEEPALI VE (128) + VENDOR (13) + NO
NE (0) total length : 96

Jan 19 13:39:49 [IKEv1]: Goup = 192.168.1.1, IP = 192.168.1.1, PHASE 1 COWLETE
D

Jan 19 13:39:49 [IKEv1l]: IP = 192.168.1.1, Keep-alive type for this connection:
DPD

Jan 19 13:39:49 [IKEvl DEBUG: Goup = 192.168.1.1, IP = 192.168.1.1, Starting P
1 rekey tinmer: 73440 seconds

Jan 19 13:39:49 [IKEv1]: IP = 192.168.1.1, |KE DECODE RECEl VED Message (nsgi d=94
21905f) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +
NOTI FY (11) + NONE (0) total length : 196

Jan 19 13:39:49 [IKEvl DEBUG: G oup = 192.168.1.1, IP
hash payl oad

Jan 19 13:39:49 [I KEvl DEBUG : G oup
SA payl oad

Jan 19 13:39:49 [IKEvl DEBUG: G oup = 192.168.1.1, IP
nonce payl oad

Jan 19 13:39:49 [IKEvl DEBUG: G oup = 192.168.1.1, IP
| D payl oad

192.168. 1.1, conputing NAT Di scovery hash
192.168. 1.1, constructing NAT-D scovery payl

192.168.1.1, IP = 192.168.1.1, Conputing

192.168.1.1, IP = 192.168.1.1, Received D

192.168. 1.1, constructi

192.168. 1.1, processing

192.168.1.1, IP 192.168. 1.1, processing

192.168. 1.1, processing

192.168. 1.1, processing



Jan 19 13:39:49 [IKEvl]: Goup = 192.168.1.1, IP = 192.168.1.1, Received renote

| P Proxy Subnet data in |ID Payl oad: Address 10.1.1.0, Msk 255.255.255.0, Prot

ocol 0, Port O

Jan 19 13:39:49 [IKEvl DEBUG : Group = 192.168.1.1, IP = 192.168.1.1, processing
I D payl oad

Jan 19 13:39:49 [IKEvl]: Goup = 192.168.1.1, IP = 192.168.1.1, Received |ocal |

P Proxy Subnet data in | D Payl oad: Address 10.2.2.0, Mask 255.255.255.0, Proto

col 0, Port O

Jan 19 13:39:49 [IKEvl DEBUG : Group = 192.168.1.1, IP = 192.168.1.1, processing
notify payl oad

Jan 19 13:39:49 [IKEv1]: Goup = 192.168.1.1, IP
sa not found by addr

Jan 19 13:39:49 [IKEv1]: Goup = 192.168.1.1, IP

p check, checking map = outside_map, seq 20. ..

Jan 19 13:39:49 [IKEvl]: Goup = 192.168.1.1, IP = 192.168.1.1, Static Crypto Ma

p check, map outside_map, seq = 20 is a successful match

Jan 19 13:39:49 [IKEv1]: Goup = 192.168.1.1, IP = 192.168.1.1, |KE Renote Peer

configured for crypto map: outside_map

Jan 19 13:39:49 [IKEvl DEBUG : Group = 192.168.1.1, IP = 192.168.1.1, processing
| PSec SA payl oad

Jan 19 13:39:49 [IKEvl DEBUG: Goup = 192.168.1.1, IP = 192.168.1.1, IPSec SA P

roposal # 1, Transform# 1 acceptable Matches global |PSec SA entry # 20

Jan 19 13:39:49 [IKEvl]: Goup = 192.168.1.1, IP = 192.168.1.1, |IKE: requesting

SPI !

Jan 19 13:39:49 [IKEvl DEBUG: Goup = 192.168.1.1, IP

I from key engine: SPI = 0x826ff027

Jan 19 13:39:49 [IKEvl DEBUG : Group = 192.168.1.1, IP = 192.168.1.1, oakley con

stucting qui ck node

Jan 19 13:39:49 [IKEvl DEBUG : Goup = 192.168.1.1, IP = 192.168.1.1, constructi

ng bl ank hash payl oad

Jan 19 13:39:49 [IKEvl DEBUG : Goup = 192.168.1.1, IP = 192.168.1.1, constructi

ng | PSec SA payl oad

Jan 19 13:39:49 [IKEvl DEBUG : Goup = 192.168.1.1, IP = 192.168.1.1, constructi

ng | PSec nonce payl oad

Jan 19 13:39:49 [IKEvl DEBUG : Goup = 192.168.1.1, IP = 192.168.1.1, constructi

ng proxy ID

Jan 19 13:39:49 [IKEvl DEBUG : Goup = 192.168.1.1, IP = 192.168.1.1, Transnitti

debug crypto ipsec sa <debug level> : IPSec SA DX I —33a>E#FNYIULET,
ASA5505( conf i g) #debug crypto ipsec 7
ASA5505(config)# | PSEC. New enbryonic SA created @ OxD4E5S6ELS,
SCB: 0xD4E56CF8,
Direction: inbound
SPI : 0x8030618F
Session | D: 0x00006000
VPIF num : 0x00000001
Tunnel type: |2]
Pr ot ocol . esp
Lifetine : 240 seconds
| PSEC. New enbryonic SA created @ OxD4E57ADS,
SCB: 0xD4DAE608,
Di rection: outbound
SPI . OxOD6CDEEB
Session | D: 0x00006000
VPIF num : 0x00000001
Tunnel type: |2]
Pr ot ocol . esp
Lifetine : 240 seconds
| PSEC. Conpl et ed host OBSA update, SPI 0xOD6CDEEB
| PSEC. Creating outhbound VPN context, SPI 0xO0D6CDEEB
Fl ags: 0x00000005
SA . OxDAE57AD8
SPI . O0xOD6CDEEB
MIU : 1500 bytes

192.168.1.1, QM I sRekeyed old

192.168.1.1, Static Crypto Ma

n e

192.168.1.1, IKE got SP



VCI D :
Peer
SCB

Channel
| PSEC. Conpl et ed out bound VPN cont ext,
VPN handl e:

0x00000000
0x00000000
0x015E69CB
0xD3D60A98

0x0005633C

| PSEC. New out bound encrypt

Src
Src
Dst
Dst
Src

addr :
mask:
addr :
mask:
ports

10.2.2.0
255.255.255.0
10.1.1.0
255.255.255.0

Upper: O
Lower: O

o)

i gnore

Dst ports
Upper: O
Lower: O

o)

i gnore

Protocol: O

Use protocol:
0x00000000

Use SPI:
| PSEC. Conpl et ed out bound encrypt

SPI :

fal se

fal se

Rul e I D 0xD4DA4348
| PSEC. New out bound permit

Src
Src
Dst
Dst
Src

addr :
mask:
addr :
mask:
ports

172.16.1.1
255.255.255. 2
192.168.1.1
255.255.255. 2

Upper: O
Lower: O

o)

i gnore

Dst ports
Upper: O
Lower: O

o)

Pr ot ocol

Use protocol:
0x0D6CDEEB
Use SPI:

SPI :

i gnore
50
true

true

rul e,

rul e,

55

55

| PSEC. Conpl et ed out bound pernit
Rul e | D OxD4DAE7A8

| PSEC. Conpl et ed host
| PSEC. Creating i nbound VPN context,

Fl ags:
SA
SPI
Mru
VCI D :
Peer
SCB

Channel
| PSEC. Conpl et ed i nbound VPN cont ext,

VPN handl e:
| PSEC. Updati ng out bound VPN cont ext

Fl ags:
SA
SPI
Mru
VCI D :
Peer
SCB

0x00000006
OxD4E56E18
0x8030618F

0 bytes
0x00000000
0x0005633C
0x015DD135
0xD3D60A98

0x00058FBC

0x00000005
0xD4E57AD8
0x0D6CDEEB
1500 bytes
0x00000000
0x00058FBC
0x015E69CB

| BSA updat e,

SPI

rul e,

SPI O0xOD6CDEEB

SPI  0xOD6CDEEB

rul e, SPI 0x0D6CDEE

0x0D6CDEEB

SPI OxOD6CDEEB

SPI 0x8030618F
SPI 0x8030618F

SPI 0x8030618F

0x0005633C, SPI

B

0x0D6CDEEB



Channel : 0xD3D60A98

| PSEC. Conpl et ed out bound VPN context, SPI 0x0D6CDEEB
VPN handl e: 0x0005633C

| PSEC. Conpl et ed out bound inner rule, SPI OxOD6CDEEB
Rul e 1 D: 0xD4DA4348

| PSEC. Conpl et ed out bound outer SPD rule, SPI OxOD6CDEEB
Rul e 1 D: OxD4DAE7A8

| PSEC. New i nbound tunnel flow rule, SPI 0x8030618F
Src addr: 10.1.1.0
Src mask: 255.255.255.0
Dst addr: 10.2.2.0
Dst mask: 255.255.255.0

Src ports
Upper: O
Lower: O
(0] . ignore

Dst ports
Upper: O
Lower: O
(0] : ignore

Protocol: O
Use protocol: false
SPI: 0x00000000
Use SPI: false
| PSEC. Conpl eted inbound tunnel flow rule, SPI 0x8030618F
Rul e 1 D: OxD4DAELFO
| PSEC. New i nbound decrypt rule, SPI 0x8030618F
Src addr: 192.168.1.1
Src mask: 255.255. 255. 255
Dst addr: 172.16.1.1
Dst mask: 255.255.255. 255

Src ports
Upper: O
Lower: O
(0] . ignore

Dst ports
Upper: O
Lower: O
(0] . ignore

Prot ocol: 50
Use protocol: true
SPI: 0x8030618F
Use SPI: true
| PSEC. Conpl eted i nbound decrypt rule, SPI 0x8030618F
Rul e 1 D: OxD4E56A18
| PSEC. New i nbound pernmit rule, SPI 0x8030618F
Src addr: 192.168.1.1
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