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H—ERED 31— )L Dfail moderR) > —#HEL £ T,
H—ERAED 1IN OERZEIICLET,

EJJ

ﬂ ERAEDI—NOEZR) 2 INFBHICBE2>TVWA L ZRALET,
POTA7IA_Y RTHRARENATVWREZ 1) ETAMLTUO—RLET,
H—ERAED 1IN OERZEMICLET,

H—ERED 1= EMCBE2TVECEEERLET,

N Sl

BE1ASAN 7T —)LFA—/N—L&F. "Service card in other unit has failed; E WS XY +—
FPRTENET,

BRRFE

BRE2ASAN93MNZEHR—BPLTVWEWA, FPYTIL—RTEEFLA, ZT—)LF—N—AX
VhEERBRBIDICEESThELVWTTH,

fRRT5 £

BFRIBDIVFTAIVTERIV S —EBELET,
EDI1-NWADKRTTAVIOIVRAL DA EEMCLET,
EDA—NADASAVSAL DAV BHCBOTWVWDCEZHALET,
EDI1-NMADKRTTAVIOVRA LIV EBEMICLET,

BE

CORFIAIXNTE, BISEEFIVFTATTSATAASA) T I—=ILA—N-RET, £
< 1 —)LSourceFire(SFR), A TF ARNRERE(CX), BABH AT A(IPS), ATV tE+2
)F A4 BRTHECSCYDEZR) T ZEMICTBHFEICODVWTEHBALET,

E#  CiscoTACI> 27, CesarlLopez



BIRSH

B4
RDEEHICETHHBNI HDEENHREAET,
CBISBEEXITATTSAT O ADRE,
INATRATGED)TADEOHDASAT7 T—)LA—/N—ICE8T B HE-
N—23293(MNMH 5, COMBERFREARETT, BIRO/N—>2a>rkYgik, EZ1-IILEE

ICEZZENET. CORFIXVNTHASNATOVBILEON—232 T, OBREZERT
XY,

EAITRIVR—F b

CORFIAIXRNE, ROVYTRNIDITFTEN—RIITTON—=23ICETVTVWET,

. Cisco ASA /X—> 3> 9.3(1) M.
. FirePOWERY —E A HASA 5500-X>/ 1) — X, ASA CX Context-Aware Security ¥ 7= (&
IPSEZ1—-)
CORFIXNDEHRIE, BEOTARRICHGDTNAACESIVTHEREhELE, COR
FAIXKNTERATIINTOTNARG, FIA(F72)D ) REDREL SEBLTVERT
o BEAFRDOXRY ND—VUTHEXEZITSEHEES., ONVROFEICODVTTHDICEREL S5 X TEE
LTLKEEL,

BRBHA
77 4R TR, ASABA YV AR—LENEY—ERED1I—LEEZZLET, FOF(71

ZYREVI-ATEEFREENBE, TTSATYRAO 7 I-LA—N—HFRUA—EnE
7.

ATJ1=)EenH—ERAED1-)OVO—R®, ASAVI—ILF—N—AR NZEREZ
BFICMENEED I -IILEBENRELTVRHERE. COTZXZEVICTZEERMTT,

F: 710N A-N—"TOATERITZICE. ASAFRNZ 74V OZFD1—-I)LICEET
PUBNBHVNET,

RUE
Y NI—YR

CORFIXVNTR, ROFEZFEALET,
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FirePOWER modulel FirePOWER module2
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ASA-FPWR/Primary ASA-FPWR/Secondary

BRE

CORERF, CORFIXVNTHATNTVWREZSHEZRAEITDEHICTRT/NAATHE
AEhEd, BEITRZIRELTFBEATVET., COHID—BOTRERENTVET,

ASA Version 9.3(3)
|

host name ASA- FPVIR

!

interface G gabitEthernet0/0

nanei f out si de

security-level 0

i p address 10.88.247.5 255. 255. 255. 224 standby 10. 88. 247. 6
!

interface G gabitEthernet0/1

nanei f inside

security-level 100

i p address 192. 168. 10. 111 255. 255. 255. 0 standby 192. 168. 10. 112
!

!

interface G gabitEthernet0/6
description LAN Failover Interface
!

interface G gabitEthernet0/7

descri pti on STATE Fail over Interface
!

fail over

failover lan unit primary

failover lan interface folink G gabitEthernet0/6

failover link statelink G gabitEthernet0/7

failover interface ip folink 1.1.1.1 255.255.255.0 standby 1.1.1.2

failover interface ip statelink 2.2.2.1 255.255.255.0 standby 2.2.2.2
!



1
cl ass-map SFR

mat ch any

cl ass-map inspection_default

mat ch default-inspection-traffic

1

!

policy-map type inspect dns nmigrated_dns_map_1
paraneters

nessage-1 ength maxi mum client auto
nessage-| engt h maxi mum 512
policy-map gl obal policy

cl ass inspection_default

nspect dns migrated_dns_map_1
nspect ftp

nspect h323 h225

nspect h323 ras

nspect i p-options

nspect netbi os

nspect rsh

nspect rtsp

nspect skinny

nspect esntp

nspect sql net

nspect sunrpc

nspect tftp

nspect sip

nspect xdntp

cl ass SFR

sfr fail-open
|

servi ce-policy global _policy global

pronpt hostnane context priority state

no call -hone reporting anonynous

Crypt ochecksum b268e0095f 175a26aa94d120e9041¢c29
end

EZREhTVRRENIVR—R N ERRELET,

ASAN 7 T—NLNA—N—TF—ROBE, AVAR—ILENhTVBRHY—ERED1-IE, 777
ATVAALVE—TIAAERARICT7AIINTEZRENET, ROON REFEALT, £
“RENATVBRREQIDVR—R N 2BFTEERT,

ASA- FPWR/ pri/act# show run all nonitor-interface
noni tor-interface outside

noni tor-interface inside

noni tor-interface service-nodul e

ASAIZY ROY—ERED1I—IOART—RAZRELET,

show failover®O H Hlk, F1-Y N ED1—-)ILOBEDVDAT—RAZRLTVWET,

ASA- FPWR/ pri / act# show failover

Fai | over On

Fai |l over unit Primary

Fai | over LAN Interface: folink G gabitEthernet0/6 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, hol dtine 25 seconds
Interface Policy 1



Monitored Interfaces 2 of 316 maxi mum

MAC Address Move Notification Interval not set

Version: Qurs 9.3(3), Mate 9.3(3)

Last Fail over at: 14:30:44 UTC Aug 6 2015

This host: Primary - Active

Active time: 85 (sec)

slot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Nornmal (Monitored)
Interface inside (192.168.10.111): Normal (Mbnitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-152) status (Up/Up)
ASA FirePOWER, 5.3.1-152, Up

O her host: Secondary - Standby Ready

Active time: 396 (sec)

sl ot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Nornmal (Monitored)
Interface inside (192.168.10.112): Normal (Mbnitored)
slot 1: SFR5545 hw/sw rev (N/A/5.3.1-155) status (Up/Up)
ASA FirePOWER, 5.3.1-155, Up

FOTATAZY ROY—EREDZ1-IIUHFETIVETDE, 7I—)IF—N—ARIRHFREL
FY PUOTATAZY NFARRUNALZY, BIORARNADZY NFTOT4TIZBYE

o —HDIFT VAT, AT—RILT7I=IF—N—THR-—RENTLELV—EOHEEL
BIOVN—2I2AEhET,

H—ERED 1—)L DOfailmode R —&HBRBLET,

fail-openpolicyZ AL TEZ 1 -7 1V O ZEFEITDE, NTFTAYVIRY—ERED
1—)LICEFENTICASAZBBLAETER T, chik, FREhDED1-IIL0FVREER
RIBLODORY)BBNBEHETHDAREMENBYET,

B failclose’ R —HNFERENTVWREE, TE221—-IAORNS 71V IDEEICER
ENBDVTAIYTIC—HBITBDINTORNTTAYINASAICK>TROYTENET,

FRENTWVWBRI—AT—XAZHEFE T SICIE. show service-policy [sfr|cx|ips|csc] AN > K
EEFTLET,

ASA- FPWR/ pri/ act# show service-policy sfr

d obal policy:

Servi ce-policy: global_policy

Cl ass-map: SFR

SFR: card status Up, mode fail-open

packet input 0, packet output O, drop O, reset-drop O

EDa1ZRVD—TL—LD—OMPF)DREZHEAL TE, AL ENBIETEEXT,

ASA- FPWR/ pri / act# show run policy-mp
|

policy-map type inspect dns mgrated_dns_nap_1
par aneters

nessage-| ength maxi mum client auto
nessage-| ength maxi mum 512

pol i cy-map gl obal _policy

cl ass inspection_default

i nspect dns migrated_dns_map_1

i nspect ftp

i nspect h323 h225



i nspect h323 ras
i nspect ip-options
i nspect net bi os
i nspect rsh
inspect rtsp

i nspect ski nny

i nspect esntp

i nspect sql net

i nspect sunrpc
inspect tftp

i nspect sip

i nspect xdntp

cl ass SFR

sfr fail-open
|

ASA- FPWR/ pri / act #

B—ERAED1-IOERE/ICLET,

CcOIANVRZEFERTRE, 71—)ILFA—N—TOLATH—ERED21-=I)ILOEZZV >IN
FlEEhET, EZ21—I)H "Down,s £ "Unresponsives ICBE 2 EHBEEK., E21—-I)ILD
DO—R®RSTIND1—F 4200 T I—)ILFA—N—BLTRITTEET,

no nonitor-interface service-nodul e

R
Y—ERAESI-LOE- AU IHFRBA>TWD L ERBLET,

T 74F1L—> 3> Tl. monitor-interfface AN > RAERNICEVY E T,

ASA- FPWR/ pri/act (config)# show run all nonitor-interface
nonitor-interface outside

nonitor-interface inside

no nonitor-interface service-nodul e

FOT471ZY NTRARENTWVWRED1-)LETFANLTYVO—KLET,

TEVANL—232VOEMNT, ZOIZY MOFirePOWEREZ 2 —)LAVO—REh, 7IOT
A7 7= FA=N=AZY R COO-LIEEBLTVRAESH EBIBLET,

ASATSAXIVITOT1471=Y NOFirePOWEREZ 21— )LASDOH B,

Sourcefire ASA5545 v5.3.1 (build 152)

Last login: Thu Aug 6 14:40:46 on ttySl

>

>syst em r eboot

This command will reboot the system Continue?

Pl ease enter 'YES or 'NO: YES

Br oadcast nessage fromroot (Thu Aug 6 14:40:59 2015):
The systemis going down for reboot NOW

Escape Sequence detected



Consol e session with nodule sfr term nated.

ED1—-)LOVO—RFDASATZAIVITOTA7TIZY A SDOHA,

AZY NG T7OT47B80-)ILOEETT,

ASA- FPWR/ pri/act# show fail over

Fai | over On

Fai |l over unit Primary

Fai | over LAN Interface: folink G gabitEthernet0/6 (up)
Reconnect timeout 0:00: 00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maxi mum

MAC Address Move Notification Interval not set

Version: Qurs 9.3(3), Mate 9.3(3)

Last Fail over at: 14:30:44 UTC Aug 6 2015

Thi s host: Primary - Active

Active time: 616 (sec)

sl ot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Nornmal (Monitored)
Interface inside (192.168.10.111): Normal (Mbnitored)
slot 1: SFR5545 hw/ sw rev (N A/5.3.1-152) status (Unresponsive/Down)
ASA Fi rePONER, 5. 3.1-152, Not Applicable

O her host: Secondary - Standby Ready

Active time: 396 (sec)

sl ot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Nornmal (Monitored)
Interface inside (192.168.10.112): Normal (Mbnitored)
slot 1: SFR5545 hw/ sw rev (N A/5.3.1-155) status (Up/Up)
ASA FirePONER, 5.3.1-155, Up

ED1-)0UO—RBDASAEAVE VARV NAIZY MY SOHD

AZUNADAZY ME, COARAT—RAZBEELTRERT, 70T 17 BKBZ2RE-LFEE
Ao

ASA- FPWR/ sec/ st by# show fail over

Fai | over On

Fai | over unit Secondary

Fai | over LAN Interface: folink G gabitEthernet0/6 (up)
Reconnect timeout 0:00: 00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, hol dtine 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maxi mum

MAC Address Move Notification Interval not set
Version: Qurs 9.3(3), Mate 9.3(3)

Last Fail over at: 14:30:59 UTC Aug 6 2015

Thi s host: Secondary - Standby Ready

Active time: 396 (sec)

sl ot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Normal (Monitored)
Interface inside (192.168.10.112): Normal (Mbnitored)
slot 1: SFR5545 hw/ sw rev (N A/5.3.1-155) status (Up/Up)
ASA FirePOVNER, 5.3.1-155, Up

Ot her host: Primary - Active

Active time: 670 (sec)

sl ot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Normal (Monitored)



Interface inside (192.168.10.111): Normal (Mbnitored)
slot 1: SFR5545 hw swrev (N A/5.3.1-152) status (Unresponsive/Down)
ASA FirePOVER, 5.3.1-152, Not Applicable

H—ERAED1-I0EREFVCLET,
ED1-I)OERZEMICTSBICE. AOOXY RERTLET,
nonitor-interface service-nodul e
H—ERAED1-IFEREE>TVD L EZRBELET,

B—ERAED1-J)LONY REEMICEhBEBY) LI,

ASA- FPWR/ pri/act (config)# show run all nonitor-interface
monitor-interface outside

monitor-interface inside

monitor-interface service-nodul e

NZ7L>1—b

B 1:ASAHN 7 T—=)ILA—/S—U#&KF. T[Service card in other unit has faileds &
WS XY E—IHFRRENET,

1D EOT7 IT=)IFA=N—AR MBREEnIZHEEIE. show failover historyZEL TZ X
Sh3PFHRZWRTEET,

ASA- FPWR/ sec/ act# show fail over history

From State To State Reason

14:38:58 UTC Aug 5 2015
Bul k Sync Standby Ready Detected an Active mate

14:39: 05 UTC Aug 5 2015
St andby Ready Bul k Sync No Error

14:39:17 UTC Aug 5 2015
Bul k Sync Standby Ready No Error

14:48:12 UTC Aug 6 2015
Standby Ready Just Active Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Just Active Active Drain Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Active Drain Active Applying Config Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Active Applying Config Active Config Applied Service card in other unit has failed

14:48:12 UTC Aug 6 2015
Active Config Applied Active Service card in other unit has failed



now standby 1Z=Y NZRDO XY = HFRRENET,

14:47:56 UTC Aug 6 2015
St andby Ready Fail ed Detect service card failure

FService card in other unit has failedy EWS XY E—IARRENEBE, POT47 1Y
RABEBODED1-)l2mEFReEEELTRELELES, 7T —IILFA—N—IDFRELEL L,

TP 1-I)OARAT—RAN TUnresponsives NDEETHDHE. HEZZ(THASAFFailedE—
KTF,

ASA- FPWR/ sec/ stby# Waiting for the earlier webvpn instance to termnate...
Previ ous instance shut down. Starting a new one.

Switching to Active

ASA- FPWR/ sec/ act #

ASA- FPWR/ sec/ act# show fail over

Fai | over On

Fai | over unit Secondary

Fai | over LAN Interface: folink G gabitEthernet0/6 (up)
Reconnect tinmeout 0:00: 00

Unit Poll frequency 1 seconds, holdtine 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maxi mum

MAC Address Move Notification Interval not set

Version: Qurs 9.3(3), Mate 9. 3(3)

Last Failover at: 14:24:23 UTC Aug 6 2015

This host: Secondary - Active

Active tinme: 38 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Nornal (Witing)
Interface inside (192.168.10.111): Normal (Witing)

slot 1: SFR5545 hw/ sw rev (N A/5.3.1-155) status (Up/ Up)
ASA FirePONER, 5.3.1-155, Up

O her host: Primary - Failed

Active tinme: 182 (sec)

slot 0: ASA5545 hw/sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.6): Nornal (Witing)
Interface inside (192.168.10.112): Normal (Witing)

slot 1: SFR5545 hw/sw rev (N A/5.3.1-152) status (Unresponsive/Down)
ASA Fi rePO/NER, 5.3.1-152, Not Applicable

BBR7 &

B—ERAED1-IIOFEZRIVJZEWHIILEN S, BEORNZ TN 1—TFT12TJ%E5(C
I2TED1-IIZEEBTERT,

no nonitor-interface service-nodul e

FIB2:ASAKO.3(1)EHR—RLTWEWS, PYTYL—RTEELA, 7I—
LA=—N—ARY NEERTDCBESThELVTTA,

R DASA5500 ) —ATRIIMN—2 3V RYR—REnTHEST, YVZIKNIITED 21—
LEHR—KLTUVEWESTE, —ZNDASA5500> 1) —XIZIECSCXRIPSHEEND/\—RIITT



ED1-ALBYET,

#TL WASA5500-X2 ) —XTH, EZRIVITOEWLEYR—NTEIN—2a3aVLTOT TS
AT AN®HY)ET,

BRA &

ASAE, RZT7 14V U ZBBEEDLODRID—AFRECNATVRIERICOKGET1-IIZE
RIBDEH, 7I—ILA—N—ZEABIZDLEHICEZ IRV —ZHIRTEET,

FRHIDITANY TRV —ZRELET,

CDFE. COERE. FrePOWEREZ 1—I)IO KNS 7 1Y OV NEAZHIBRTZ-HIZFERAET L
x99,

cl ass-map SFR
mat ch any
cl ass-map inspection_default
mat ch default-inspection-traffic
1
!
policy-map type inspect dns nigrated_dns_map_1
paraneters
nessage-| ength maxi mum client auto
nmessage-| ength maxi mum 512
policy-map global_ policy
cl ass inspection_default
inspect dns migrated_dns_map_1
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect ip-options
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
inspect tftp
i nspect sip
i nspect xdntp
class SFR

sfr fail-open
|

show service-policy [csc|cxsclips|sfrIaANY > RZFEAL T, V9FANY TEREDAT—RXAZR
HTEET,

ASA- FPWR/ pri/act# show service-policy sfr

d obal policy:

Servi ce-policy: global_policy

Cl ass-map: SFR

SFR: card status Up, node fail-open

packet input 0, packet output O, drop O, reset-drop

EI1-IMAORNS T4V OUELL O3V EEBMBCLET,



RIS —HHIBRENIZE, ASAPSEZI-INICRTTAY IR EBENBIERHY)EEA,

ASA- FPWR/ pri/act# conf t

ASA- FPWR/ pri/act (config)# policy-nmap gl obal _policy
ASA- FPWR/ pri / act (confi g- pmap) # cl ass SFR

ASA- FPWR/ pri / act (confi g- pmap-c)# no sfr fail-open
ASA- FPWR/ pri / act (confi g- pmap-c)# end

ASA- FPWR/ pri/ act #

ED1-IAOASAVA ALV 3V HFRMCBEDTVB L EZRBELET,

BUshowdN > RZEFERAL T, RS T4V INEDI—I)ICEEENBL B2 Z2EAT
TEET, BHRFETHEITAEEYERA,

ASA- FPWR/ pri / act# show servi ce-policy sfr
ASA- FPWR/ pri/ act #

ED1-IINBELEWVEETE, POT747 12"y NEEALCO—-ILDOEETT,

ASA- FPWR/ pri / act # show module sfr

Mod Card Type Model Serial No.

sfr FirePOAER Services Software Mdul e ASA5545 FCH18457CNM

Mod MAC Address Range Hw Version Fw Version Sw Version

sfr 74a0.2fa4. 6¢7a to 74a0. 2fa4.6¢c7a VA N A 5.3.1-152

Mod SSM Application Nanme Status SSM Application Version

sfr ASA Fi rePONER Not Applicable 5.3.1-152

Mod Status Data Plane Status Conpatibility

sfr Unresponsive Not Applicable

ASA- FPWR/ pri/act# show fail over

Fai | over On

Fai |l over unit Primary

Fai | over LAN Interface: folink G gabitEthernet0/6 (up)
Reconnect timeout 0:00: 00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtine 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 316 maxi mum

MAC Address Move Notification Interval not set
Version: Qurs 9.3(3), Mate 9.3(3)

Last Failover at: 14:51:20 UTC Aug 6 2015

Thi s host: Primary - Active

Active time: 428 (sec)

sl ot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)
Interface outside (10.88.247.5): Nornmal (Monitored)
Interface inside (192.168.10.111): Normal (Mbnitored)
slot 1: SFR5545 hw/ sw rev (N A/5.3.1-152) status (Unresponsive/Down)
ASA Fi rePO/NER, 5.3.1-152, Not Applicable

O her host: Secondary - Standby Ready

Active time: 204 (sec)

sl ot 0: ASA5545 hw/ sw rev (1.0/9.3(3)) status (Up Sys)



Interface outside (10.88.247.6): Nornmal (Monitored)
Interface inside (192.168.10.112): Normal (Mbnitored)
slot 1: SFR5545 hw/ sw rev (N A/5.3.1-155) status (Up/Up)
ASA FirePONER, 5.3.1-155, Up

EI1-IAORZTAYIOVFLLIMNERRNCLET,

RZT74V0EDI-INICRETIHBENHDHFERE. 7I—-IIF—T72FRE7T—-)Lo0
—ANRIS—=2zBEEMTEEXT,

ASA- FPWR/ pri / act (confi g)# policy-map gl obal _policy
ASA- FPWR/ pri / act (confi g- pmap) # cl ass SFR

ASA- FPWR/ pri/ act (confi g-pmap-c)# sfr fail-open
ASA- FPWR/ pri / act (confi g- pmap-c)# end

ASA- FPWR/ pri / act #
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