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ASA(BEREEXFIVTATTIATAR) T 7PATI4—)LIZET % HHE
- ASDM(Adaptive Security Device Manager)
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dVIESICPBEENEEZEOHDIRASMVBOVARNNEENET, BE. 71— REF2EHE(IC
PETEET,
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DNSIOVAZ7OA4 MFY N D ATLAZERALELSETRRXAHENOIOL YA,

DNSYAIITP :INIITOEEERAD. ELERNILNIVITEZHFNEAZT VT 1T ICHE
TRRXAMBQOOL VS>3,

DNS Open_proxy:Open Web ProxiesZ2£{TL ., EEZWebSBHY—ERZRMHITD RXAABFENDT
Lo>3az,

DNS Open_relay : ANAR 71V VI REENFEATIEBOEFX—IIVL—H—ERAZR
HIBZRXM5OOL V>3,

DNSZ 1Y > 2T : IV RI—H¥—HADA—H—BPNAT-—RBEOEBFEREANTELSIC
BEBNICRETDIRXE20OL Y>3,

DNSIHE : MO ULVBECESDOH2BETRYBELRELEIZ RXA/EZENOIL I3V TY,

DNSANNA : ANAX =XV —D 7R ETRERERLELTHAEND RXSEOOL VY
E

DNSOEW : O LW T I9T 1 ET12RRL, PUOTATBRAERFORXABZBOOL V>3
>

DNS Tor_exit_node:Tor Anonymizer®Y R —0 DT /—RY—ERAZRHEITDI RXSED
aLo>az,

AAZRLRXLZVVARNET 1 —R

DNSOYO—=/NXIWTZYIVAN : EBELI > TEBENHBDERBBIEHIERXAVEDOHAR
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5. 772AIY hO—LKUS—ORE
ATYT1: ADARLDNST A —RIVANERELET (FT72a>),

RXLDZBINTER2ONERZFRAIVARNSIBNET, 7OV ITBRXAOBMBADIANE
71— RZEERLET,

.DNSoOJO—-NILTZvOUARN
.DNSOZO—NILAEDA NJAR

JO-NAL 7SV OVANeIO-NLKIALNIVAMOFEHICELS IPFP RLADEM

FirepowerE2 1 —J)LZERATR L, BED RXA N BEOHDTIVTAETAO—ETHBZ
ENFHBLEBEIC., BEORXA>EIFO-NILTZYOVARNCEBMTEES, 75V 9
ARRAXAVICEK2TTOVYIENTOVDIEEORXAIADRNT T4V O EFTTIHEE,
JO—NILKIDARNIARNIRXSM O ZEBINTSEETEET, Global-Blacklist/Global-
Whitelistic RXA > ZBMT2E, RUP—2BALELSTE, 3<ICEMCHEYET,

P7RLRZIO-NIL 7S OVANITO=NILKTARNIARNIEMNTSICE,
[Monitoring] > [ASA FirePOWER Monitoring] > [Real Time Eventing] ICE&L, YO ADAH—Y I
EZHTHDERARY NIEDE T [View Details] Zi#IRL £ 9,

RXA>&2ITO0-NILTZvOVDANITO=NILEDTARN)ANIENTEES, RICRTKRS
(Z. [DNS1t2> 3> T[Edit|1Z2 ) Y U L., [Whitelist DNS Requests to Domain Now/Blacklist
DNS Requests to Domain Now]ZiBIRL T, RXSA/ 2 ZEFNRTNROVANIEBMLET,

Real Time Eventing

Connection Event ---- Allow Time: Fri 15/7/16 9:48:39 AM (IST) (start of the flow) Close

ASA FirePOWER firewall connection event

Reason:
Event Details
Initiator Responder Traffic
Initiator IP 192,168.20.50 / Responder IP 10.76.77.50 Ingress Security Zone inside
Initiator Country and Responder Country and Egress Security Zone outside
= Continent Continent Ingress Interface inside
Source Port/ICMP Type 57317 Es;grﬁatmn Port/ICMP 53 Egress Interface outside
User Special Identities/No - TCP Flags 0
‘ Authentication Required URL i
URL Category NetBIOS Domain
Transaction URL Reputation Risk unknown DNS
Initiator Packets 1.0 HTTP Response 0 .
‘ Responder Packets 0.0 DI Query MakeioUs.con 4 _
Total Packets 1.0 Application Sinkhole ;’:h;j!;tm:;equesm ttoo[?oma_m NNOW
- " lackli uests omain Now
Initiator Bytes 73.0 Application View more S
Responder Bytes 0.0 Application Categories SSL
‘ Connection Bytes 73.0 Application Tag
= —— SSL Status Unknown (Unknown)
Client Application DNS 2L Pol
i oli
Policy Client Version SSLR ‘CY
uie
Policy Default Allow All Traffic Client Categories network protocols/services -
Firewall Policy Rule/SI  intrusion_detection Client Tag opens port SOl Verson CliLE
Category o S5L Cipher Suite TLS_NULL_WITH_NULL_NULL
‘Web Application
Monitor Rules X S5L Certificate Status Not Checked
Web App Categories
: View more
ISE Attributes Web App Tag
End Point Profile Name Application Risk
Application Business
Security Group Tag Relevance
Name
‘ Location IP

RXA2ATO-NLTZY O VANITO-—NILETANIANIENEN TN C & 2R



% Z &, [Configuration] > [ASA FirePOWER Configuration] > [Object Management] >
[SecurityIntelligence] > [DNS Lists and Feeds]ic#E L, DNS/JO—/SILAKDA4 MU AN ERE
LET, HIBRREXEFERALT, VDAMND S RXSMVZHIBRTD CEETEERT,

FSYIURRNRAAYOARRALY R kDR

FirepowerZ2EA T2 L, DARLARXAZVVARNEERTERT . DARLARXAZV AN,
200RERBBDFETTZYIVAN(7OYY ) ICERATEERT,

1. RXA2VBETFARNT7AI (1TTICI1DORXA 2 ) ICEZEAHK, TOT7AI)%E
FirePOWEREZ 21— /J)LIC7Y7O—RTEET,

774)&TFY7O—RTBICIE. [Configuration] > [ASA FirePOWER Configuration] >
[Object Management] > [Securitylntelligence] > [DNS Lists and Feeds](ic#E L, [Add DNS
Lists and Feeds]Z8IRLU £ 7 [Name] : HAZLAVARNDEBH ZIEELE T,

Type: ROV Z7’HA I DARNAS [List] ZBIRLUET., [Upload List] : [Browse] Zi&iR
LT, ATARATTY7O0—RIBDTFANT77M4LZRODGET, (7Y 70— R)%&&8
RUT, 7740 &T7Yy7O—RLET,

Security Intelligence for DNS List / Feed

Name: Custom_list_Blacklist_Domain

Type: List v

Upload List: C:\fakepath\blacklist-domain. Browse... I

| Store ASA FirePOWER Changes | [ Cancel |

[Store ASA FirePOWER changes] 22 vY 2L T, ZBERNBZREFELE T,

2. Firepower®2 1 =AY —RN—FT 1 H—NZE HE LU TRXSUJARNZERETESDHA
RLAVARNZE, FEOY—RN—FT 1 RXA 2V ZFERTEEXT,

chZREYT S ICIE. [Configuration] > [ASA FirePOWER Configuration] > [Object

Management] > [Security Intelligence] > [DNS Lists and Feeds]ic#& L, [Add DNS Lists

and Feeds]ZiBIRL £

[Name] : HAZL 71— ROBEZEELET,

Type: ROAY TR IOV VARDS[7 1 —R]1ZEBRLET,

[Feed URL] : FirePOWEREZ 1 — /LA EHRL T 71— RZXVO—RTEDH—N
URLZHEEL XY,

[MD5URL]: 74— KM URL NAZRITHHICERATE/\vI 1EREELET,



[Update Frequency] : €2 1 —J)LAURL7 1 — R —NIZEEITIRERBRZEELE T,

Security Intelligence for DNS List / Feed

Name: Custom_list_Blacklist_Domain

Type: Feed

Feed URL: 192.168.10.130/domain/blacklist.txy

MD5 URL: | (optional)

Update Frequency: .2 hours

| Store ASA FirePOWER Changes || Cancel

[Store ASA FirePOWER Changes]Z:&RL T. ZEZREFELE T,
ATYT2: VOR=—AATSIVRNERELES (F72aY ),

SVOR=IDIPT RLAR, BEEDHDDNSERANDBEELTHEATERT, V74T
ROV, BEOBBIRXAVIWYITYTOI 2 OR—ILF—NIPT RLAZEREBL, TR
RV OR=INY—NNOEHREZHATLET, LEF>T, 220K —ILBENZ—-RY ~
ELTRERTZTAVIEZRETDENTERT, 220K IIE. BADADT—&
(10C)Z NV H—TFBRSICHRETEXRT,

O R—=IF—N=ZEMTSICK, [Configuration] > [ASA FirePOWER Configuration] > [Object
Management] > [Sinkhole]Z3#iR L . [Add Sinkhole]A# 7> a>&#0UY UL %,

[Name] : > UK=L —NDOERZEELET,
IPZRLA:SD>UR=IF—NDIPTRLAZIEELET,

SinkholeADIFEHZDOOY : T RIRAVRNED DV IR—IF—NBOITXNTOEHKEEOTIZER
FTBICE, COATIaEFICLET,

SinkholeADQEHRO T OV IEOY : ZOAT>av#EMTH L, BEA7/Ovoehn, 7
O—#EGORBECOKMOITNIRBERENET, YWBS D IR—ILT—NHFZVFEE., EE0D
IP7RLAZIETE, EHEARVNEIOCNYH—AEHRETEET,

Type:> 2 D R—ILARY NIEEF TSN TVSIOC (RADER ) 0X4 72 RIRTS ROV
THEIVIARNDST A —REBELERT, FIR/HTERDS 2 UKR—IIOCIZEIDDRATH
HYERT,

SNILDIT
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Sinkhole

Name: | Sinkhole_Server_2

IPv4 Address: 192.168.50.3
IPv6 Address: 11
Log Connections to Sinkhole: o

Block and Log Connections to Sinkhole:

Type: Command and Control

[ Store ASA FirePOWER Changes ] [ Cancel

ATYT3IDNSRUS—ZRELET,

DNS7 A4 —R/DARNDOT O IV RRETSICIE, DNSRUSD —ZRETHIHEN HYET,
[Configuration] > [ASA FirePOWER Configuration] > [Policies] > [DNS Policy]ic BB L £ ¥,

F7AINODNSKRI L —IZE, 20DF7FIKNIL=IDNFEENTVET, HRYOKRAUTHS
Global Whitelist for DNSIC &, FFRIE iz RX A 2 DO H AR ALY A ~(Global-Whitelist-for-DNS) A
BENET, cOL=IILE., SATLANFEEOTSYIVARNRXLAIC—FHTBHEIIC, FRAIC
—HBITRELSICREMICEBENE T, 2&E O AT 3 3 Global Blacklist for DNSIZ &, 70O Y
DENLERXALDOHAZ ALY A N (Global-Blacklist-for-DNS) A& & E 9,

ESIIC)L—I)LEEML T, Cisco TALOSHERHIZ RAAVUARNET 1 —XDEREELRTY
AVEERTEET, HLWIL—IIZBMTSICE, [DNSIL—IL0EMEBIRLET,

ZE =B EEELET,
Action: COIL—IIHF—BLEEEICN)A—TBT70>a 2B ELET,

. Whitelist &k V), DNSUTUNFATENET,

CEZRCOTOVIVEDNSVTIUDARY N EERL, RST714YIRRBHEDIL—ILE—
BLETERT,

c RAXAVHFRDODVEBA : DT O aVE, RXLSUNFRDIDYEFERA (FELEVWR
XA ) ELTDNSIHEEZRXELET,

.Drop: COTF70>3aik, DNSUVIVEH AL NE—RT/OVYIBLOCROYILET

VDK== ZOT U3k, DNSERADBZE L TSinkhole—/YDIP7 RL A%
EELET,
L=IIOXKEEERTBICE, [—2/FY NT—D]12EELET, [DNS]Z 7 T. [DNS lists &
Feeds]ZiBiR L . [Selected ltems]# 7> AV ICBEBLET., CcOA T IV THRELLETIS S
CEBHATEERT,

BEBO_—XICWUTEBDTI2a2EFEALT. BBADNSURRB R T7 41— RIZWLT
BEHODNSIL—IL ZRETEXRT,



0 O O ASA FirePOWER Configurat...
r I policies |
sm:cess Control Policy
» @ Intrusion Policy
" Files
& ssL

n Actions Alerts
AL Identity Policy
[€ons poiicy |
v W% Device Management
i Device
! Interfaces
v B Object Management
> @ Network
» [ port
@ Security Zones
? Application Filters
> B URL
@ Geolocation
% Variable Set
v i Securityintelligence
=) Network Lists and Fe |
/) DN Lists and Feeds
‘@ URL Lists and Feeds
@ sinkhole
[ FileList
;2 Cipher Suite List
» £ Distinauished Name

b& Device Set; J
| Firewall |

I% Remote Access VPN ‘

@ Site-to-Site VPN

© 2 O Configuration > ASA FirePOWER Configuration > Policies > DNS Policy

Add Rule

Name  Block_Attacker_Domain | B Enabled

Action |3 Damain Not Found [~

I Zones I Networks l DNS I
DNS Lists and Feeds &

‘ <4 Search by name or value

Selected Items (2)
[l DNS Attackers
/2l DNS Bogon

L&

(=il =]

=
e
() DNS Bots
() DNS cnC
(5} DNS Dga
(2 DNS Exploitiit
() DNS Malware
_’-j DNS Open_proxy
f—j DNS Open_relay
(2 DNS Phishing

Add to Rule

EmA7>a>z#oUY LT, L-ILzEBMLET,

ATYT4: ORI MO RIS —ZRET D,

DNSR—RADtEFI1VFA AT VDIV AZER

9 2 IC . [Configuration] > [ASA Firepower

Configuration] > [Policies] > [Access Control Policy]i— 8B L, [Security Intelligence]® 7 %&3&R L

xY,

DNSRUZ—AREEATVWBDEZBEL, #7232 T, RICRTELSC(logs] 74> %D
DYy U320 %28MICTEXRT,



D O O ASAFiePOWER Configurat.- 0 Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy
r = Palicies

ASA

¥ & Intrusion Policy

42 Intrusion Policy Default Allow All Traffic

J Rule Editor

Files
£ ssL
@ Actions Alerts
<. Identity Policy . ¥ = status: Policy Up-to-date on device
i) DNS Policy
" W% Device Management Identity Policy: Nons 5L Policy: Mone
B Device - -
B interfaces M Security Intelligence ] HTTP Responses l Advanced Bk
r @ %’JECE Management Available Objects ¢ &) Available Zones ¢ DNS Policy: Default DNS Pol :,.l_ |
» Network o -
, Search for a Network @& Any Whitelist (2) Blacklist (2)
> [@] Port
© Security Zones | Networks | URLs 1§ Inside Nobworks Metworks &
i-_’ Application Filters =) Attackers 1% outside ¥.! Global-Whitelist (Any 2Zone) [3 % Global-Blacklist (Any Zone) 3 0O
» e URL & Bogon i test URL URLs L[]
9 SEGL:TM'::' & Bots Global-Whitelist-for-URL (Any Z7 g Global-Blacklist-for-URL (Any 3n{j
B Variable Sel
v securityintelligence W
=/ Network Lists and Fe =/ Dga
4 DNS Lists and Feeds =) Exploitkit
2 URL Lists and Feeds =) Malware
@ sinkhole ]
[ FileList P Ceen_prowey
=) Open_relay
=/ Phishing
&) Device Setup
= =)/ Response
@3 Firewall =) Spam

. =/ Suspicious
&Sgemote Access VPN -

= =) Tor_exit_node
(7] site-to-Site VPN @ Global-Blackist

l@m FirePOWER Configur... =

Device Management Cancel

ACRUS—DEE#ZRIFET DICIE, [Store ASA Firepower Changes] 77> 3> #&BIRLE T,
ATY75: FOADMO-ILRUS—ZRBEALET,

ZEZEBEATDICE. 70RO RV —2EATILENBYNET, RUS—%E
A33HIC, FNAALOT7OEA I MO-IIL RIS —HAEVWEDTH BN 2R TIERZ R
LTLEEL,

EEZEH—ICEATSICE, [Deployl 221 Y UL, [Deploy FirePOWER Changes] Zi&iR
LETe chIZE2TRYTTYTENDT 142 RUT [Deploy] Z2i8IRIT D&, BEEHNEASHh
S

X N—23254xTR, TUORARV—ZEH—ICEATSICIE. [Apply ASA
FirePOWER Changes]2 V)Y V32 Z4ENfHV)ET,

3 : [Monitoring] > [ASA Firepower Monitoring] > [Task Status]ic BEBIL £ ¥, RENXEE%E
BREIZICE, RAVAETLTVWSREZRALET,

TR

RERE, IRV RNVA—EIIEBECOXERTEERT, COLH, Y2 ETDNSY I
ZREMICKITTEERT, £EL, BHAOEBEEDOHDY—N\HIX—TY NIB2L5ECR. &

BIOEBLTLKEEZV, COVTVERERLIER, [VTLEALDARY NEIZ IV TARY
NEREBTERT,

DNStEF1UTAATIIIVAARYNEZRD DT



Security Intelligence Z FirePOWER £ 1 — )L TR ¥ S (CIE. [Monitoring] > [ASA Firepower
Monitoring] > [Real Time Eventing] ICB& L £, .[Security Intelligence] 2 7 &R L £7, X

DERICTRI LI, ARV RARTRENTT,

B &
Real Time Eventing

+ | | All ASA FirePOWER Events | | Connection | Intrusion | | File || Malware File || Security Intelligence

Filter
protocol=udp *
Filter
il Pause Refresh Rate | 5 seconds 15/7/16 12:20:21 PM (IST)
Receive Times Action First Packet Last Packet Reason Initiator IP Responder IP Source Port
15/7/16 12:20:04 PM Domain Not Found 15/7/16 12:20:03 PM DNS Block 192.168.20.50 10.76.77.50 65296
15/7/16 12:20:04 PM Domain Not Found 15/7/16 12:20:03 PM DNs Block 192.168.20.50 10.76.77.50 65295

NS7IL>a1—h
CCTR, BEORNZ TN 1 —TFT 4V J I ERATERBERERLET,
EFIVFTFAATIDIVATA—RIBHTH D &2 BT S, [Configuration] >

[ASA FirePOWER Configuration] > [Object Management] > [Security Intelligence] > [DNS Lists
and Feeds]lcBEIL, 71— RABBLCEHFE N LRI EZWBLET, [FE)ZERLT, 71—

ROEFHEREZRETEEXT,
R — T e S BN L s e

| Update Feeds | [ © Acd DNS Lists and Feeds | | 4 Filter
Name Type ‘
Cisco-DNS-and-URL-Intelligence-Feed Feed
Last Updated: 2016-07-15 00:55:03
Global-Blacklist-for-DNS List
List

FOLAARNA=II RV —HFEBICBAETh L ZHRELET,
[Security Intelligence Real Time Eventing] * 7 Z2E_ LT, RS 74 v 94 7Ov o hTWBH
ESHZHALET,

BEE1T ]

. Cisco ASA FirePOWER 21 =)L 94 Y9 AZ—BN A4 R
- TO_ AN YER—bE RFI XD —Cisco Systems



http://www.cisco.com/c/ja_jp/td/docs/security/asa/quick_start/sfr/firepower-qsg.html#pgfId-133942
https://www.cisco.com/c/ja_jp/support/index.html
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