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UNIX —/NET RADIUS J—RAAVNAIINENTVBR L ZHRELET, T—/N\EER
. Livingston RADIUS #—/\ J—REZFEHAITZCEZHRELTVET, L—XBRER, it
DY —/NIA—RTHETILENHYERITHN, T—/N\RERFEVET, O— R radiusd &,
root ELTRITITIHENBYET,

. Livingston RADIUS 11— RICl&k, RIS AT LRICHARARIAXENEAD I >OH T

LWI77AIHFRBLTVWET, DF, clients.example, users.example, # &k T dictionary
TY, cNSINTREE., raddo FA1LIRNJIZHYWET, cORFIXNORETS
NsnNT77AINERIEusers 77 M) Eclients 77 AN ZEEETEERT, 3D2IXTNHT7
ANEEETFALOMNIIBETDHXENf HVET, O3 DD 74)LTRADIUS H—
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radiusd -x -d (directory_containing_3_files)
ABX—=RKNTYv7THOIZ—&, BEEEE directory_containing_3_files_logfile (Z 119 % &%
ENfHVUET, BIOY—NNOV12 RUHNS, RADIUS ABEIL A ESH ZHEFRELET,

pPs -aux | grep radiusd
(or ps -ef | grep radiusd)

2 DM radiusd ZOEANRRENET,

.radius Z7OEAEZKTLET,

kill -9 highest_radiusd_pid

=203V —)L R—KT,. RADIUS ORBREZRKBLET. 1 ZX—T )L E—RAYY#

Z, AN REFRET S configure terminal EA DL ET, COBXICK2 T,
RADIUS A" —NETEFTLTVWATIE, FRACIIL—FLASOYITIRENBZVRSIC
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!-—— Turn on RADIUS aaa new-model enable password whatever !--- These are lists of
authentication methods, !--- that is, "linmethod", "vtymethod", "conmethod" are !--- names
of lists, and the methods listed on the same !--- lines are the methods in the order to be
tried. As !--- used here, if authentication fails due to the radiusd !--- not being
started, the enable password will be !--- accepted because it is in each list. aaa

authentication login default radius enable aaa authentication login linmethod radius enable
aaa authentication login vtymethod radius enable aaa authentication login conmethod radius

enable !/--- Point the router to the server, that is, !--- #.#.#.# is the server IP address.
radius-server host #.#.#.# !--- Enter a key for handshaking !--- with the RADIUS server:
radius-server key cisco line con 0 password whatever !--- No time-out to prevent being !---

locked out during debugging. exec-timeout 0 0 login authentication conmethod line 1 8 login
authentication linmethod modem InOut transport input all rxspeed 38400 txspeed 38400
password whatever flowcontrol hardware line vty 0 4 password whatever !--- No time-out to
prevent being !--- locked out during debugging. exec-timeout 0 0 login authentication
vtymethod
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terminal monitor
debug aaa authentication
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radiusd -x -d (directory_containing_3_files)
AZ—KNTY7THOIZ—NBEEELIE directory_containing_3_files_logfile ICHhENE T
o BIOH—NDTV 12 RINS, RADIUS AEEIL A ESH ZERBLE T,

Ps -aux | grep radiusd
(or Ps -ef | grep radiusd)
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ciscousr (username from users file)
ciscopas (password from users file)
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AVUNERETITATTHDIEEZERELT, XOANY REL—ZICEMLET,

! --- For enable mode, list "default" looks to RADIUS !--- then enable password if RADIUS
not running. aaa authentication enable default radius enable
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ciscousr (username from users file)
ciscopas (password from users file)
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shared
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10. RADIUS BHTRIATHIHLENH DI —X D Telnet Y > IV ZHITBDEILELDT
. RADIUS B0V =)L R—KN I—HORAZRELET, JL—XIC Telnet L =4k
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ciscousr (username from users file)
ciscopas (password from users file)
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1.THIOOTAT@, LI—2RTHREENTVEBIThERTENEEA. ROFOKISIZ,
W—=—BTTHITATZBMMILET,
aaa accounting exec default start-stop radius
aaa accounting connection default start-stop radius
aaa accounting network default start-stop radius
aaa accounting system default start-stop radius

2 TFho>T420 #7232 FEALTH—/VETRADIUS ZFHHBLET,

Start RADIUS on the server with the accounting option:

BN—ZRTH-—NEIIL—ZEOR)E) 2H#EITHICE :

terminal monitor
debug aaa accounting

A N=BICTOEALT, FNYVTILL2TH-—NEIL—ZBEOPV)EY) Z28EL., THO>
TAIT FALORNICEHZO7 774N 2HEBLET,

TANZ 74N

users TAN 774 )L TICRLET,

ciscousr Password = "ciscopas"
User-Service-Type = Login-User,
Login-Host = 1.2.3.4,
Login-Service = Telnet

Senablel5$ Password = "shared"
User-Service-Type = Shell-User

clients TAN 774 )N ZUTICRLET,

# 1.2.3.4 is the ip address of the client router and cisco is the key
1.2.3.4 cisco
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