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Add Metwork Object
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Site-to-Site VPN > Create Site-to-Site ConnectionD JEICEBEL £,

RIZRFTLSIC, FDMTH A KA A HF—REZRITLET,

bl e B e i at = == @ {f\l @ @ admin
CISCD e e S Moninring Paizips Cecis iz Frppowar = ATAEBIY
- Ml SO Vg Pt Uit Hagh Axialial=iity - -
W2 Clees Firepawnr Thrass Dafenss for VNS BRO-115 0.0 2008-08-12-031-wri Mo Configuned RO
; \ E. i,
m 4 wnbemaot
“ - @ =
Inmterfaces Reuting Updates System Setlings
Gonoe 2 routne Goolooation. Rele. VOO, Sysiom Upgde, Mansgemant Az
Ensded T of 4 Seciiiy heligenos: Freds Licagireg Semings
DHEP Sarve
Vaew All Interfacas 3 View Configarntion Ve Conligrarntion 5 o
DNl S
Manpgement Imeriace
N RS T
Smart License Backup and Restone Troubleshoot .
B s covated yo Gicud] Srervicis
RuxboetEhandovwn
Wisw Denfiguration > Wi Denfiguration FRCHRERT FLE T I CXe. TR Traf¥ie Senings
LIAL Fitering Freferenoes
Sita-to-Site VPN Ramote Access VPN Advanced Configuration Dravice Administration
Thr 2re nD Conneclans yot Configured Inchsdes: Fslonli, Smart CU At Exents, Dopioyment History,
1 cosnection | 1 Group: Polsy Dezvierd pnand GO LraSon
Wi Cenfigrntion + Vi Cenfigerntion View Configuration * Wiirw Configuraties
viliet]ae Firerawar Devics Manaasr = il = ==n @ @ @ @ wamin
CISCo o T Moritoring Poiiches Chjects e Simpowees (] Akl
D Saameraary
Site-to-Site VPN
Q 2 EaCH

BNl BTTIARAGT

PRSI W TWIONEE

Y4 NEERIC, BECBNTERERTOV7AILEZEELET,

FIDDIELWAEA 2 Z—T7 T4 A%ZRIRL, Y4 NEAVPNTHES{LIZHLEN HZO—-NILF

YRD—U#BRLET,



DE—RNETONTVY DALV B—TIA AZRELET, RIC, RICRTELSIZ, Y4 NG
VPNTHEES{LENhTWVWARVE—RNET7OXRY ND—0%BIRLET,

Define Endpoints

Identify the interface on this device, and the remote peer's interface IP address, that form the point-to-point WPM connection. Then, identify

tha lacal and remote networks that can use the connection. Traffic between these networks is protected wsing IPsec encryption.

Connection Profile Name

RTPVPN-ASA

LOCAL SITE REMOTE SITE

Local VPN Access Interface (® swatic () Dynamic
outside (GigabitEthernet(/0) w

Hemote [P Address
Local Metwork

14.36.137.82
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IKE Policy

ﬂ IKE policies are global, you cannot configure different policies per VPN. Any enabled IKE Policies are available to
all VPN connections.

IKE Version 2 IKE Version 1
IKE Paolicy
Globally applied EDAT...

IPSec Proposal

Custom set selected EDIT...




KIZ;RF &SIZ, Create New IKE Policy’/RZ > %&IRL £ T,

Edit Globally: IKE v2 Policy

T Filter

AES-GCM-NULL-SHA

AES-SHA-SHA

DES-SHA-SHA

00C

Create New IKE Policy “
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Add IKE v2 Policy

Priority Name State
1 RTPVPN-ASA ()

Encryption

AES256 w

Diffie-Hellman Group

14 %) v
Integrity Hash

| SHA2S6 x v
Pseudo Random Function (PRF) Hash

m v

Lifetime (seconds)

86400
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Select IPSec Proposals

T Filter SET DEFALILT

*u AES-GCM in Default Set

%

P

AES-SHA
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Create new IPSec Proposal CAMNCEL “
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Add IKE v2 IPSec Proposal
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ASA-IPSEC|

Encryption
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Authentication Type
@ Pre-shared Manual Key O Certificate

Local Pre-shared Key

Remote Peer Pre-shared Key

(111 1]
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Additional Options

MAT Exempt Diffie-Hellman Group for Perfect Forward Secrecy

inside (GigabitEthernet0/1) W Mo Perfect Forward Secrecy (turned off) e
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HFLLWH A RNEBVPNZEALET,

ASADEREI. CLIZEALTRTLET,
ASA DERE

1. ASAOAEA > Z—T T4 ATIKEV2ZEBRICLET,

Crypto ikev2 enable outside

2.FIDTHREENTVRIDERUNTX—RZERTDIKEV2ZRU S —ZERLET,

Crypto ikev2 policy 1
Encryption aes-256
Integrity sha256
Group 14
Prf sha256
Lifetime seconds 86400

B.IKEV2Z’'ORINZFHATEDIIN—TRI—ZEBLET,

Group-policy FDM_GP internal
Group-policy FDM_GP attributes
Vpn-tunnel-protocol ikev2

4ETFTIDNT VY OIPFRLAODKR D ZNIN—T%2#ERLET, JIL—TRIS—ESBL
. BN REF—EEELET.

Tunnel-group 172.16.100.10 type ipsec-121

Tunnel-group 172.16.100.10 general-attributes
Default-group-policy FDM_GP

Tunnel-group 172.16.100.10 ipsec-attributes
ikev2 local-authentication pre-shared-key cisco
ikev2 remote-authentication pre-shared-key cisco
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10.10.116.0/24)(ASASubnet 10.10.110.0/24),

Object network FDMSubnet
Subnet 10.10.116.0 255.255.255.0
Object network ASASubnet
Subnet 10.10.110.0 255.255.255.0
Access-Tist ASAtoFTD extended permit ip object ASASubnet object FTDSubnet

6. FIDTEEENLET7IAV XL RSB TBIKEV2 IPsecZ7OR—¥ILZERL ET,

Crypto ipsec ikev2 ipsec-proposal FDM
Protocol esp encryption aes-256
Protocol esp integrity sha-256

TREERONIZDIOVTINIVTIVRNYZERLET,

Crypto map outside_map 20 set peer 172.16.100.10
Crypto map outside_map 20 match address ASAtoFTD
Crypto map outside_map 20 set ikev2 1ipsec-proposal FTD
Crypto map outside_map 20 interface outside

8VPNRNZ 7 AV IONTTATIA—ILICE 2> TINATREE B WVWLSICTANATRRAT—
RXRNZHERLET,

Nat (inside,outside) 1 source static ASASubnet ASASubnet destination static FDMSubnet FDMSubnet
no-proxy-arp route-lookup
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firepower# packet-tracer input inside icmp 10.10.116.10 8 0 10.10.110.10

Phase: 9

Type: VPN

Subtype: encrypt
ResuTlt: DROP

Config:

Additional Information:

firepower# packet-tracer input inside icmp 10.10.116.10 8 0 10.10.110.10

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 172.16.100.1 using egress 1ifc outside

Phase: 2

Type: UN-NAT

Subtype: static

ResuTt: ALLOW

Config:

nat (inside,outside) source static |s2sAcl1SrcNwgV4|c9911223-779d-11ea-9clb-5ddd47126971 |s2sAc1SrcNwgVv4
Additional Information:

NAT divert to egress interface outside

Untranslate 10.10.110.10/0 to 10.10.110.10/0

Phase: 3

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group NGFW_ONBOX_ACL global

access-1ist NGFW_ONBOX_ACL advanced trust object-group |acSvcg-268435457 ifc inside any ifc outside any
access-1ist NGFW_ONBOX_ACL remark rule-id 268435457: ACCESS POLICY: NGFW_Access_Policy
access-1ist NGFW_ONBOX_ACL remark rule-id 268435457: L5 RULE: Inside_Outside_Rule
object-group service |acSvcg-268435457

service-object 1ip

Additional Information:

Phase: 4

Type: NAT

Subtype:

ResuTt: ALLOW

Config:

nat (inside,outside) source static |s2sAc1SrcNwgV4|c9911223-779d-11ea-9clb-5ddd47126971 |s2sAc1SrcNwgVv4
Additional Information:

Static translate 10.10.116.10/0 to 10.10.116.10/0

Phase: 9

Type: VPN
Subtype: encrypt
Result: ALLOW



Config:
Additional Information:

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

RRIWDAT—RZA2ERTBICE. FIDREZIFASAOCLICBEILEXT.

FTD CLIA' S, show crypto ikev2sa N> RZFHALT7 I —RX1& 7 T —R2ZHFELET,

> show crypto ikev2 sa

IKEv2 SAs:

Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote

3821043 172.16.100.10/500 192.168.200.10/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/1150 sec

Child sa: local selector 10.10.116.0/0 - 10.10.116.255/65535

remote selector 10.10.110.0/0 - 10.10.110.255/65535
ESP spi in/out: 0x7398dcbd/0x2303b0c0
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https://www.cisco.com/c/ja_jp/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
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Capture capout interface outside match ip host 172.16.100.10 host 192.168.200.10

FYTFINETESNES, VPNBRHATRZ 74 v 0%2ZEEL, NTYREYTFYICRNFA@E B
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show cap capoutdN > RZFERAL T, NTY RF ¥ 7F v ZHBELET,

firepower# show cap capout

4 packets captured

1: 01:21:06.763983 172.16.100.10.500 > 192.168.200.10.500: udp 574
2: 01:21:06.769415 192.168.200.10.500 > 172.16.100.10.500: udp 619
3: 01:21:06.770666 172.16.100.10.500 > 192.168.200.10.500: udp 288
4: 01:21:06.773748 192.168.200.10.500 > 172.16.100.10.500: udp 256
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