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Connected to C55M Through CSLU
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7Y 1A /RDOERE

COARTR, BRAM AR ARK., CSLUMRepresentational State Transfer(REST) L > R7RA
Y RADELICE 2T, CSLULDBEZRBRLET.

REEETNDF—RICIE, Real User MonitoringRUM)LAR— Kk &, AEI—R, SEI—R, &
CRVD—DERNFEENET,

FREFIE
ATY 7T 1:CSLUSMB—T T4 AICOY 14> L, Add Single ProductZiZRL £9,

AT Y 7 2: Product Instance Initiated onlyZi#IRL ., BRITBDIHFEAN AR ADIPT RLA%Z
EELEY,



Add Product

ATYT3:)L—RT, EEARNZcsWUICERELE T,

Device(config)# license smart transport cslu

ATY 7 4:CSLUURLECSLUIPP RLAZAALET,

Device(config)# license smart url cslu http://<csTu-ip>:8182/cslu/vl/pi

ATY T 5 HTTPXY =P DEGICEAT DAV E—T I/ AZRELET,

5ARDIARY REFEAL T, HTTPXY -2 %% EITRAI U R—TIA AERELET,

Device(config)# ip http client source-interface interface-type-number

52.VRFZERL TCSLUICEHEL, BRICIPT RLADOKD ) (Zcslu-localZ AT 2HE. X
OIAX > REMFEAL Teslu-localDR A NBERZBIMTDIHENHV)ET,

Device(config)# ip host vrf Name_VRF cslu-local cslu-ip-address



FIE6: BELERARROLR-—NZRBLET. ELWRUZ—AVARN—ILOOT 2#IBL
xY,

Device# license smart sync

*Apr 14 12:08:06.235: %SMART_LIC-6-POLICY_INSTALL_SUCCESS: A new Ticensing policy was successfully 1inst

TILAROBRE
COHFRTH, CSLURRRA VARV AL OBEEMALT. TOBERERBLET,

CSLUIE. Network Configuration Protocol NETCONF), Representational State Transfer
Configuration Protocol(RESTCONF), Yet Another Next Generation(YANG)EF )L ZERA L 1=
Google Remote Procedure Calls(gRPC), F 7z ([&REST Application Programming Interface(API)%Z
FALT, BRAVARVAILERLET,

REFIE

AFYT1: L—2T, FETHEHESE (NETCONF, RESTCONF, F#I(FRESTAPI) &5
ELET,

ATYT2: CSLUAMR—T7 T4 AICAOY 4L, Add Single ProductZiZiRL £,

ATY 7 3: BHO#ELSE (NETCONF, RESTCONF, F/-IFRESTAPI) ICBSET SCSLU
Initiated A7 7’2 3> OWVWTFh A ZBRL, BRIDHRAIAXADIPTRLAZERLET,

Add Product

CSLU inftiated - NETCONF

CELY Infied - RESTCONF

CSLU Infiaed - REST AP

ATV 4 BRA VAR ADIARND S EFETBT/V14 A%ZIEIRL ., Actions for Selected
and Collect UsagelcBEIL £7,



ATYVT 5. ZTOHRHBAVAZVATTA L AOFERARTOREN ET LI ZWIEBLET

o

FIE6 : BREXRTNAATR, ZA VARV —DA2AN—ILICEBLEZEZRTOY
HFRIRENDBENHYET,

*Nov 18 23:22:12.929: %SMART_LIC-6-POLICY_INSTALL_SUCCESS: A new licensing policy was successfully inst
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Directly Connected to CSSM
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REFIR

ATY T 1 HTTPXY =P 0REBICERAT DA RXA—TIA A%ZRELET,

Device(config)# ip http client source-interface interface-type-number

ATYVT 2 BEBTAEVAEBERARELT, AN—MRNFVAR—KNEXZERLET,

Device(config)# license smart transport smart



ATY 7 3: T4 1> AAN— KUniform Resource Locator(URL)ZF 7 #)LNE LU TRRELE T

o

B1LTAEVAAN—RNURLZF 7 AL M ELTRETSICE, XAOOAXY REFEALET,

Device(config)# license smart url default

3.2.CSSMICEET A -HIC7OF > 2ERTIHREAR. AN—NAO7OF>ZEMTIHE
FHYET,

Device(config)# license smart proxy X.X.X.X port XXXX

ATYVT 4 AX—KNTATVNEN=FYILTAHI NTCSSMA SHFHLWh—=U 2 Z#ERL
EREhEN—U2ZOE-LET,

Cisco Software Central > Smart Software Licensing @8 BU Production Test

Smart Software Licensing Feedback Support Help

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: Mex CATS West @@ 4aior @ Minor | Hide Alerts
General Licenses Product Instances Ewent Log

Virtual Account

Description: TAC CATS Waest Account

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product mstances to this virlual account

New Token
Token Expiration Date Uses Export-Controlled Description Created By Actions
OWIDOTFjNDAZDVKZ B 2021-May-13 02:29:05 (in 30 Allowed asamanco-691058171 asamanoo Actions «

Token 0 X

OGQ2YgSYIELZTEXNOQOY TiyLWE 1MTEINDMxY|BmMDFRMDUOLTEZMT
¥ 20Tk5%0AMzUI0TdBbIFRZHIMLYISQXJNNHIMWDIXWmZ4MGxUUK1
TOW1sZzI0by8x TFRJ%0ALZNJWT0%30%0A

Press cirl + ¢ o copy seleclted lext to chpboard



ATYVT 5 ERENIEN—OTTFNA RAZERLET,

Device# Ticense smart trust idtoken id_token_value {local| all} [force]

F)E 6 : show license status XN RTELWA 2 ARN—)LZHEELET, HODHZEEDTrust
Code Installedt9> 3> T, ZFBAZFEALTEHRITIHLEN HYET,

Device# show license status
Transport:
Type: Smart
URL: https://smartreceiver.cisco.com/Ticservice/Ticense
Proxy:
Not Configured
<snippet>
Trust Code Installed: Feb 10 20:56:02 2021 UTC
<snippet>

Call HomeEziZ A N DR E
REFIE

ATYT 1 HTTPAY =P OREICHEATRD AV E—TIA AZRELET,

Device(config)# ip http client source-interface interface-type-number

ATYT2: BHOSA 2 AEiEAREL T, Cal HomeEii AR E2EHZL £ T,

Device(config)# Ticense smart transport callhome

ATYT 3 : T4V AANY—NURLZEEL & T,

BATAEVAAN—RNURLZRET S ICE, XOOXY RZFEALET,

Device(config)# license smart url https://tools.cisco.com/its/service/oddce/services/DDCEService



3.2. Virtual Routing and Forwarding(VRF)Z A9 % &H &k, £ATSHVRFIZMA T, call-
home CVRFA'ERA TR EBRA VR —T7 IA AZEETDILENf HYVET,

Device(config)# call-home
Device(cfg-call-home)# source-interface interface-type-number
Device(cfg-call-home)# vrf Name_of_VRF

33.7O0F 2 %#FEHAL TCSSMICEET2HE. 7OFVICEETIEHICFERATIAX—T
A A%ZFEHAL T, CalHomeREIC7OF > 2 BMTIHENF HVYET,

Device(config)# call-home
Device(cfg-call-home)# source-interface interface-type-number
Device(cfg-call-home)# http-proxy "X.X.X.X" port XXXX

ATYT 4 AX—KRTFATVNEN=FYILTHI NTCSSMA SHLWh—=U 2 Z#ERL
ERENEEN—U2ZOE—-LET,

Cisco Software Central = Smart Software Licensing B BU Production Test

Smart Software Licensing Feedback Support  Help

Alerts Inventary Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: Mex CATS West @ Major | @ Minor | Hide Alarts
General Licenses Product Instances Event Log

Virtual Account
Description: TAC CATS West Account

Default Virual Account Mo
Product Instance Registration Tokens

Token Expiration Date Uses Export-Contralled Description Created By Actions

OWIDOTFjNDAZDWKZ 2021-May-13 02:29:05 (in 30 Allowed asamanco-591058171 asamanoo Actions =



Token O X

OGQ2Y)gSYIELZTEXNOOY TiyLWE 1MTEINDMxYjBmMDFRMDUOLTE2ZMT

Y20TkS%0AMzU3OTdabIFRZHIMLY S QX JNNHIMWD IXWmZ4MGxLUIUK1
TOW1sZzI0by8xTFRJ%0ALZNJWTO%3D %04

Press cirl + ¢ to copy selecled lext to chpboard
ATYT 5 EFEN =0 TTFNA RAZBERLET,

<#root>
Device# Ticense smart trust idtoken
i d_t oken_val ue

{local]| all1} [force]

F)E 6 : showlicense status Y RT, ELWA VAR =) ZBIELET,. HHIDERICHS
Trust Code Installedt 923> T, BERBZEHMIDILEN HYFT,

Device# show license status
Transport:
Type: Callhome
URL: https://tools.cisco.com/its/service/oddce/services/DDCEService
Proxy:
Not Configured
<shippet>
Trust Code Installed: Feb 10 20:56:02 2021 UTC
<shippet>
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CSLU Disconnected from CSSM

\_Product Instance ) Windows CSSM on Cloud
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L Product Instance y
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Usage data file

e Product Instance )

l"-

REFIE
AT Y 71 : CSLUTProduct Instances|\c ¥ & L . Download All For CiscoZiZRL £7,

. Cisco Smart License Liility
CSLY  Product Instances Edit Help

Dowwnload All Product Instance List Crl«5
Upload Product Instance List Ctri+U
Send All Ta Cisco Ctrl+Enter
- Download All For Cisco Ctrl+Shift+5
Upload From Cisco Ctrl+Shift=U

Froduct Instances

AT Y7 2:CSSMT, Reportsi_#BE L. Usage Data FilesZi#IRL £,

ATY7 3:COLULSEDO—RLETZ7AINETY7O—-RLET,



Cisco Software Central = Smart Software Licensing @ BU Production Test

Smart Software Licensing Feedback Support Help
Alerts Inventory Canvert to Smart Licensing Reporns Preferences On-Prem Accounts Activity
Reports

Report Usage Data Files Reporting Policy Synch File for Device Controllers

Devwvices can be configured to report the features that they are using

This usage then determines which licenses are needed, in erder to be compliant,

Upload Usaga Data Search by File Name, Virtual Account 0\

@ Usage Data File Reported Virtual Account Reporting Status Devices  Acknowledgement
0 results found

Mo Records to Display

ATV T 4 £ERENTEBBREZ77A4)NZ2F 70— RLET, Chik, Usage Data Files') A
MCRTRENET,

AT Y7 5:CSLUT, Product Instances|_# &L . Upload from CiscoZiERL £F, CSSMA
SAIO—RULEBERERE77A4IILET7Y7O0—RLET,

. Cisco Smart License Utility
CSLU  Product Instances Edt  Help

Download All Product Instance List tri+5

Upload Product Instance List tri+U
Sand All To Cisco Ctrl+=Enter

= Download All For Cisco Ctrl+5hift =5

Upload From Cisco Ctrl+Shift+U

Product Instances

CSSMIZEHRENTH ST, CSLUNFREET TV EWVWIL—&

COKRKROD TR, CSSMA SHIMiEh, HOFEAI—FT A VT A REFEIR—FhOBEWV
HBRAVARVANH)ET, INTOBRERE., 7YTO—RBLVTATVO—RENLETT7A
LOFERTT,



XY RND—UK

Mo Connectivity to CSSM and Mo CSLU
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\ Product Instance | CSSM on Cloud
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@ e > E data fila
), Product Instance A
@ <----> 2] Us2ee

Product Instance

HEFIE
ATYVITA1 AVABVA, AN— M AT7S5A4 2 ABEFRZREL., REZRFELET,
Device(config)# Tlicense smart transport off

Device(config)# exit
Device# copy running-config startup-config

ATYVT 2: A AOERRRET—R 7SV IROTFARNT7AILICREFL, IL—7
ASHHELET,

Device# license smart save usage all file bootflash:all_rum.txt
Device# copy bootflash:all_rum.txt tftp://X.X.X.X/all_rum.txt

AT Y7 3:CSSMT, ReportslC¥E L. Usage Data FilesZiBIRL T, I—ZIZ&K > THERE
NEFERRRT—27740LE2T7Y7O0—RKRLET,



Cisco Software Central = Smart Software Licensing

Smart Software Licensing Feedback Support Heip

Alerts mventary Convert to Smart Licensing Reports Preferences On-Prem Accounts
Reports
Report Usage Data Files F i | Syr Fil I T

Devices can be configured to report the features that they are using

This usage then determines which licenses are needed, in erder to be compliant,
Upload Usage Data Search by File Name, Virtual Account o,
@ Usage Data File Reported Virtual Aceount Reporting Status Devices  Acknowledgement

0 results found

Mo Records to Display

ATYVT 4 ERENLHERET7AINEFATO0—RL, FNAALCEELRT,

ATYVT 5 =TT 7ANEAVR—KL, ELKAVARN—ILEhTWR L ZHIEL
ER

Device# license smart import bootflash:ack_usage.txt
Import Data Successful

*Apr 14 12:08:06.235: %SMART_LIC-6-POLICY_INSTALL_SUCCESS: A new licensing policy was successfully 1inst

FEsY
COEsYATTE, REFERCBELTVSCE ERBLET.,

INXNTORROTIT, CSSMICBFBENTVWRIRMA VAR AZHETERT, ROAT 3
ik, FNAADERFERBICITONLEC L ZHRBIDLOOERFIETT,

ATYT 1 BRBRAVAZRALLBEHL, BRRERY VALCBRERATINAADIUTILESEA
ALET, VARV ADBBE L TUDIZEF DT /NA AN RRENDBEN BT,

Device# show license udi
UDI: PID:ISR4451-X/K9,SN:FOC17513VM6



Cisco Software Cenfral > Smart Software Licensing BB BU Production Test

Smart Software Licensing Feedback Support Help
Alerts Inventory Convert to Smart Licensing Reporis Freferences On-Frem Accounts Activity
Virtual Account: Mex CATS West @) 1sior | @ Minor | Hide Alerts
General Licenses Product Instances Event Log
Authorize License-Enforced Features G) FOC17513VMG o,
Name Product Type Last Contact Alerts Actions
UDI_PID:ISR4451-X/K9; UDI_SN:FOC17513VM8 4400I1SR 2021-Mar-18 21:21:59 Actions -

Showing 1 Record

AT Y7 2:showlicense statusZFEHAL T, /AL VAN —=IDEL VAT —RF A TR
LET,

Device# show license status

Smart Licensing Using Policy:
Status: ENABLED

<snippet>

Policy:

Policy in use: Installed On Mar 18 21:20:38 2021 UTC
Policy name: SLE Policy

Reporting ACK required: yes (Customer PoTlicy)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 30 (Customer Policy)
Reporting frequency (days): 60 (Customer Policy)
Report on change (days): 60 (Customer PoTlicy)
Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 120 (Customer Policy)
Reporting frequency (days): 150 (Customer Policy)
Report on change (days): 120 (Customer Policy)
Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 90 (Customer Policy)
Report on change (days): 60 (Customer PoTlicy)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 30 (Customer Policy)
Report on change (days): 30 (Customer PoTlicy)

Miscellaneous:
Custom Id: <empty>

Usage Reporting:

Last ACK received: Mar 18 21:20:38 2021 UTC
Next ACK deadline: May 17 21:20:38 2021 UTC
Reporting push interval: 30 days

Next ACK push check: Feb 23 20:24:13 2021 UTC
Next report push: Mar 30 15:45:55 2021 UTC
Last report push: Mar 18 21:16:38 2021 UTC



Last report file write: <none>

<shippet>

NZ7IL>a1—hk
COtsYITE, BEORS TS 1—F 4 VI CRUSBHRERALET,

1. CSLU ( CSLU RROZ Z A L TCSSMIZ##% ) . smartreceiver.cisco.com, & &
tools.cisco.com ( CSSMRMROD ICE#E#EHR ) TIEL VDNSEEREZHEFELE T,

Device# nslookup cslu-Tocal
Device# nslookup smartreceiver.cisco.com
Device# nslookup tools.cisco.com

2. CSLU ( CSLURROZ &4 L TCSSMIC$##E ) . smartreceiver.cisco.com, & &
tools.cisco.com ( CSSMRMRODICE#EESR ) EOEL VERZEIELET,

Device# ping cslu-local
Device# ping smartreceiver.cisco.com
Device# ping tools.cisco.com

3.CSSMhRAZICEEE KN TVBCSSMIZH L TR—MBFEVTVA L ZRIELET

o

Device# telnet smartreceiver.cisco.com 443
or

Device# telnet tools.cisco.com 443

AERAREETNY T Z2EAL T, BRELTA VAN —IITOLATERE NizOJ 2 #:R
. AAEREAFLEY,

Device# debug license ?
agent License agent information
core License Core
errors License warnings and errors
events License Events



feature License feature
ipc License IPC communication

BYIE 5 2
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https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/ios-xe-17/217047-enable-license-boot-level-and-addon-on-c.html
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https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/ios-xe-17/217047-enable-license-boot-level-and-addon-on-c.html
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/ios-xe-17/217047-enable-license-boot-level-and-addon-on-c.html
https://www.cisco.com/c/ja_jp/support/docs/ios-nx-os-software/ios-xe-17/217047-enable-license-boot-level-and-addon-on-c.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
https://www.cisco.com/c/ja_jp/support/index.html
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