Catalyst 9000 &f+, jaf Y 4f24€'a€" Cisco I0S XE
aF a,0afedf-3," §,3aFaF afafuafo
3,1.85+35°4,'3,84,¢a©«a©S36'a,« WPA
é-CE€£3O® DoS &, TaVatae€s

&, Caf%.af €a,=a, faFrasnlD : cisco-sawpa CVE-2020-
H Igh dos-cXshjerc 3429

& @a...~é-c«e—Y¥ : 2020-09-24 16:00

af @afa, afsasf 1.0 : Find

CVSs4,1a,%a,¢: 7.4

&72é€ ¢¢- : No workarounds available

Cisco af @4a,° ID : CSCvr69019

Y73 «ad, d,«ef...3 t3@ A€OQecteZi@Q«ad,"a,<aZYr-13Q9REQZA...~a11 P a ¢
Al
£1 el@

Cisco Catalyst 9000 &f+3, jaf Y 4f22€'3€' Cisco 10S XE af &,nafaaf-3," 8,°54f afaf1hafo
3,%afaf3,15,83,C3€«8,»3,3f¥afaf13,£3 SA®VEE... 393, EGQY WPA2 353,53 WPA3
FO®E,Ta%+2€85€«3, "3, SAEQES£ 7Y fAQP@r"»2'fEE.. 5@ EIEPL02 31, 5f1af@5,13, 4€ 83, P

3@ "a@®e,Ta%+r€83€@ 3€@dotix

3Q%IOYIO 3% %0 4a...+20e%0d,af i1 PSKi1h%od @R e2@e " 1%43,afY%c®ic@ 11" AKMi14%0d €@ Ee " a®:
BSS Fast Transitioni% FTi%%03€ Ea0e%0dS'd@«393Q£i€ | 5€,5,4 36 3@ «FEQWPA2

3@ WPA3

JO®e* Qe hafQ@asf’af%od, a,83,08, a@8aYc" d@+a,(ES, af 3, +affaf 3, rLiQ—3Q @It | cOTIHEIE
Sz, FQECVCVIH™E, B Q &f1heE83Q9EI9,5,55Q%IO™IE,

8,-815%@ @ "a@®e,Tal+txe83@«d at| a@™4,4,%afaf"a,!4,83,¢

§,caffaf—aftafuaf s, afeafasig, a9 —a@%iP—3iOYi€ 39" '39®e,Ta%trE85«d %4at ' a@™a, <>
& 1YHP aQ9®e,Talh+tx€839 R @RLA"OC" d@«3@ AEQWLAN
3€«3,C3, 3,»3,'3€ efLi@3€@dotIx AKM 3343 Y3€® PSK AKM
é@@aeoe%oé§1ééaé,_é.fﬂéfiéf3§,-éfEéf«éQCEég...é | @IPBIO™IE,
é@"é@@é,Céf%oéf@é,ﬁé,ﬂé.faéQ_&~]€Oo”eﬂiéQ®§fa§.f3§,_5f§,§(;¢°éaééQ§5QQ§O%5QTM§€,
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wpa-dos-cX shjerc



https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wpa-dos-cXshjerc
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvr69019
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3429
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3429

This advisory is part of the September 24, 2020, release of the Cisco |0S and |OS XE Software Security
Advisory Bundled Publication, which includes 25 Cisco Security Advisories that describe 34

vulnerabilities.Z€"3,E3, %03 @ ®3,Caf%0af @ 3,03, 95f3€ “afaf’a, a@®a €€ |839«3QPri@, i@ 3@ a€
|0S 5@53,"3€° 10S XE §,%4f-3f 5, 4,85,C3@«E-CAQ™4,,»3,4F¥af5f15,£
3,¢3f%05f 3,135,948, .. ~é-@3 -1 8@ S8 4"S5€€2020 &' 9 ace %%

e02aYs efvod" @
8, TaVat k8@ ®a@,a,«e£%23" &

3O IQP®e,Ta%+2€83Q €L, Ta%+IQ, %3 5,15,85,¢afafafa,'3,a®Ye|EFQ@—a€@dotx
39%3QPYI@ PSK3@® AKM 3@ EFe " a®35€ 3, EGEQWLAN &t..3€8 FT

2OYefrLi® Ere¥%idS'3@«3@ QLI 1 3€,3,< Cisco Catalyst 9000 5f+5,j3fY3fP3€® Cisco

I0S XE &f &,nafudf-3a," 3,353 afaf1uafo

3,353, 3,83, 3@ «31216Y;3,/49S3 QI Q—IQUIQO™IE, 23 QP OIf @A 143 %03, 5,83,¢
af—afoaffaf af-3,0afnaf 3@ «a€@ €,1a%+e€83@EI A FQ—3QHIQO™IE,

. Catalyst 98005€€93003€9400 3,-3f25f%3,° 3,"3,naffaf€@ " Catalyst 9500
CH, A9 %A@ af 5 nafuaf~3,'a,352af afaf1hafo
. Catalyst 9800 &, -Afeaf Y4, ° &f 3 oafodf-4 1 & 34f3af AfAfYAfO

8, TaVrac85@ Ea"ace " 3@ ™3 < Cisco
a,%af+af a, | 3,83,Ca3f3f55%a,3@«3@r3€, 3¢ | 3@ IEQIQO"IOP®I Caf%0af@3,13, 953 3QRIECES

dftaf€a,nd,'e”"aRsaeB®ccoe’ @

aftaf€a,nd,'a@«e,1a1%+3@%¢ " ARSIQPEi@,4,«3 9«3 Q0IQPTIQ A, '((°°QIPMNE I QP«I@Q FEQASfT
running-config all CLI

8,38 78f%f %08,  A®Y & Ea@P —aA @ %A@ ™A€, 4 £6f 4@ B " d®%e | @C 3 aftaf-3,03f«3f 3€83€,3,5
af'afoafiafta, ;@ E3e°3€e,30 ¢ (r°ae 3, Ed@ie>ad,"aE,

&, t8/ctE€° AKM
2 AREIQEP1EP, 59 | 5O I Px-iTOBL @C FORIP, IO FiHFOTL IR55H3, T3 54

 dotlx AKM &’ &vsi" a@p—a€ | 5€,3,« WLAN 3@ «3€ a€@security wpa akm dotlx
59%haOYae security wpa akm ft dot1x
AQEe aR5aQ+4,Fi¢ | 3€,30%AH™aE,

¢ PSK AKM 3’ &d/C" a@p—a€p | 39,3, WLAN 3@ «3€ d€@security wpa akm psk
49%a9Ya@ security wpa akm ft psk 3@ Ee " 4R35€+3,EiQ 3,39 %IQ™AE,

&, T&/59° AKM 3@ Ee " 4@359+3, E5@Y WLAN &t...3@5§ FT
59 Ere%dS 3O« IOLIQ 50,5, 3O FPOIOP 15O, L PIO™I P IOP F€HPx-IO®F


https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-74268
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-74268
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-74268
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-74268
https://tools.cisco.com/security/center/viewErp.x?alertId=ERP-74268

* security ft
» security ft Adaptive

2 dQ«I€Qe,Ta%+aQPe  ARSAQP®AA, (I P—aQUAQP™E,

Dot1x

Dotlx with Adaptive 11r WLAN:
wlan dotlx 1 dotlx
security ft adaptive
security wpa akm dotlx
security dotlx authentication-list eap_methods
no shutdown

11r-dotlx WLAN:
wlan 1lr-dotlx 2 1lr-dotlx
security ft
security wpa akm ft dotlx
security dotlx authentication-list eap_methods
no shutdown

PSK

PSK with Adaptive 11r WLAN:
wlan psk 3 psk
security ft adaptive
security wpa psk set-key ascii @ ciscol23
no security wpa akm dotlx
security wpa akm psk
no shutdown

11r-PSK WLAN:
wlan 1lr-psk 4 1lr-psk
security ft
security wpa psk set-key ascii @ ciscol23
no security wpa akm dotlx
security wpa akm ft psk
no shutdown

&, 1888, 49 «8,"8 9839, 80°80,30"59 "aQE(C°° QI Y4, EGOVRELI"§

Q" 3@ ®3,Caf%0af@a,na N3 3@ ®e, 18/aaES5Q R, 3,«e£123"@8,»3, 8,-af85°3@«af%4,'af 3@ 4,

5 815,%@ €030 39, Ta%t2€55QEdr¥a GO®3, 5,'5,%0L13" Q3«3 8%16Y;3,/4 750 56

. Catalyst 9100
5,04 3 »3 18f 948,055 3, SaQ®cp, 5 0% k3@ A 5,nafuaf3,'5, 254 4fafhafO



10S &, %23f+af 4,4, 84, ¢
IOS XR 3, Y58f+3f 4,14, 85, ¢
NX-OS & Y24f+af 4,15, 84, ¢
WLC & Y23f+8f"5,18,83,¢

H76€p¢C-

5O"3O®L, 131+ 2EIQ«3 %aE GO™E B2E Q-5 50,3,550%5€3,"3E,

FOYIQ 3O—3i€QCOIEC-3€ 39— | 3€9802.11r Fast
TranSiti0n'l'%AFTI%%Oo‘E@Vészé,'(;,,ié§150(@0""5,@0"50"§QCE§Q§50050%50“"5€M0

security ft 3%3€Y3€ no security ft adaptive
5,3éfiéf3éf%oé,'é®VéiCEéQTMé,éQ"5€0§0“é@®ae©?éf1/z5OCE(;,,ié?é@«éQaé,§5€0§0“§0®350a€'i
AQP®a%a, cr°dQ@—a@%iO™aE,

BT/ S5@"aQ@®e " aA®S3,'an%o0e> dQ™4,<a%0 @3 @ «IEQWLAN
3@ 3, affaffafafes, | afcSYe...8985€,5,39"3@ 3,2 QIO —IO%IQ™AE,

11r-dotlx WLAN:
wlan 1lr-dotlx 2 1lr-dotlx
no security ft
security wpa akm ft dotlx
security dotlx authentication-list eap_methods
no shutdown

Dotlx with Adaptive 11r WLAN:
wlan dotlx 1 dotlx
no security ft adaptive
security wpa akm dotlx
security dotlx authentication-list eap_methods
no shutdown

d,®acfxa@¢a,2afaf " q,,4,8a,¢

5,-4,'5,%0983@ €919 "IQ®F,Caf%0af@ 3,13, 5 5@« "e1%oi @3, EIQYe, Talir€85@«d At |2
5,Caffaf—aftaflaf s, e @@ivie—i€  1€,39%IQ™I€, 395328 39 EL,naf s, aF af4haf«3 @ -
af@afna, 3f8afa€ "af-a,£afhaf@astE

S Affaf 49«8 %IQP—3€  IORIQ 9 395,559 NIGPMIEIQOQIORI, 3O TIO ], LAfEF], 4,83,
3,Caffaf—a, caf-af1haftod, d,nafa, af afhaf«3€QAF€a, | afPafaf1af%o3€€35,¢a,” a,»3,'39%I QY3 a
3f03,03,535,' 39 Pr@ié .39« A% i P TIO"5Q 19«3 O Er, 9IiO—3OViQ" 3O 30«33, 55Q%:
https:.//www.cisco.com/c/en/us/products/end-user-license-agreement.html

a


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

OQNIOVIEQIOPSIRCRE 3@ ES, Lafafa,! 13,83,¢3,af€3, | afafaf14af%oa @33 @ @3« QPRIQP F€QA,"
3,¢affaf—a, caf-af1af%o3 @83 @™a€,c,ia,Ya@®3a,»3,af¥afafta £ &8,%af3f3,14,83,¢
5,Caffaf—aftafuif 3«3, dQLIQ | FEQIOSEP( 28 3P -39 —3€,5,.3faf5,15,83,¢
3f03,n3,»3F°3,"a€@&;158S 3,%.3f-3f°4,! 5,83,¢ af+a,£afhaf@afE

draffaf € Qa3 QYIQ afid, afEaft afafa, afsasr
3,Caffaf—a,°af~af%af%oa @«d %hIQP™ " O™ PIQPES»"375€+3,FS, 39 39 39 3€,3,550%3€

8 YAf+8f"5 13 84 CA@®3,Caffaf—a,°af-a514af %08, anod Z5@™35,<€53 Q9«3 @ 3€€45,3,'3°
a,»a,af¥afafta,£ a,Caf%oaf@a,na, gaf

3f3a5143, 3€83..¥2%0 3 @839 93,<3,-3,'3,2e£1,3" Q3@ ®3, C3f%0af@ 3,103,958, a®52eY (s, 59 «3€,C
a,%.af2afYafna, af8afa, ' Qi9—iQ QP QIY 39°3@,3€,

50,3953, F3@® 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,' 5@« @ @3 Ta@afiafca
Technical Assistance

Centeri’a"TACi¥%%o03, 3@ —3Q Q3@ a¥'(, 39— | 3€,3,afar 5125555,
3f—afaf@a,nafeaf1hi«i953° 930,303,050 30 QIO 30:3,3€,

A, ffvAfa8¥ ¢, 449" 0¢" " 49839°3€,3053RCxE"

8, -4,18,35€p<8, %00 7Y 4. Y39 —39YIeE35,3,'5,° 5@ @3, naf14af'5,'8¥'¢,4,/49"3°0¢" " 39,39V
fMafafEa 143 €p<a,%0%%4.. Y3 QP —3@ Y@ Ed; ®xfe, 3¢ 3,234 3,1 5,83,¢3,2%143...¥4...” 393, %o
TAC

AQ«EELCUia@—a@ | a,Caffaf—a,°af-af1%af%od, a.. . ¥e%«d@—i@ | Q@ @I@ 3€3€,3€ https://www
cisco-worldwide-contacts.html

C,id, Y3 Caf faf—a °af ~af Vaf %o a@p®a 4e+ief13"@i@83€,3,«39"3@ 3,'e Var”™ Za@—a@ 5€,3€VYa
URLG/'4€@"¢" 2, 9i0@i€ 4030 ,3€,

Cisco |0S 8€5a,”a€° 10S XE 3,%2afaF"3,'4a,83,¢

Cisco |OS &, Y4Af8f 4, 4 85, ¢4 53,"3€° 10S XE

5,%,3f°3°3,5,83,C3@®e, 13%+2€85@«3 %IQ™5 55,3, 5,'59530C28 39 TS ne-3983€9€45,4,”
Cisco Software Checker

5, 2QQIWIP—IQ 30,5QUIO™IE, 39 "IPPAES, A 4If G« 3, STEQCY%0'ARIFTH®E, 1,334, 4,
a,»a,af¥arasta £

3,C3f%03f 3,13, N3 3€ 93953, 30°3€,3,Caf%0af 934,03, 933988 -2 7363, E3@ | 56,5, T8V
Fixed3€€1%%03,'c%0'a®S3 Q83 Q@ QA3 ™AE,

5Q%IQPYRO%E"3O™E A 4O IEQPIO™IQ'IQ | 3QB®3,Caf%03f @, n3, N3 FP«@ "eV%0i 3, EI)
First Fixed3€€1%%03,' ¢%0'a®33 @83 @ @3 Q3@ ™3E,

5 SA®C 28" 3€ €€ Cisco Software Checker



https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x

8 &0 G —a€ | enid@®e-"233€83,Caf%af@ 4,038,958, 'erec CAQSi @ VIO NUIO™IE,

o 8148f+8f 5585 ¢ 1 3@rar¥3 SaQ®AFEFEF1E,"S, 6@ 2SIAQ9—39NIH™EE,

¢ C%lARZAG®AFEF A1, aQ®EFE,af 5, 4@ «d € .txt
5f3,ia,08f«3,'8,CAffaf—afafiaaf%od @ ™3 <

« show version &, 3&fZaf3af %.a€ ®a1°a5>3,'3...¥a$>a@™a, <

a0 03, 6<88 QP —3QYaUCTIPEi€QIQP™MIQ '3 | 5O®E,5,"3,° 3,»5,af¥af5fT4 £
3,Caf%0af @ 3,13, 3 3€Q %0 AR3FQ®3,Caf%0af @3, 13,3 QIQNIQPYIQ RrER-FH®A...~E

Customers can also use the following form to determine whether arelease is affected by any Cisco Security
Advisory by entering a Cisco 10S or 10S XE Software releasea€” for example, 15.1(4)M 2 or 3.13.8S:

Check

8f taf+3,©af «af "5 83€ €€ Cisco Software Checker 3@ ®cU@E7cd @ «3 € a€@Security Impact
Ratingi% SIRi%%03 @ EI€T 1 @3r83€ QI QAIQYIQ €T« IEQIQORE, Ta%+x€83@ 3Q'FQEIO
HEEL 65 QIQ® SIR &,13%+r€83Q@BcUORZ00E,'4Q«3, €3, 3@ «3@ d€QCisco.com

a@«a€,3,< Cisco Software Checker

3,/a%¢" aQ@—a€@ | 3€Q@rre(€a, 'd,«a,"3,03f23,08,°3 Q™A 3@ IO QPIVP«

[812+€Y; 3@ ®O©+5%ii% Impact Ratingita%o]

FQ®Aa AP «aQ,a,af%oafaffaf—afea, | afafa,'af a@® [4,6-"1" MediumiVa%eo)

Af€4a,8affa, afedffa, 4,332 3@ «3Q@—a@haQP™aE,

Cisco |OS XE & Y:8f+af 4,4 83, ¢ afeafearv.a, 14~ Cisco I0S &,%:4faf5,!4,85,¢

3f 5238, a@®AfZaffAf'5F5,°3@«3Qr3€,3€ | 3€ 3€€Cisco I0S XE

3,453, 4,83, a@®afafaf 143, 4@ «3; 0039 3€ | 3EECisco |0S XE 2 Release
Notes3€ 5€ @ 3€ECisco |0S XE 3S Release Notesi @ €@ 39439 Y3 3E€ECisco |0S XE 3SG
Release Notes3€3,'34€9,C..859—3€ 3993 5036 ,3€,

4, @eE£A"OC" " a%8%<AQ "4...~a% Q™o "

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ 3€@x0e-3,Caf%iaf€@a,n3 aff @« "e%%id@ 3, Ei€¢ | 39,3, ¢, Taltet

8108,

50"3O®e,131%+2€53€ 3€9Cisco TAC 3Q®F,uaf@afuas
5,£3f%3,' 5@ ®SER 103 3@« | 3@+3, EIOUIO—IOVEE,

URL

https://tool s.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-wpa-dos-cX shjerc



https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_rel_notes/asr1k_rn_3s_sys_req.html#wp3069754
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-wpa-dos-cXshjerc

o' 1g", At ¥ee

af@afa, afsas 67 a,»8, a,-af8afs | ataftafva, ¢a,t Date

10 L @23..~é-afafasna, &€ BB0EECLC%0” 2020-SEP-24

a'0¢" ele¢,,

aae-3, CAf %oBf 3,23, 5359 ¢, [8: 98 %iO®3,I0RIQ 190—i0 i9 ' 2PPINIO—ie 555 55
20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03z§fa€\.f3é,_§0®é1/zgg”"éQ«é—C50”5,<é2—-é»»50®éﬁ
FQNIOYI€HS,5,"3,°3€ 20e-df%0d,af¥af;afPaf d@®AT...8@"5,'5°°8'S3 9T @ —3 @ «dn%oe> AP — €
aa0e8, Caf %odf € 3,13, 93P @®e " "¢;°at..aR"'aQ«é-CiQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—ICQPIQ (-IPB®E»(2Y%0d,, 2,0 33, 2-1IQP—3QYa 49 FEQI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@4,3,"3°eL13"QAQP®A, afaf%0af| 3f143,93,3 34t



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



