Cisco |OS XE &, Ysaf+4f 4, '4 84, ¢59® Web UI
aQ8c™oe ! <39 a CEé@Ya 3afzaFaf%o

a,0af3, 3,83, a,-afsarra@®e, taltae€s

&, ¢Caf%oaf @a,ma,flaFrasulID : cisco-sa-web- CVE-2020-
H Igh cmdinj4-S2TmH7GA 3211

& @a...~é-<we—Y¥ : 2020-06-03 16:00

df @afvaa, afsasf 1.0 : Fina

CVS&4,14,%4,¢: 7.2

&76€¢¢- : No workarounds available

Cisco 4f€&,° ID : CSCvq32617

~r

B—Yoe 3@ «a, a «ef...a 139 A€Hte?Z3Q«a, " a,«aZYe-1a9REGZA...m a1 Pa¢
&, el @

Cisco 10S XE & Y4f+&f "4, |8, 88, ¢a€® Web Ul
FO«IQSIOA, R, TaV+R€ 3@ «3,"5,53€Q 2@ 3@ 3, EIQYIfafCafuif 3@ ®r"»x'feE.. 3¢ EI€Q

39"3Q®8,T8%+2€85€ 3€€3.. ¥353Q®3,u3fE,03,13,°5Q E3, 9903 15983 €,3,39 3@ d@«ep
415+8Y;3,'89—39'a,Aftaf@3,03,'3€@«d %AQO™3, <aeoe%oaS1aQag®.g0Te€ 8,63, 3,3, 03, 2 E@:

Ul

OB+ 3,05f1haf 3€«8-88 ! ™MIQ«C 8 ¥a9 3, EIOVYA.. Y353 5f0f314,:3,8.. ¥85> 39— | 3 &2

,"8,78,af—3f3,03f A« @ASYAO ™A 3@ IEQr"»2'fEE.. 3@ Af«AfVAf EOEME, Ao AP —ae

Qn  an

881536 J@"'a@®e,Tal+xe€83@«a 3at|a@™a,3,%kafaf"3,)4,83,¢
§,caffaf—aftafuaf s, afeafeasis, a9 —ae%hie—i@YaE,
d@Q"3Q®e,TaV+r€83Q«d %At GO™AE,D26QiC-3@ 39,3, SO %33,

é@“é@@é,Céf%oéJ‘@é,ﬂé,ﬂéfaé0_é€éaeﬂié0®éfaéf3é,_é,“é,§c;¢°éaéé0§50050%50""5€,
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-web-cmdinj4-S2TmH7GA

5Q"39®3,Caf%0af 3,03, 95°5¢ 3€€©2020 8" 6 2" 3 2—¥3@«d...~6—393,FEIQY 25
93Q@®e,Tal+r83@«E-CaQP™A,« 23 a»93€@®3,-3,73,% 3,»3,af¥afaft3,£
5,Caf%0af 4,13, 9453, € «3,€ Cisco I0S &,%,3fa3f5,!4,85,C3€53,"36° 10S XE
a,%.af-af"a,|a,83,cafafasia,'a@®a,»a,afyafrasta £ a,caf%oaf@a,na, 9as
af@afrraf%oaf«3@®a €6f G P8aQ™AE,

3€©"3,E3,%03@®3,Caf%af@a,03, 9af5€ afafa, d@B®I€e!83Q«IPri@, i@ 3@ FEQPI»Yaa, A€


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-web-cmdinj4-S2TmH7GA
http://tools.cisco.com/security/center/viewErp.x?alertId=ERP-73388
http://tools.cisco.com/security/center/viewErp.x?alertId=ERP-73388
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvq32617
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3211
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-3211

Cisco I0S 3€53,"3€3 10S XE
3,%55f35°3,5,83,C 5@ «E-CAQ™E,H,»3,3F¥5F5F15,£5,Caf%0af € 3,035,958, ~6—23fe-™M14" 353" 3753

a3’ 6 e 1%%0

e02aYs efvod" @
8, TaVat k8@ ®a@,a,«e£%23" &

HTTP
8 AfvAf @eOYefhi@ Eece%aS' i@ «393QLIQ | 5€,5,E 39 3€QIP"3Q®L, T31+E83Q 3€€
I10S XE

3,%afaf3,15,83,C3@®¢,T8%+e€83€@ T3 dce " 3@ ™4,<AfaF5f14,"3, 4@V E5Q@—i3€ | 5€,5,<3, 3,
Sftaf€a,na,'a@«a31h+éY: 3,/ 3955 @ hIYP—3 QNI ™IE,

& HTTP
5 Bf V.Af @ 2OV @RAFIEf3,05f«Af 5B 2.5 @ FEQIFEFAfAS, 59«5, 3OL5Q  ¢°503

&, T&V/taE83@ Ea"ace " 3@ ™3« Cisco
a,%.af-af"3, | a,83,¢cafafaf1a, @« 9ri@, i@ i@ QI aQP®3,Cif%afea,na N3 3QRAEES

HTTP & fifZ4f @&" a®3a@®cC°e’ @

HTTP

8, fif Vaf @eOYefha@ Eaftaf€a,n3, 49820 %0aS 4@ 3 QO0IQTIOE, (2 QIQP™I G P«IQ 3¢
CLI 3€8 show running-config | includeip http server|a, »a, af¥4, ¢|active

3,38 ZAf38f %od,’ dlocC "B —a€ @38, °afafhaf@af« 3,°af3af+5,£3,®afYaf-af1ha, af8afa@« ip

http server & 33f78f38f %39 %3@Y3€  ip http secure-server

&,38f 2af3af %oa@ Ed @ «A@%a,(ES <A@ I QPOIQ T, (L QIOP—IQPNIQP™IE,

GQOIQi3, %03 Q3P ®3,3f2a 5 %03 Q@ EaQ«3 @43, EF€QL aR3Q 3, E3@  3€,5,<d 3@ 3@ at
3,af1%3f@rOYefra€ Ere%dS'a@83Q™IE,

8@ «3E€Q IPVA 3F 3f«aFafY &,C8%0af-3,'a@ EFe " 3R33€ 3, Fa@Yaftaf€3,05,"3 S5 ®

show running-config | includeip http server|&, »& af¥a, ¢(HTTP

8 ffvaf @3 Ere%odS' 3«33 QLI | 5€,5,5f15f€5,05,'3€8 active

8,38f 7838 %08, ADY & EAP —3 QY3 3@ i3

<#root>

Router#

show running-config | include ip http server|secure|active

ip http server


http://tools.cisco.com/security/center/viewErp.x?alertId=ERP-73388
http://tools.cisco.com/security/center/viewErp.x?alertId=ERP-73388
http://tools.cisco.com/security/center/viewErp.x?alertId=ERP-73388

ip http secure-server

s

dftaf€a,na,'e " ARSI @ «I QP O©IQ i3, %03 @3 @ ®3,> 32355 %0a Q@ Ea@«3 @343, Ei@ | 5€,5,<4 A 3¢
Ul 20OVef15€ Erwe%ids 59 «i9°30L50  5,30%I@™E,

ip http server &,3afZaf3af%.a€p Ed"ace " d@—a€@e a®3I@« ip http active-session-modules

none d@ E3 @ «3 @3, ESQ | 3€,3,<3 3@ 3€@e,Talte€83QE HTTP
cUEC"+a€83,7 3, 4,'af—4f5,05f 5€+3,E5, 39 "3Q 39 39,3,530%3€>3,"3€,

I p http secure-server 3,33fZa8f33f%.4€p Ea"ace 3@ —a€@e a®SI@« ip http secure-active-
session-modules none 3@ Ed @ «3 @ %43, E3Q | 3€,3,<0 A 3€EQE,TaN+r€83@E HTTPS
CUEC'+3€83,7 3,73, "af—af3,03f 5€+3,E5, <39 "5@ 30 3€,3,550%3>3,"3€,

8, tal/coc8a, 49 «8,"8 9839, 80°80,30"5Q "aQE(C°° Qi Y4, EGOVRELI"§

Q" 3@ ®3,Caf%0af@a,na N3 3@ ®E, 18/aaES5Q A, 3,«e£ 123" @ 8 »3, 5, -af 83f3a€«afa,'af"a€3,C

5 815,%@ €039 398, Ta%t2€55QEir¥a GO®3, 5,'5,%0L3"Q93Q« 3@ 4%:16Y;3,/4 750 56

|0S & Y28f*&f"4,]8, 88, ¢

|OS XR 3, Y58f+af "4, 14,85, ¢

NX-OS § Y8f+3f"5,13,838,¢

Wireless LAN Controller & Y58f+af"4, !5, 85, ¢

D76 éC-

59 "3Q®e,T81+2€839«3 %3t AO™E D76 Qi-3Q 3€,5,550%3>3,"3€,

GQYIQ 3@ —3EQHTTP
é,péf%éf@ae@\"(éf%é,’g,,ié?50«50“"5,@10"é€050“50®é,,1‘é%tae€§éO«é_%éOTMé,@e"»ae’féfMé,_éJ
C(RicOTe€.. 3@ €@, cafafnaf@af« 3, afaf3,£3,®af¥af-afaa, afsaf afcaflhaf%oa@s noip

http server 4@%3€@Y3€ noip http secure-server & 3af74f38f %08, &v4C" 4@ —a € | AEQHTTP
5,uaf1%3f@eOYefa,c,idS' 4@« O™, 39 "€ IO TIP33Q9IHAIG™AEE, ip http

server 353,33 ip http secur e-server

GQO®a jx-"3@EaV (" 3@ 8,EIQ | 5,3, AQ IEQHTTP

3,af1haf @eOYef1a, A 3@ «39™E Q@ 4 jr-'39®3,3af75 A %A@ ES;...e | @IQP8IQ™AE,

d,®acfxa@¢a,2af°af " q,,4,8a,¢

5 4'5,%5@ 30"3@®3,Caf% I3, 13, 1559« "% i3, E5QVe, 14Vitr€s5Q«d %at! 3O™E C.i



3,Caffaf—aftafuaf s ' c @O awiO—i@ 39,30 %IQO™AE,

59S3a®C28 3@ &5 0afE, af afhaf«a@—a@VYa, 53, paf@aruif a8 —i9'36Y3,559830 3,3 ®:
Sf@afisa, Af8af’a€p af+a £afuaf@ase

3 affaf 49«8 %IQP—39  3ORIQ 3O 39°5,55QUIQ™IE,

3OOIOPI, 391a%3,12353F3,5,83,¢

5,Caffaf—a,caf-aflafthod, s, a3, af afhaf«A€EQAFES, | AP afaf1haf%oi @™ GEQIQUIPYIQ FEH:
3f©3,p3,»33, 4O R2 Q|6 .39« 3% "iOTI0"5Q 19« 3QPFr, 9IO—31OViO" 36 5O«39%3,53%:
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

O NIPVICQIOSA®C S 5O ES,1af4f 5,1 5,85,¢5,5f€], | 4 afaf 143 %03 Q839 93, AORIQ €93,
6€33 3€Q39"3,FI@ 3»¥a% @& %a. Y59 —3@VY3,afaf 4, 5,83, Ca@®afiafartarsars,
&,¢affaf—a,°af-af1uaf%o3 @83 @™aE, ¢,id, Ya@®a,»3,af¥afafta,£ 3,%af-a°4,! 3,83,¢
3,Caffaf—aftafuaf 3«3, 3QLiQ  FEQIOSIARC 2T 3P «2-°39—39,3,1,3f 5 5,15,83,¢
3f03,n3,»38, a6 1585 &,1,3f-3f°5,5,84,¢ af+3,£aFLafQAfE

3 »affaf A€ Q@a@HhaQYaQ af;d, aAfLaf s aF2a5"5, af8a
3,Caffaf—38,°8f~af%haf%03@«d %IQP™a, e O™ PIQPEi»"3,/5€°3,F3,3Q"3Q 36 3€,3,550%3€

8 Vo8faf 4, '8, 83, CA@ @3, CAffaf—3a,°af 8143 %03, ernced " 739 ™3,«653 @« 3€€ Cisco Security
Advisories and Alerts

AfSAfYVE A€8a.. ¥e%o Q8@ @a,3,3,'3,°f 13" Qa9 B3, Caf%oaf@a, 03, 953, a®32eY(S, 3P« ,C.
3,%,3faf¥af 143, 318358, cC°* Q@ iQ9—3Q | IO QIQ 39°39,3€,

50,3953, QP 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,aftaf@a,13,' 5@« @ @3 Ta@afiafca
4 @x"7539° 49«39ri9,53€ 36 3€€Cisco Technical Assistance
Centeri’a"TACi%%o03, 3@ —3Q@ Q3@ a¥'(,30—3€ | 3€,3,afar 5125553,
3f—3faf€3,pafE3f1hIQ«I 953 939,30 3,930 30QIQ 3639 ,3€,

a ffvaf ata¥yc,a’ é@"é"@g""50§§0"“§0,,§0§5®C&§"

5 8,18, %€ <3, %00, 7Y 3. YO —3@ VIO T4, 5,350 ®3,uafkafa, ¥, 3, 530"8°0¢ 59,30Vié
éf’“"é.f3éf€éf%éé<§,%oé3%é...¥é@—é®V§0CEég®ae£o‘e,AéQgé,%é.f'éfé, : 3,83,¢3,'83144...¥4...” 3€<a,%o:

TAC 3@ «é€£cpia@—a€ | 8,Caffaf—a,°af-af1haf%od, a...¥e %o @—i@ | A Q Qi@ 3@ 3@ ,3E,
https://www.cisco.com/c/en/us/support/web/tsd-ci sco-worl dwide-contacts.html

C, i V& CAf fAf—8, A~ VAf %A@ ®F %etief13"Q3953©,5,50 50 38 e l360—i¢ 5,30V
URL §,/4@"¢" ", @iQ@i@ i€ 3@ ,aE,

Cisco |0S 8€5a,”a€° 10S XE 3,%.afaf"3,'a,83,¢

Cisco |OS &, Y4Af8f 4, 4 85, ¢4 53,"3€° 10S XE
3,%:3f-3°3,15,85,C3@®&, 131+ 2€83@«a %IQ™3,EfE,"5, 5,3955®CxE IO ES ne-39839 95,3,


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://tools.cisco.com/security/center/resources/security_vulnerability_policy.html#fixes
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

Cisco Software Checker

5 QP QIWIO—39 | 39,5Q%UIQO™IE,IQ"IQBIS, afhAf«5«E, 8,SEQ %0 'ARZIQ®3F, L3 aF 5
a,»a,af¥afrasta g

5,Caf%0af 4,13, 3 3€ 93953, 39°39,3,Caf%03f 35,05, 95158 - /3¢5, E3€ | 5€,3,¢@,18%+
Fixed3€@1%4%0d,'¢%0'a®33 QP83 @ @3 Q3@ ™aE,

FQNIQPYRO’)"FO™E AP I QPIQPPIQPRIFIFES1E, 5P «é-(IP™IIO™IQ'IQ | 3O B®3, A %0
First Fixeda€€1%%08,'c%0'a®33 Q@83 Q@ @313 ™AE,

5 Sa®C 28" 5€ €€ Cisco Software Checker
8 8 a9 —a€@ | e-id@®xe-"2*3€83,Caf%af@a,n3 a3, ere( (dQ9iQQPIPNIY™AE,

o & 148f3f 4,14, 88 ¢5@ 1 3@nar¥a SAQ®AFEfEf1E,"3, 6@ 2579 —3QUIO™EE,
. C%'AREAGO®AFEFEFE, AQ®EFE,AF 5, 4@ «E,€ .txt
5f3,ja,08f«3,'d,CAffaf—afafiaafod @ ™3 <
« show version &34 7438 %.a@ ®31°35>3,4...¥45>3@ ™3 <
a0 04, 6859 —3QYIUTIP8I€QIQO™MIQ '3 | 5O ®E,-5,"3,° §,»5,aF¥aFEfTE,F
3,¢af%oaf€a,na Naffa€@ %' ARSIQ®aA, Caf%oaf@a,na afa€ QIOUIPYIO 2refr-"AQ®A...—b—

GO NIQPYIEQX-aQPBICAQPE, aV " 39 —a3€ | 3€@Cisco 10S 39%43@Y5€ 10S XE

a,Y%.af-af"a, | a,83,¢cafafrasaa, i 15.1(4)M2 5, 3.13.8S

523 ©1%%03,'3.. ¥3S$3O™M3 33O 3Q8I€QIQOIOB®IfAfEf 14,3 ES, 3,"5,3

a,»a,af¥asrasta e

3,Caf%03f 93,13 ,93 5@ ®a11+8Y; 5,89 —39'3 € ' 3€,3,« 39« 3QOIQPTIRE,'A ne-3983QPQPIOPNIY

¢t

af taf+3 ©af «af 583 € €€ Cisco Software Checker 3@ ®cU@RZeIQ«3€ a€@Security Impact
Rating'|'%“SIR'M%oé0(‘£é€(‘£éi0én§é€050%50\"(50_é€05é«~a§€0§0®é,,’ré%iae€§é0 Q'@ TP«
JE€ES 6-"3€@IO® SIR ¢,Ta%+e€8aQRCUP X703, 3«8, Q8,3 P«a@ 3€@Cisco.com

3@ «3€,3,< Cisco Software Checker

3/8%iC" 3O —3@ | 5€EQ@amncec Ca,'8,«3,'5,: 325,15 °59 ™3, 39 3O OO«

[812+€Y; 3@ ®0+53%ii%4 Impact Ratingita%o]

dOB®I @« af%oafaffaf—afea,  afara,"af a@® [a.é-"1""Mediumi¥a%o]

3f€3,8aff3, afoeaffa, 3,3,3,23 3@ «3@—3@HhAQP™aE,

Cisco |OS XE &8, v4afaf 4,13, 83, ¢ af%afafv.a 4@ " Cisco IOS &,%zaf-af 3, | a,8a,¢

afeafeafina,' a@®afzaffaf'afa,a@«a@rie, i@ | 3@ a€@Cisco I0S XE

a,%.af-af"a, | a,83,¢ca@®afarasiaa,'a@«a;ed@ € | 3€ECisco |0S XE 2 Release
Notes3 €€ 3€ €@ a€ECisco |0S XE 3S Release Notes3 @ € @3 93439 Ya€ 3€ECisco 10S XE 3SG
Release Notes3€ € 3,'3€,6..80 9—3€© | Q@I 33O ,3€,



https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x
https://tools.cisco.com/security/center/softwarechecker.x
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/2/release/notes/rnasr21/rnasr21_gen.html#wp3000032
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_rel_notes/asr1k_rn_3s_sys_req.html#wp3069754
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/release/note/OL_24726.html#pgfId-2570252

4 @@ES"OC"" 8%A¥EO " A...~ YO8 "

Cisco Product Security Incident Response
TeamiVs PSIRT Y2039 83€ a€@x0e-3,Caf%oaf€@a,nd aff @« "e%%id@ 3, Ei€¢ | 39,3, Taltet

8108,

ae-8, T8y e55Q 5695, 5,'5,28T...6F 5@ 85@ @3, »3, af¥aFEf14,£
313,15 59«3, 3OL3Q | (Ve 393, E5QUIO—IOVEE,

URL

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-web-cmdinj4-S2TmH7GA

o 1, kYo

é_€”
Af @afsa, aF5a S o7 8, »8, 3, -AfSAf3| & 18f TAfYA (AL Date

oM 8 vo s mpamcax s R 2020 & 6 a0 3
1.0 QD73..~é-afafaf1a," aB0EECIC%0 oy

HCHOF

ae0end, Caf %odf € 3,03, 95°3@ ¢,i8, 98 %hIQP®S, IQOPIQ IQ—iQ iQ 2QQIWIO—3€  36535,55¢
e0e-3,Caf%0af 3,03, 35 ®eS...8 +t3€53, 393338, aQ®aiC" Q@ «é-CAP™E @2 IQPBE €
FONIPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQ®AT...305,8°°8'S5 QT O —3 @ «an%oe> TP —a¢€
a0e-d, Caf%oaf @ 4,08, 3P 5@ ®e "8;°8T. AR 3P «é-CAP—3@ | 2f..& +6..95;i5€® URL

3,'CeQCYiQO—ICQIQO -IPB®E»CeU%0a,, 2, @ 33, 'e-1L39—39Y3 4@ FE€QI " (vHhIQPTECRcO
3O "3Q®af%03,Af¥aF3FAf 3@®xS..4 +t3@ 3€94,3,'5,°0f 13" @IQ®F, AP af%0af | AF143, 98,8 Wbl


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-web-cmdinj4-S2TmH7GA

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



