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High
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20190417-wlc-gui

åˆ�å…¬é–‹æ—¥ : 2019-04-17 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2019-04-18 18:04

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.1 : Final

CVSSã‚¹ã‚³ã‚¢ : 6.8

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCve98393 CSCvf59796 

CSCvf01690 CSCvf20684 CSCve96858 

CSCve95848 CSCvd64417 CSCve91601 

CSCve93547 CSCve96615 CSCve95046 

CSCve98357 CSCve98434 CSCvf59799 

CSCve94030 CSCve96534 CSCvf47085 

CSCvf54469 CSCvf15789 CSCve58704 

CSCve68131 CSCvb35683 CSCve92619 

CSCvf08015 CSCve88013 CSCve90365 

CSCvf47430 CSCve93039 CSCve91536 

CSCve95898 CSCve90361 CSCvf16237 

CSCvf16358 CSCve94683 CSCve99212 

CSCvf59210 CSCve82306 CSCve99020 

CSCvf06525 CSCvf47220 CSCve95866 

CSCve95987 CSCvf27133 CSCve96879 

CSCve94052 CSCve95104 CSCve99744 

CSCvf16322 CSCvf58849 CSCvf57639 

CSCve99072 CSCvf42722 CSCvf47934 

CSCvf02412 CSCve93215 CSCve94821 

CSCve94942 CSCve97734 CSCvf27342 

CSCve97771

CVE-2018-

0248

http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve98393
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf59796
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf01690
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf20684
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve96858
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve95848
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd64417
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve91601
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve93547
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve96615
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve95046
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve98357
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve98434
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf59799
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve94030
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve96534
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf47085
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf54469
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf15789
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve58704
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve68131
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb35683
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve92619
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf08015
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve88013
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve90365
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf47430
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve93039
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve91536
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve95898
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve90361
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf16237
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf16358
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve94683
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve99212
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf59210
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve82306
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve99020
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf06525
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf47220
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve95866
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve95987
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf27133
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve96879
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve94052
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve95104
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve99744
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf16322
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf58849
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf57639
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve99072
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf42722
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf47934
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf02412
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve93215
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve94821
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve94942
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve97734
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf27342
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve97771
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0248
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0248
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ã‚·ã‚¹ã‚³è£½ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼ˆWLCï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ç®¡ç�† GUI 
è¨å®šæ©Ÿèƒ½ã�§ã�¯ã€�è¤‡æ•°ã�®è„†å¼±æ€§ã�Œç¢ºèª�ã�•ã‚Œã�¾ã�—ã�Ÿã€‚ç®¡ç�†è€…ã�Œ
GUI 
ã�§ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’è¨å®šã�—ã�¦ã�„ã‚‹æœ€ä¸ã�«ã€�èª�è¨¼ã�•ã‚Œã�Ÿãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�«ã‚ˆã‚ŠäºˆæœŸã�›ã�šãƒ‡ãƒ�ã‚¤ã‚¹ã‚’å†�èµ·å‹•ã�•ã‚Œã‚‹å�±é™ºæ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�«ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®æœ‰åŠ¹ã�ªç®¡ç�†è€…ã‚¯ãƒ¬ãƒ‡ãƒ³ã‚·ãƒ£ãƒ«ã�Œå¿…è¦�ã�«ã�ªã‚Šã�¾ã�™ã€‚

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�ç®¡ç�†è€…ã�Œ GUI 
è¨å®šãƒ¡ãƒ‹ãƒ¥ãƒ¼ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã�¦ã�„ã‚‹é–“ã�«æ”»æ’ƒè€…ã�‹ã‚‰äºˆæœŸã�›ã�šè¨å®šã‚ªãƒ—ã‚·ãƒ§ãƒ³ã�Œé€�ä¿¡ã�•ã‚Œã�Ÿå ´å�ˆã�«ã€�ã‚ªãƒ—ã‚·ãƒ§ãƒ³ã�Œå��åˆ†ã�«æ¤œè¨¼ã�•ã‚Œã�ªã�„ã�“ã�¨ã�«èµ·å› ã�—ã�¦ã�„ã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ä¸Šã�§èª�è¨¼ã‚’å�–å¾—ã�—ã€�ç®¡ç�†è€…ã�Œ
GUI 
è¨å®šæ©Ÿèƒ½ã‚’ä½¿ç”¨ã�—ã�¦ã�„ã‚‹é–“ã�«ç´°å·¥ã�•ã‚Œã�Ÿãƒ¦ãƒ¼ã‚¶å…¥åŠ›ã‚’é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã‚Šã€�è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�§ã��ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ä¸�æ£åˆ©ç”¨ã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�¯è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ãƒªãƒãƒ¼ãƒ‰ã‚’å¼•ã��èµ·ã�“ã�—ã€�ã��ã�®çµ�æžœ
DoS çŠ¶æ…‹ã�Œç™ºç”Ÿã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�ã‚·ã‚¹ã‚³ ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN 

ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ã�§è¦‹ã�¤ã�‹ã�£ã�Ÿã‚¯ãƒã‚¹ã‚µã‚¤ãƒˆ ãƒªã‚¯ã‚¨ã‚¹ãƒˆ 
ãƒ•ã‚©ãƒ¼ã‚¸ã‚§ãƒªï¼ˆCSRFï¼‰ã�®è„†å¼±æ€§ã�«å¯¾ã�—ã�¦ä¿®æ£ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œé�©ç”¨ã�•ã‚Œã�¦ã�„ã�ªã�„å ´å�ˆã�«ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã��ã�®ã�Ÿã‚�ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£å½±éŸ¿è©•ä¾¡ï¼ˆSIRï¼‰ã�Œã€Œé«˜ã€�ã�«ã�ªã‚Šã�¾ã�™ã€‚CSRF

ã�¸ã�®ä¿®æ£ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œæœªé�©ç”¨ã�®å ´å�ˆã€�æœªèª�è¨¼ã�®æ”»æ’ƒè€…ã�Œæœ€åˆ�ã�«
CSRF 
ã�®è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�—ã�Ÿä¸Šã�§ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã‚’ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã‚Šã€�ç®¡ç�†è€…ãƒ¦ãƒ¼ã‚¶ã�®æ¨©é™�ã�§ä»»æ„�ã�®ã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�§ã��ã‚‹å�±é™ºæ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-gui

è©²å½“è£½å“�

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

ä»Šå›žã�®è„†å¼±æ€§ã�¯ã€�è„†å¼±ã�ªãƒªãƒªãƒ¼ã‚¹ã�®ã‚·ã‚¹ã‚³ ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN 
ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ï¼ˆWLCï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Cisco WLC 
ã�«å½±éŸ¿ã�—ã�¾ã�™ã€‚

è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹ Cisco WLC ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã�®æƒ…å ±ã�«ã�¤ã�„ã�¦ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã€�ã�®é …ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

Cisco WLC ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ã�®åˆ¤åˆ¥

ãƒ‡ãƒ�ã‚¤ã‚¹ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ Cisco WLC ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã�¯ã€�ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ã�® Web ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�¾ã�Ÿã�¯ CLI 
ã�‹ã‚‰ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-csrf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-csrf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-csrf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-csrf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-gui


Web ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã‚’ä½¿ç”¨ã�™ã‚‹å ´å�ˆã�¯ã€�æ¬¡ã‚’å®Ÿè¡Œã�—ã�¾ã�™ã€‚

ãƒ–ãƒ©ã‚¦ã‚¶ã‚’ä½¿ç”¨ã�—ã�¦ã€�ã‚³ãƒ³ãƒˆ ãƒãƒ¼ãƒ©ã�® Web 
ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¾ã�™ã€‚

1. 

[ãƒ¢ãƒ‹ã‚¿ï¼ˆMonitorï¼‰] ã‚¿ãƒ–ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚2. 

å·¦ãƒšã‚¤ãƒ³ã�§ã€�[Summaryï¼ˆã‚µãƒžãƒªï¼‰] ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚3. 

[ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ã‚µãƒžãƒªï¼ˆController Summaryï¼‰] ã�®ä¸‹ã�«ã�‚ã‚‹ 
[ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ï¼ˆSoftware Versionï¼‰] 
ãƒ•ã‚£ãƒ¼ãƒ«ãƒ‰ã�«ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ç�¾åœ¨å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒªãƒªãƒ¼ã‚¹ç•ªå�·ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚

4. 

CLI ã‚’ä½¿ç”¨ã�™ã‚‹å ´å�ˆã�¯ Telnet 
ã‚’ä½¿ç”¨ã�—ã�¦ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¦ã€�show sysinfo 

ã‚³ãƒžãƒ³ãƒ‰ã‚’å®Ÿè¡Œã�—ã€�å‡ºåŠ›çµ�æžœã�® Product Version 
ãƒ•ã‚£ãƒ¼ãƒ«ãƒ‰ã�®å€¤ã‚’å�‚ç…§ã�—ã�¾ã�™ã€‚ã�Ÿã�¨ã�ˆã�°ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œ
Cisco WLC ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ 8.3.102.0 
ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹å ´å�ˆã€�ã‚³ãƒžãƒ³ãƒ‰ã�®å‡ºåŠ›ã�¯æ¬¡ã�®ã‚ˆã�†ã�«ã�ªã‚Šã�¾ã�™ã€‚

 

<#root>

(wlc)> 

show sysinfo

 
Manufacturer's Name.............................. Cisco Systems Inc. 
Product Name..................................... Cisco Controller 
Product Version.................................. 8.3.102.0 
Bootloader Version............................... 1.0.1 
Field Recovery Image Version..................... 6.0.182.0 
Firmware Version................................. FPGA 1.3, Env 1.6, USB console 1.27 
Build Type....................................... DATA + WPS 
. 
. 
.

 

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�®ã�¿ã�Œã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ç·©å’Œç–ã�¨ã�—ã�¦ã�¯ã€�ã‚¢ã‚¯ã‚»ã‚¹
ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ« 
ãƒªã‚¹ãƒˆï¼ˆACLï¼‰ã�«ã‚ˆã‚‹ãƒ•ã‚£ãƒ«ã‚¿ãƒªãƒ³ã‚°ã‚„ã€�ç®¡ç�†ã‚¢ã‚¯ã‚»ã‚¹ã‚’æŒ‡å®šãƒ‡ãƒ�ã‚¤ã‚¹ã�«åˆ¶é™�ã�™ã‚‹æ–¹æ³•ã�Œã�‚ã‚Šã�¾ã�™ã€‚



ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ç„¡å„Ÿã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�Ÿã‚Šã‚µãƒ�ãƒ¼ãƒˆã‚’å�—ã�‘ã�Ÿã‚Šã�§ã��ã‚‹ã�®ã�¯ã€�ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã�”è³¼å…¥ã�„ã�Ÿã� ã�„ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¨ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã�«å¯¾ã�—ã�¦ã�®ã�¿ã�¨ã�ªã‚Šã�¾ã�™ã€‚ã��ã�®ã‚ˆã�†ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã€�ã‚¢ã‚¯ã‚»ã‚¹ã�¾ã�Ÿã�¯ã��ã�®ä»–ã�®æ–¹æ³•ã�§ä½¿ç”¨ã�—ã�Ÿå ´å�ˆã€�ã�Šå®¢æ§˜ã�¯
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html 

ã�«è¨˜è¼‰ã�®ã‚·ã‚¹ã‚³ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã�®æ�¡é …ã�«å¾“ã�†ã�“ã�¨ã�«å�Œæ„�ã�—ã�Ÿã�“ã�¨ã�«ã�ªã‚Šã�¾ã�™ã€‚

ã�¾ã�Ÿã€�ã�Šå®¢æ§˜ã�Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã‚‹ã�®ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ‰åŠ¹ã�ªãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥ã€�ã�‚ã‚‹ã�„ã�¯ã‚·ã‚¹ã‚³èª�å®šãƒªã‚»ãƒ©ãƒ¼ã‚„ãƒ‘ãƒ¼ãƒˆãƒŠãƒ¼ã�‹ã‚‰å�–å¾—ã�—ã�¦ã�„ã‚‹å ´å�ˆã�«é™�ã‚Šã�¾ã�™ã€‚é€šå¸¸ã€�ã�“ã‚Œã�¯ä»¥å‰�è³¼å…¥ã�—ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã�™ã€‚ç„¡å„Ÿã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�«ã‚ˆã�£ã�¦ã€�ã�Šå®¢æ§˜ã�«æ–°ã�—ã�„ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã€�è¿½åŠ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã€�ã�¾ã�Ÿã�¯ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«å¯¾ã�™ã‚‹æ¨©é™�ã�Œä»˜ä¸Žã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�[ã‚·ã‚¹ã‚³ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Šã‚ˆã�³ã‚¢ãƒ©ãƒ¼ãƒˆï¼ˆCisco
Security Advisories and Alertsï¼‰] 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�§ã�ªã�„ã�Šå®¢æ§˜

ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥è³¼å…¥ã�—ã�Ÿã�Œã‚·ã‚¹ã‚³ã�®ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�„ã�Ÿã� ã�„ã�¦ã�„ã�ªã�„å ´å�ˆã€�ã�¾ã�Ÿã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£ãƒ™ãƒ³ãƒ€ãƒ¼ã�‹ã‚‰è³¼å…¥ã�—ã�Ÿã�Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’è³¼å…¥å…ˆã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�ªã�„å ´å�ˆã�¯ã€�Cisco TACï¼ˆhttps://www.cisco.com/c/ja_jp/support/web/tsd-

cisco-worldwide-

contacts.htmlï¼‰ã�«é€£çµ¡ã�—ã�¦ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ç„¡å„Ÿã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�®å¯¾è±¡è£½å“�ã�§ã�‚ã‚‹ã�“ã�¨ã‚’è¨¼æ˜Žã�—ã�¦ã�„ã�Ÿã� ã��ã�Ÿã‚�ã�«ã€�è£½å“�ã�®ã‚·ãƒªã‚¢ãƒ«ç•ªå�·ã�¨ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®
URL ã‚’ã�”ç”¨æ„�ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

ã‚«ã‚¹ã‚¿ãƒžãƒ¼ã�¯ã€�ã�“ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®è¡¨ã�«æ²¿ã�£ã�¦ã€�é�©åˆ‡ã�ªãƒªãƒªãƒ¼ã‚¹ã�¸ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’ã�Šã�“ã�ªã�£ã�¦ã��ã� ã�•ã�„ã€‚æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ä»¥ä¸‹ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å�«ã‚€ã‚³ãƒ¬ã‚¯ã‚·ãƒ§ãƒ³ã�®ä¸€éƒ¨ã�§ã�™ã€‚ã�“ã‚Œã‚‰ã‚‚è€ƒæ…®ã�—ã�Ÿä¸Šã€�å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

cisco-sa-20190417-aironet-shell:Cisco 

Aironetã‚·ãƒªãƒ¼ã‚ºã‚¢ã‚¯ã‚»ã‚¹ãƒ�ã‚¤ãƒ³ãƒˆé–‹ç™ºã‚·ã‚§ãƒ«ã‚¢ã‚¯ã‚»ã‚¹ã�®è„†å¼±æ€§
•

cisco-sa-20190417-wlc-csrf:Cisco Wireless LAN 

Controllerã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¯ãƒã‚¹ã‚µã‚¤ãƒˆãƒªã‚¯ã‚¨ã‚¹ãƒˆãƒ•ã‚©ãƒ¼ã‚¸ã‚§ãƒªã�®è„†å¼±æ€§
•

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-aironet-shell
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-aironet-shell
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-aironet-shell
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-csrf


cisco-sa-20190417-wlc-

gui:Ciscoãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹LANã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®GUIè¨å®šã�«ã�Šã�‘ã‚‹Denial
of Service(DoS)ã�®è„†å¼±æ€§

•

cisco-sa-20190417-wlc-iapp:Cisco Wireless LAN 

Controllerã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®IAPPãƒ¡ãƒƒã‚»ãƒ¼ã‚¸å‡¦ç�†ã�«ã�Šã�‘ã‚‹DoSè„†å¼±æ€§
•

æ¬¡ã�®è¡¨ã�§ã�¯ã€�å·¦å�´ã�®åˆ—ã�«ä¸»ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã‚’è¨˜è¼‰ã�—ã�¦ã�„ã�¾ã�™ã€‚ä¸å¤®ã�®åˆ—ã�«ã�¯ã€�å�„ãƒ¡ã‚¸ãƒ£ãƒ¼
ãƒªãƒªãƒ¼ã‚¹ã�«å¯¾ã�™ã‚‹ä»Šå›žã�®è„†å¼±æ€§ã�®å½±éŸ¿ã�Œè¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�¾ã�Ÿã€�ä»Šå›žã�®è„†å¼±æ€§ã�¨ã€�ã‚·ã‚¹ã‚³

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ LAN ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©ã�§è¦‹ã�¤ã�‹ã�£ã�Ÿã‚¯ãƒã‚¹ã‚µã‚¤ãƒˆ ãƒªã‚¯ã‚¨ã‚¹ãƒˆ 
ãƒ•ã‚©ãƒ¼ã‚¸ã‚§ãƒªï¼ˆCSRFï¼‰ã�®è„†å¼±æ€§ã‚’ä¿®æ£ã�—ã�Ÿãƒžã‚¤ãƒŠãƒ¼ 
ãƒªãƒªãƒ¼ã‚¹ã‚‚è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚å�³ã�®åˆ—ã�¯ã€�ãƒ¡ã‚¸ãƒ£ãƒ¼ 
ãƒªãƒªãƒ¼ã‚¹ã�Œã�“ã�®ã‚³ãƒ¬ã‚¯ã‚·ãƒ§ãƒ³ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�—ã�Ÿä½•ã‚‰ã�‹ã�®è„†å¼±æ€§ã�«è©²å½“ã�™ã‚‹ã�‹ã�©ã�†ã�‹ã€�ã�¾ã�Ÿã€�ã�“ã‚Œã‚‰ã�™ã�¹ã�¦ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã‚’å�«ã‚€æœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¾ã�™ã€‚

Cisco Wireless LAN Controller ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

Cisco 

ãƒ¯ã‚¤ãƒ¤ãƒ¬ã‚¹ 

LAN 

ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ© 

ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒªãƒªãƒ¼ã‚¹

ä»Šå›žã�®è„†å¼±æ€§ã�«å¯¾ã�—ã�¦æŽ¨å¥¨ã�•ã‚Œã‚‹ãƒªãƒªãƒ¼ã‚¹ ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªé›†ã�§èª¬æ˜Žã�—ã�¦ã�„ã‚‹è„†å¼±æ€§ã�™ã�¹ã�¦ã�«å¯¾ã�™ã‚‹æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

8.01 ä»¥å‰� 8.3.150.0  8.3.150.0 

8.01 8.3.150.0  8.3.150.0 

8.11 8.3.150.0 8.3.150.0 

8.21 8.3.150.0 8.3.150.0 

8.31 8.3.150.0 8.3.150.0 

8.4 8.5.140.0 8.5.140.0 

8.5 8.5.140.0 8.5.140.0 

8.6 8.8.111.0 8.8.120.0 

8.7 8.8.111.0 8.8.120.0 

8.8 8.8.111.0 8.8.120.0 

8.9 è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�— 

1. Cisco Bug ID CSCve99212ã�Šã‚ˆã�³ 
CSCvf20684ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹8.4ä»¥é™�ã�«ã�®ã�¿é�©ç”¨ã�•ã‚Œã�¾ã�™ã€‚

ä¸

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-gui
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-gui
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/%20cisco-sa-20190417-wlc-iapp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-csrf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-csrf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-csrf
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-csrf
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve99212
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf20684


�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�§ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ã‚¨ã‚¯ã‚¹ãƒ—ãƒã‚¤ãƒˆäº‹ä¾‹ã�¨ã��ã�®å…¬è¡¨ã�¯ç¢ºèª�ã�—ã�¦ã�Šã‚Šã�¾ã�›ã‚“ã€‚

å‡ºå…¸

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ã‚·ã‚¹ã‚³å†…éƒ¨ã�§ã�®ã‚·ã‚¹ãƒ†ãƒ  ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ãƒ†ã‚¹ãƒˆã�«ã‚ˆã�£ã�¦ç™ºè¦‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190417-wlc-gui

æ”¹è¨‚å±¥æ´

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ èª¬æ˜Ž ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¹ãƒ†ãƒ¼ã‚¿ã‚¹ æ—¥ä»˜

1.1
ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è¡¨ã‚’ä¿®æ£ã�—ã€�æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã‚’ 
8.6ã€�8.7ã€�8.8 ã�‹ã‚‰ 8.8.120.0 ã�«æ›´æ–°ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ Final

2019 å¹´ 

4 æœˆ 

18 æ—¥

1.0 åˆ�å›žå…¬é–‹ãƒªãƒªãƒ¼ã‚¹ - Final

2019 å¹´ 

4 æœˆ 

17 æ—¥

åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


