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è¤‡æ•°ã�®è£½å“�ã�§ä½¿ç”¨ã�•ã‚Œã�¦ã�„ã‚‹ Open Container Initiative runc CLI 
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ã�“ã�®è„†å¼±æ€§ã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œ 
/proc/self/exeã�«é–¢é€£ã�®ã�‚ã‚‹ãƒ•ã‚¡ã‚¤ãƒ«ã�®è¨˜è¿°å�ã‚’é�©åˆ‡ã�«å‡¦ç�†ã�—ã�¦ã�„ã�ªã�„ã�“ã�¨ã�«èµ·å› ã�—ã�¦ã�„ã�¾ã�™ã€‚æ”»æ’ƒè€…åˆ¶å¾¡ã�®ç”»åƒ�ã‚’ä½¿ç”¨ã�™ã‚‹ã�‹ã�¾ã�Ÿã�¯
docker exec 
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ãƒ•ã‚¡ã‚¤ãƒ«ã‚’ä¸Šæ›¸ã��ã�—ã€�ã‚³ãƒ³ãƒ†ãƒŠã‚’ã‚¨ã‚¹ã‚±ãƒ¼ãƒ—ã�—ã�¦ã€�ä»»æ„�ã�®ã‚³ãƒžãƒ³ãƒ‰ã‚’
root æ¨©é™�ã�§å®Ÿè¡Œã�§ã��ã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯è¿½åŠ æƒ…å ±ã�Œå…¥æ‰‹å�¯èƒ½ã�«ã�ªã�£ã�Ÿæ™‚ç‚¹ã�§æ›´æ–°ã�•ã‚Œã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190215-runc
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ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§ã€�å½±éŸ¿ã‚’å�—ã�‘ã‚‹å�„è£½å“�ã�¾ã�Ÿã�¯ã‚µãƒ¼ãƒ“ã‚¹ã�®
Cisco Bug ID ã‚’ç¤ºã�—ã�¾ã�™ã€‚Cisco Bug ã�¯Cisco Bug Search Tool 

ã�§æ¤œç´¢å�¯èƒ½ã�§ã�‚ã‚Šã€�å›žé�¿ç–ï¼ˆä½¿ç”¨å�¯èƒ½ã�ªå ´å�ˆï¼‰ã�¨ä¿®æ£ã�•ã‚Œã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒªãƒªãƒ¼ã‚¹ã�ªã�©ã€�ãƒ—ãƒ©ãƒƒãƒˆãƒ•ã‚©ãƒ¼ãƒ å›ºæœ‰ã�®è¿½åŠ æƒ…å ±ã�Œè¨˜è¼‰ã�•ã‚Œã�¾ã�™ã€‚

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

High
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20190215-runc

åˆ�å…¬é–‹æ—¥ : 2019-02-15 17:00

æœ€çµ‚æ›´æ–°æ—¥ : 2019-03-15 19:59

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.6 : Final

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID :

CVE-2019-

5736

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190215-runc
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-5736
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-5736


æ¬¡ã�®è¡¨ã�«ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã‚’ç¤ºã�—ã�¾ã�™ã€‚å°†æ�¥ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
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Final 
ã�¨ãƒžãƒ¼ã‚¯ã�•ã‚Œã�Ÿå¾Œã€�ã‚ˆã‚Šè©³ç´°ã�ªæƒ…å ±ã�«ã�¤ã�„ã�¦ã�¯é–¢é€£ã�™ã‚‹
Cisco ãƒ�ã‚°ã‚’å�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ã€‚

è£½å“�
Cisco Bug 

ID
Fixed Release Availability

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°

Cisco Container 

Platform
CSCvo33929 3.1.0ï¼ˆ2019 å¹´ 3 æœˆï¼‰

Routing and Switching - Enterprise and Service Provider

Viptela 

vContainer
CSCvo36349

ã‚·ã‚¹ã‚³ ã‚¯ãƒ©ã‚¦ãƒ‰ ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹

Cisco Cloudlock CSCvo37511
å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ãƒ†ãƒ ã‚’æ›´æ–°äºˆå®šï¼ˆ2019 å¹´ 
9 æœˆï¼‰

Cisco Defense 

Orchestrator
CSCvo42107

å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚·ã‚¹ãƒ†ãƒ ã‚’æ›´æ–° 

ã‚ªãƒ³ãƒ—ãƒ¬ãƒŸã‚¹ï¼š19.8ï¼ˆåˆ©ç”¨å�¯èƒ½ï¼‰ 

Cisco Smart 

Software 

Manager Satellite

CSCvo49760

 

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è£½å“�ã�Šã‚ˆã�³ã‚µãƒ¼ãƒ“ã‚¹ã�®ã�¿ã�Œã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�“ã�¨ã�Œåˆ†ã�‹ã�£ã�¦ã�„ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�Œä»¥ä¸‹ã�®è£½å“�ã�Šã‚ˆã�³ã‚µãƒ¼ãƒ“ã‚¹ã�«ã�¯å½±éŸ¿ã‚’ä¸Žã�ˆã�ªã�„ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�—ã�Ÿã€‚

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã€�ã‚µãƒ¼ãƒ“ã‚¹ã€�ã�Šã‚ˆã�³ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³  

Cisco é�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆASAï¼‰ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�Šã‚ˆã�³ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ãƒ‡ãƒ�ã‚¤ã‚¹  

https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvo33929
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvo36349
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvo37511
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvo42107
https://sec.cloudapps.cisco.com/bugsearch/bug/CSCvo49760


Cisco ASA CX•

Cisco ASA Next-Generation Firewall Services•

Cisco FirePOWER 9000 ã‚·ãƒªãƒ¼ã‚ºï¼šçµ±å�ˆç®¡ç�†ã‚³ãƒ³ãƒˆãƒãƒ¼ãƒ©•

Cisco Identity Services Engineï¼ˆISEï¼‰•

 

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç®¡ç�†ã�¨ãƒ—ãƒãƒ“ã‚¸ãƒ§ãƒ‹ãƒ³ã‚°  

Cisco Data Center Network Manager•

Cisco Jasper Control Center•

ã‚·ã‚¹ã‚³ ãƒžãƒ�ãƒ¼ã‚¸ãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹ ã‚¢ã‚¯ã‚»ãƒ©ãƒ¬ãƒ¼ã‚¿•

Cisco Policy Suite•

Cisco Virtual Topology Systemï¼ˆæ—§ç§° Cisco Virtual Systems Operations Centerï¼‰ï¼ˆ 

VTSR VMï¼‰

•

Cisco ä»®æƒ³ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ ãƒžãƒ�ãƒ¼ã‚¸ãƒ£•

 

Routing and Switching - Enterprise and Service Provider  

Cisco 4000 ã‚·ãƒªãƒ¼ã‚º ã‚µãƒ¼ãƒ“ã‚¹çµ±å�ˆåž‹ãƒ«ãƒ¼ã‚¿ï¼ˆIOx æ©Ÿèƒ½ï¼‰•

Cisco Application Policy Infrastructure Controllerï¼ˆAPICï¼‰•

Cisco DNA Center•

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢•

Cisco Industrial Ethernet 4000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆIOx æ�è¼‰ï¼‰•

Cisco Nexus 3000 Series Switches•

Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ 
ã‚»ãƒ³ãƒˆãƒªãƒƒã‚¯ ã‚¤ãƒ³ãƒ•ãƒ©ã‚¹ãƒˆãƒ©ã‚¯ãƒ�ãƒ£ï¼ˆACIï¼‰ãƒ¢ãƒ¼ãƒ‰ï¼‰

•

Cisco Nexus 9000 ã‚·ãƒªãƒ¼ã‚º ã‚¹ã‚¤ãƒƒãƒ�ï¼ˆã‚¹ã‚¿ãƒ³ãƒ‰ã‚¢ãƒãƒ³ã€�NX-OS 
ãƒ¢ãƒ¼ãƒ‰ï¼‰

•

Cisco Virtual Application Policy Infrastructure Controllerï¼ˆAPICï¼‰•

 

Unified Computing  

Cisco Enterprise NFV Infrastructure Softwareï¼ˆNFVISï¼‰•

Cisco HyperFlex System•

Cisco Intersight•

Cisco UCS 6200 ã‚·ãƒªãƒ¼ã‚º ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

Cisco UCS B ã‚·ãƒªãƒ¼ã‚º M3 ãƒ–ãƒ¬ãƒ¼ãƒ‰ ã‚µãƒ¼ãƒ�•

Cisco UCS ãƒ•ã‚¡ãƒ–ãƒªãƒƒã‚¯ ã‚¤ãƒ³ã‚¿ãƒ¼ã‚³ãƒ�ã‚¯ãƒˆ•

Cisco UCS Manager•

 



ã‚·ã‚¹ã‚³ ã‚¯ãƒ©ã‚¦ãƒ‰ ãƒ›ã‚¹ãƒ†ãƒƒãƒ‰ ã‚µãƒ¼ãƒ“ã‚¹  

Cisco Metacloud•

Cisco Umbrella•

Cisco Webex Teamsï¼ˆæ—§ Cisco Sparkï¼‰•

 

å›žé�¿ç–

ç‰¹å®šã�®ã‚·ã‚¹ã‚³è£½å“�ã�¾ã�Ÿã�¯ã‚µãƒ¼ãƒ“ã‚¹ã�®ã�™ã�¹ã�¦ã�®å›žé�¿ç–ã�¯ã€�é�©åˆ‡ã�ª
Cisco Bug 
ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�ã��ã‚Œã�žã‚Œã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�§ç‰¹å®šã�•ã‚Œã�¾ã�™ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã€Œè„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�ã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹
Cisco Bug ID ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�[ã‚·ã‚¹ã‚³ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Šã‚ˆã�³ã‚¢ãƒ©ãƒ¼ãƒˆï¼ˆCisco
Security Advisories and Alertsï¼‰] 
ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
TAC ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�¾ã�§ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã‚’ç¢ºèª�ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


