Cisco FXOS &, -8f+8f "4, 'a, 84, ¢a2€S3,”a€> UCS
3fea;af-afeaffa,

a,nafa aruaafea, a "2 «aPSAH A <
Web UI

39 «ad,"a,<a,pafuaf a,'al "aecae®e, tattaees

&, ¢af%oaf€a,na, faFraFnlD : cisco-sa CVE-2018-
H igh 20180620-fxos-dos 0298

& @a...~é-<«e—Y¥ : 2018-06-20 16:00

aeeEge ae-"ae—¥ 1 2018-07-05 21:12

df @afva, afsasf 1.1: Find

CVS&4,14,%4,¢: 8.6

&76€ ¢ ¢~ : No workarounds available

Cisco af€a,° ID : CSCvb61398 CSCvb86799

Yoo &73@«a, a «ef..a t3@ A€OQ 123 Q«ad, a,<aZYe-13Q9REQZA...~ a1 A«
Al

£1 el@

Cisco FXOS a@ ~ Cisco UCS éﬁé,iéf—éfaéffé,_ é,néﬁé,géf%é,%f@é,_éf“ a,%af*af" 3, | 3,83,C3€@®

Web UI

3O®e,T3%+0€85€«3,73,55€ 9@ %4393, EiQ | 59,3039 ,3PafCAFUAf 2 "> fe€. 5@ FEIEHLC
3,28f%haf @af1haf-afafha, 81 3@ Q- 3@ "IO™IQ efxE8iQ9Fi9,5,559%IQ™IE,

ae-e, T8V taE8a€¢p FEQ@Web UI
é@@é...¥é§>aenoeé"%é@(l'aeEé@—é@@éi(Eé,@é,CEéQaéé,,éQ“éQ"é@«ép-é> dQ—3€© | 3e,00%a
HTTP é@%éQVéQ_ HTTPS

af'a,+affaf 3@ Eé€@a;ia€+3,E5,«3@ 3€Q@xe-e,Tal+te€853€ES, 3, a,'af—afd,naf 5€3,ES,«3@:

8,-81836¢ @ 'a@®e,Tal+txr€’a@«d 3t a@™45,<4,%afaf4,)4,838,¢Ca, caffaf—astasnasa, afrarasy

Q"3 ®3,Caf%oaf€a,na,q éfaé0_é€éae—|ié0®éfaéf3é,_é,“é,§<;¢°éaéé®§é0050%50“"é€,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20180620-fxos-dos

39"3Q®3,C3f%0af 35,13, 9315@ 3€92018 3" 6 e 3@ «d...~é—5€+3,EFQY Cisco FXOS
53€53,°3€° NX-0S §,%4faf"3,! 4,85,C5@®3,»3,4F¥afaf14,£ 3,Caf%0af @3, 13, 5F


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180620-fxos-dos
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb61398
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb86799
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0298
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0298

3,°3f-3, 4,,af83f3@®4 €4f G @RIQP™I€, QORI IP«IQ F£924

93P, Ta%+rE83@«E-CaQP™A,« 24 3»93€@®35,-3,73,% 3,»3,af¥afaf13,£
3,Caf%0af@a,13,93f° 3@ Ea@«3@%4a,EIQ | 3,3 Qi@ ™E, 3, Caf%0af@a,13,95fa@ "afafa, d@®
Response: June 2018 Cisco FXOS and NX-OS Software Security Advisory
Collectiond€€3,'3€,¢...809—3€@ | QO QIO 33,3,

€023Y%" e£Y2d" @
&, T8yt oS3 P @D, 3, RE123" @

ae-8, TaY/+ra8a€ 3€@Cisco FXOS 3,%3f+af3,!4,83,C39%3€Y3€ Cisco UCS
3f-a,jaf-afaffa,” a,0afa,;af1aafea, af
3,%,af3°3,13,83,C3@®e,131+2€83@ BRI, 3, Af@afh3, 3f83F3, @Y Fa@ ™3 «x-j3@®4,-3,'3, %
» Firepower 4100 &, -af2afY4a, %aenja, —a»E£8f *4, |8, 04, ¢4, |8 ©af Vaaf «
» Firepower 9300 &, »4, af ¥afeaf ta £ 4 ¢af —af©4, og, ¢af3a,1
« UCS 6200 & -af%afY.8,° &f 8, jaf-afaf fa & oafa Afva,af @a, af
* UCS 6300 & -8f°afY.8,° &f <8, jaf-afaf fa & oafa Afva,°af@a, af”

8, TaVstae£8a@ (Ed"dce " a@ ™3 « Cisco FXOS §,%af+af"a, | 4,84 ,C3€53,"3€3 Cisco UCS
3f-a,jaf-affaffa,” a,0afa,;af1a2afea, af
a,%afaf"a,)3,83,Ca@®afafrafa,'a@«i9rie, i@ 3@ QIO 3Q®3,Caf%af€a,na Nafie®.

cO¥bace " aO® Cisco FXOS a,2af+af"a,|a,8a,¢
aferafrafiea,’a,’'ccoe’@ae™a ¢

CRicOTe€...39 a€Qaftafea ns,'d€@® CLI
G 8x-ia@®3,23f2a 81 %08,'a12,¢"  dQ™3E,«A Q< FEQCRcOTEE..." af@af1aa,;af«AQ®
[Overview] & Af—-a@«(8»a 3@ —3€ | 3€QAF1af9E,5,'4 S5QBIRYE|F5€+3,E5€ ' 5,5,
Cisco FXOS
a,%.af-af"a,| 3,83, ca@®afarasia,'a 'afea,8affa, @8 @ QaQ%IQO™I€,x-ja@«a€@Cisco
FXOS &,%af-af"a,!a,83,¢ affafasfiaa, 2.2(2.14)
3,4®Ye|Fi@—i@ | 3€,3,<af13f 93,135,383 ® show version CLI
8,%8f 2838 %02 @ ®a$°8S>8%:3, ¢’ A QP —a P %AP ™A€, 49", EIQ A€, 2aF2aF 3 %0a1°85>49®
Package-Vers af-a,fafhaf«af%oa @8¢C e’ @aPsa @ @aHPhaO™aE,

<#root>

QP4120B1 #

scope system

QP4120B1 /system #



show ver si on

FPRM:
Running-Vers: 4.2(2.15)
Package-Vers:

2.2(2.14)

Activate-Status: Ready

Cisco NX-OS &, V4if+af 4, 14, §4, CAfeafoafy.d, ‘6@ ®a =¥

CRic@P1Te€... 3@ a€Qaftaf€a ns,'a@® CLI 58 show version

A B[ 2Af A %ol BocC TAO™ME O EO GO« AOLIQ | GEQAFIAFOE,nE, A OSAOVRES 5, Ed¢
Cisco NX-0S

a,%2af+45°4,!4,83,Ca@®afafafa,'a, afea,affa, 498 QQIQONIOGO™EE, A 15f€5,15,'5@C
Cisco NX-OS 3,%af+af"3, | 3,83,¢ afeafiasna,” 7.3(2)D1(1)

3/40YeFi@—3€ 5€,3,4 30 3€93,33173 a5 %03 @ ®E1°8S5 3% @ 23R, 5O TaO«593,S

<#root>

nxos-switch#

show ver si on

<#root>

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Documents: http://www.cisco.com/en/US/products/ps9372/tsd_products_support_series_home.html
Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/1gpl-2.1.php

Software
BIOS: version 2.12.0
kickstart: version 7.3(2)D1(1)
system: version

7.3(2)DL(1)



&, TaY/rac€ss, 49 «a,"89839,39%36,,30"30 3G ECC°R* QIO 3, EIHYELLI"O

FQ"3Q®3,Caf%0af@a, 13,95 5@ R, 18/ +aLSi@RI@,3,«2F 113" @38,»3, 5,,3f835@«8 " "%%0d@ 3

5 815,%@ 3€QIQ 3O, Ta%t2E53QEir¥a GO®, 5,'3,0L3" Q3«3 3%16Y;3,5 750 56

» Firepower 2100 &, -af%afvaa,°

« MDS 9000 3, -af%5fv.4,° af 24f «af @af-a,xafa 3,'3,0affaf @

» Nexus 1000V &, -af%afv.a,° & 14 caf faf &

* Nexus 1100 &, -&f%6f%.8,° 8, af ©4&, |&f %o & fifvaf" &1 af —af Oaf faf "af«a ©afvaaf

» Nexus 2000 3, -af%afv.a,° af«a, jaf-afeaffa, a4 a‘'aftafsafe

» Nexus 3000 &, -af%afv.a,° 3,18 caf faf &

* Nexus 3500 af —afOaf faf afa ©afv.af a4 caffafe

* Nexus 3600 af—afOaf faf af-a ©afv.af &4 oaffafe

* Nexus 5500 af—af©af faf af-a ©afv.af &'a oaffaf e

* Nexus 5600 a8f—afOaf faf af-a ©afv.af &4 oaffaf e

» Nexus 6000 &, -af%afv.a,° 3,18 caf faf &

» Nexus 7000 &, -af%afv.a,° & 18, caf faf &

* Nexus 7700 &, -af%afv.a,° 3,18 caf faf

 Nexus 9000 &, -af%4fY.4,° &f 3, jaf—af%4f fa, 5,18 oaf faf @114 a,Caf—afea,+af%a, afsaf
3, »afPaf afaffa,” 3,0afPaf3f03,'af af03, af@afEiVs" ACLiY4%0a5 ¢ af Y435 %o01% %0

o 38,23 (Af3Ef %03, CAfAf3 NX-OS &f ¢afaf %5 ® Nexus 9000 &,-af*afua,° 3,'a,naffaf@

« Nexus 9500 R & -&f34f:,° Af©8, naf3a, «af Vidf %od€p S8, 3@>af+a,jaf-afaffa,”
afca, af¥ashaas«

« UCS6100 & -af°afY.8,° 8f -4, i8f-8f6f f& & odfa AfY.48,%af @48, af

Cisco 49 83€@ €@xr0e-e,Taltr€83€ E Cisco Nexus 4000 3,-53f253f%4a,°

3,'3,0affaf@a€€@Cisco Nexus 5010 §,'3,naffaf€@a€€Cisco Nexus 5020

5,18, 08ffaf @ 3@ «8Vs1EY;AQ™E, GO IQOIQTIOE, e 2Y»3I9—39 | 50,5933, 5€,56"3, 5,
BladeCenter ¢" " 4@ ® Cisco Nexus 4000 3,-3f%5f%4a,° 4,'3,0affaf€@

afCa, AfYafhaf«3@®E20AF2c,4°15€ 53, 393, uaf@afhaf ¢, a°T6€3¢YYI€9a€ 53, 3@>3€ECisco
Nexus 5010 4€53,"3€3 Nexus 5020

3,'3,03ff3f @3 @®E2OAL2C,5°1 3055, 3933, uaf @ AF14af P, 8°TE€3CVYEEDE, 5€,C.. 550 —30 | 5O

76 ¢C-

50 3O ®8,T8%teE859«d %it FO™A DI C-30 59,3,550%33,"5€,

a,®acfxa@¢a,2afaf " q,,4,8a,¢


https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-4000-series-switches/eos-eol-notice-c51-733205.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-5000-series-switches/eol_c51-709037.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-5000-series-switches/eol_c51-709037.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-5000-series-switches/eol_c51-709037.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-5000-series-switches/eol_c51-709037.html

5, -5,15%5€@ 3@"3Q®3,Caf%0af€@5,13, 933« "21%03 @3, FIQPYe,Ta%+0€85@«d %43t GQ™E <,
af@afna, afsafae af-a tafhaf@ast
3 »3ffaf @ «d %IP—3@ | 5QORIP;IQ I93,SIQUIO™MIEIQQIQBIE, 39T, LAf5 4, 5,83,

https://www.cisco.com/c/en/us/products/end-user-license-agreement.html

BQNIQPYVIEHIOSI®C2E 39 ES,1afaF 3, 4,85,¢5,aF€5, | 3Pafaf143f%0a @83 @3, AOPPIQ €93,
3,Caffaf—a, af-af1haf%oa @83 @™a€,c,ia, Ya@®a,»3,af¥afafta, £ a,%.af-af 3, 4,83,¢
3,Caffaf—aftafuaf 3@ «3, " 3QLiQ  3€QIQSI®C 2T 1P «x-°39—39,3,1,3f45,15,83,¢
3f03,08,»31%3, 36 @& 153S 3,%af-3f 4,1 4,85,¢ 4f+4, £afUAf@AfE

a»affaf A€ @a@a@Ya@ afid, af£afs af2afa, afsar
3,Caffaf—3&,°8f~afhaf%03@«d %IQP™a e O™ PIQPEa»"3,75€+3,F3, 39 "5 36 31€,3,550%3€

8, 158f+af 4, |4 88, CA@ ®3, CAffaf—3,°8f -8 %ha5 %03, erced " 73@™35,«653@«3@ 3€[3,5,4,°
Security Advisories and Alertsi%%o]

3f3af143, 3983.. . ¥2%0 3 @39 93,<3,-3,'3,2e£1,3" Q3@ ®3,Caf%0af@ 3,135,933, a®52eY (S, 59 «3,C
a,%2af*af¥afa, afsafa, (e’ Qie9—iQ | QP QIQ 393 ,3€,

g
®
an
Y

an
an
e

59,3953, QR 3@ 3, 3€@35,Caffaf—a,°af-~af1haf%oa@™a,<aftaf@a, 13, 5@« @ @3 Ta@afiafca
Technical Assistance
Centeri%a"TACi%%03, i @—3@@3€@ 3Y'(,i@—ai@ | é@,,é,<é.fi§.f3§f'l'§fvé.f3§,1éf—§f§f0§,0§f€é.f%é®e

8, ffvaf 8 18¥ ¢, 4 a9 "a"0¢" " a9839%3€,3H530Caes”

84,14 3é0<é,%og>'ae2¥é3%é...¥é0—é0VéQCE Cisco Service Contract

3,/89"8°0¢" 39,39V3i@ 39,30 39,39°39,3 3Q € QPIONIQYIEQPA, LA 1LAT Y%A 3f1hAFTE, £5F™
POS 3€<3,%04...¥2%0«3 @83 @ @39°3€,2 3@ 3@ a€@Cisco TAC

AQ«EELC|aO—A@ | 3,Caffaf—a,°af~af1haf%0d,'d...¥r %o i @P—i@ | QP QPIO 33 ,aE,
https:.//www.cisco.com/c/en/us/support/web/tsd-cisco-worl dwide-contacts.html

C,id, Y3 Caf faf—3a °af ~af Vaf %o a@p®a 4e+ief13"@i 839,339 3@ "3,e "%ae?é@—é@ ! 5€,39VYa
URL §,'4€@"¢" ", @i0@3€ 3€°30,3E,

4 ®afee a@afrafrasaa,’

FQ"aQ®E .. dQ9REO’AN"aQP™E 0] d@P«crCaQP™ME, I QP TIQ«IEPEQOI 1A Qa5 af1a, a@«a,Caffa
é,%éfaéﬂéf%é,-éf§§f3é,’g<:°é30§0—§0 1 QOQIO 3939 ,3€,3,Caf%0af@a,na,93f3€ " 3f3f33, a@¢
Response: June 2018 Cisco FXOS and NX-OS Software Security Advisory

CollectionF€3,'2€.C..80 @ —3i@ 3 QOO 5@3,.3€,

EiAQP®e| 3QL3@ €I | IO®I"—39« Cisco FXOS 39%3€@Y3€9 NX-0S


https://www.cisco.com/c/en/us/products/end-user-license-agreement.html
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-67770
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-67770
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-67770
https://sec.cloudapps.cisco.com/security/center/viewErp.x?alertId=ERP-67770

8,%:3f35°3,13,53,C3Q®aFEFE %3, (59— @ | 59,50%IO™IE,3 InRIHPRI —5@ FEQAFAFAS

Firepower 41004, -af2af%4a,°Next-Generation Firewall: CSCvb61398

Cisco FXOS

8, Y-Af-af 4, 15,84, ¢

5Q"a@®e, TaVtr€8aP«a NIQ™a «<rweEd"QIAQPRA;PREIFEFaFE,"

First F

Vuli

Co

11

1.1.4.169

2.0.1.1F
0 Z7FL
2.3.1.5

2.0

2.0.1.135

2.0.1.1¢
@344
2.3.1.5

21

e, ta/caec889 3 @ —

2.1.1.8¢
@344
2.3.1.5

2.2

én T§/¢%§é0aé Q_

2.2.2.17
0 Z7FL
2.3.1.5

2.3

8, Ta/tcec88@ 3 @ —

e, Tal/at

Firepower 93003, »3, 3 ¥4 14, £3, Caf—&f©4, oF, CAfA. 1i/&CSCvh61398

Cisco FXOS

8, YAAf+Af 4,15, 84, ¢

39 "aQ®e,talte€si@«a %aQP™a «xefd"QIHPPRI;PeEAfafafA,"

First F

Vuli

Co

11

1.1.4.169

2.0.1.1F
0 Z7FL
2.3.1.5

2.0

2.0.1.135

2.0.1.1F
3€343 ¢
2.3.15

21

e, t&/caec889 3 @ —

2.1.1.8¢



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb61398
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb61398

£ 27FL

2.3.15
2.2.2.11
2.2 8, T&/+ £S5 3@ — 3€343 ¢
2.3.1.5
2.3 &, Ta&V/s-oeE85@ 3 @ — 8, Tavat

UCS 62005653, 8€°6300aF+a,;af-afaffa, a,0a5a,;aF%4a,°aF@a, aF i%4SCSCvb86799

CiscoNX-OS (3€"a@®eé,ta%te€83@P«d %HIAH™A €l 9aOPB®i;PRefdffafasfna,!|| First
8,Y-Af+af"4,'a,84, ¢ Releast
\Vulner

Descri

the Co

of Ad\

22578 S%%€@ |8, T/ toeL85@ 39— 3.2(2b)
2.2 8, TaYat £S5 3 @ — 3.2(2b)
25 8, T/ o853 @ — 3.2(2b)
3.0(1) 8, &Y o853 @ — 3.2(2b)
3.0(2) 3.1(3a) 3.2(2b)
3.1 3.1(3a) 3.2(2b)
3.2 &, T4/ aE£852 3@ — 3.2(2b)

4 QRESOC" " 3%EYEQ 8.~V @08

Cisco Product Security Incident Response
TeamiVs PSIRTY203€p a€€@e0e-3,Caf%oaf€a,nad, Naffa@«e "e%%od@ 3, i€ | 3€,a,€,TaVtres5¢

2108 ..

oee-@, 1Y/t ocE8a€@ a€€4,3,"3,%81...6f 3983 Q®E,»3,af¥afaft4,£
3f13,aF 39«3, 3QL3€ | (M2 53, FIQPUIO—IOVAE,

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20180620-fxos-dos

o' 1g", At ¥ee


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvb86799
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180620-fxos-dos

an

af©aF%3, aF5aF° a7

FXOS
1.1 N
Hf— & Of fAf 53, OAf VAl 5@ ®3; ®efee, 36 aFaR 51,5, @ e-°3€, |

1.0 & @a7a...~6—affafrasfa, -

dC¢" e e¢,

a3, Caf%oaf € 3,035,933 8,98 %hiQP®], IQORIQP 19—31Q IO xQPPIWIO—3 | 5653,55¢
e0e-d,Caf%af @3, nd N3 3@®x]..4 13953, 53358, 4@ BV (" dQ«E-CIQP™E,@%EmIP® £
AQUIOYIEDE, 3,359 2e-af%03,afYafiafEf 3@ ®AT.. 403,54 8'S5 3@ —3 @ «dn%oe> TP —F€
a0e-d, Caf%odf ©3,18, 3P 5@ ®e "8 08T, AR 3@ «é-CA9—3@ | 2f..& +6..95,i5€9® URL
3,/CeQCYIQP—ICQIQ (-IPBE»(2Y%0d,, 2,90 33, - 1IQP—3QYE 49 I QI '(nUIYPTCR|cO
3O 3@ ®af%03,af¥af3FAf 3@®xS..4 +t3@ 3€04,3,'5°0£ 13" Q3O ®F, AP af%0af | 3F143, 98,8 Vbl



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



