Cisco IP Phone 78003/ ') — X, 8800> 1 —X.
B & V' Cisco Wireless IP Phone 8821MH—E A
HEDRETEMH

T RINA 1) —ID : cisco-sa-20180516-ip- CVE-2018-
Mediu hone-dos 0325

J/~B8 B : 2018-05-16 16:00

RIEHH : 2018-08-16 14:14

/N—232 1.2 Final

CVSSA7 :5.8

[538 %X : No workarounds available

Cisco /N% ID : CSCvj61343 CSCvif40066

CSCvj73508

BAEC & 3HHE. RBECLDRLOFLAEBRTH Y, RERXEOMTHK
BOMBN 55 BEICE. KBRS BELET,

BE

Cisco IP Phone 78002/ ') —X. IP Phone 88003/ !')—X., # & U'Wireless IP Phone 88217
Session Initiation Protocol(SIP) 1— LA BB #EEIC & (T B RESEMIC KV, REEhTWEWVWD E—
NOMEBEENZHOEFERICH—E AP E(DoS)REZS|IERTHEMEN B ET,

CORESEHIE, ZYTDEFEMNDSDP/N—H —IZ &k B SIP Session Description Protocol(SDP)/\Z
X—=BODANRBRIANFTRELTHDEICRBALET. HEEGF. FEAEXOSIPNTY N&ER

HNBHERICEEIDCLET, COMBUEEZTENAITDAEEN HYET, TIVA7OA4 N
BRNWTHE, REEFRAITIEFROSIPTOLAN FHEIBEHTIHE., TOEF RN T

NTOTOT47BBFEZROY 7EH, DoSIREZSIZRZTHREMEN DY ET,

COMRSBHICTLIZIEBEREHY EE A,

COTRNAFIEK, OV DOKV)ERTEET,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20180516-ip-phone-dos

S
BB D RS

Z DiEFEHEIE. Cisco IP Phone 78003/ 1) —X. IP Phone 88001 —X, 8L DA YL AIP



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-ip-phone-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-ip-phone-dos
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:N/I:N/A:L/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj61343
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvf40066
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj73508
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0325
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0325

Phone 8821 E%2B5XF7, FEZZFHEFEO—RICOVWTEE, COTRNAMHFUDE
SEICH B CiscoBug IDESRBL TS EE L,

feBtEEATVAVW EfEFEEh-REA

COTRNAFUDOELEOHZIREEI I VICEHENATVRIREOAKN . COMEMED
HEEZ R EN DA 2TVET,

o] 5 3R
COESEEICNTBIERKEHYEEA,
BEZFHARVYTITNDIDIT

BEZFEXRYTRNTIT VD)—AOFMZDOWVWTE, &7 RN/ 41 L&D Cisco Bug ID 25 R
<EZW,

V7IRDITOTY7TIL—RERETRIBRICE. ZAOAOEFIVFATRNAFUSLOT
< — N ( Cisco Security Advisories and Alerts ) | R— TAFTED S AOHBOT RINAH U
ZEHNICZRLT, REZZTH UM EREATY7IJL—RVYV1I—23 0 2#RALTL
EEW,

WIFhoBEE, 7YTIL—RIBFNAALLTDBXEIN BB L, BLRUOREND/\—R
DITEVTRNIDITOBENFHHR))—ATEEHREELSHR—rEhTVWBEeZ+HIC
BEEL T EEV, FHAERICDOWTI, Cisco Technical Assistance Center (TAC ) £ L < (&£
HLUTWB X TFARAZ7ANAMZ—=ICEBLEbELSEE L,

FTEMAEH E KRR

Cisco Product Security Incident Response Team ( PSIRT ) &, &7 RN/ F VIR TVS
RSN ERASEHFRTOLNKEEIEL TVEEA,

) 62
YA, COMBEERE L TVELE W EMozilatt IC BBV =L E T,
URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20180516-ip-phone-dos

7] /B



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-ip-phone-dos
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180516-ip-phone-dos

IN—2 i} AT—
=71 o> 3c ¥
2~ =t B3 V>3 522 A1+
10 Cisco Wireless IP Phone 8821®M/\ | Cisco Bug ID. #Z., i Final 201848 A
' TJEEUCELSICERH. BEUNTFETIER 16 H
11 Cisco Unified IP 8831 Conference Cisco Bug ID Final 201856 H
' Phone®/\% & E ¥, gt 14H
2018 £ 5
1.0 AEAEV)—A — Final F5A
16 H
F AR

AT RNAFVRIERIDENDELTIRELTHEY, WVABZIBEEORIEEREIZDENDTIE
HWEBA, ETRNAFVOBBRELTIIDOFERICEHTRZIEENO—IEThSsDERAEIC
HBEQDELEFET, . DAOAREARFIXNOABRZFELBLICEELEY, EFLEY
TRENEBLET,

AT RNAHFUORBRARICEAL THRESESO URL 8L, BHMOEHRPEREKL 2B,
UHANEEBELULEBREGIRGEThEFLA, TSLLERIE, ERBEE5ERCLEY, EEL
BHRAXTEZELTVWEY TBAEMNIHYVET, CORFIXNOBEREFE, SAODHEONOIVR
dA—HaERRKRELTVET,



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



