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æœ¬è„†å¼±æ€§ã�¯ã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã�® SIP 
è¦�æ±‚ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�®ä¸�é�©åˆ‡ã�ªå‡¦ç�†ã�«èµ·å› ã�™ã‚‹ã‚‚ã�®ã�§ã�™ã€‚ 
æ”»æ’ƒè€…ã�Œã€�è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�« SIP 
ãƒšã‚¤ãƒãƒ¼ãƒ‰ã‚’é€�ä¿¡ã�™ã‚‹éš›ã�«ã€�ãƒ•ã‚©ãƒ¼ãƒžãƒƒãƒˆæŒ‡å®šå�ã‚’ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã�§ã€�æœ¬è„†å¼±æ€§ã�Œä¸�æ£åˆ©ç”¨ã�•ã‚Œã�¾ã�™ã€‚
ä¸�æ£åˆ©ç”¨ã�«æˆ�åŠŸã�™ã‚‹ã�¨ã€�æ”»æ’ƒè€…ã�«ã‚ˆã�£ã�¦è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œå¿œç”ã�—ã�ªã��ã�ªã‚‹çŠ¶æ³�ã�Œå¼•ã��èµ·ã�“ã�•ã‚Œã€�ã��ã�®çµ�æžœã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’æ‰‹å‹•ã�§å†�èµ·å‹•ã�™ã‚‹ã�¾ã�§
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ã‚·ã‚¹ã‚³ã�§ã�¯ã€�æœ¬è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚ 
ã�“ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚  
 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã‚ˆã‚Šç¢ºèª�ã�§ã��ã�¾ã�™ã€‚  
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171018-sip1
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ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20171018-sip1

åˆ�å…¬é–‹æ—¥ : 2017-10-18 16:00

æœ€çµ‚æ›´æ–°æ—¥ : 2018-04-27 14:24

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.1 : Final

CVSSã‚¹ã‚³ã‚¢ : 7.5

å›žé�¿ç– : No workarounds available

Cisco ãƒ�ã‚° ID : CSCvg08957 CSCvc63986

CVE-2017-

12260

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20171018-sip1
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvg08957
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc63986
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12260
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-12260
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ã�“ã�®è„†å¼±æ€§ã�¯ã€�ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ 7.6.2SR1 
ä»¥å‰�ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Cisco Small Business SPA50x ã�Šã‚ˆã�³ SPA51x 
ã‚·ãƒªãƒ¼ã‚º IP Phoneã€�ã�Šã‚ˆã�³ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ 7.6.2SR3 
ä»¥å‰�ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ SPA52x ã‚·ãƒªãƒ¼ã‚º IP Phone 
ã�«å½±éŸ¿ã�—ã�¾ã�™ã€‚
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ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ç„¡å„Ÿã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚ 
ã�Šå®¢æ§˜ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�Ÿã‚Šã‚µãƒ�ãƒ¼ãƒˆã‚’å�—ã�‘ã�Ÿã‚Šã�§ã��ã‚‹ã�®ã�¯ã€�ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã�”è³¼å…¥ã�„ã�Ÿã� ã�„ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¨ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
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ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã�®æ�¡é …ã�«å¾“ã�†ã�“ã�¨ã�«å�Œæ„�ã�—ã�Ÿã�“ã�¨ã�«ã�ªã‚Šã�¾ã�™ã€‚
 

http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html

ã�¾ã�Ÿã€�ã�Šå®¢æ§˜ã�Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã‚‹ã�®ã�¯ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æœ‰åŠ¹ã�ªãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã‚’ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥ã€�ã�‚ã‚‹ã�„ã�¯ã‚·ã‚¹ã‚³èª�å®šãƒªã‚»ãƒ©ãƒ¼ã‚„ãƒ‘ãƒ¼ãƒˆãƒŠãƒ¼ã�‹ã‚‰å�–å¾—ã�—ã�¦ã�„ã‚‹å ´å�ˆã�«é™�ã‚Šã�¾ã�™ã€‚
é€šå¸¸ã€�ã�“ã‚Œã�¯ä»¥å‰�è³¼å…¥ã�—ã�Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�§ã�™ã€‚ ç„¡å„Ÿã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�«ã‚ˆã�£ã�¦ã€�ã�Šå®¢æ§˜ã�«æ–°ã�—ã�„ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã€�è¿½åŠ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£ 
ã‚»ãƒƒãƒˆã€�ã�¾ã�Ÿã�¯ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«å¯¾ã�™ã‚‹æ¨©é™�ã�Œä»˜ä¸Žã�•ã‚Œã‚‹ã�“ã�¨ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�Cisco Security 

Advisories and Alerts 

http://www.cisco.com/c/en/us/td/docs/general/warranty/English/EU1KEN_.html
https://www.cisco.com/go/psirt
https://www.cisco.com/go/psirt


ãƒšãƒ¼ã‚¸ã�§å…¥æ‰‹ã�§ã��ã‚‹ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å®šæœŸçš„ã�«å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚
ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�§ã�ªã�„ã�Šå®¢æ§˜

ã‚·ã‚¹ã‚³ã�‹ã‚‰ç›´æŽ¥è³¼å…¥ã�—ã�Ÿã�Œã‚·ã‚¹ã‚³ã�®ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�„ã�Ÿã� ã�„ã�¦ã�„ã�ªã�„å ´å�ˆã€�ã�¾ã�Ÿã€�ã‚µãƒ¼ãƒ‰ãƒ‘ãƒ¼ãƒ†ã‚£
ãƒ™ãƒ³ãƒ€ãƒ¼ã�‹ã‚‰è³¼å…¥ã�—ã�Ÿã�Œä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’è³¼å…¥å…ˆã�‹ã‚‰å…¥æ‰‹ã�§ã��ã�ªã�„å ´å�ˆã�¯ã€�Cisco
TAC ã�«é€£çµ¡ã�—ã�¦ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�—ã�¦ã��ã� ã�•ã�„ã€‚ 
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html

ç„¡å„Ÿã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�®å¯¾è±¡è£½å“�ã�§ã�‚ã‚‹ã�“ã�¨ã‚’è¨¼æ˜Žã�—ã�¦ã�„ã�Ÿã� ã��ã�Ÿã‚�ã�«ã€�è£½å“�ã�®ã‚·ãƒªã‚¢ãƒ«ç•ªå�·ã�¨ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®
URL ã‚’ã�”ç”¨æ„�ã��ã� ã�•ã�„ã€‚

ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

Cisco Small Business SPA50x ã‚·ãƒªãƒ¼ã‚º IP ãƒ•ã‚©ãƒ³ã�Šã‚ˆã�³ Cisco Small Business SPA51x 
ã‚·ãƒªãƒ¼ã‚º IP ãƒ•ã‚©ãƒ³ã�«å¯¾ã�—ã�¦ã�¯ã€�ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ 7.6.2SR2 
ä»¥é™�ã�§ã€�æœ¬è„†å¼±æ€§ã‚’ä¿®æ£ã�—ã�¦ã�„ã�¾ã�™ã€‚ Cisco.com ã�® 
Software Center ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã�¦æœ€æ–°ã�®ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�—ã�¦ã��ã� ã�•ã�„ã€‚[ã�™ã�¹ã�¦] 
ã‚’å�‚ç…§ã�—ã€�[ã‚³ãƒ©ãƒœãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆCollaboration 
Endpointsï¼‰] > [IP ãƒ•ã‚©ãƒ³ï¼ˆIP Phonesï¼‰] > [Small Business SPA500 ã‚·ãƒªãƒ¼ã‚º IP 
Phoneï¼ˆSmall Business SPA500 Series IP Phonesï¼‰] > [IP ãƒ•ã‚©ãƒ³ ãƒ¢ãƒ‡ãƒ«ï¼ˆIP phone 
modelï¼‰] > [IP é›»è©±ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ï¼ˆIP Telephone Firmwareï¼‰] 
ã�®é †ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã�¦å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚

Cisco Small Business SPA51x ã‚·ãƒªãƒ¼ã‚º IP Phone 

ã�«å¯¾ã�—ã�¦ã�¯ã€�ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ 7.6.2SR4 
ä»¥é™�ã�§ã€�æœ¬è„†å¼±æ€§ã‚’ä¿®æ£ã�—ã�¦ã�„ã�¾ã�™ã€‚ Cisco.com ã�® 
Software Center ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã�¦æœ€æ–°ã�®ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�—ã�¦ã��ã� ã�•ã�„ã€‚[ã�™ã�¹ã�¦] 
ã‚’å�‚ç…§ã�—ã€�[ã‚³ãƒ©ãƒœãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ ã‚¨ãƒ³ãƒ‰ãƒ�ã‚¤ãƒ³ãƒˆï¼ˆCollaboration 
Endpointsï¼‰] > [IP ãƒ•ã‚©ãƒ³ï¼ˆIP Phonesï¼‰] > [Small Business SPA500 ã‚·ãƒªãƒ¼ã‚º IP 
Phoneï¼ˆSmall Business SPA500 Series IP Phonesï¼‰] > [IP ãƒ•ã‚©ãƒ³ ãƒ¢ãƒ‡ãƒ«ï¼ˆIP phone 
modelï¼‰] > [IP é›»è©±ãƒ•ã‚¡ãƒ¼ãƒ ã‚¦ã‚§ã‚¢ï¼ˆIP Telephone Firmwareï¼‰] 
ã�®é †ã�«ã‚¢ã‚¯ã‚»ã‚¹ã�—ã�¦å…¥æ‰‹ã�§ã��ã�¾ã�™ã€‚

https://www.cisco.com/go/psirt
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html
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Cisco Product Security Incident Response 
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


