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show versi on

Cisco I0S XE Software, Version 03.17.01.S - Standard Support Release

Cisco I0S Software, ASR903 Software (PPC_LINUX_IOSD-UNIVERSALK9_NPE-M), Version 15.6(1)S1, RELEASE S(
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2016 by Cisco Systems, Inc.

Compiled Wed 09-Mar-16 06:34 by mcpre

Cisco I0S-XE software, Copyright (c) 2005-2016 by cisco Systems, Inc.
A1l rights reserved. Certain components of Cisco IOS-XE software are
Ticensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.
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http://www.cisco.com/c/en/us/about/security-center/ios-nx-os-reference-guide.html
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Exception to IOS Thread:
Frame pointer 0x348D3D18, PC = 0x150255E4

UNIX-EXT-SIGNAL: Segmentation fault(ll), Process = TL1 Helper Process
-Traceback= 1#c2f8cd10bbd769d41be54f5792c0ec33 :10000000+50255E4 :10000000+33DEEDO
:10000000+33DEEDO :10000000+33D6718 :10000000+33D5444
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ip access-1list extended Infrastructure-ACL-Policy

remark - permit trusted TL1 traffic - won't prevent exploitation from these hosts.

remark - The exploit has only been seen on TCP port 3083, others are included for completeness.
remark - Do not use these four Tines if not using TL1 feature.

permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 3082

permit tcp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 3083
permit udp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 3082
permit udp host 192.168.100.1 192.168.60.0 0.0.0.255 eq 3083

I-- The following vulnerability-specific access control entry
1-- (ACE) can aid 1in identification of attacks.

remark deny all other traffic to TL1 port.
deny tcp any 192.168.60.0 0.0.0.255 eq 3082 Tog

deny tcp any 192.168.60.0 0.0.0.255 eq 3083 Tog
deny udp any 192.168.60.0 0.0.0.255 eq 3082 Tog
deny udp any 192.168.60.0 0.0.0.255 eq 3083 Tlog

l-- Permit or deny all other Layer 3 and Layer 4 traffic in accordance
!-- with existing security policies and configurations
1-- Apply iACL to interfaces in the ingress direction

permit ip any any

interface GigabitEthernet0
ip access-group Infrastructure-ACL-Policy in
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