Cisco | dentity Services Engine
FO®a @e£a,a, a,»3,'a9®e,Talate€s

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2015-
M edi un$0160113-ise2 6317

& @a...~é-e—Y¥ : 2016-01-13 16:00

ae0eEg e se-ae—¥ . 2016-01-19 14:43

df @afa, afsasf 1.1: Find

CVSS4,14,%4,¢: 6.3

&76€¢¢- : No workarounds available

Cisco af @4a,° ID : CSCuu45926

B Y- &73@«a, a «ef..a t3@ A€QectezaP«a,"a «dZYe-faH9REHZA
Al
av el@

2.05,°3 S&%. @ 3@ ®af@afa, 3f83 3@ ®Cisco Identity Services

.maV2ad

Engined@«3@ 3€Q@x OE™QPIQP®I1/3€,0°@8 i 3, EFIQYAFAfCafUIf 3@R="»2'fRE.. 3@ ES

5959, 13%t2E55 O FEQ Y0 ADEIO®F 3,15 —5O®Webaf s, 13543, 59«8 %3O —3€ | €S C

&,-8,14,%€ 3@"3,(E3,%a@®e,Ta%tr€83@«a A4at) a@™a,4,%afaf 3, 4a,8a,ca caffaf—aftasiuasa, s

4@ "3Q@®3,Caf%0af@3,13,93f3€ 2-jaQB®IfFEfE, @8 QPIPIQPPIPNIGNEE,

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160113-ise?

e02aY7" eEYA" @
&, T8Vt ecESaQ ®EQ, 8, £128" @

2.05,°3, S&%. @ 3@ ®if@af1a, 3857 a€@®Cisco Identity Services
Engined@«3€ &,Td%+x€83@E3"dce a@—a3@3%4aQ™MaE,

&, tavrcee€8a, 4@ «d,"89839,39°39,30 39 49 ECC°e" 9aO 4, EaQYeLLa"§

@ ®3, 5,3, f1L8" @I «319559,30 | 3O "3 B3, Caf%af@ 5,05, 1539 ®3V+éY; 3

/aQ—39'3,


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160113-ise2
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:S/C:N/I:C/A:N/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu45926
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6317
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-6317

H7EQ G-

3O "3Q®E,Ta1+REEI P« Uit AQO™I D 76Qc-3@ 3€,5,550%3€>3,"3E,
d,®acfxa@¢a,2afaf " q,,4,8a,¢

8, Y48f +4f 4,18, 85, CA@ ®3, CAffaf—&,°5f~af1ha %08, en0ee " 75Q™E,<& 39 3@ @
http://www.cisco.com/go/psirt 4@ ® Cisco Security Advisories and Responses

8,Caf%a,«d,naf-4,,a%EcYSa @ ®4,Caf%0af@4,08,94f°5,3@.C..88 @ —3@ | 4€E@a%UAR’E,'4 QO —3@'5,<4
a,afaf¥af1a, af845%°4,cC°° Qi@ —3Q | QO QIO 3@ 3@ .3E,

50,3953, QP 3@ 3, 3€@35,Caffaf—a,°af-af1haf%oa@™a,3ftaf@a,13,'5 @« @ @3 Ta@afiafca
Technical Assistance
Centeri%a"TACi¥%%od, i @—3 @ @3€ A¥'(C,i@—i® | é@,,é,éfiéa‘s‘éﬁéﬁéﬁéﬂé.f—éféf@é,néﬁéf%éoe

|SE&f @ 35143, 3f85f°2.05»¥6™ Q3985 RRLIH 3, EF | 59,5QUIO™IE,

af €@afha, af8af1.43983€@ x-id@R®IfAffif@I@EI"OC 3@ efLa@83@™aE, ise
patchbundle-1.4.0.253-Patch5-164718.x86 64.tar.gz

4 @REEOC" " 4%EVEQ 8.~V @R "

Cisco Product Security Incident Response
TeamiVs PSIRTY203€ a€€@e0e-3,Caf%oaf€a,nad, N3P a@«e "e%%od @3, Ei€ | 3€,a,€,TaVtr€85 @

URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160113-ise?

o' 1g", At ¥ee

af @afa, afsas L YA

af @afua, 3f8aF1 .43 QRAFAffaf@a@®RO3C°4,¢;14aS 3€,3€ECisco Identity Serv
Enginedf@afsa, afsaf2.0a»¥3%0@a€@ ¢e,13%+xr€83@E3" a0 3@ —3 Q@A Q™
a€ECisco Identity Services Engine

2.03,°5,58%0 @ 3@ ®If@af143, 3f83 59«5 &,T8V+eE83QES a0 3@ — Qa4

1.1

1.0 & %0 3FaFEf %A,



http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
https://software.cisco.com/download/release.html?mdfid=283801620&softwareid=283802505&release=1.4
https://software.cisco.com/download/release.html?mdfid=283801620&softwareid=283802505&release=1.4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20160113-ise2

a'0¢" ele¢,,

aae-3, CAf %ol 3,73, 559 ¢, [8: 08 %IO®3,IOPIQ 190—i0 i9 29PPINIO—ie 555 55
ee-d,Caf%0af 3,05, 95 3@®af...8 +t39S53, 3@ a3, 3@ a1 (" FQ«E-CIQP™F @2 IPBA £
FQNIOYI€O9S, 3,336 20e-df%0d,af¥af;afPaf A ®AT...a@"5,5°°8'S3 9T @ —3 @ «dn%oe> AP —3 €
ae-4, Caf %oaf € 3,03, 933 @®e " "€;°at...aR'd@«é-CaQ@—3@ | 2f..3 +é..€4;/a9® URL

3,/ CRQPCYIQ—ICQPIQ «-IPB®E»(2Y%0d,, 2,0 33, 2-1LIQP—3QYE 49 FE€PI ' (nUIYP TR
33O ®af%0a,af¥afiafPaf d@®axf...d +ta@ 3€@4,3,'3,°eL£13"QAQP®A, afaf%0af| 3f143,93,'3 3461



BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



