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<#root>

Router>
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13€" The 192.168.1.0/24 network and the 172.16.1.1 host are trusted.
13€" Everything else is not trusted. The following access list is used
13€" to determine what traffic needs to be dropped by a control plane
13€" policy (the CoPP feature): if the access list matches (permit)
13€" then traffic will be dropped and if the access list does not

13€” match (deny) then traffic will be processed by the router.

access-list 100 deny udp 192.168.1.0
access-list 100 deny tcp 192.168.1.0
access-list 100 deny tcp 192.168.1.0
access-list 100 deny udp host 172.16.
access-list 100 deny tcp host 172.16. any eq 5060
access-list 100 deny tcp host 172.16.1.1 any eq 5061
access-list 100 permit udp any any eq 5060
access-list 100 permit tcp any any eq 5060
access-list 100 permit tcp any any eq 5061

.0.255 any eq 5060
.0.255 any eq 5060
.0.255 any eq 5061
any eq 5060
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13€" Permit (police or drop)/deny (allow) all other Layer3 and Layer4
13€" traffic in accordance with existing security policies and

18€" configurations for traffic that is authorized to be sent

13€" to infrastructure devices.

13€" Create a class map for traffic to be policed by

13€" the CoPP feature.

class-map match-all drop-sip-class
match access-group 100

13€" Create a policy map that will be applied to the
13€" control plane of the device.

policy-map control-plane-policy
class drop-sip-class
drop

13€” Apply the policy map to the control plane of the
1a€" device.

control-plane
service-policy input control-plane-policy
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