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è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�® Cisco IronPort AsyncOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¾ã�Ÿã�¯ Cisco AsyncOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ 
Cisco ESA ã�Šã‚ˆã�³ Cisco SMA 
ã�®ã�™ã�¹ã�¦ã�®ãƒ¢ãƒ‡ãƒ«ã�¯ã€�ã�“ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚ 
 
 
æ”»æ’ƒè€…ã�Œã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹ã�«ã�¯ã€�è©²å½“ã�™ã‚‹ã‚·ã‚¹ãƒ†ãƒ ä¸Šã�§
FTP ã‚µãƒ¼ãƒ“ã‚¹ã�¨ 
ã‚»ãƒ¼ãƒ•ãƒªã‚¹ãƒˆ/ãƒ–ãƒãƒƒã‚¯ãƒªã‚¹ãƒˆï¼ˆSLBLï¼‰ã‚µãƒ¼ãƒ“ã‚¹ã‚’æœ‰åŠ¹ã�«ã�™ã‚‹ã€�ã�¾ã�Ÿã�¯ã�“ã‚Œã‚‰ã�®ã‚µãƒ¼ãƒ“ã‚¹ã�Œã�™ã�§ã�«æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¦åˆ©ç”¨ã�™ã‚‹ã€�ã�‚ã‚‹ã�„ã�¯ã�“ã‚Œã‚‰ã�®ã‚µãƒ¼ãƒ“ã‚¹ã‚’ä¸€æ™‚çš„ã�«æœ‰åŠ¹ã�«ã�™ã‚‹ã‚ˆã�†ã‚·ã‚¹ãƒ†ãƒ ç®¡ç�†è€…ã‚’èª˜å°Žã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 
 
æ³¨ï¼šã�“ã‚Œã‚‰ã�® 2 
ã�¤ã�®ã‚µãƒ¼ãƒ“ã‚¹ã‚’å�Œæ™‚ã�«æœ‰åŠ¹ã�«ã�—ã�ªã��ã�¦ã‚‚æ”»æ’ƒã�¯æˆ�åŠŸã�—ã�¾ã�™ã€‚
 
 
FTP 
ã‚µãƒ¼ãƒ“ã‚¹ã�Œæ–°ã�—ã�„æŽ¥ç¶šã‚’ã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�«ãƒªã‚¹ãƒ‹ãƒ³ã‚°ã�—ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’èª¿ã�¹ã‚‹ã�«ã�¯ã€�Cisco
ESA ã�¾ã�Ÿã�¯ Cisco SMA ã�®ã‚³ãƒžãƒ³ãƒ‰ãƒ©ã‚¤ãƒ³ 
ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ï¼ˆCLIï¼‰ã�‹ã‚‰ netstat ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�TCP 
ãƒ�ãƒ¼ãƒˆ 21 ã�Œ LISTEN çŠ¶æ…‹ã�§ã�‚ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�—ã�¾ã�™ã€‚  
 
æ¬¡ã�®ä¾‹ã�¯ã€�FTP ã‚µãƒ¼ãƒ“ã‚¹ã�Œã‚¢ã‚¯ãƒ†ã‚£ãƒ–ï¼ˆLISTEN 
çŠ¶æ…‹ï¼‰ã�«ã�ªã�£ã�¦ã�„ã‚‹ Cisco ESA ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚  
 
 
<#root>

ciscoesa> netstat 
 
Choose the information you want to display: 
1. List of active sockets. 
2. State of network interfaces. 
3. Contents of routing tables. 
4. Size of the listen queues. 
5. Packet traffic information. 
[1]>  
 
1. IPv4 only. 
2. IPv6 only. 
[1]>  
 
Show network addresses as numbers? [N]> y 
 
Avoid truncating addresses? [N]>  
 
Active Internet connections (including servers) 



Proto Recv-Q Send-Q  Local Address          Foreign Address       (state) 
tcp4       0      0 172.18.254.17.443      *.*                    LISTEN 
tcp4       0      0 172.18.254.17.80       *.*                    LISTEN 
tcp4       0      0 172.18.254.17.25       *.*                    LISTEN 

tcp4       0      0 172.18.254.17.21       *.*                    LISTEN

 
 
æ³¨ï¼šTCP ãƒ�ãƒ¼ãƒˆ 21 ã�¯ FTP ã‚µãƒ¼ãƒ“ã‚¹ã�®ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆ 
ãƒ�ãƒ¼ãƒˆã�§ã�™ã€‚ã�Ÿã� ã�—ã€�FTP 
ã‚µãƒ¼ãƒ“ã‚¹ã�§ä½¿ç”¨ã�™ã‚‹ãƒ�ãƒ¼ãƒˆã�¯ã€�FTP 
ã‚µãƒ¼ãƒ“ã‚¹ã‚’ã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�«ã�™ã‚‹ã�¨ã��ã�«è¨å®šã�§ã��ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�¯é–‹ã�„ã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®ãƒ�ãƒ¼ãƒˆã‚’èª¿ã�¹ã€�åˆ¥ã�®ãƒ�ãƒ¼ãƒˆã�§
FTP 
ã‚µãƒ¼ãƒ“ã‚¹ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 
Cisco ESA ã�Šã‚ˆã�³ Cisco SMA ç”¨ã�® Cisco AsyncOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«ã‚ˆã�£ã�¦ã�¯ã€�FTP 
ã‚µãƒ¼ãƒ“ã‚¹ã�Œãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§æœ‰åŠ¹ã�«ã�ªã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚  
 
SLBL 
ã‚µãƒ¼ãƒ“ã‚¹ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’èª¿ã�¹ã‚‹ã�«ã�¯ã€� 
slblconfig ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�SLBL 
ã‚µãƒ¼ãƒ“ã‚¹ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹ Cisco ESA 
ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚  
 
 
<#root>

ciscoesa> slblconfig 
End-User Safelist/Blocklist: 

Enabled

 
[...]

 

 
æ³¨ï¼šSLBL ã‚µãƒ¼ãƒ“ã‚¹ã�¯ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ã�¯æœ‰åŠ¹ã�«ã�ªã‚Šã�¾ã�›ã‚“ã€‚  

å®Ÿè¡Œä¸ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ç¢ºèª�

è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�® Cisco AsyncOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œ Cisco ESA 
ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’èª¿ã�¹ã‚‹ã�«ã�¯ã€�version 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�Cisco IronPort AsyncOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 7.6.2-201 
ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 



ciscoesa> version 
Current Version 
=============== 
Product: Cisco IronPort X1070 Messaging Gateway(tm) Appliance 
Model: X1070 
Version: 7.6.2-201 
[...]

 

è„†å¼±æ€§ã�®ã�‚ã‚‹ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�® Cisco AsyncOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œ Cisco SMA 
ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’èª¿ã�¹ã‚‹ã�«ã�¯ã€�version 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�Cisco IronPort AsyncOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 7.9.1-039 
ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

ciscosma> version 
Current Version 
=============== 
Product: Cisco IronPort M670 Security Management(tm) Appliance 
Model: M670 
Version: 7.9.1-039
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ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚  
 
ä»–ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�Šã�„ã�¦ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚‚ã�®ã�¯ç�¾åœ¨ç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚
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Cisco E ãƒ¡ãƒ¼ãƒ« ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆESAï¼‰ã�§ã�¯ã€�ã‚¢ãƒ³ãƒ�ã‚¹ãƒ‘ãƒ ã€�ã‚¢ãƒ³ãƒ�ã‚¦ã‚¤ãƒ«ã‚¹ã€�ã�Šã‚ˆã�³æš—å�·åŒ–æŠ€è¡“ã‚’çµ„ã�¿å�ˆã‚�ã�›ã�¦ã€�E
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ãƒ¡ãƒ¼ãƒ« ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ï¼ˆESAï¼‰ã�Šã‚ˆã�³ Web 
ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
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Cisco E ãƒ¡ãƒ¼ãƒ« ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ã�Šã‚ˆã�³ Cisco ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ 
ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ç®¡ç�†ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹ç”¨ Cisco AsyncOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¨ãƒ³ãƒ‰ ãƒ¦ãƒ¼ã‚¶ 
ã‚»ãƒ¼ãƒ•ãƒªã‚¹ãƒˆ/ãƒ–ãƒãƒƒã‚¯ãƒªã‚¹ãƒˆï¼ˆSLBLï¼‰æ©Ÿèƒ½ã�®è„†å¼±æ€§ã�«ã‚ˆã‚Šã€�èª�è¨¼ã�•ã‚Œã�Ÿãƒªãƒ¢ãƒ¼ãƒˆã�®æ”»æ’ƒè€…ã�«ã‚ˆã�£ã�¦è©²å½“ã�™ã‚‹ã‚·ã‚¹ãƒ†ãƒ ä¸Šã�§ä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã�Œå®Ÿè¡Œã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚



 
 
ã�“ã�®è„†å¼±æ€§ã�¯ã€�SLBL ãƒ‡ãƒ¼ã‚¿ãƒ™ãƒ¼ã‚¹ 
ãƒ•ã‚¡ã‚¤ãƒ«ã�®æ¤œè¨¼ã�Œä¸�å��åˆ†ã�§ã�‚ã‚‹ã�“ã�¨ã�«èµ·å› ã�—ã�¾ã�™ã€‚æœ‰åŠ¹ã�ª
SLBL ãƒ‡ãƒ¼ã‚¿ãƒ™ãƒ¼ã‚¹ 
ãƒ•ã‚¡ã‚¤ãƒ«ã‚’ã€�æ”¹ã�–ã‚“ã�•ã‚Œã�Ÿãƒ•ã‚¡ã‚¤ãƒ«ã�«ç½®ã��æ�›ã�ˆã‚‹ã�¨ã€�ã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�§ã��ã�¾ã�™ã€‚æ”¹ã�–ã‚“ã�•ã‚Œã�Ÿãƒ•ã‚¡ã‚¤ãƒ«ã�«ã�¯ã‚·ã‚§ãƒ«
ã‚³ãƒ¼ãƒ‰ã�Œå�«ã�¾ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã�Œã�‚ã‚Šã€�ç‰¹å®šã�®ã‚¤ãƒ™ãƒ³ãƒˆã�®ç™ºç”Ÿæ™‚ï¼ˆã�Ÿã�¨ã�ˆã�°ã€�æ–°ã�—ã�„
E ãƒ¡ãƒ¼ãƒ«ã�®å�—ä¿¡æ™‚ã�« SLBL 
ãƒ�ã‚§ãƒƒã‚¯ã�Œå®Ÿè¡Œã�•ã‚Œã‚‹å ´å�ˆï¼‰ã�«ã€�è©²å½“ã�™ã‚‹ã‚·ã‚¹ãƒ†ãƒ ä¸Šã�§ã��ã�®ã‚·ã‚§ãƒ«
ã‚³ãƒ¼ãƒ‰ã�Œå®Ÿè¡Œã�•ã‚Œã�¾ã�™ã€‚æ”»æ’ƒè€…ã�Œã�“ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹ã�«ã�¯ã€�FTP
ã�Šã‚ˆã�³ SLBL 
ã‚µãƒ¼ãƒ“ã‚¹ã‚’å°‘ã�ªã��ã�¨ã‚‚ä¸€æ™‚çš„ã�«æœ‰åŠ¹ã�«ã�—ã€�æ”¹ã�–ã‚“ã�•ã‚Œã�Ÿ
SLBL ãƒ‡ãƒ¼ã‚¿ãƒ™ãƒ¼ã‚¹ ãƒ•ã‚¡ã‚¤ãƒ«ã‚’ FTP 
çµŒç”±ã�§ã‚¢ãƒƒãƒ—ãƒãƒ¼ãƒ‰ã�™ã‚‹ã�Ÿã‚�ã�®è³‡æ ¼æƒ…å ±ã‚’å…¥æ‰‹ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚
 
 
ã�“ã�®ä¸�æ£åˆ©ç”¨ã�«ã‚ˆã‚Šã€�æ”»æ’ƒè€…ã�¯ root 
ãƒ¦ãƒ¼ã‚¶ã�®æ¨©é™�ã‚’ä½¿ç”¨ã�—ã�¦ã€�è©²å½“ã�™ã‚‹ã‚·ã‚¹ãƒ†ãƒ ä¸Šã�§ä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã‚’å®Ÿè¡Œã�§ã��ã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚
 
 
ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco ESA ã�«ã�¤ã�„ã�¦ã�¯ Cisco Bug ID CSCug79377ï¼ˆ 
ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨ï¼‰ã€�ã�Šã‚ˆã�³ Cisco ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ SMA ã�«ã�¤ã�„ã�¦ã�¯ 
CSCug80118ï¼ˆ 
ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨ï¼‰ã�«ã‚ˆã�£ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�«å¯¾ã�—ã�¦
Common Vulnerabilities and Exposuresï¼ˆCVEï¼‰ID CVE-2014-2119 
ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

è„†å¼±æ€§ã‚¹ã‚³ã‚¢è©³ç´°

ã‚·ã‚¹ã‚³ã�¯æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã�®è„†å¼±æ€§ã�«å¯¾ã�—ã€�Common 
Vulnerability Scoring 
Systemï¼ˆCVSSï¼‰ã�«åŸºã�¥ã�„ã�Ÿã‚¹ã‚³ã‚¢ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚æœ¬ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã�® CVSS ã‚¹ã‚³ã‚¢ã�¯ã€�CVSS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 2.0 
ã�«åŸºã�¥ã�„ã�¦ã�„ã�¾ã�™ã€‚

CVSS 
ã�¯ã€�è„†å¼±æ€§ã�®é‡�è¦�åº¦ã‚’ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã€�ç·Šæ€¥æ€§ã�Šã‚ˆã�³å¯¾å¿œã�®å„ªå…ˆåº¦ã‚’æ±ºå®šã�™ã‚‹çµ„ç¹”ã�®æ‰‹åŠ©ã�‘ã�¨ã�ªã‚‹æ¨™æº–ãƒ™ãƒ¼ã‚¹ã�®è©•ä¾¡æ³•ã�§ã�™ã€‚

ã‚·ã‚¹ã‚³ã�§ã�¯ã€�åŸºæœ¬è©•ä¾¡ã‚¹ã‚³ã‚¢ï¼ˆBase 
Scoreï¼‰ã�Šã‚ˆã�³ç�¾çŠ¶è©•ä¾¡ã‚¹ã‚³ã‚¢ï¼ˆTemporal 
Scoreï¼‰ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�¯ã�“ã‚Œã‚‰ã‚’ç”¨ã�„ã�¦ç’°å¢ƒè©•ä¾¡ã‚¹ã‚³ã‚¢ï¼ˆEnvironmental
Scoreï¼‰ã‚’ç®—å‡ºã�—ã€�è‡ªèº«ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ã�Šã�‘ã‚‹è„†å¼±æ€§ã�®å½±éŸ¿åº¦ã‚’çŸ¥ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§ CVSS 
ã�«é–¢ã�™ã‚‹è¿½åŠ æƒ…å ±ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚

http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html

https://tools.cisco.com/bugsearch/bug/CSCug79377
http://tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCug80118
http://tools.cisco.com/RPF/register/register.do
//www.cisco.com/web/about/security/intelligence/cvss-qandas.html


ã�¾ã�Ÿã‚·ã‚¹ã‚³ã�§ã�¯ã€�å�„ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ã�Šã�‘ã‚‹ç’°å¢ƒå½±éŸ¿åº¦ã‚’ç®—å‡ºã�™ã‚‹
CVSS è¨ˆç®—ãƒ„ãƒ¼ãƒ«ã‚’æ¬¡ã�®ãƒªãƒ³ã‚¯ã�§æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚

http://tools.cisco.com/security/center/cvssCalculator.x/

 
 

CSCug79377 and CSCug80118 - Cisco AsyncOS Software SLBL Code 
Execution Vulnerability

Calculate the environmental score of

CVSS Base Score - 8.5

Access 
Vector

Access 
Complexity

Authentication
Confidentiality 
Impact

Integrity 
Impact

Availability 
Impact

Network Medium Single Complete Complete Complete

CVSS Temporal Score - 7.0

Exploitability Remediation Level Report Confidence

Functional Official-Fix Confirmed

 
 
 
 

å½±éŸ¿

ã�“ã�®è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨ã�«ã‚ˆã‚Šã€�root 
ãƒ¦ãƒ¼ã‚¶ã�®æ¨©é™�ã‚’ä½¿ç”¨ã�—ã�¦ã€�è©²å½“ã�™ã‚‹ã‚·ã‚¹ãƒ†ãƒ ä¸Šã�§ä»»æ„�ã�®ã‚³ãƒ¼ãƒ‰ã�Œå®Ÿè¡Œã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�Šã‚ˆã�³ä¿®æ£

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€�http://www.cisco.com/go/psirt/ 
ã�® Cisco Security Advisories, Responses, and Notices 
ã‚¢ãƒ¼ã‚«ã‚¤ãƒ–ã‚„ã€�å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å�‚ç…§ã�—ã�¦ã€�èµ·ã�“ã‚Šã�†ã‚‹éšœå®³ã‚’åˆ¤æ–ã�—ã€�ã��ã‚Œã�«å¯¾å¿œã�§ã��ã‚‹ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰

http://tools.cisco.com/security/center/cvssCalculator.x
//www.cisco.com/go/psirt


ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

æ¬¡ã�®è¡¨ã�«ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã‚‹è„†å¼±æ€§ã‚’ä¿®æ£ã�™ã‚‹æœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹æƒ…å ±ã‚’ã€�Cisco
ESA ç”¨ Cisco AsyncOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒªãƒ¼ã‚¹ 
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³åˆ¥ã�«ç¤ºã�—ã�¾ã�™ã€‚  
 

Major Release First Fixed In  

7.1 and prior Migrate to 7.6.3-023 or later 

7.3 Migrate to 8.0.1-023 or later 

7.5 Migrate to 7.6.3-023 or later

7.6 7.6.3-023 or later 

7.8 Migrate to 8.0.1-023 or later 

8.0 8.0.1-023 or later 

8.5 Not affected  

 
 
æ¬¡ã�®è¡¨ã�«ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã‚‹è„†å¼±æ€§ã‚’ä¿®æ£ã�™ã‚‹æœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«é–¢ã�™ã‚‹æƒ…å ±ã‚’ã€�Cisco
SMA ç”¨ Cisco AsyncOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒªãƒ¼ã‚¹ 
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³åˆ¥ã�«ç¤ºã�—ã�¾ã�™ã€‚  
 

Major Release First Fixed In  

7.2 and prior Migrate to 7.9.1-110 or later 

7.7 Migrate to 7.9.1-110 or later 

7.8 Migrate to 7.9.1-110 or later 

7.9 7.9.1-110 or later 

8.0 Migrate to 8.1.1-013 or later 

8.1 8.1.1-013 or later 

8.2 Not Affected 

8.3 Not Affected 

 

å›žé�¿ç–

ã�“ã�®è„†å¼±æ€§ã‚’è»½æ¸›ã�™ã‚‹å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚FTP 
ã‚µãƒ¼ãƒ“ã‚¹ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�¨ã€�SLBL ãƒ‡ãƒ¼ã‚¿ãƒ™ãƒ¼ã‚¹ 
ãƒ•ã‚¡ã‚¤ãƒ«ã�Œæ‚ªæ„�ã�®ã�‚ã‚‹ãƒ•ã‚¡ã‚¤ãƒ«ã�«ç½®ã��æ�›ã�ˆã‚‰ã‚Œã‚‹ã�®ã‚’å›žé�¿ã�§ã��ã‚‹ã�Ÿã‚�ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’è»½æ¸›ã�§ã��ã�¾ã�™ã€‚
 
 
GUI ã�‹ã‚‰ FTP ã‚µãƒ¼ãƒ“ã‚¹ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�[ Network] > [ IP Interfaces] 
ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�”ã�¨ã�«ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹å��ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã€�[Edit]



ã‚¦ã‚£ãƒ³ãƒ‰ã‚¦ã�®ã‚µãƒ¼ãƒ“ã‚¹é ˜åŸŸã�«ã�‚ã‚‹ [FTP] ãƒ�ã‚§ãƒƒã‚¯ 
ãƒœãƒƒã‚¯ã‚¹ã‚’ã‚ªãƒ•ã�«ã�—ã�¾ã�™ã€‚  

ã�¾ã�Ÿã€�CLI ã‚’ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã‚‚ã�§ã��ã�¾ã�™ã€‚CLI ã�‹ã‚‰ FTP 
ã‚µãƒ¼ãƒ“ã‚¹ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�interfaceconfig 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã€�[EDIT] 
ã‚’é�¸æŠžã�—ã�¦ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�®è¨å®šã‚’ç·¨é›†ã�—ã�¾ã�™ã€‚ãƒ—ãƒãƒ³ãƒ—ãƒˆã�Œè¡¨ç¤ºã�•ã‚Œã�Ÿã‚‰ã€�N 
ã�¨å…¥åŠ›ã�—ã�¦ FTP ã‚µãƒ¼ãƒ“ã‚¹ã‚’ç„¡åŠ¹ã�«ã�—ã€�commit 
ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦å¤‰æ›´ã‚’ç¢ºå®šã�—ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�Cisco 
ESA ã�§ FTP ã‚µãƒ¼ãƒ“ã‚¹ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹æ–¹æ³•ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚ 
 

 
<#root>

ciscoesa> interfaceconfig 
 
 
Currently configured interfaces: 
1. Management (192.168.42.42/24 on Management: ciscoesa) 
 
Choose the operation you want to perform: 
- NEW - Create a new interface. 
- EDIT - Modify an interface. 
- GROUPS - Define interface groups. 
- DELETE - Remove an interface. 
[]> edit 
 
Enter the number of the interface you wish to edit. 
[]> 1 
 
IP interface name (Ex: "InternalNet"): 
[Management]>  
 
Would you like to configure an IPv4 address for this interface (y/n)? [Y]>  
 
IPv4 Address (Ex: 192.168.1.2 ): 
[192.168.42.42]>  
 
Netmask (Ex: "24", "255.255.255.0" or "0xffffff00"): 
[24]>  
 
Would you like to configure an IPv6 address for this interface (y/n)? [N]>  
 
Ethernet interface: 
1. Data 1 
2. Data 2 
3. Management 
[3]>  
 
Hostname: 
[ciscoesa]>  
 
Do you want to enable Telnet on this interface? [N]>  
 
Do you want to enable SSH on this interface? [Y]>  
 
Which port do you want to use for SSH? 



[22]>  
 

Do you want to enable FTP on this interface? [Y]>

 

(Set option to 'N') this will disable the service once change has been committed.

 
 
Which port do you want to use for FTP?    
[21]>  
 
Do you want to enable Cluster Communication Service on this interface? [N]>  
 
Do you want to enable HTTP on this interface? [Y]>  
 
Which port do you want to use for HTTP? 
[80]>  
 
Do you want to enable HTTPS on this interface? [Y]>  
 
Which port do you want to use for HTTPS? 
[443]>  
 
Do you want to enable Spam Quarantine HTTP on this interface? [Y]>  
 
Which port do you want to use for Spam Quarantine HTTP? 
[82]>  
 
Do you want to enable Spam Quarantine HTTPS on this interface? [Y]>  
 
Which port do you want to use for Spam Quarantine HTTPS? 
[83]>  
 
Do you want to enable RSA Enterprise Manager Integration on this interface? [N]>  
 
The "Demo" certificate is currently configured. You may use "Demo", but this will not be secure. To assure privacy, run "certconfig" first. 
 
Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the secure service? [Y]>  
 
Both Spam Quarantine HTTP and Spam Quarantine HTTPS are enabled for this interface, should Spam Quarantine HTTP requests redirect to the secure service? [Y]>  
 
Do you want Management as the default interface for your Spam Quarantine? [N]>  
 
 
Currently configured interfaces: 
1. Management (192.168.42.42/24 on Management: ironport.example.com) 
 
Choose the operation you want to perform: 
- NEW - Create a new interface. 
- EDIT - Modify an interface. 
- GROUPS - Define interface groups. 
- DELETE - Remove an interface. 
[]>  
 
ciscoese> commit 
 
Please enter some comments describing your changes: 
[]> disabled FTP

 



FTP ã‚µãƒ¼ãƒ“ã‚¹ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã� ã�‘ã�§ã�ªã��ã€�SLBL 
ã‚µãƒ¼ãƒ“ã‚¹ã‚‚ç„¡åŠ¹ã�«ã�™ã‚‹ã�¨ã€�æ‚ªæ„�ã�®ã�‚ã‚‹ SLBL ãƒ‡ãƒ¼ã‚¿ãƒ™ãƒ¼ã‚¹ 
ãƒ•ã‚¡ã‚¤ãƒ«ã�®ã‚³ãƒ³ãƒ†ãƒ³ãƒ„ã�®å®Ÿè¡Œã‚’å›žé�¿ã�§ã��ã‚‹ã�Ÿã‚�ã€�ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’è»½æ¸›ã�§ã��ã�¾ã�™ã€‚
 
 
SLBL ã�¯ GUI ã�‹ã‚‰ã�®ã�¿ç„¡åŠ¹ã�«ã�§ã��ã�¾ã�™ã€‚[ Monitor] > [ Spam 
Quarantine] ã�«ç§»å‹•ã�—ã€�[End-User Safelist/Blocklist (Spam Quarantine)] é ˜åŸŸã�® [ 
Edit Setting] ãƒœã‚¿ãƒ³ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚[Edit] ã‚¦ã‚£ãƒ³ãƒ‰ã‚¦ã�§ã€�[ Enable 
End User Safelist/Blocklist Feature] ãƒ�ã‚§ãƒƒã‚¯ãƒœãƒƒã‚¯ã‚¹ã‚’ã‚ªãƒ•ã�«ã�—ã€�[ Submit] 
ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å…¥æ‰‹

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�«å¯¾å‡¦ã�™ã‚‹ç„¡å„Ÿã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å°Žå…¥ã‚’è¡Œã�†å‰�ã�«ã€�ã�Šå®¢æ§˜ã�®ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�”ç›¸è«‡ã�„ã�Ÿã� ã��ã�‹ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£
ã‚»ãƒƒãƒˆã�®äº’æ�›æ€§ã�Šã‚ˆã�³ã�Šå®¢æ§˜ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç’°å¢ƒã�®ç‰¹æœ‰ã�®å•�é¡Œã‚’ã�”ç¢ºèª�ã��ã� ã�•ã�„ã€‚

ã�Šå®¢æ§˜ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�Ÿã‚Šã‚µãƒ�ãƒ¼ãƒˆã‚’å�—ã�‘ã�Ÿã‚Šã�§ã��ã‚‹ã�®ã�¯ã€�ã�”è³¼å…¥ã�„ã�Ÿã� ã�„ã�Ÿãƒ•ã‚£ãƒ¼ãƒ�ãƒ£
ã‚»ãƒƒãƒˆã�«å¯¾ã�—ã�¦ã�®ã�¿ã�¨ã�ªã‚Šã�¾ã�™ã€‚ã��ã�®ã‚ˆã�†ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã€�ã‚¢ã‚¯ã‚»ã‚¹ã�¾ã�Ÿã�¯ã��ã�®ä»–ã�®æ–¹æ³•ã�§ä½¿ç”¨ã�—ã�Ÿå ´å�ˆã€�ã�Šå®¢æ§˜ã�¯
http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html 
ã�«è¨˜è¼‰ã�®ã‚·ã‚¹ã‚³ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã�®æ�¡é …ã�«å¾“ã�†ã�“ã�¨ã�«å�Œæ„�ã�—ã�Ÿã�“ã�¨ã�«ã�ªã‚Šã�¾ã�™ã€‚

ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�®ã�Šå®¢æ§˜

ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�®ã�Šå®¢æ§˜ã�¯ã€�é€šå¸¸ã�®ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆ 
ãƒ�ãƒ£ãƒ�ãƒ«ã�‹ã‚‰ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å…¥æ‰‹ã�—ã�¦ã��ã� ã�•ã�„ã€‚ã�»ã�¨ã‚“ã�©ã�®ã�Šå®¢æ§˜ã�¯ã€�Cisco.com 
ã�® Software Navigator 
ã�‹ã‚‰ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’å…¥æ‰‹ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚http://www.cisco.com/cisco/software/navigator.html
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


