Cisco Unified
M eetingPlaced, Voaf2af¥afvaa, -af af3ae@®eniaee°a @

a, Caf%oaf @a,nd,aFraFnlD : cisco-sa CVE-2013-

B[ 20130410-mp 1169
4 @Qa...~é-c@—Y¥ : 2013-04-10 16:00 CVE-2013-
af@afvaa, aFsas 1.0 : Fina 1168

CVSS4,14,%4,¢: 9.3
&76€¢¢- : No Workarounds available
Cisco af €4a,° ID : CSCuc64885 CSCuc64846

Yoo 78«8, d,«ef...4 139 A€Q e 7aP«a,"a,«aZYe-1a9REPZA...aY a4
Al

&, €©

Cisco Unified MeetingPlace Application

Serverd@«3€@ e2@e uafea,nafa,'ae@®e,talkte€83@Ea"ace 3@ —a€@Cisco Unified

MeetingPlace Web Conferencing

Serveri@«3€@ a»»x,Q@3Q®af3,°5,0af 3@ ®e,Ta%+e€8@ES e GQ@—IQAIQO™IE,39O03€(d, %00,

4@ 3€QC°Qe 1%ie 3, (i@ | 0,000 afafCaflhaf a@®e"»x'fe€...a@Exfe @IQB®AS| afla N

8,-8153%6¢ 3€"3,(E3,%0d@®e,Tal+xe€85@«a %At a@™a,3,%afaf"3,|4,83,¢a, caffaf—astafnas a, s
Unified MeetingPlace Web Conferencing
Servera@®a»»e, @3 Q®ifa,°3,naffa@«E-Ca@P™a 8, 131+e€83Q«d %IQP—3€@ 3@ FEQIIE@ -2

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130410-mp

e02aY7" eEYA" @
&, T8Vt ecESaQ ®EQ, 8, £128" @

& 3Q@®af@afha, afsafa@®Cisco Unified MeetingPlace Application
Serverd,af-af"a,!a,83,ca€ a€@Cisco Unified MeetingPlace Application
Serverd@®e’@e 1%af@a,nifa, '3@®e,18%+2E83Q®AV2+EY: 3, 89— QA QAUIQ™IE,

Cisco Unified MeetingPlace Application

a0284"
Serveraf @af%a, 3f5af :



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130410-mp
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:N/C:C/I:C/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuc64885
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuc64846
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1169
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1169
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1168
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1168

7.0 No
7.0 Yes
7.1 Yes
8.0 Yes
8.5 Yes

Cisco Unified MeetingPlace Application Serverd€ &€€Cisco Unified MeetingPlace Web
Conferencing
Serverad@®a»»ae, @IQ®IfA,°5,03 5@, Ta%+tr€83@9®I1+EY,;3, 8@ —3@ 393363, 3€,

&A@ ®af@afna, afsaffa€@®Cisco Unified MeetingPlace Web Conferencing
Serverd,af-af"a,!a,83,ca€ a€@Cisco Unified MeetingPlace Web Conferencing
Serverd@®a»»e, @IQ®If3,°5, 03P 5@ «é-CIH™A 8, TaV+€83Q®3V+EY;:3,4QP—3Q'3Q%IO™]

Cisco Unified MeetingPlace Web .
Conferencingd, fif VAf @ a @ ®af@afra, afsaf
7.0 No
7.0 Yes
7.1 Yes
8.0 Yes
8.5 Yes

Cisco Unified MeetingPlace Web Conferencing Serverd€ €€ Remember

M et " 143,2af—3a, 3f83 3@ Ere%0dS' 39«33 Qfi@ | 5€,5,3 39 39RIQ €99 "5O®L,
> [Administration] > [Web Server] &@«(8»3«a@—a@3%4a@™a€,[Web Server Customization
Values]a,»3, a,-af8af’3@®[Allow Remember Me] 4@ ®3€n3€@ E[Yes]

d@«e AR3I@ 3, i@ | 3€©,3,<d 3@ d€Q@[Remember Me]

8,%f—a, -8 8af8@ Ee0e%0dS 5@ «39%3,53€95,-3,'4fTaf 3@ &,T8%+39«39%3,559%IQ™AE,

Remember
Mec2@ e "%é,aéf—é,-§f§éf3§Q_QJ‘iéﬁé,©éf«éf‘é@§aeoe%oé§150«50350£50 | 0€,3@%IQ™AE,



Cisco Unified MeetingPlace Web Conferencing Serveréd€ €€ Cisco Unified
MeetingPlaced,¢af—afa,+afha, af8afa, pafuif@i@®e*@e hif@a, rafa,'a@®e, tal+r€839®

&1YS7 08,78 S @ 3 @ ®af@afud, 3183 3€®Cisco Unified MeetingPlace Application
Servera€S3,"3€3Cisco Unified MeetingPlace Web Conferencing
Server3,af-af°a,' 3,83,C3@ a€@4,%afa3f3,! 4,83, Cafiafartarsars, 'a@Eqy,a*tae—i@ | 56,59

Cisco Unified M eetingPlace Expressi@ ®aef...a +

Cisco Unified MeetingPlace Expressi€ €€ Cisco Unified
MeetingPlaceé,Cé.f—éfaé,iéf%é,-éf§§f3§,p§f%§fééé®é30é"%éf@é,néf‘éﬂé@@é,,’ré%tae@é@@z

Cisco Unified MeetingPlace
Expressa®p” a,%4f-af"4, 14,84, cafiaffaftafsasra, ' a@Eqp, 4°1a9—a9 %39 —39V€,3953®C 253

8, T&Y/eE8, 49 «a,"3983€,30%3€,30"39 39 ECLe*Qi93,EaQPVeLLA"©
3@ ®3,°3,'3,3ef 13" QIO 39539 ,5Q | 5O TOP®3,Caf%0af@ 5,03, N33 P B®V+éY:3, 49 —3€'3,
0% °

Cisco Unified

MeetingPlaced® 3€@EY33F°3€QAf af15,°3€ @353, 3@ Web3@®cu+3 @ 3 +3, E3QYa1%3e°8, ¢y, ¢
Unified

MeetingPlaced,uafuaf@a€@ a€@a,naf’a,;afhaf@affaf a€p«a,%o03,pafhif@a@«a,ca, a,»3,'a @830 €

Cisco Unified MeetingPlace Application Serverd€ a€€ Cisco Unified

MeetingPlaced, ,a3faf¥af1sa, af8a’ 3@ @3, 3@83€,5,55€QEY3aF 353, 3@3arafta,25,pafhasra, "z
Cisco Unified MeetingPlace Web Conferencing Servera€ a€€Cisco Unified

MeetingPlaced, 2afaf¥afa, af8afa@®a 2affaf@afaf@afaf a€@8ac@af| afua a€ a%se°s, ¢c®ic

Cisco Unified
M eetingPlaced, Caf—Aafea, +af V.4, -af 8af%4, ff vAf @ a@Be*@e hafea,nafa,'ao®e, talitae€s

Cisco Unified MeetingPlace Application
Serverd@®Weba,uafuaf@a, 2 aff af @arkaf@arar @ ®e2@e 143,24 %af%o 3 @ «3@Sa€'a, @, T4Vt €S
a



Q'3Q®e,13V+e€83¢ A€QASf| af3 13@®ASE,°5,C3, | af ™, a@«e©3V:"3,-3,"aftaf a€ Eaf| af4a,9:
GETa@%3@Y3€@ POSTe! ©@2+,5,3-83 | MA@« - ¥a@—3@ | 20%31,"4, 3, af1af 3@ «C€Q3;[3Q™a <34
Unified MeetingPlace Application

Serverd€® 3€303 t13%ES«a,»aff3, 383 Cookied, 2128« 3,39 «(,i35' 4@« QP —3 QIO ™IE, 3 -
3O'3QOBIQRLEOC" 39«8, 5,5FEQr"»R'fEE.. 5@ 2FI"aQaf 343,959 «39%3,S3Q™IQ %I -

4@ "3@®e,TaV%+xr€85¢ €@CiscoBugID

CSCuc64885(¢ ™ »&E2af 1afv.a, 18°,¢" ) a@ " a@—a@ | 2t AE-3 @3, EaEQCommon
Vulnerabilities and Exposures(CVE)IDad@ “ad@—a¢  CVE-2013-

11685€ E&%0%8,58%- 5@ | §,%03, E3€) | 36,59 H%IQ™IE,

Cisco Unified MeetingPlace Web
Conferencingd, fif 4 @@ «a@SaH'a,<anrae, @IQ®aFi,°3,0aa 9 «6-CaH™3, @, TaVat €S

Cisco Unified MeetingPlace Web Conferencing

Serverd@®&* @& 143,25 1435 %03 @ «3 @ ST 9'a, @, T+ eE83 9«3, 5,55€ QL@ 1393, | 59,50
39"3Q®e,T4%+2E85€ 3€9L0%814"5,-3,"aft4f 3€8Remember

M e3, %f—3, -4f§5f°a@ T AR33€+3,E3@ | 5€,5,<3 30 3@ «3€Qaf af1d,Cookied @ ®aenced " %4IQE

& T/SAP"aQP®e,, T8/+aL85@ ®AV2186Y; 5,89 —3€'3,«3ORIQ FEQ[Remember Me]
8%f—a,-af8af*a@ Ee " a®33@+3,E3@ | 3€,3,<Cisco Unified MeetingPlace Web
Conferencingd,pafsaf@ i@ d@'3a@83©™a€ Microsoft Outlook

Integrationd@ a€@e @& %3, pafuafa,’'a€@«Cisco Unified MeetingPlace Application
Serverd,'al¢" 3@—3€ | 3€53,53€ QIO 3Q®L, T8%+2rE83Q®I2+EY;3,/ 89 —39'3Q %I93, 3E,

4@ "3@®e,Tal+r€83¢ 3€@Cisco BugID

CSCuc64846(¢™»&E24f 1afv.a, 18°,¢" )4 " d@—a€@ | 2t AE-3@+3, Ea€EQ@Common
Vulnerabilities and Exposures(CVE)IDa@ “a@—a€ | CVE-2013-

11693 E3%025,58%:"5€ | 3,%03, E3€ | 5€,3 Q%I ™3E,

D7 éC-

Cisco Unified
MeetingPlaced, ¢af —afaa, +afv.a, -af 8af3a, fif V.af @ a @ ®e@e” %éf@é,ﬁéfaﬂé@@é,,Té%J_rae€§§,’é»1/zae,>éé'

Remember Meéaﬁé"%é,aéf—é,-§f§éf3e§,'g,,;é§1é@«é@""é,é@"é€0Cisco Unified MeetingPlace
Web
Conferencingd,pafaf @3 @®a»»e, @aQP®afa, °a,raf a@«é-CaQ9™a e, Taltr€85@Eerlx a@-3,d

[Remember Me] &%@& " 143,25f—a,-3f83F%3,¢,i85' 4@ «3@™3,3 @ «3€ a€@[Home] >


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuc64885
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuc64846
https://sec.cloudapps.cisco.comRPF/register/register.do

[Administration] > [Web Server] 4@ «¢8»a«a@—a€@[Web Server Customization

Values]a,»a, a,-af8af*a@8[Allow Remember Me] 4@ ®3€r3,[N0] 4@ «& ARSI Q@ —3 QAP ™AE,
ac®xfx a@éa,2afaf aq, a,84a,¢c

8,-815%@ a€@"3,(E3,%3@®e,Tal+r€8@«a 34at|a@™a,a,%afaf"3,!a,8a,Ca caffaf—aftafluasa,

Cisco Unified
M eetingPlaced, ¢af—af25, +afv.a, -Af 8af34, fif VA f @a@Re*@e " 1af@a,ndf'a,'a@®e, tatute€s

e ae®e; @ «a€@Cisco Unified

MeetingPlaced, ¢af—afa, +afa, afsafa,pafuaf@a@®e@e haf@a,nafa,'a@®e,1al%+e€83,'4; ®@:
Unified

MeetingPlaced, ¢af—afa,+afa, afsafa,pafuaf@a, v.af-af a, | a,83,¢afafasa, a@«é-ca@™a ef....

Cisco Unified MeetingPlace Application Cisco Unified

Serverdfia, af£afv.afeafeafyaa,t MeetingPlaced, ¢af—afaa, +afv.a, -af 8af34, af vaf @3 @®3;®
7.0 7.AMRI1Af 3 faf @25€ 3@ BCE»e|E

7.1 7.1MR13f af faf @2

8.0 8.0MR1&f'&f faf €1

85 8.5MR3af'af faf &1

Cisco Unified MeetingPlace Web
Conferencingd, fif VAf @ 4@ «a©S53 @', cannae, @aO®AFA,°a,0aF 59 «6-CaO™4, @, TaVat €S

e ja@®e; a@«a€@Cisco Unified MeetingPlace Web Conferencing
Serveri@®a»»xe, @3Q®If,°3,raff5@®e, Tal+x€83,'5; ®eLIQ™E,Cisco Unified
MeetingPlace Application

Servera,,af-af"3a, ! a,83,¢cafafafa, ' a@«é-ca@™a «xf...a +3,'(u°a @ —3 @I Y ™AE,

Cisco Unified MeetingPlace Web Conferencing Cisco Unified MeetingPlace Web
Serverdfia, af Eafv.afeafeafva,t Conferencingd, if V. af @ 3@ ®3;®aefe, a@af

7.0 7.IMR14f &f fAf 9239 5O ®CE»&i(E




7.1 7.IMR14f" &f f5f €2

8.0 8.0MR14f" 4f f4f €2

8.5 8.5MR34f &f faf © 1

8, 158f+af 4, '5 88, CA@ ®3, CAffaf—3,°5f 3435 %03, aenced " 73@ ™35 ,<4 "4 39 3€http://www.cisco.comc
a@® Cisco Security Advisories and Responses

3,Caf%a,«38,08f-3,,a%ECYSa @ ®E,¢af%0af@4,05,95f°5,8€.C..80@—3 € | 3€E@a%PAR’S, 4@ —30'd«a
a,%,8f°af¥af%a, 3f84%4,cC°°QIO—3 @ | i QOIQ F0°30.3€,

59,5033, QR 3973, 3€@43,Caffaf—3,°af-~af 1435 %03 @™5,<aft5f€@a,03, 3@« @ @3 ta@2af;af¢a
Technical Assistance

Centeri%a"TACi%%o03, i @—3 @ @3€@ 3¥'(,i@—3@ 3€,3,afiafPartarsara, af—afaf@a,nafeafaa €«
5 @REAOC" A%EAYIO " A...~AYhOCO8 "

Cisco Product Security Incident Response
TeamiVs PSIRTY203€p a€€@e0e—3,Caf%oaf€a,nad N3 a@«e "e%%od @ 3, i€ | 3€,a,€,TaVtres5¢

50"5,E5, %03 @@, 131+ 2€53@ €3, UafOAFHAS 5 13F 143, 5@ ®EELRL8 5«8 | G5, A%
URL

https://sec.cloudapps.ci sco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20130410-mp

o' 1g", At ¥ee

afeaf"&, afsafe

o 20138 4o 100e—¥| & @ %0 32823143,

d'C¢" ele¢ .,

aae-3, CAf %oBf 3,23, 535 ¢, 18; 98 %hiO®3,I0RIQ 190—i0 i9 2P PiHIO—ie 555 556
20e-a,caf%oaf@a,nad affde®xf...a ié@éé,“é03éfa€\f3é,_§0®é1/zgg""éQ«é—C507M5,<é2—-é»»50®éﬁ
5QUIOYIEDS,3,'3,25€ 0e-df%od,af¥afiaffaf 3@ ®AtT...4®'5,3°°4'SA 5@ —3 € «dn%hoa> 3P —3a€
aa0e-8, Caf %odf € 3,13, 93P a@®e " "e;°at..aR"'aQ«é-CIQ9—3@ | =f..3 +é..94,i39® URL

3,/ CeQPCYIQ—ICQIQ («IPB®E»(2Y%0d,, 2,90 33, 2-1IQP—3QYa 49 FEQI ' (nUIYP TR
3Q"3aQP®af%0a,af¥afiafPaf d@®axf...d ta@ 3€@3,3,"3,°eL13"QAQ®A, afaf%0af| af143,93,3 34t


http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20130410-mp

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



