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Critical
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªãƒ¼ID : cisco-sa-

20121010-fwsm

åˆ�å…¬é–‹æ—¥ : 2012-10-10 16:00

ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 1.0 : Final

CVSSã‚¹ã‚³ã‚¢ : 9.0

å›žé�¿ç– : No Workarounds available

Cisco ãƒ�ã‚° ID : CSCtr27522 CSCtr27521 

CSCtr21376 CSCtr27524 CSCtr21359 

CSCtr21346

CVE-2012-

4662

CVE-2012-

4661

CVE-2012-

4663

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20121010-fwsm
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:M/Au:N/C:C/I:P/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtr27522
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtr27521
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtr21376
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtr27524
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtr21359
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtr21346
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-4662
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-4662
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-4661
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-4661
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-4663
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-4663
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DCERPCã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹å ´å�ˆã€�Cisco 
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DCERPCã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹å ´å�ˆã€�Cisco 
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FWSMã�®è¨å®šã�Œã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�
show service-policy | include dcerpcã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¾ã�™ã€‚  
 

æ¬¡ã�®ä¾‹ã�¯ã€�DCERPCã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ã�Œæœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã‚‹Cisco
FWSMã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚  
 

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20121010-asa


 

fwsm# show  service-policy | include dcerpc 
      Inspect: dcerpc, packet 0, drop 0, reset-drop 0 
 

 

 

 

å®Ÿè¡Œä¸ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®åˆ¤åˆ¥æ–¹æ³•

ãƒ‡ãƒ�ã‚¤ã‚¹ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹Cisco 
FWSMã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�ç®¡ç�†è€…ã�¯show

versionã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�§ã��ã�¾ã�™ã€‚

 

<#root>

FWSM> 

show version

 
FWSM Firewall Version 4.0(16) 
[...]
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ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³æƒ…å ±ã�¯ã€�Cisco Catalyst 
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ãƒ‡ãƒ�ã‚¤ã‚¹ã�§å®Ÿè¡Œã�•ã‚Œã�¦ã�„ã‚‹Cisco 
FWSMã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¾ã�Ÿã�¯Cisco 
Catalystã‚ªãƒšãƒ¬ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�‹ã‚‰show 

moduleã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¦ã€�ã‚·ã‚¹ãƒ†ãƒ ã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¦ã�„ã‚‹ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã�¨ã‚µãƒ–ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã‚’ç‰¹å®šã�—ã�¾ã�™ã€‚

æ¬¡ã�®ä¾‹ã�¯ã€�Cisco FWSM(WS-SVC-FWM-



1)ã�Œã‚¹ãƒãƒƒãƒˆ2ã�«ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�•ã‚Œã�¦ã�„ã‚‹ã‚·ã‚¹ãƒ†ãƒ ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

switch>

show module

Mod Ports Card Type                              Model              Serial No. 
--- ----- -------------------------------------- ------------------ ----------- 
  1   16  SFM-capable 16 port 1000mb GBIC        WS-X6516-GBIC      SAL06334NS9 
  2    6  Firewall Module                        WS-SVC-FWM-1       SAD10360485 
  3    8  Intrusion Detection System             WS-SVC-IDSM-2      SAD0932089Z 
  4    4  SLB Application Processor Complex      WS-X6066-SLB-APC   SAD093004BD 
  5    2  Supervisor Engine 720 (Active)         WS-SUP720-3B       SAL0934888E 
 
Mod MAC addresses                       Hw    Fw           Sw           Status 
--- ---------------------------------- ------ ------------ ------------ ------- 
  1  0009.11e3.ade8 to 0009.11e3.adf7   5.1   6.3(1)       8.7(0.22)BUB Ok 
  2  0018.ba41.5092 to 0018.ba41.5099   4.0   7.2(1)       4.0(16)      Ok 
  3  0014.a90c.9956 to 0014.a90c.995d   5.0   7.2(1)       7.0(4)E4     Ok 
  4  0014.a90c.66e6 to 0014.a90c.66ed   1.7   Unknown      Unknown      PwrDown 
  5  0013.c42e.7fe0 to 0013.c42e.7fe3   4.4   8.1(3)       12.2(33)SXH8 Ok 
 
[...]

 

æ£ã�—ã�„ã‚¹ãƒãƒƒãƒˆã‚’è¦‹ã�¤ã�‘ã�Ÿã‚‰ã€�show module <slot 

number>ã‚³ãƒžãƒ³ãƒ‰ã‚’ç™ºè¡Œã�—ã�¦ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�å®Ÿè¡Œä¸ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ç‰¹å®šã�—ã�¾ã�™ã€‚

 

<#root>

switch>

show module 2

Mod Ports Card Type                              Model              Serial No. 
--- ----- -------------------------------------- ------------------ ----------- 
  2    6  Firewall Module                        WS-SVC-FWM-1       SAD10360485 
 
Mod MAC addresses                       Hw    Fw           Sw           Status 
--- ---------------------------------- ------ ------------ ------------ ------- 
  2  0018.ba41.5092 to 0018.ba41.5099   4.0   7.2(1)       4.0(16)      Ok 
 
[...]

 

ä¸Šã�®ä¾‹ã�¯ã€�Cisco 
FWSMã�Œã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³4.0(16)ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ï¼ˆSwåˆ—ã‚’å�‚ç…§ï¼‰ã€‚

ä»®æƒ³ã‚¹ã‚¤ãƒƒãƒ�ãƒ³ã‚°ã‚·ã‚¹ãƒ†ãƒ (VSS)ã‚’ä½¿ç”¨ã�—ã�¦ã€�2å�°ã�®ç‰©ç�†Cisco 
Catalyst 
6500ã‚·ãƒªãƒ¼ã‚ºã‚¹ã‚¤ãƒƒãƒ�ã‚’1ã�¤ã�®è«–ç�†ä»®æƒ³ã‚¹ã‚¤ãƒƒãƒ�ã�¨ã�—ã�¦å‹•ä½œã�•ã�›ã‚‹ã�“ã�¨ã�Œã�§ã��ã‚‹å ´å�ˆã�¯ã€�show



module switch 

allã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ã€�ã‚¹ã‚¤ãƒƒãƒ�1ã�¨ã‚¹ã‚¤ãƒƒãƒ�2ã�«å±žã�™ã‚‹ã�™ã�¹ã�¦ã�®FWSMã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’è¡¨ç¤ºã�§ã��ã�¾ã�™ã€‚ã�“ã�®ã‚³ãƒžãƒ³ãƒ‰ã�®å‡ºåŠ›ã�¯ã€�show

module <slot 

number>ã�®å‡ºåŠ›ã�«ä¼¼ã�¦ã�„ã�¾ã�™ã�Œã€�VSSå†…ã�®å�„ã‚¹ã‚¤ãƒƒãƒ�ã�®ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã�«é–¢ã�™ã‚‹ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«æƒ…å ±ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚
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Ciscoé�©å¿œåž‹ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ—ãƒ©ã‚¤ã‚¢ãƒ³ã‚¹(ASA)ã�Šã‚ˆã�³Cisco 
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ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID CSCtr27522 ( ç™»éŒ² 

ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�Common Vulnerabilities and Exposures( 

CVE)ID CVE-2012- 4661ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚  
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ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID 
CSCtr27524(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨CSCtr27521 
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtr27522
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtr27524
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
https://sec.cloudapps.cisco.comRPF/register/register.do
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4662ã�¨CVE-2012-4663ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚

å›žé�¿ç–

DCERPCã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ã�Œä¸�è¦�ã�ªå ´å�ˆã�¯ã€�ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã‚’ç·©å’Œã�§ã��ã�¾ã�™ã€‚
 

 

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã‚’è»½æ¸›ã�™ã‚‹ä»–ã�®å›žé�¿ç–ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹å ´å�ˆã�¯ã€�http://www.cisco.com/go/psirt

ã�® Cisco Security Advisories and Responses 
ã‚¢ãƒ¼ã‚«ã‚¤ãƒ–ã‚„å¾Œç¶šã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚’å�‚ç…§ã�—ã�¦ã€�ä¾µå®³ã‚’å�—ã�‘ã‚‹å�¯èƒ½æ€§ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°è¦�ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��æ£ã�—ã��ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã‚’å��åˆ†ã�«ç¢ºèª�ã�—ã�¦ã��ã� ã�•ã�„ã€‚ä¸�æ˜Žã�ªç‚¹ã�«ã�¤ã�„ã�¦ã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

DCERPCã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ãƒ�ãƒƒãƒ•ã‚¡ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã�®è„†å¼±æ€§  
 

è„†å¼±æ€§
ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹ 

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ 

3.1 è„†å¼±æ€§ã�ªã�— 

3.2 è„†å¼±æ€§ã�ªã�—

4.0 è„†å¼±æ€§ã�ªã�— 

DCERPCã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ãƒ�ãƒƒãƒ•ã‚¡ã‚ªãƒ¼ãƒ�ãƒ¼ãƒ•ãƒãƒ¼ã�®è„†å¼±æ€§ 
â€“ CSCtr27522 
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First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ 

3.1 è„†å¼±æ€§ã�ªã�— 

3.2 è„†å¼±æ€§ã�ªã�— 

4.0 è„†å¼±æ€§ã�ªã�— 

DCERPCã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ã�«é–¢ã�™ã‚‹DoSè„†å¼±æ€§ 

- CSCtr27524ã�Šã‚ˆã�³CSCtr27521 

http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
http://www.cisco.com/go/psirt
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æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

æ¬¡ã�®è¡¨ã�«ã€�ã�™ã�¹ã�¦ã�®æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã‚’ç¤ºã�—ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®è„†å¼±æ€§ã�«å¯¾ã�™ã‚‹ä¿®æ£ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã‚·ã‚¹ã‚³ã�§ã�¯ã€�ã�“ã‚Œã‚‰ã�®æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ä»¥é™�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¦ã�„ã�¾ã�™ã€‚

ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒªãƒ¼ã‚¹ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

3.1 è„†å¼±æ€§ã�ªã�— 

3.2 è„†å¼±æ€§ã�ªã�— 

4.0 è„†å¼±æ€§ã�ªã�— 

4.1 4.1(9)

 

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰

Cisco FWSMã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ã€�Software 
Center(Cisco.com)ã�‹ã‚‰ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã�§ã��ã�¾ã�™ã€‚ 
http://www.cisco.com/cisco/software/navigator.html

Cisco Catalyst 

6500ã‚·ãƒªãƒ¼ã‚ºASAã‚µãƒ¼ãƒ“ã‚¹ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«ã�®å ´å�ˆã�¯ã€�[è£½å“�(Products)] > 
[Ciscoã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�Šã‚ˆã�³ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«(Cisco Interfaces and Modules)] > 
[Ciscoã‚µãƒ¼ãƒ“ã‚¹ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«(Cisco Services Modules)] > [Cisco Catalyst 6500 Series 
Firewall Services Module] > [ASAã‚µãƒ¼ãƒ“ã‚¹ãƒ¢ã‚¸ãƒ¥ãƒ¼ãƒ«(FWSM)ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢(ASA 
Services Module (FWSM) Software)] 
ã�«ç§»å‹•ã�—ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�®ä¸€éƒ¨ã�¯æš«å®šãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�§ã�‚ã‚Šã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ãƒšãƒ¼ã‚¸ã�®[Interim] 
ã‚¿ãƒ–ã‚’å±•é–‹ã�™ã‚‹ã�¨è¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco Product Security Incident Response 

Teamï¼ˆPSIRTï¼‰ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã‚’ç¢ºèª�ã�—ã�¦ã�„ã�¾ã�›ã‚“ã€‚

ã�“ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�¯ã€�ç¤¾å†…ãƒ†ã‚¹ãƒˆã�§ç™ºè¦‹ã�•ã‚Œã�Ÿã‚‚ã�®ã�§ã�™ã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20121010-fwsm

http://www.cisco.com/cisco/software/navigator.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20121010-fwsm
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


