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ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�® 9 ã�¤ã�¯ Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�—ã€�1 
ã�¤ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ Cisco Unified Communications Manager 
ã�®è„†å¼±æ€§ã�«å¯¾å‡¦ã�—ã�¾ã�™ã€‚ å�„ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯æ£ã�—ã�„ 
2011 å¹´ 9 
æœˆã�®ã�™ã�¹ã�¦ã�®è„†å¼±æ€§ã�¯ãƒ‘ãƒ–ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’çµ„ã�¿è¾¼ã‚“ã� ã�“ã�¨ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã€�ã�¾ã�Ÿ
Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ã�§è©³è¿°ã�•ã‚Œã‚‹è„†å¼±æ€§ã‚’è§£æ±ºã�™ã‚‹ 
Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ã‚’ãƒªã‚¹ãƒˆã�—ã�¾ã�™ã€‚

"Cisco Event Response: Cisco IOS ã�Šã‚ˆã�³ IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ 
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒª 
ãƒ�ãƒ³ãƒ‰ãƒ«è³‡æ–™ï¼ˆå�Šå¹´åˆŠï¼‰ã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«æŽ²è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_sep11.html

 

è©²å½“è£½å“�

è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ Ciscoãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ NAT 
ã�®ã�Ÿã‚�ã�«è¨å®šã�•ã‚Œã€�æ¬¡ã�®æ©Ÿèƒ½ã�®ä½•ã‚Œã�‹ä¸€ã�¤ä»¥ä¸Šã�®ã�Ÿã‚�ã�®ã‚µãƒ�ãƒ¼ãƒˆã‚’å�«ã�¾ã‚Œã�¦ã�„ã‚‹ã�¨ã��è„†å¼±ã�§ã�™:

NetMeeting Directory NAT ï¼ˆTCPãƒ�ãƒ¼ãƒˆ 389 ã�® LDAPï¼‰•

ã‚»ãƒƒã‚·ãƒ§ãƒ³é–‹å§‹ãƒ—ãƒãƒˆã‚³ãƒ«ï¼ˆSIPï¼‰ã�®ã�Ÿã‚�ã�® NAT•

H.323 ã�®ã�Ÿã‚�ã�® NAT•

NAT ã�Œãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�« Cisco 
IOSãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã�‚ã‚‹ç¢ºã�‹ã‚�æœ‰åŠ¹ã�« ã�ªã‚‹ã€�show ip nat statistics 

ã‚³ãƒžãƒ³ãƒ‰ã‚’ã�‹ã�©ã�†ã�‹ç™ºè¡Œã�™ã‚‹å¥½ã�¾ã‚Œã‚‹æ–¹æ³•ã€‚ NAT 
ã�Œã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�ªã‚‰ã‚»ã‚¯ã‚·ãƒ§ãƒ³ Outside 

ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�¯ã�Šã‚ˆã�³å†…éƒ¨ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�¯ã��ã‚Œã�žã‚Œå°‘ã�ªã��ã�¨ã‚‚
1 ã�¤ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚ 
æ¬¡ã�®ä¾‹ã�¯ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã‚¢ãƒ‰ãƒ¬ã‚¹äº¤æ�› 
æ©Ÿèƒ½ã�Œã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�§ã�‚ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�Ÿã‚‚ã�®ã�§ã�™:

 

<#root>

Router#

show ip nat statistics

http://www.cisco.com/web/about/security/intelligence/Cisco_ERP_sep11.html


 
Total translations: 2 (0 static, 2 dynamic; 0 extended)

Outside interfaces: Serial0 

Inside interfaces: Ethernet1

Hits: 135  Misses: 5 
Expired translations: 2 
Dynamic mappings: 
-- Inside Source 
access-list 1 pool mypool refcount 2 
 pool mypool: netmask 255.255.255.0 
        start 192.168.10.1 end 192.168.10.254 
        type generic, total addresses 14, allocated 2 (14%), misses 0

 

Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒªãƒ¼ã‚¹ã�«ã‚ˆã�£ã�¦ã�¯ã€�ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ 
ãƒªã‚¹ãƒˆã�¯ Outside 

ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�Šã‚ˆã�³å†…éƒ¨ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹è¡Œã�«ç¶šã��è¡Œã�«ã�‚ã‚‹å ´å�ˆã‚‚ã�‚ã‚Šã�¾ã�™ã€‚
ãƒªãƒªãƒ¼ã‚¹ã�§ã�¯ show ã‚³ãƒžãƒ³ãƒ‰ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ 

ãƒ•ã‚£ãƒ«ã‚¿ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�™ã‚‹ã€�ç®¡ç�†è€…ã�¯ NAT ã�Œ show ip nat statistics 

ã�®ã�“ã�¨ã‚’ä½¿ç”¨ã�«ã‚ˆã�£ã�¦ã‚¢ã‚¯ãƒ†ã‚£ãƒ–ã�§ã�‚ã‚‹ã�‹ã�©ã�†ã�‹åˆ¤åˆ¥ã�§ã��ã�¾ã�™
| ã‚»ã‚¯ã‚·ãƒ§ãƒ³ ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ ã‚³ãƒžãƒ³ãƒ‰:

 

<#root>

Router> 

show ip nat statistics | section interfaces

Outside interfaces: 
  GigabitEthernet0/0 
Inside interfaces: 
  GigabitEthernet0/1 
Router>

 

ã�¾ã�Ÿã€�ip nat inside ã�Šã‚ˆã�³ ip nat outside ã‚³ãƒžãƒ³ãƒ‰ã‚’ NAT ã�Œ Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ è¨å®šã�§ã€�æœ‰åŠ¹ã�« 
ã�ªã�£ã�Ÿã�‹ã�©ã�†ã�‹åˆ¤åˆ¥ã�™ã‚‹ã�“ã�¨ã�Œç•°ã�ªã‚‹ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ã�‚ã‚‹ã€�NAT

ä»®æƒ³ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�®å ´å�ˆã�«ã�¯ã€�IP NAT ã‚¤ãƒ�ãƒ¼ãƒ–ãƒ« interface 

ã‚³ãƒžãƒ³ãƒ‰ã�¯ã�‚ã‚Šã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³è£½å“�ã�§ç¨¼åƒ�ã�—ã�¦ã�„ã‚‹ Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¦ show 

version ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ã�£ã�¦ã€�ã‚·ã‚¹ãƒ†ãƒ  ãƒ�ãƒŠãƒ¼ã‚’è¡¨ç¤ºã�—ã�¾ã�™ã€‚ 
"Internetwork Operating System Software"ã€�"Cisco IOS Software" 
ã�‚ã‚‹ã�„ã�¯ã�“ã‚Œã‚‰ã�«é¡žä¼¼ã�™ã‚‹ã‚·ã‚¹ãƒ†ãƒ  

http://www.cisco.com/en/US/partner/docs/ios/ipaddr/configuration/guide/iadnat_addr_consv_ps10592_TSD_Products_Configuration_Guide_Chapter.html#wp1084652
http://www.cisco.com/en/US/partner/docs/ios/ipaddr/configuration/guide/iadnat_addr_consv_ps10592_TSD_Products_Configuration_Guide_Chapter.html#wp1084652


ãƒ�ãƒŠãƒ¼ã�«ã‚ˆã�£ã�¦ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ Cisco IOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œç¨¼åƒ�ã�—ã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
ã��ã�®å¾Œã‚�ã�«ã‚¤ãƒ¡ãƒ¼ã‚¸å��ã�Œæ‹¬å¼§ã�®é–“ã�«è¡¨ç¤ºã�•ã‚Œã€�ç¶šã�„ã�¦
"Version" ã�¨ Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚¨ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹å��ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ ä»–ã�®ã‚·ã‚¹ã‚³ 
ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã�¯ã€�show version 

ã‚³ãƒžãƒ³ãƒ‰ã�Œå˜åœ¨ã�—ã�ªã�‹ã�£ã�Ÿã‚Šã€�åˆ¥ã�®å‡ºåŠ›ã�Œè¡¨ç¤ºã�•ã‚Œã�Ÿã‚Šã�—ã�¾ã�™ã€‚

æ¬¡ã�®ä¾‹ã�¯ C3900-UNIVERSALK9-M 
ã�®ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«æ¸ˆã�¿ã‚¤ãƒ¡ãƒ¼ã‚¸å��å‰�ã�¨ Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ 15.0(1)M1 ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ 
Ciscoè£½å“�ã‚’æŒ‡å®šã�—ã�Ÿã‚‚ã�®ã�§ã�™:

 

<#root>

Router> 

show version

Cisco IOS Software, C3900 Software (C3900-UNIVERSALK9-M), Version 15.0(1)M1, RELEASE SOFTWARE (fc1) 
Technical Support: http://www.cisco.com/techsupport 
Copyright (c) 1986-2009 by Cisco Systems, Inc. 
Compiled Wed 02-Dec-09 17:17 by prod_rel_team 
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Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 

ãƒªãƒªãƒ¼ã‚¹ã�®å‘½å��è¦�å‰‡ã�«ã�¤ã�„ã�¦ã�¯ã€�ä»¥ä¸‹ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ãƒ›ãƒ¯ã‚¤ãƒˆ

ãƒšãƒ¼ãƒ‘ãƒ¼ï¼š Cisco IOS ã�Šã‚ˆã�³ NX-OS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒªãƒ•ã‚¡ãƒ¬ãƒ³ã‚¹ 
ã‚¬ã‚¤ãƒ‰

è„†å¼±æ€§ã‚’å�«ã‚“ã�§ã�„ã�ªã�„ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�Ÿè£½å“�

ä»–ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�Šã�„ã�¦ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚‚ã�®ã�¯ã€�ç�¾åœ¨ç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚

è©³ç´°

NetMeeting Directory ï¼ˆLDAPï¼‰è„†å¼±æ€§ã�®ã�Ÿã‚�ã�® NATã€‚

LDAP ã�¯ IP ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�§è¨å®šã�•ã‚Œã‚‹ãƒ‡ã‚£ãƒ¬ã‚¯ãƒˆãƒª 
ã‚µãƒ¼ãƒ“ã‚¹ã�®å•�ã�„å�ˆã‚�ã�›ã�Šã‚ˆã�³ãƒ‡ãƒ¼ã‚¿ã�®å¤‰æ›´ã�®ã�Ÿã‚�ã�®ãƒ—ãƒãƒˆã‚³ãƒ«ã�§ã�™ã€‚
NetMeeting 
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Directoryã€�åˆ¥å��ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ�ãƒƒãƒˆãƒã‚±ãƒ¼ã‚¿ã‚µãƒ¼ãƒ“ã‚¹ï¼ˆILSï¼‰ã�®ã�Ÿã‚�ã�®
NAT ã�¯ã€�TCPãƒ�ãƒ¼ãƒˆ 389 ã�® LDAP ãƒ‘ã‚±ãƒƒãƒˆã‚’å¤‰æ�›ã�—ã�¾ã�™ã€‚ 
ç‚¹æ¤œã�•ã‚Œã�Ÿãƒ�ãƒ¼ãƒˆã�¯è¨å®šã�§ã��ã�¾ã�›ã‚“ã€‚

NetMeeting Directory æ©Ÿèƒ½ã�®ã�Ÿã‚�ã�® NAT 
ã�«ã‚ˆã�£ã�¦å‡¦ç�†ã�•ã‚Œã‚‹å¿…è¦�ã�Œã�‚ã‚‹ã�“ã�®è„†å¼±æ€§ã�¯ä¸�æ£ 
ã�ªä¸ç¶™ LDAP ãƒˆãƒ©ãƒ•ã‚£ãƒƒã‚¯ã�«ã‚ˆã�£ã�¦å¼•ã��èµ·ã�“ã�•ã‚Œã�¾ã�™ã€‚

ã�“ã�®è„†å¼±æ€§ Cisco ãƒ�ã‚° ID CSCtd10712 

ï¼ˆç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�§æ–‡æ›¸åŒ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€�ã‚ˆã��ã�‚ã‚‹è„†å¼±æ€§ã�Šã‚ˆã�³å…¬é–‹ï¼ˆCVEï¼‰
ID CVE-2011-0946 ã�¯å‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¾ã�—ã�Ÿã€‚

SIP DoS è„†å¼±æ€§ã�®ã�Ÿã‚�ã�® NATã€‚

SIP æ©Ÿèƒ½ã�®ã�Ÿã‚�ã�® NAT ã�® 4 
è„†å¼±æ€§ã�¯ã�“ã�®æ–‡æ›¸ã�«èª¬æ˜Žã�Œã�‚ã‚Šã�¾ã�™:

TCP è„†å¼±æ€§ä¸Šã�® SIP ã�® NAT: TCPãƒ�ãƒ¼ãƒˆ 5060 
ã�®å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿ SIP ãƒ‘ã‚±ãƒƒãƒˆã�«ã‚ˆã‚Šè„†å¼± ã�ª 
ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ãƒªãƒãƒ¼ãƒ‰ã‚’å�«ã‚€äºˆæƒ³å¤–ã�®çµ�æžœã‚’ã€�å¼•ã��èµ·ã�“ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
TCP ãƒ‘ã‚±ãƒƒãƒˆä¸Šã�® SIP 
ã�®å¤‰æ�›ã�¯ã�“ã�®è„†å¼±æ€§ã�®ã�Ÿã‚�ã�®ä¿®æ£ã�§ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ç„¡åŠ¹ã�«
ã�ªã‚Šã�¾ã�™ã€‚ ã�“ã�®è„†å¼±æ€§ Cisco ãƒ�ã‚° ID CSCso02147 

ï¼ˆç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�§æ–‡æ›¸åŒ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€�ã‚ˆã��ã�‚ã‚‹è„†å¼±æ€§ã�Šã‚ˆã�³å…¬é–‹
CVE-2011-3276 ã�¯å‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¾ã�—ã�Ÿã€‚

UDP ãƒ‘ã‚±ãƒƒãƒˆ DoS è„†å¼±æ€§ä¸Šã�® SIP ã�®ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ ã‚¨ãƒƒã‚¸ 
ãƒžãƒ«ãƒ�ãƒ—ãƒãƒˆã‚³ãƒ« ãƒ©ãƒ™ãƒ« ã‚¹ã‚¤ãƒƒãƒ�ãƒ³ã‚°ï¼ˆMPLSï¼‰ NAT: UDP 5060 

ã�®ä¸�æ£ ã�ª SIP ãƒ‘ã‚±ãƒƒãƒˆã�¯ MPLS ã‚’é€šé�Žã�™ã‚‹ MPLS ã‚¿ã‚°ã�Œä¸�æ£ ã�ª 
ãƒ‘ã‚±ãƒƒãƒˆã�«èª²ã�•ã‚Œã‚‹ã�“ã�¨ã‚’å¿…è¦�ã�¨ã�™ã‚‹è„†å¼± ã�ª 
ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ãƒªãƒãƒ¼ãƒ‰ã�™ã‚‹ã�‹ã‚‚ã�—ã‚Œã�¾ã�›ã‚“æœ‰åŠ¹ã�« 
ã�—ã�¾ã�—ã�Ÿã€‚ ã�“ã�®è„†å¼±æ€§ã�¯ Cisco ãƒ�ã‚° ID CSCti98219 

ï¼ˆç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�§æ–‡æ›¸åŒ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€�CVE ID CVE-
2011-3279 ã‚’å‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¾ã�—ã�Ÿã€‚

UDP ãƒ‘ã‚±ãƒƒãƒˆ DoS è„†å¼±æ€§ä¸Šã�®å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿ SIP ã�® NAT: SIP 

å¤‰æ�›ã‚’å¿…è¦�ã�¨ã�™ã‚‹ UDP ãƒ�ãƒ¼ãƒˆ 5060 
ã�®å�Œã�˜ã‚ˆã�†ã�ªå·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿãƒ‘ã‚±ãƒƒãƒˆã�«é–¢ã�™ã‚‹ 2 DoS 
è„†å¼±æ€§ã�Œã�‚ã‚Šã�¾ã�™: ç¬¬ 1 
ã�¯ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œãƒªãƒãƒ¼ãƒ‰ã�—ã�¾ã�™ç¬¬ 2 ã�«ã‚ˆã‚Š DoS 
çŠ¶æ…‹ã�®åŽŸå› ã�¨ã�ªã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚‹è„†å¼± ã�ª 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtd10712
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCso02147
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCti98219
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do


ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ãƒªãƒãƒ¼ãƒ‰ã‚’å�«ã‚€ãƒ¡ãƒ¢ãƒªãƒªãƒ¼ã‚¯ã‚’å¼•ã��èµ·ã�“ã�—ã�¾ã�™è„†å¼±æ€§ã�§ã�‚ã‚Šã€‚
SIP è„†å¼±æ€§ã�® NAT ã�¯ Cisco ãƒ�ã‚° ID CSCti48483 

ï¼ˆç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�Šã‚ˆã�³ Ciscoãƒ�ã‚° ID CSCtj04672 

ï¼ˆç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�§æ–‡æ›¸åŒ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ å½¼ã‚‰ã�¯ 
CVE ID CVE-2011-3278 ã�Šã‚ˆã�³ CVE-2011-3280 
ã‚’å‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¾ã�—ã�Ÿã€‚

H.323 ãƒ‘ã‚±ãƒƒãƒˆ DoS è„†å¼±æ€§ã�® NAT

TCPãƒ�ãƒ¼ãƒˆ 1720 ã�®ä¸ç¶™ã�«ã‚ˆã�£ã�¦ H.323 ç´°å·¥ 
ã�•ã‚Œã�Ÿãƒ‘ã‚±ãƒƒãƒˆã�«ã‚ˆã‚Šè„†å¼± ã�ª 
ãƒ‡ãƒ�ã‚¤ã‚¹ã�®ãƒªãƒãƒ¼ãƒ‰ã‚’å¼•ã��èµ·ã�“ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
ã�“ã�®è„†å¼±æ€§ Cisco ãƒ�ã‚° ID CSCth11006 ï¼ˆç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ 

ï¼ˆç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�§æ–‡æ›¸åŒ–ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€�ã‚ˆã��ã�‚ã‚‹è„†å¼±æ€§ã�Šã‚ˆã�³å…¬é–‹ï¼ˆCVEï¼‰
ID CVE-2011-3277 ã�¯å‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¾ã�—ã�Ÿã€‚

å›žé�¿ç–

IP ãƒ‘ã‚±ãƒƒãƒˆã�®ãƒšã‚¤ãƒãƒ¼ãƒ‰ã�®çµ„ã�¿è¾¼ã�¿ IP 
ã‚¢ãƒ‰ãƒ¬ã‚¹ã�®å¤‰æ�›ã‚’ç„¡åŠ¹ã�« 
ã�™ã‚‹ã�“ã�¨ã�«ã‚ˆã�£ã�¦ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è„†å¼±æ€§ã‚’è»½æ¸›ã�™ã‚‹ã�“ã�¨ã�¯å�¯èƒ½æ€§ã�®ã�‚ã‚‹ã�§ã�™ã€‚
ç•°ã�ªã‚‹ãƒ—ãƒãƒˆã‚³ãƒ«ã�®ã�Ÿã‚�ã�® NAT ã‚’ç„¡åŠ¹ã�« 
ã�™ã‚‹ã�“ã�¨ã�¯ç•°ã�ªã‚‹æ§‹æˆ�ã‚’å¿…è¦�ã�¨ã�—ã�¾ã�™ã€‚ 
ã�„ã��ã�¤ã�‹ã�®ãƒ—ãƒãƒˆã‚³ãƒ«ã�®å ´å�ˆã€�å�˜ä¸€ 
ã‚³ãƒžãƒ³ãƒ‰ã�¯ä½¿ç”¨ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚ 
ä»–ã�®ãƒ—ãƒãƒˆã‚³ãƒ«ã�¯è¨å®šã�«å€‹ã€…ã�® NAT ãƒˆãƒ©ãƒ³ã‚¹ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ 
ãƒ«ãƒ¼ãƒ«ã‚’è¿½åŠ ã�•ã‚Œã�¾ã�™å¿…è¦�ã�¨ã�—ã�¾ã�™ã€‚

NAT LDAP è„†å¼±æ€§è»½æ¸›

LDAP ã�® NAT ã‚’ç„¡åŠ¹ã�« ã�™ã‚‹ã�Ÿã‚�ã�«ã€�ãƒ�ãƒ¼ãƒˆãƒ™ãƒ¼ã‚¹ ã‚¢ãƒ‰ãƒ¬ã‚¹ 
å¤‰æ�›ã�¯é�žãƒšã‚¤ãƒãƒ¼ãƒ‰ ã‚ãƒ¼ãƒ¯ãƒ¼ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ LDAP 
ã‚¤ãƒ³ã‚¹ãƒšã‚¯ã‚·ãƒ§ãƒ³ã‚’ç„¡åŠ¹ã�« 
ã�™ã‚‹ã�Ÿã‚�ã�«è¨å®šã�•ã‚Œã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ 
ã�“ã‚Œã�¯ã�¾ã� ãƒ¬ã‚¤ãƒ¤3 ï¼ˆé�žãƒ�ãƒ¼ãƒˆä»•æ§˜ï¼‰ã�§ LDAP ãƒ‘ã‚±ãƒƒãƒˆã�® 
NAT ã‚’å�¯èƒ½ã�«ã�—ã�¾ã�™ã€‚ ä»–ã�®é�ž LDAP 
ãƒ—ãƒãƒˆã‚³ãƒ«å¤‰æ�›ã�®å¤‰æ�›ã�¯å½±éŸ¿ã‚’å�—ã�‘ã�¦ã�„ã�¾ã�›ã‚“ã€‚ LDAP 
ã�§çµ„ã�¿è¾¼ã�¿ IP ã‚¢ãƒ‰ãƒ¬ã‚¹ã‚’ã€�NetMeeting Directory 
ã�®ã‚ˆã�†ã�ªä½¿ç”¨ã�™ã‚‹ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�¯ã€�çµ„ã�¿è¾¼ã�¿ IP 
ã‚¢ãƒ‰ãƒ¬ã‚¹ã�Œå¤‰æ�›ã�•ã‚Œã‚‹å¿…è¦�ã�Œã�‚ã‚‹å ´å�ˆæ‚ªå½±éŸ¿ã‚’å�Šã�¼ã�•ã‚Œã�¾ã�™ã€‚

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCti48483
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtj04672
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCth11006
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do


ä»¥ä¸‹ã�¯ 2 ã�¤ã�® NAT 
ãƒ«ãƒ¼ãƒ«ã�®ã�Ÿã‚�ã�®è»½æ¸›ã‚’å�«ã‚€è¨å®šä¾‹ã�§ã�™ã€‚

 

<#root>

 

!-- NAT rule for port TCP/389 to disable IP NAT for LDAP translation 

!-- Takes precedence over the non-port translation rule. 

 

ip nat outside source static tcp 192.168.0.1 389 192.168.1.1 389 no-payload

ip nat outside source static tcp 192.168.0.3 389 192.168.1.3 389 no-payload

 

!-- Translation rule for all other protocols 

 
ip nat outside source static 192.168.0.1 192.168.1.1 
ip nat outside source static 192.168.0.3 192.168.1.3 
 
interface GigabitEthernet0/0 
  ip nat inside 
 
interface GigabitEthernet0/1 
  ip nat outside 

 

è¨å®šã�®å�„ NAT å¤‰æ�›è¦�å‰‡ã�¯ãƒ�ãƒ¼ãƒˆ 389 ã�® TCP 
ãƒ‘ã‚±ãƒƒãƒˆã�®å¤‰æ�›ã‚’ç„¡åŠ¹ã�« ã�™ã‚‹ 
ãƒ�ãƒ¼ãƒˆã�”ã�¨ã�®ãƒ«ãƒ¼ãƒ«ã‚’å�«ã‚€ã�Ÿã‚�ã�«ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã�•ã‚Œã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

TCP DoS è„†å¼±æ€§è»½æ¸›ä¸Šã�® SIP ã�®ã�Ÿã‚�ã�® NAT

ã�“ã�®è„†å¼±æ€§ã�®ã�Ÿã‚�ã�®è»½æ¸›ã�¯ TCP è»¢é€�ã�™ã‚‹ä¸Šã�® SIP 
ã�®ã�Ÿã‚�ã�® NAT ã‚’ç„¡åŠ¹ã�« ã�™ã‚‹ã�“ã�¨ã�§ no ip nat ã‚µãƒ¼ãƒ“ã‚¹ä¸€å�£ 
TCPãƒ�ãƒ¼ãƒˆ 5060 ã‚°ãƒãƒ¼ãƒ�ãƒ« è¨å®š 
ã‚³ãƒžãƒ³ãƒ‰ã�®ä½¿ç”¨ã�«ã‚ˆã�£ã�¦æ§‹æˆ�ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

UDP ãƒ‘ã‚±ãƒƒãƒˆ DoS è„†å¼±æ€§è»½æ¸›ä¸Šã�®å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿ 
SIP ã�® NAT

ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®è»½æ¸›ã�¯ UDP è»¢é€�ã�™ã‚‹ä¸Šã�® SIP 
ã�®ã�Ÿã‚�ã�® NAT ã‚’ç„¡åŠ¹ã�« ã�™ã‚‹ã�“ã�¨ã�§ no ip nat ã‚µãƒ¼ãƒ“ã‚¹ä¸€å�£ UDP 
ï¼ˆãƒ¦ãƒ¼ã‚¶ãƒ»ãƒ‡ãƒ¼ã‚¿ã‚°ãƒ©ãƒ ãƒ»ãƒ—ãƒãƒˆã‚³ãƒ«ï¼‰ãƒ�ãƒ¼ãƒˆ 5060 

ã‚°ãƒãƒ¼ãƒ�ãƒ« è¨å®š 
ã‚³ãƒžãƒ³ãƒ‰ã�®ä½¿ç”¨ã�«ã‚ˆã�£ã�¦æ§‹æˆ�ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚



å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿ H.323 ãƒ‘ã‚±ãƒƒãƒˆ DoS 
è„†å¼±æ€§è»½æ¸›ã�®ã�Ÿã‚�ã�® NAT

ã�“ã�®è„†å¼±æ€§ã�®ã�Ÿã‚�ã�®è»½æ¸›ã�¯ H.323 ã�®ã�Ÿã‚�ã�® NAT ã�Šã‚ˆã�³ 
no ip nat ã‚µãƒ¼ãƒ“ã‚¹ h225 ã‚°ãƒãƒ¼ãƒ�ãƒ« è¨å®š ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ç”¨ã�—ã�¦ H.225.0 
ã‚’ç„¡åŠ¹ã�« ã�™ã‚‹ã�“ã�¨ã�§æ§‹æˆ�ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€�http://www.cisco.com/go/psirt 

ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚‚å�‚ç…§ã�—ã�¦ã€�èµ·ã�“ã‚Šã�†ã‚‹éšœå®³ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’åˆ¤æ–ã�—ã�¦ã��ã� ã�•ã�„

ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹æ©Ÿå™¨ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��é�©åˆ‡ã�«ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã�®ç¢ºèª�ã‚’å��åˆ†ã�«è¡Œã�£ã�¦ã��ã� ã�•ã�„ã€‚
æƒ…å ±ã�«ä¸�æ˜Žã�ªç‚¹ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�Cisco Technical Assistance 
Centerï¼ˆTACï¼‰ã�¾ã�Ÿã�¯å¥‘ç´„ã‚’çµ�ã‚“ã�§ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã�›ã��ã� ã�•ã�„ã€‚

ã�•ã‚‰ã�«ã€�Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ�ã‚§ãƒƒã‚«ãƒ¼ã�¯ 
http://tools.cisco.com/security/center/selectIOSVersion.x ã�§ Cisco 
Ciscoã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ï¼ˆSIOï¼‰ãƒ�ãƒ¼ã‚¿ãƒ«ã�§åˆ©ç”¨ã�§ã��ã�¾ã�™ã€‚ 
ã��ã‚Œã�¯ã�©ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£ ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Œ Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æŒ‡å®šã�•ã‚Œã�Ÿãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�«å½±éŸ¿ã‚’ä¸Žã�ˆã‚‹ã�‹ãƒ�ã‚§ãƒƒã‚¯ã�™ã‚‹ã�Ÿã‚�ã�«è¤‡æ•°ã�®æ©Ÿèƒ½ã‚’æ��ä¾›ã�—ã�¾ã�™ã€‚

Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

æ¬¡ã�® Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ è¡¨ã�®å�„è¡Œã�¯ä¸€é€£ã�®Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�«å¯¾å¿œã�—ã�¾ã�™ã€‚ 
ç‰¹å®šã�®ãƒˆãƒ¬ã‚¤ãƒ³ã�Œè„†å¼±ã�§ã�‚ã‚‹å ´å�ˆã€�ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯ã�“ã�®è«®å•�ã‚«ãƒ©ãƒ ã�®ã�Ÿã‚�ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�«ä¿®æ£ã�Œå�«ã�¾ã‚Œã�¦ã�„ã‚‹ãƒªã‚¹ãƒˆã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚
2011 å¹´ 9 
æœˆã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ã�®ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�¯æ£ã�—ã�„
Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ Security Advisory 
ã�®ã�™ã�¹ã�¦ã�®é€�é�”ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�Œãƒ‘ãƒ–ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’çµ„ã�¿è¾¼ã‚“ã� ã�“ã�¨ãƒ‘ãƒ–ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³åˆ—ãƒªã‚¹ãƒˆã‚’æœ€ã‚‚æ—©ã�„å�¯èƒ½æ€§ã�®ã�‚ã‚‹
ãƒªãƒªãƒ¼ã‚¹çµ„ã�¿è¾¼ã�¿ã�¾ã�—ã�Ÿã€‚ Cisco 
ã�¯å�¯èƒ½ã�ªé™�ã‚Šæœ€æ–°ã�®åˆ©ç”¨å�¯èƒ½ ã�ª 
ãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

ãƒ¡ã‚¸ãƒ£ãƒ¼ ãƒªãƒªãƒ¼ã‚¹      ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®å…¥æ‰‹å�¯èƒ½æ€§

http://www.cisco.com/go/psirt
http://tools.cisco.com/security/center/selectIOSVersion.x


Affected 12.0-Based Releases First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

è©²å½“ã�™ã‚‹ 12.0 ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ã�Œã�‚ã‚Šã�¾ã�›ã‚“

Affected 12.1-Based Releases First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

12.1E è„†å¼±æ€§ã�ªã�— Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

Affected 12.2-Based Releases First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

12.2 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2B Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2BC Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2BW è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2BX Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2BY è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2BZ è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2CX Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2CY è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—
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12.2CZ Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2DA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2DD è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2DX è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2EU è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2EW
Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SG ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2(20)EW4 ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚
12.2(20)EW4 ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚

12.2EWA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SG ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2EX 12.2(55)EX 12.2(55)EX3

12.2EY
12.2(52)EY

12.2(52)EY1b
12.2(58)EY

12.2EZ Vulnerable; migrate to any release in 15.0SE Vulnerable; migrate to any release in 15.0SE

12.2FX Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2FY Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2EX ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2EX ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2FZ Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1
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12.2IRA Vulnerable; migrate to any release in 12.2IRG Vulnerable; migrate to any release in 12.2IRG

12.2IRB Vulnerable; migrate to any release in 12.2IRG Vulnerable; migrate to any release in 12.2IRG

12.2IRC Vulnerable; migrate to any release in 12.2IRG Vulnerable; migrate to any release in 12.2IRG

12.2IRD 12.2(33)IRD1

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IRE 12.2(33)IRE3

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IRF Vulnerable; migrate to any release in 12.2IRG Vulnerable; migrate to any release in 12.2IRG

12.2IRG è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2IXA

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IXB

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IXC

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IXD

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚
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http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
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12.2IXE

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IXF

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IXG

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2IXH

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2JA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2JK è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2MB è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2MC Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2MRA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SRD ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SRD ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2MRB

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2S
12.2(30)S ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(30)S 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚ ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2(30)S ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(30)S 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚ ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB


12.2SB
12.2(31)SB20

12.2(33)SB10

12.2(31)SB20

12.2(33)SB10

12.2SBC Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SCA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SCC ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SCC ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SCB Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SCC ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SCC ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SCC 12.2(33)SCC7 12.2(33)SCC7

12.2SCD
12.2(33)SCD6

12.2(33)SCD7
12.2(33)SCD6

12.2SCE 12.2(33)SCE1 12.2(33)SCE1

12.2SCF è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SE
12.2(55)SE2

12.2(58)SE

12.2(55)SE3

12.2(58)SE

12.2SEA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SEB Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SEC Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SED Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SCC
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SCC
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SCC
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SCC
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE


12.2SEE Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SEF Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SE ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SEG
12.2(25)SEG4 ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(25)SEG4 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚ ãƒªãƒªãƒ¼ã‚¹ 12.2EX ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2(25)SEG4 ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(25)SEG4 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚ ãƒªãƒªãƒ¼ã‚¹ 12.2EX ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SG 12.2(53)SG4
12.2(53)SG4 ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(53)SG4 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚

12.2SGA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SG ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2SL è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SM

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2SO è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SQ 12.2(50)SQ3 12.2(50)SQ3

12.2SRA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SRD ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SRD ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SRB Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SRD ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SRD ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SRC Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SRD ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SRD ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SRD 12.2(33)SRD6 12.2(33)SRD6

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SE
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2EX
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2EX
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SG
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SRD


12.2SRE 12.2(33)SRE3 12.2(33)SRE4

12.2STE è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SU Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SV
12.2(29b)SV1 ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(29b)SV1 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚ Migrate to any release in 12.2SVD

12.2(29a)SV ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(29a)SV 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚ Migrate to any release in 12.2SVD

12.2SVA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SVC è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SVD è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SVE è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2SW

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2SX Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SXA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SXB Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SXD Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SXE Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF


12.2SXF 12.2(18)SXF17b 12.2(18)SXF17b

12.2SXH Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXI ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXI ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2SXI 12.2(33)SXI6 12.2(33)SXI6

12.2SXJ 12.2(33)SXJ1 12.2(33)SXJ1

12.2SY

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2SZ Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2T Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2TPC

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2XA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XB Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2XC è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XD è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XE è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

è„†å¼±æ€§ã è„†å¼±æ€§ã12.2XF

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-ipv6#12_2SXI
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-ipv6#12_2SXI
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SB
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4


�ªã�— �ªã�—

12.2XG è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XH è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XI è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XJ è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XK è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XL è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XM è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XN è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XNA Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

12.2XNB Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

12.2XNC Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

12.2XND Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

12.2XNE Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

12.2XNF Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe


12.2XO
12.2(54)XO ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(54)XO 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚ ãƒªãƒªãƒ¼ã‚¹ 12.2SG ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2(54)XO ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�™; ãƒªãƒªãƒ¼ã‚¹ 12.2(54)XO 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚

12.2XQ è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XR è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XS è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XT è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XU è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XV è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2XW è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2YB è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YC è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YD è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YE è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YF

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SG
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes


12.2YG

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YH

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YJ

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YK è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YL

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YM Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2YN

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YO è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YP è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2YQ

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
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12.2YR

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YS

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YT

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YU

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YV

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YW

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YX

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2YY

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
12.2YZ

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
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http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
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http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
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çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚ çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2ZA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXF ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2ZB

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2ZC è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2ZD è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2ZE Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2ZF Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2ZG è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2ZH Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.2ZJ è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2ZL

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2ZP è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2ZU Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXH ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SXH ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXF
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXH
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_2SXH


12.2ZX è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.2ZY

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.2ZYA

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Affected 12.3-Based Releases First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

12.3 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3B Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3BC Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SCC ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SCC ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3BW Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3JA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3JEA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3JEB è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3JEC è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3JED è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—
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12.3JK
12.3(2)JK3 ã�¾ã�§ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

ãƒªãƒªãƒ¼ã‚¹ 12.3(8)JK1 ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚ ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3(2)JK3 ã�¾ã�§ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ ãƒªãƒªãƒ¼ã‚¹ 12.3(8)JK1 
ã�Šã‚ˆã�³ã��ã‚Œä»¥é™�ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚ ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3JL è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3JX è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3T Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3TPC

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.3VA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3XA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3XB

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.3XC Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3XD Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3XE Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3XF

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚
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12.3XG Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3XI Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.2SB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3XJ

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.3XK Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3XL Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3XQ Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3XR Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3XS Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3XU Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3XW

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.3XX Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3XY è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3XZ Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1
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12.3YA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4 ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3YD è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3YF è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3YG è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3YH è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3YI è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3YJ Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3YK è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3YM è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.3YQ Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3YS Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3YT Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3YU Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4XB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4XB ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.3YX Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
12.3YZ
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çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚ çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.3ZA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

Affected 12.4-Based Releases First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

12.4 12.4(25f) 12.4(25f)

12.4GC 12.4(24)GC4 12.4(24)GC4

12.4JA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4JAX è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4JDA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4JDC è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4JHA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4JHB è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4JHC è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4JK è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4JL è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4JMA è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T


12.4JMB è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4JX
Vulnerable; migrate to any release in 12.4JA

12.4(21a)JX ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚

Vulnerable; migrate to any release in 12.4JA

12.4(21a)JX ä»¥å‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯è„†å¼±ã�§ã�¯ã�ªã�„ã�§ã�™ã€‚

12.4JY è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4MD 28-Oct-11 ã�® 12.4(24)MD6 28-Oct-11 ã�® 12.4(24)MD6

12.4MDA 12.4(24)MDA7 12.4(24)MDA7

12.4MDB 12.4(24)MDB3 12.4(24)MDB3

12.4MR

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.4MRA

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.4MRB Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.4SW è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4T
12.4(15)T16

12.4(24)T6

12.4(15)T16

12.4(24)T6

12.4XA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
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12.4XB 12.4(2)XB12 12.4(2)XB12

12.4XC è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4XD Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.4XE è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4XF Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.4XG Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.4XJ è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4XK è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4XL

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.4XM Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.4XN

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.4XP

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.4XQ Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
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http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
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http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
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http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T


12.4XR Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.4XT Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.4XV è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

12.4XW Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.4XY Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.4XZ Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.4YA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 12.4T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

12.4YB

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.4YD

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

12.4YE
12.4(22)YE6; 30-SEP-11 ã�§åˆ©ç”¨å�¯èƒ½

12.4(24)YE7; 17-OCT-11 ã�§åˆ©ç”¨å�¯èƒ½

12.4(22)YE6; 30-SEP-11 ã�§åˆ©ç”¨å�¯èƒ½

12.4(24)YE7; 17-OCT-11 ã�§åˆ©ç”¨å�¯èƒ½

12.4YG

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

å½±éŸ¿ã‚’å�—ã�‘ã‚‹ 15.0 
ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#12_4T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes


15.0M 15.0(1)M7 15.0(1)M7

15.0MR

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

15.0MRA

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

15.0S
15.0(1)S4

Cisco IOS XE ãƒ‡ãƒ�ã‚¤ã‚¹: Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

15.0(1)S4

Cisco IOS XE ãƒ‡ãƒ�ã‚¤ã‚¹: Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

15.0SA

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

15.0SE è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

15.0SG Cisco IOS XE ãƒ‡ãƒ�ã‚¤ã‚¹: Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ Cisco IOS XE ãƒ‡ãƒ�ã‚¤ã‚¹: Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

15.0XA Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 15.1T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 15.1T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

15.0XO Cisco IOS XE ãƒ‡ãƒ�ã‚¤ã‚¹: Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ Cisco IOS XE ãƒ‡ãƒ�ã‚¤ã‚¹: Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

å½±éŸ¿ã‚’å�—ã�‘ã‚‹ 15.1 
ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

15.1EY 15.1(2)EY

Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#15_1T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#15_1T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes


15.1GC Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 15.1T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 15.1T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

15.1M 15.1(4)M2; 30-SEP-11 ã�§åˆ©ç”¨å�¯èƒ½ 15.1(4)M2; 30-SEP-11 ã�§åˆ©ç”¨å�¯èƒ½

15.1MR è„†å¼±æ€§ã�ªã�—
Vulnerable; 

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢å�–å¾—ã�®ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã�®æ‰‹é †ã�”ã�¨ã�®ã‚µãƒ�ãƒ¼ãƒˆ 
çµ„ç¹”ã�«é€£çµ¡ã�—ã�¦ä¸‹ã�•ã�„ã€‚

15.1S

15.1(2)S2

15.1(3)S

Cisco IOS XE ãƒ‡ãƒ�ã‚¤ã‚¹: Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

15.1(2)S2

15.1(3)S

Cisco IOS XE ãƒ‡ãƒ�ã‚¤ã‚¹: Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å�¯ç”¨æ€§ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚

15.1T

15.1(1)T4; 09-DEC-11 ã�§åˆ©ç”¨å�¯èƒ½

15.1(2)T4

15.1(3)T2

15.1(1)T4; 09-DEC-11 ã�§åˆ©ç”¨å�¯èƒ½

15.1(2)T4

15.1(3)T2

15.1XB Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 15.1T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1 Vulnerable; ãƒªãƒªãƒ¼ã‚¹ 15.1T ã�§å›ºå®šã�•ã‚Œã‚‹ç¬¬ 1

è©²å½“ã�™ã‚‹ 15.2 
ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

è©²å½“ã�™ã‚‹ 15.2 ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ã�Œã�‚ã‚Šã�¾ã�›ã‚“

Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

Cisco IOS 

XE 

ãƒªãƒªãƒ¼ã‚¹

First Fixed 

Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰
2011 å¹´ 9 

æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®ã�™ã�¹ã�¦ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ã�Ÿã‚�ã�®æœ€åˆ�ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹

2.1.x è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#15_1T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#15_1T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#fixes
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#iosxe
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#15_1T
http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20110928-nat#15_1T


2.2.x è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

2.3.x è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

2.4.x è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

2.5.x è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

2.6.x è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

3.1.xS è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

3.1.xSG
Vulnerable; 3.2.0SG 

ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹
Vulnerable; 3.2.0SG ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

3.2.xS è„†å¼±æ€§ã�ªã�— Vulnerable; 3.3.2S ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�¸ã�®ç§»è¡Œã�™ã‚‹

3.2.xSG è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

3.3.xS è„†å¼±æ€§ã�ªã�— 3.3.2S

3.4.xS è„†å¼±æ€§ã�ªã�— è„†å¼±æ€§ã�ªã�—

Cisco IOS ãƒªãƒªãƒ¼ã‚¹ã�¸ã�® Cisco IOS XE ã�®ãƒžãƒƒãƒ”ãƒ³ã‚° 
ã�™ã‚‹ã�“ã�¨ã�®ã�Ÿã‚�ã�«ã€�Cisco IOS XE ã‚’ 2 ã�¤ã�®ãƒªãƒªãƒ¼ã‚¹ 
ãƒŽãƒ¼ãƒˆã€�Cisco IOS XE 3S ãƒªãƒªãƒ¼ã‚¹ ãƒŽãƒ¼ãƒˆã�Šã‚ˆã�³ Cisco IOS XE 3SG ãƒªãƒªãƒ¼ã‚¹ 

ãƒŽãƒ¼ãƒˆå�‚ç…§ã�—ã�¦ä¸‹ã�•ã�„ã€‚

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�¯ 2011 å¹´ 9 
æœˆçµ„ã�¿è¾¼ã�¾ã‚Œã�Ÿæ›¸ã�®è„†å¼±æ€§ã�®ä½•ã‚Œã�‹ã�‹ã‚‰å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“ã€‚

http://www.cisco.com/en/US/docs/ios/ios_xe/2/release/notes/rnasr21.html#wp2310700
http://www.cisco.com/en/US/docs/ios/ios_xe/2/release/notes/rnasr21.html#wp2310700
http://www.cisco.com/en/US/docs/ios/ios_xe/2/release/notes/rnasr21.html#wp2310700
http://www.cisco.com/en/US/docs/ios/ios_xe/3/release/notes/asr1k_rn_3s_sys_req.html#wp2999052
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/release/note/OL_24726.html#wp2570252
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/release/note/OL_24726.html#wp2570252
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


