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Cisco Unified Communications Manager ã�«ã�¯ã€�Denial of Serviceï¼ˆDoS; 
ã‚µãƒ¼ãƒ“ã‚¹æ‹’å�¦ï¼‰ã�«å¯¾ã�™ã‚‹ 5 
ã�¤ã�®è„†å¼±æ€§ã�Œå�«ã�¾ã‚Œã�¦ã�„ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å¿œã�™ã‚‹ã�Ÿã‚�ã€�è©²å½“ã�™ã‚‹ Cisco 
Unified Communications Manager ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³å�‘ã�‘ã�«ç„¡å„Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’ãƒªãƒªãƒ¼ã‚¹ã�—ã�¦ã�„ã�¾ã�™ã€‚SIP ã�Šã‚ˆã�³ãƒ‘ã‚±ãƒƒãƒˆ 
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ã‚ãƒ£ãƒ—ãƒ�ãƒ£ ã‚µãƒ¼ãƒ“ã‚¹ã�® DoS 
è„†å¼±æ€§ã�«å¯¾ã�—ã�¦ã�¯å›žé�¿ç–ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«æŽ²è¼‰ã�•ã‚Œã�¾ã�™ã€‚ http://w
ww.cisco.com/cisco/web/support/JP/110/1108/1108412_cisco-sa-20110824-cucm-j.html

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ã�†ã�¡ã�® 2 
ã�¤ã�¯ã€�Cisco Intercompany Media Engine ã�«ã‚‚å½±éŸ¿ã‚’ä¸Žã�ˆã�¾ã�™ã€‚

Cisco Intercompany Media Engine 
ã�«å½±éŸ¿ã�™ã‚‹è„†å¼±æ€§ã�«é–¢ã�—ã�¦ã�¯ã€�åˆ¥é€” Cisco Security Advisory 
ã�Œå…¬é–‹ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«æŽ²è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚
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è©²å½“è£½å“�

è„†å¼±æ€§ã�Œå˜åœ¨ã�™ã‚‹è£½å“�

æ¬¡ã�®è£½å“�ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ã�†ã�¡å°‘ã�ªã��ã�¨ã‚‚
1 ã�¤ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚

Cisco Unified Communications Manager 4.x •
Cisco Unified Communications Manager 6.x •
Cisco Unified Communications Manager 7.x •
Cisco Unified Communications Manager 8.x •

æ³¨ï¼š Cisco Unified Communications Manager ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 5.1 ã�¯ 2010 å¹´ 2 æœˆ 13 
æ—¥ã�«ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ã�Œçµ‚äº†ã�—ã�¦ã�„ã�¾ã�™ã€‚Cisco 
Unified Communications Manager 5.x 
ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã‚’ã�”åˆ©ç”¨ã�®ã�Šå®¢æ§˜ã�¯ã€�ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ 
Cisco Unified Communications Manager 
ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�¸ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�«é–¢ã�—ã�¦ã‚·ã‚¹ã‚³ 
ã‚µãƒ�ãƒ¼ãƒˆ ãƒ�ãƒ¼ãƒ ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�ªã�„è£½å“�

Cisco Unified Communications Manager 
ã�®ã�™ã�¹ã�¦ã�®ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�Œã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ã�†ã�¡å°‘ã�ªã��ã�¨ã‚‚
1 ã�¤ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚

è©³ç´°

Cisco Unified Communications Manager ã�¯ã€�IP 
Phoneã€�ãƒ¡ãƒ‡ã‚£ã‚¢å‡¦ç�†ãƒ‡ãƒ�ã‚¤ã‚¹ã€�VoIP 
ã‚²ãƒ¼ãƒˆã‚¦ã‚§ã‚¤ã€�ã�Šã‚ˆã�³ãƒžãƒ«ãƒ�ãƒ¡ãƒ‡ã‚£ã‚¢ 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã�ªã�©ã�®ãƒ‘ã‚±ãƒƒãƒˆ ãƒ†ãƒ¬ãƒ•ã‚©ãƒ‹ãƒ¼ ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã‚¨ãƒ³ã‚¿ãƒ¼ãƒ—ãƒ©ã‚¤ã‚º 
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ãƒ†ãƒ¬ãƒ•ã‚©ãƒ‹ãƒ¼æ©Ÿèƒ½ã‚’æ‹¡å¼µã�™ã‚‹ã€�ã‚·ã‚¹ã‚³ IP ãƒ†ãƒ¬ãƒ•ã‚©ãƒ‹ãƒ¼ 
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã�®ã‚³ãƒ¼ãƒ«å‡¦ç�†ã‚³ãƒ³ãƒ�ãƒ¼ãƒ�ãƒ³ãƒˆã�§ã�™ã€‚

DoS ã�®è„†å¼±æ€§

Cisco Unified Communications Manager ã�¯ 5 ã�¤ã�® DoS 
è„†å¼±æ€§ã‚’å�«ã�¿ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�¯é‡�è¦�ã�ªå‡¦ç�†ã‚’å¤±æ•—ã�•ã�›ã€�çµ�æžœã�¨ã�—ã�¦éŸ³å£°ã‚µãƒ¼ãƒ“ã‚¹ã�®ä¸æ–ã‚’ã‚‚ã�Ÿã‚‰ã�™å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚

1 ã�¤ç›®ã�® DoS 
è„†å¼±æ€§ã�¯ã€�ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§æœ‰åŠ¹åŒ–ã�•ã‚Œã�¦ã�„ã‚‹ãƒ‘ã‚±ãƒƒãƒˆ 
ã‚ãƒ£ãƒ—ãƒ�ãƒ£ ã‚µãƒ¼ãƒ“ã‚¹ã�«é–¢é€£ã�™ã‚‹ã‚‚ã�®ã�§ã�™ã€‚ãƒ‘ã‚±ãƒƒãƒˆ 
ã‚ãƒ£ãƒ—ãƒ�ãƒ£ 
ã‚µãƒ¼ãƒ“ã‚¹ã�Œã‚¿ã‚¤ãƒ ã‚¢ã‚¦ãƒˆã�—ã�ªã��ã�ªã‚‹ã€�ã�¾ã�Ÿã�¯ã‚¢ã‚¤ãƒ‰ãƒ«çŠ¶æ…‹ã�®
TCP 
æŽ¥ç¶šã‚’ã‚¯ãƒãƒ¼ã‚ºã�§ã��ã�ªã��ã�ªã‚Šã�¾ã�™ã€‚æ”»æ’ƒè€…ã�¯ã€�ãƒªãƒ¢ãƒ¼ãƒˆã�‹ã‚‰è¤‡æ•°ã�®æŽ¥ç¶šã‚’ã‚ªãƒ¼ãƒ—ãƒ³ã�—ã�¦
Cisco Unified Communications Manager 
ã�®ãƒ¡ãƒ¢ãƒªã‚’æ¶ˆè²»ã�•ã�›ã‚‹ã�“ã�¨ã�Œå�¯èƒ½ã�§ã€�ã��ã�®çµ�æžœ Cisco 
Unified Communications Manager 
ã�Œå†�èµ·å‹•ã�•ã‚Œã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚Cisco Unified Communications 
Manager Administration ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�§ã€�ã‚µãƒ¼ãƒ“ã‚¹ ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã‚’ False 
ã�«å¤‰æ›´ã�—ã�¦ãƒ‘ã‚±ãƒƒãƒˆ ã‚ãƒ£ãƒ—ãƒ�ãƒ£ 
ã‚µãƒ¼ãƒ“ã‚¹ã‚’ç„¡åŠ¹åŒ–ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®æ“�ä½œã‚’æœ‰åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�Unified
Communications Manager 
ã‚¢ãƒ—ãƒªã‚±ãƒ¼ã‚·ãƒ§ãƒ³ã‚’å†�èµ·å‹•ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯
Cisco Bug ID CSCtf97162 ï¼ˆ 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�«æ–‡æ›¸åŒ–ã�•ã‚Œã�¦ã�Šã‚Šã€�Common Vulnerabilities 
and Exposuresï¼ˆCVEï¼‰ID ã�¨ã�—ã�¦ CVE-2011-2560 
ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�«è©²å½“ã�™ã‚‹ã�®ã�¯ã€�Cisco
Unified Communications Manager ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 4.x ã�®ã�¿ã�§ã�™ã€‚

2 ã�¤ç›®ã�® DoS è„†å¼±æ€§ã�¯ã€�Media Termination 
Pointsï¼ˆMTPï¼‰ã�®ç‰¹å®šã�®ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã�«é–¢ä¿‚ã�™ã‚‹ã‚‚ã�®ã�§ã�™ã€‚MTP
ã‚’ g729ar8 
ã‚³ãƒ¼ãƒ‡ãƒƒã‚¯ã�«è¨å®šã�—ã�Ÿã�¨ã��ã�«ã�®ã�¿ã€�éŸ³å£°ã�Œå�˜æ–¹å�‘ã�¨ã�ªã‚‹å ´å�ˆã�Œã�‚ã‚Šã�¾ã�™ã€‚ç‰¹å®šã�®çŠ¶æ³�ä¸‹ã�«ã�Šã�„ã�¦ã€�SIP
ã‚³ãƒ¼ãƒ«ã�® Session Description 
Protocolï¼ˆSDPï¼‰éƒ¨åˆ†ã�®å‡¦ç�†ä¸ã�«ã‚µãƒ¼ãƒ“ã‚¹ã�®ä¸æ–ã�Œç™ºç”Ÿã�—ã€�Session
Initiation Protocolï¼ˆSIPï¼‰ãƒ—ãƒã‚»ã‚¹ã�«ã‚ˆã�£ã�¦ã‚¹ã‚¿ãƒƒã‚¯ 
ãƒˆãƒ¬ãƒ¼ã‚¹ã�Œç”Ÿæˆ�ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯
Cisco Bug ID CSCtc61990 ï¼ˆ 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�CVE ID ã�¨ã�—ã�¦ CVE-
2011-2561 
ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Unified 
Communications Manager ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 7.0(x) 
ä»¥é™�ã�®ã�¿ã�«å½±éŸ¿ã�—ã€�ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 7.1(5b)su4 ã�Šã‚ˆã�³ 8.0(1) 
ã�§ã�¯ä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚
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3 ã�¤ç›®ã�® DoS è„†å¼±æ€§ã�¯ã€�ç‰¹å®šã�® SIP INVITE 
ãƒ¡ãƒƒã‚»ãƒ¼ã‚¸ã�®å‡¦ç�†ä¸ã�®ã‚³ã‚¢ãƒ€ãƒ³ãƒ—ã�«é–¢é€£ã�™ã‚‹ã‚‚ã�®ã�§ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯
Cisco Bug ID CSCth43256 ï¼ˆ 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�CVE ID ã�¨ã�—ã�¦ CVE-
2011-2562 
ã�Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Unified 
Communications Manager ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 6.x 
ä»¥é™�ã�«å½±éŸ¿ã�—ã€�ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 6.1(5)su2ã€�7.1(5b)su3ã€�8.0(3a)su1 
ã�Šã‚ˆã�³ 8.5(1) ã�§ã�¯ä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

æ®‹ã‚Š 2 ã�¤ã�® DoS è„†å¼±æ€§ã�¯ã€�Service Advertisement 
Frameworkï¼ˆSAFï¼‰ã�«é–¢ä¿‚ã�™ã‚‹ã‚‚ã�®ã�§ã�™ã€‚èª�è¨¼ã�•ã‚Œã�¦ã�„ã�ªã�„æ”»æ’ƒè€…ã�¯ã€�å·§å¦™ã�«ç´°å·¥ã�•ã‚Œã�Ÿ
SAF 
ãƒ‘ã‚±ãƒƒãƒˆã‚’è©²å½“ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é€�ä¿¡ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã‚’ä¸�æ£åˆ©ç”¨ã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã�®è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨ã�«æˆ�åŠŸã�—ã�Ÿå ´å�ˆã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�®å†�èµ·å‹•ã�Œç™ºç”Ÿã�™ã‚‹ã�“ã�¨ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�Cisco
Bug ID CSCth26669 ï¼ˆ ç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�Šã‚ˆã�³ CSCth19417 ï¼ˆ 

ç™»éŒ²ãƒ¦ãƒ¼ã‚¶ã�®ã�¿ï¼‰ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�CVE ID ã�¨ã�—ã�¦ CVE-
2011-2563 ã�Šã‚ˆã�³ CVE-2011-2564 
ã�Œã��ã‚Œã�žã‚Œå‰²ã‚Šå½“ã�¦ã‚‰ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�¯ã€�Cisco
Unified Communications Manager ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 8.x ã�«å½±éŸ¿ã�—ã€�ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 
8.5(1) ã�§ã�¯ä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚Cisco Intercompany Media Engine 
ãƒªãƒªãƒ¼ã‚¹ 8.x ã‚‚ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�™ã€‚Cisco 
Intercompany Media Engine ã�«å½±éŸ¿ã�™ã‚‹è„†å¼±æ€§ã�«é–¢ã�—ã�¦ã�¯ã€�åˆ¥é€” 
Cisco Security Advisory 
ã�Œå…¬é–‹ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«æŽ²è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚
http://www.cisco.com/cisco/web/support/JP/110/1108/1108411_cisco-sa-20110824-ime-j.html

æ³¨ï¼šSAF ã�®è„†å¼±æ€§ã‚’å¼•ã��èµ·ã�“ã�™ã�«ã�¯ã€�3 ã‚¦ã‚§ã‚¤ 
ãƒ�ãƒ³ãƒ‰ã‚·ã‚§ã‚¤ã‚¯æ‰‹é †ã�«ã‚ˆã�£ã�¦ TCP 
æŽ¥ç¶šã�Œç¢ºç«‹ã�•ã‚Œã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚

è„†å¼±æ€§ã‚¹ã‚³ã‚¢è©³ç´°

ã‚·ã‚¹ã‚³ã�¯ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã�®è„†å¼±æ€§ã�«å¯¾ã�—ã�¦ Common 
Vulnerability Scoring 
Systemï¼ˆCVSSï¼‰ã�«åŸºã�¥ã�„ã�Ÿã‚¹ã‚³ã‚¢ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�“ã�®ã‚»ã‚ãƒ¥ãƒªãƒ†ã‚£
ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�§ã�® CVSS ã‚¹ã‚³ã‚¢ã�¯ CVSS ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 2.0 
ã�«åŸºã�¥ã�„ã�¦ã�„ã�¾ã�™ã€‚

CVSS 
ã�¯ã€�è„†å¼±æ€§ã�®é‡�è¦�åº¦ã‚’ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã€�ç·Šæ€¥æ€§ã�Šã‚ˆã�³å¯¾å¿œã�®å„ªå…ˆåº¦ã‚’æ±ºå®šã�™ã‚‹æ‰‹åŠ©ã�‘ã�¨ã�ªã‚‹æ¨™æº–ãƒ™ãƒ¼ã‚¹ã�®è©•ä¾¡æ³•ã�§ã�™ã€‚

ã‚·ã‚¹ã‚³ã�¯åŸºæœ¬è©•ä¾¡ã‚¹ã‚³ã‚¢ï¼ˆBase 
Scoreï¼‰ã�Šã‚ˆã�³ç�¾çŠ¶è©•ä¾¡ã‚¹ã‚³ã‚¢ï¼ˆTemporal 
Scoreï¼‰ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚ã�Šå®¢æ§˜ã�¯ã�“ã‚Œã‚‰ã‚’ç”¨ã�„ã�¦ç’°å¢ƒè©•ä¾¡ã‚¹ã‚³ã‚¢ï¼ˆEnvironmental
Scoreï¼‰ã‚’ç®—å‡ºã�—ã€�å€‹ã€…ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ã�Šã�‘ã‚‹è„†å¼±æ€§ã�®å½±éŸ¿åº¦ã‚’å°Žã��å‡ºã�™ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

ã‚·ã‚¹ã‚³ã

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCth43256
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCth43256
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCth26669
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCth26669
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCth19417
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCth19417
http://tools.cisco.com/RPF/register/register.do
//www.cisco.com/cisco/web/support/JP/110/1108/1108411_cisco-sa-20110824-ime-j.html


�¯æ¬¡ã�® URL ã�«ã�¦ CVSS ã�«é–¢ã�™ã‚‹ FAQ ã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚

http://www.cisco.com/web/about/security/intelligence/cvss-qandas.html

ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯å€‹ã€…ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�«ã�Šã�‘ã‚‹ç’°å¢ƒå½±éŸ¿åº¦ã‚’ç®—å‡ºã�™ã‚‹
CVSS è¨ˆç®—ãƒ„ãƒ¼ãƒ«ã‚’ä»¥ä¸‹ã�® URL ã�«ã�¦æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚

http://tools.cisco.com/security/center/cvssCalculator.x

CSCtf97162 - CCM Application Restarts During TCP Flood

Calculate the environmental score of

CVSS Base Score - 7.8

Access 
Vector

Access 
Complexity

Authentication
Confidentiality 
Impact

Integrity 
Impact

Availability 
Impact

Network Low None None None Complete

CVSS Temporal Score - 6.4

Exploitability Remediation Level Report Confidence

Functional Official-Fix Confirmed

CSCtc61990 - Coredump may be experienced when processing certain 
SIP packets

Calculate the environmental score of

CVSS Base Score - 7.1

Access 
Vector

Access 
Complexity

Authentication
Confidentiality 
Impact

Integrity 
Impact

Availability 
Impact

Network Medium None None None Complete

//www.cisco.com/web/about/security/intelligence/cvss-qandas.html
http://tools.cisco.com/security/center/cvssCalculator.x


CVSS Temporal Score - 5.9

Exploitability Remediation Level Report Confidence

Functional Official-Fix Confirmed

CSCth43256 - Coredump may be experienced when processing certain 
SIP packets

Calculate the environmental score of

CVSS Base Score - 7.8

Access 
Vector

Access 
Complexity

Authentication
Confidentiality 
Impact

Integrity 
Impact

Availability 
Impact

Network Low None None None Complete

CVSS Temporal Score - 6.4

Exploitability Remediation Level Report Confidence

Functional Official-Fix Confirmed

CSCth26669 - CUCM may experience a reload when receiving certain 
UCM client msgs

Calculate the environmental score of

CVSS Base Score - 7.8

Access 
Vector

Access 
Complexity

Authentication
Confidentiality 
Impact

Integrity 
Impact

Availability 
Impact

Network Low None None None Complete



CVSS Temporal Score - 6.4

Exploitability Remediation Level Report Confidence

Functional Official-Fix Confirmed

CSCth19417 - CUCM may experience a reload when receiving certain 
UCM client msgs

Calculate the environmental score of

CVSS Base Score - 7.8

Access 
Vector

Access 
Complexity

Authentication
Confidentiality 
Impact

Integrity 
Impact

Availability 
Impact

Network Low None None None Complete

CVSS Temporal Score - 6.4

Exploitability Remediation Level Report Confidence

Functional Official-Fix Confirmed

å½±éŸ¿

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�Ÿè„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨ã�«æˆ�åŠŸã�—ã�Ÿå ´å�ˆã€�éŸ³å£°ã‚µãƒ¼ãƒ“ã‚¹ã�®ä¸æ–ã�Œå¼•ã��èµ·ã�“ã�•ã‚Œã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚å ´å�ˆã�«ã‚ˆã�£ã�¦ã�¯ã€�å½±éŸ¿ã‚’å�—ã�‘ã�Ÿ
Cisco Unified Communications Manager 
ãƒ—ãƒã‚»ã‚¹ã�Œå†�èµ·å‹•ã�•ã‚Œã�¾ã�™ã�Œã€�æ”»æ’ƒã�Œç¹°ã‚Šè¿”ã�•ã‚Œã‚‹ã�“ã�¨ã�«ã‚ˆã�£ã�¦ã€�çµ�æžœã�¨ã�—ã�¦
DoS çŠ¶æ…‹ã�«ã�ªã‚‹ã�“ã�¨ã�Œã�‚ã‚Šã�¾ã�™ã€‚

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ã�Šã‚ˆã�³ä¿®æ£

ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’æ¤œè¨Žã�™ã‚‹éš›ã�«ã�¯ã€� http://www.ci
sco.com/go/psirt/ 
ã�Šã‚ˆã�³æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªä»¥é™�ã�«å…¬é–‹ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã‚‚å�‚ç…§ã�—ã�¦ã€�èµ·ã�“ã‚Šã�†ã‚‹éšœå®³ã�¨å®Œå…¨ã�ªã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰
ã‚½ãƒªãƒ¥ãƒ¼ã‚·ãƒ§ãƒ³ã‚’åˆ¤æ–ã�—ã�¦ã��ã� ã�•ã�„ã€‚

//www.cisco.com/go/psirt
//www.cisco.com/go/psirt


ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��é�©åˆ‡ã�«ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã�®ç¢ºèª�ã‚’å��åˆ†ã�«è¡Œã�£ã�¦ã��ã� ã�•ã�„ã€‚æƒ…å ±ã�Œä¸�æ˜Žç¢ºã�ªå ´å�ˆã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã‚‚ã�—ã��ã�¯å¥‘ç´„ã�—ã�¦ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã��ã� ã�•ã�„ã€‚

ã‚·ã‚¹ã‚³ã�¯ãƒ†ãƒ¼ãƒ–ãƒ«ã�®ã€ŒRecommended 
Releasesã€�åˆ—ã�®ãƒªãƒªãƒ¼ã‚¹ã€�ã�¾ã�Ÿã�¯ã��ã‚Œä»¥é™�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

Cisco Unified Communications 
Manager Version

Recommended 
Releases

6.x 6.1(5)SU3

7.x 7.1(5b)SU4

8.0 8.0(3a)SU2

8.5 8.5(1)SU2, 8.6(1)

å›žé�¿ç–

SIP DoS ã�®è„†å¼±æ€§ã�«å¯¾ã�—ã�¦ã�¯å›žé�¿ç–ã�Œã�‚ã‚Šã�¾ã�™ã€‚Cisco 
Unified Communications Manager ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 6.1(4)ã€�7.1(2)ã€�8.0(1) ã�§ã�¯ SIP 
å‡¦ç�†ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹æ©Ÿèƒ½ã�Œå®Ÿè£…ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚SIP 
å‡¦ç�†ã�¯ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§æœ‰åŠ¹ã�«ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚SIP 
å‡¦ç�†ã‚’å¿…è¦�ã�¨ã�—ã�ªã�„ã�Šå®¢æ§˜ã�¯æ¬¡ã�®æ‰‹é †ã�«å¾“ã�£ã�¦ SIP 
å‡¦ç�†ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

ã‚¹ãƒ†ãƒƒãƒ— 1ï¼šCisco Unified Communications Manager Administration 
ã�®ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¾ã�™ã€‚ 

•

ã‚¹ãƒ†ãƒƒãƒ— 2ï¼š[System] > [Service Parameters] 
ã�®é †ã�«é�¸æŠžã�—ã€�è©²å½“ã�™ã‚‹ Cisco Unified Communications Manager 
ã‚µãƒ¼ãƒ�ã�¨ Cisco CallManager ã‚µãƒ¼ãƒ“ã‚¹ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚ 

•

ã‚¹ãƒ†ãƒƒãƒ— 3ï¼šã€ŒSIP Interoperability Enabledã€�ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã‚’ False 
ã�«å¤‰æ›´ã�—ã€�[Save] ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚  

•

æ³¨ï¼š SIP å‡¦ç�†ã�®å¤‰æ›´ã‚’æœ‰åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�Cisco CallManager 
ã‚µãƒ¼ãƒ“ã‚¹ã‚’å†�èµ·å‹•ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚µãƒ¼ãƒ“ã‚¹ã‚’å†�èµ·å‹•ã�™ã‚‹æ–¹æ³•ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®å ´æ‰€ã�«ã�‚ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®ã€ŒRestarting
the Cisco CallManager Serviceã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ htt
p://www.cisco.com/en/US/docs/voice_ip_comm/cucm/admin/7_1_2/ccmcfg/b03dpi.html#wp1075124

ã‚¹ã‚¯ãƒªãƒ¼ãƒ‹ãƒ³ã‚° ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ãƒ•ã‚£ãƒ«ã‚¿ãƒªãƒ³ã‚°ã‚’å®Ÿè¡Œã�—ã€�TCP ãƒ�ãƒ¼ãƒˆ 

//www.cisco.com/en/US/docs/voice_ip_comm/cucm/admin/7_1_2/ccmcfg/b03dpi.html#wp1075124
//www.cisco.com/en/US/docs/voice_ip_comm/cucm/admin/7_1_2/ccmcfg/b03dpi.html#wp1075124


5060 ã�¨ 5061ã€�ã�Šã‚ˆã�³ UDP ãƒ�ãƒ¼ãƒˆ 5060 ã�¨ 5061 
ã�¸ã�®ã‚¢ã‚¯ã‚»ã‚¹ã‚’ã€�Cisco Unified Communications Manager ã‚µãƒ¼ãƒ�ã�¸ã�® SIP 
ã‚¢ã‚¯ã‚»ã‚¹ã�Œå¿…è¦�ã�ªãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ã�‹ã‚‰ã�®ã�¿ã�«åˆ¶é™�ã�™ã‚‹ã�“ã�¨ã�§ã€�ã�“ã�®è„†å¼±æ€§ã‚’ç·©å’Œã�§ã��ã�¾ã�™ã€‚

Cisco Communications Manager ãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³ 4.x ã�«ã�Šã�‘ã‚‹ã€�ãƒ‘ã‚±ãƒƒãƒˆ 
ã‚ãƒ£ãƒ—ãƒ�ãƒ£ ã‚µãƒ¼ãƒ“ã‚¹ã�«é–¢é€£ã�™ã‚‹ DoS 
è„†å¼±æ€§ã�«å¯¾ã�—ã�¦ã�¯å›žé�¿ç–ã�Œã�‚ã‚Šã�¾ã�™ã€‚ãƒ‘ã‚±ãƒƒãƒˆ 
ã‚ãƒ£ãƒ—ãƒ�ãƒ£ 
ã‚µãƒ¼ãƒ“ã‚¹ã�«ã‚ˆã‚‹ãƒˆãƒ©ãƒ–ãƒ«ã‚·ãƒ¥ãƒ¼ãƒ†ã‚£ãƒ³ã‚°ã‚’å¿…è¦�ã�¨ã�—ã�ªã�„ã�Šå®¢æ§˜ã�¯ã€�æ¬¡ã�®æ‰‹é †ã�«å¾“ã�£ã�¦ã�“ã�®ã‚µãƒ¼ãƒ“ã‚¹ã‚’ç„¡åŠ¹ã�«ã�™ã‚‹ã�“ã�¨ã�Œã�§ã��ã�¾ã�™ã€‚

ã‚¹ãƒ†ãƒƒãƒ— 1ï¼šCisco Unified Communications Manager Administration ã�® Web 
ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¾ã�™ã€‚ 

•

ã‚¹ãƒ†ãƒƒãƒ— 2ï¼š[System] > [Service Parameters] 
ã�®é †ã�«é�¸æŠžã�—ã€�è©²å½“ã�™ã‚‹ Cisco Unified Communications Manager 
ã‚µãƒ¼ãƒ�ã�¨ãƒ‘ã‚±ãƒƒãƒˆ ã‚ãƒ£ãƒ—ãƒ�ãƒ£ ã‚µãƒ¼ãƒ“ã‚¹ã‚’é�¸æŠžã�—ã�¾ã�™ã€‚ 

•

ã‚¹ãƒ†ãƒƒãƒ— 3ï¼šã€ŒPacket Capture Enabledã€�ãƒ‘ãƒ©ãƒ¡ãƒ¼ã‚¿ã‚’ False 
ã�«å¤‰æ›´ã�—ã€�[Save] ã‚’ã‚¯ãƒªãƒƒã‚¯ã�—ã�¾ã�™ã€‚  

•

æ³¨ï¼šãƒ‘ã‚±ãƒƒãƒˆ ã‚ãƒ£ãƒ—ãƒ�ãƒ£ 
ã‚µãƒ¼ãƒ“ã‚¹ã�®å¤‰æ›´ã‚’æœ‰åŠ¹ã�«ã�™ã‚‹ã�«ã�¯ã€�Cisco CallManager 
ã‚µãƒ¼ãƒ“ã‚¹ã‚’å†�èµ·å‹•ã�™ã‚‹å¿…è¦�ã�Œã�‚ã‚Šã�¾ã�™ã€‚ã‚µãƒ¼ãƒ“ã‚¹ã‚’å†�èµ·å‹•ã�™ã‚‹æ–¹æ³•ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®å ´æ‰€ã�«ã�‚ã‚‹ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®ã€ŒRestarting
the Cisco CallManager Serviceã€�ã‚»ã‚¯ã‚·ãƒ§ãƒ³ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚ htt
p://www.cisco.com/en/US/docs/voice_ip_comm/cucm/service/4_2_3/ccmsrvs/sscontrl.html

ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯å†…ã�®ã‚·ã‚¹ã‚³ 
ãƒ‡ãƒ�ã‚¤ã‚¹ã�«é�©ç”¨å�¯èƒ½ã�ªã��ã�®ä»–ã�®ç·©å’Œç–ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�®ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®ä»˜å±žãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã€ŽCisco
Applied Mitigation Bulletin: Identifying and Mitigating Exploitation of the Multiple 
Vulnerabilities in Cisco Unified Communications 
Managerã€�ã�«ã�¦å�‚ç…§ã�§ã��ã�¾ã�™ã€‚

http://tools.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20110824-cucm-i
me

ä¿®æ£æ¸ˆã�¿ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å…¥æ‰‹

ã‚·ã‚¹ã‚³ã�¯ã�“ã‚Œã‚‰ã�®è„†å¼±æ€§ã�«å¯¾å¿œã�™ã‚‹ã�Ÿã‚�ã�®ç„¡å„Ÿã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ã‚¢ãƒƒãƒ—ãƒ‡ãƒ¼ãƒˆã‚’æ��ä¾›ã�—ã�¦ã�„ã�¾ã�™ã€‚ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®å°Žå…¥ã‚’è¡Œã�†å‰�ã�«ã�Šå®¢æ§˜ã�®ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�”ç›¸è«‡ã�„ã�Ÿã� ã��ã�‹ã€�ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒ•ã‚£ãƒ¼ãƒ�ãƒ£
ã‚»ãƒƒãƒˆã�®äº’æ�›æ€§ã�Šã‚ˆã�³ã�Šå®¢æ§˜ã�®ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ç’°å¢ƒã�«ç‰¹æœ‰ã�®å•�é¡Œã�«é–¢ã�—ã�¦ã�”ç¢ºèª�ã��ã� ã�•ã�„ã€‚

ã�Šå®¢æ§˜ã�Œã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã�—ã�Ÿã‚Šã‚µãƒ�ãƒ¼ãƒˆã‚’å�—ã�‘ã�Ÿã‚Šã�§ã��ã‚‹ã�®ã�¯ã€�ã�”è³¼å…¥ã�„ã�Ÿã� ã�„ã�Ÿãƒ•ã‚£ãƒ¼ãƒ�ãƒ£
ã‚»ãƒƒãƒˆã�«å¯¾ã�—ã�¦ã�®ã�¿ã�¨ã�ªã‚Šã�¾ã�™ã€‚ã��ã�®ã‚ˆã�†ã�ªã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢
ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã‚’ã‚¤ãƒ³ã‚¹ãƒˆãƒ¼ãƒ«ã€�ãƒ€ã‚¦ãƒ³ãƒãƒ¼ãƒ‰ã€�ã‚¢ã‚¯ã‚»ã‚¹ã�¾ã�Ÿã�¯ã��ã�®ä»–ã�®æ–¹æ³•ã�§ä½¿ç”¨ã�—ã�Ÿå ´å�ˆã€�ã�Šå®¢æ§˜ã�¯
http://www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html 
ã�«è¨˜è¼‰ã�®ã‚·ã‚¹ã‚³ã�®ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒ©ã‚¤ã‚»ãƒ³ã‚¹ã�®æ�¡é …ã�¾ã�Ÿã�¯ã€�Cisco.com Downloads ã�® http://www.cisco.co
m/public/sw-center/sw-usingswc.shtml 

//www.cisco.com/en/US/docs/voice_ip_comm/cucm/service/4_2_3/ccmsrvs/sscontrl.html
//www.cisco.com/en/US/docs/voice_ip_comm/cucm/service/4_2_3/ccmsrvs/sscontrl.html
http://tools.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20110824-cucm-ime
http://tools.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20110824-cucm-ime
//www.cisco.com/en/US/docs/general/warranty/English/EU1KEN_.html
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ã�«ã�Šå•�ã�„å�ˆã‚�ã�›ã�„ã�Ÿã� ã��ã�“ã�¨ã�¯ã�”é� æ…®ã��ã� ã�•ã�„ã€‚

ã‚µãƒ¼ãƒ“ã‚¹å¥‘ç´„ã‚’ã�”åˆ©ç”¨ã�®ã�Šå®¢æ§˜
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å›žé�¿ç–ã�®åŠ¹æžœã�¯ã€�ä½¿ç”¨è£½å“�ã€�ãƒ�ãƒƒãƒˆãƒ¯ãƒ¼ã‚¯ 
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y_vulnerability_policy.html 
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翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


