Ciscodfe4, ia, oa, ¢a,1a, ©Oafvaf«a afvaf: a,1afca, af¥a
Client Control
Protocola,=af3a,'afsa, a,-afsaffa@«a€@Sae‘a«

@ a,¢af%.af €a,na, flaFraFalD : cisco-sa
20110223-fwsm

& @a...~é-<e—Y¥ : 2011-02-23 16:00
df @afa, afsasf 1.0 : Fina
&76€¢¢- : No Workarounds available
Cisco 4f€3,° ID :

Yo7 5@ «ad, a cef...a t3@ a€HPete?73P«a, a,«aZYe-ft3OPREQZA..., a1 a4
Al

e, €|

Cisco Catalyst 65008, -af3%if 4, °4, 18, naf faf @ 3 €53, a€>Cisco

76003,-af2af%a,°af«afa,;¢" " ae®Cisco Firewall Services

Module(FWSM)a@«3€¢ 3€@a, @xL£3€@Skinny Client Control

Protocol(SCCP)afiaffa,»afua, a,'at! (@13 —a@YauE3@«Cisco

FWSMa@®afafaf1hdf%od, 3% @ @eu-a @ "i@™I@ ef.x€83@RIQ,5,,Ta%+r€83@EI A 3Q—

8,-815%@ @ "a@®e,Tal+tx€8a@«d it a@™4,4,%%afaf 4, |4,83,Ca, caffaf—aftafiaas a, ’afasras

3@ "3a@®3,Caf%05f@a,13,95f°5€ €@ https://sec.cloudapps.cisco.com/security/center/content/CiscoS
ecurityAdvisory/cisco-sa-20110223-fwsm 3€83...~é—3€+3,Ed@ | 3@, @HIG™E,

& 1v.8Cisco ASA

55004, -Af24f Y48, e ©a; 00az<d,»a,af¥afaf13,£3,C3f—af©3,15,¢5%5,'5@ €@ 3@ ®3,Caf%0af@3,n,
ASA

55008, 3f2a8f143,°6 @ ©8; 00aza,»3,af¥afaf15,£3,CAf—af03,05,¢C3F5, 49 «812+6Y:5,5, 759 753,<5 9 93O
Security

Advisorya@ Ea... é-«39+3, 3@ | 39,3 @%IQP™I€,3Q"3Q®3,Caf%iaf@a,n3 N5 5€¢ €@http
s://sec.cloudapps.cisco.com/security/center/content/Ci scoSecurityAdvisory/cisco-sa-20110223-asa
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SCCP3, naf33, 15 %3, 3, -4 855 Eae0e%085'3@«3 939 £3€ | 5€,3,3 36 3€@Cisco
FWSM3,1%af-3f "4, | 4,83,C 3@ ®af@afsd, 3f8533.1.x3€93.2.x3€94.0.x3€Q3953,"39°4.1 xa @ E3 €
SCCP3, 0af33, 18 %3, 3, -4f 855 Eae0e%08S'3@«3 93 Q£3Q | 59,3, 39 3Q0IQPTIH G, QO™
service-policy | include

skinnya, 3af 7838 %08, 3BV & (EA@ —3€@31°85>3 @ Te,;"5€+3,E3, <39 3@ "3,¢C°°QIQP—3QAIG™3

<#root>
fwsm#
show service-policy | include skinny

Inspect: skinny , packet @, drop @, reset-drop @

AQ%IPYIQ 3€QSCCPA,nAfE, af33,75,-4f88 5@ Eee%0dS' 3@ «3Q 3 QL3€ | 5€,5,AfHaf@E, 13,

class-map inspection_default

match default-inspection-traffic
|

policy-map global_policy
class inspection_default

inspect skinny

|
service-policy global_policy global

a8 1V88, fifvaAaf“ & 'af @afea, af1ha€ €@ %' a®SIQ®A,nafs,;af%afa,83,13,'a€«3, 6Q@0¢" 38«

aRY &j(E5 3@ ®Cisco
FWSM3,%af-af3,!3,83,Ca@®af@afa, af8afa, cc°e’ @@ ™a a@«3@ a€@Cisco

10S3,%afaf"a, | 5,83,C3€9%3€Y3€ Cisco

Catalystd,2afsaf-af1uafta,£af’a,°a,-a,'aftaf a,%.af-af 3, ! a,8a,¢ 3 € <3, %oshow

module, 3af Z2af38f %03, ¢8| EA@ —a€p | €3, -3, aftaf a@«a,nafa,'af"afhaf«i€pa, EG€ | 3 €3,

& id@®aua@ a€@Cisco FWSM(WS-SVC-FWM-
1)a@ 3, afaffaf 2a@«a,naf’a,'af afhaf«a@+a, 3@ | 3€,3,<3,-3,'aftaf §,/(r°@—3@ | 3€,3 O3

<#root>



switch>

show nodul e

Mod Ports Card Type Model Serial No.
1 16 SFM-capable 16 port 100@mb GBIC WS-X6516-GBIC SAL@6334NS9
2 6 Firewall Module WS-SVC-FWM-1 SAD10360485
3 8 Intrusion Detection System WS-SVC-IDSM-2 SAD09320897
4 4 SLB Application Processor Complex WS-X6066-SLB-APC SAD093004BD
5 2 Supervisor Engine 720 (Active) WS-SUP720-3B SAL@934888E
Mod MAC addresses Hw Fw Sw Status
1 0009.11e3.ade8 to @009.11e3.adf7 5.1 6.3(1) 8.5(0.46)RFW Ok
2 0018.bad41.5092 to 0018.badl.5099 4.0 .2(1) 3.2(2)10 ok
3 ©014.390c.9956 to 0014.a90c.995d 5.0 7.2(1) 5.1(6)E1 ok
4 0Q014.390c.66e6 to 0014.a90c.66ed 1.7 4.2(3) ok
5 0013.c42e.7fed to 0013.c42e.7fe3 4.4 8.1(3) 12.2(18)SXF1 0Ok

HEIQ—3€,3,"afaffaF 5,2 | EGPniQ'aQYa, %od€@show module <slot
nUMber >3 & 73f3f %0,  CMOS| EAQ—3 @ | SE@ 3@ PEUAEP«CLCIO™E, 5O 150 GEQIBVEEA 54

<#root>

switch>

show nodul e 2

Mod Ports Card Type Model Serial No.
2 6 Firewall Module WS-SVC-FWM-1 5AD10360485
Mod MAC addresses Hw Fw Sw Status
2 0018.ba41.5092 to 0018.bad1.5099 4.0 7.2(1) 3202010 ok
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a8 1Y/8Cisco | OSE, Vaf+af 5, 13 88 (@ ®eeEe; 3@ RIf@afd, af8af5¢83@ d€@show
modulej, 3éf2éf3éf%oéé®éi°é§>é@«é0,,<§fCé,}éﬂé.f%é.f«é@@é,Vzé.f'éfé, | é,§é,¢éf®éf%é,,éf§§f3é®<
module <slot number >3, 38f 78f38f %08, &®Y & EAQP ™35 ,<4;...8 | @ 3@ 3€,3,559%3€>3,"3€,

a®aef3, 18, vaf faf @45°3,°4,-3,"af taf (VSS)a,'a%i¢" d@—a@ | 3€ @239 °3 @ ®c%oOceTCisco
Catalyst

65004, -af°af%a,°a,"3,paffaf@a,'1 3 @ra@®e«-c@ta»®axf3,'a,niffaf QPa@ 3@ —3€@ | dcaV2008€ 3
module switch



all& 3af 28f38f %08, 8oC" a@—a€p | 3€ 93,3, naffaf@15€ 34,3, paffaf @3 @ «A+73 Q™A A Q™3 '3 O
module <slot
number >3 ®31°35>3@«31%4143€ '39,309%IQO™IQEIEQVSSAt..a9PRIY,4,"3 naffaf@a@B®ASCE,

39%IQYIQP IEQPX-iTOPIVIP«r°IP™E, 5P T «AEQshow
versiond, 3af 28 38f %od," a/ecC A —a€ | FWSME€<3, %oaf @aflsa, 3f8af af...4 +3,0 e /¥3€-4%—3@

<#root>

FWSM>

show ver si on

FWSM Firewall Version 3.2(2)10
[...]

Cisco Adaptive Security Device

Managerivs ASDMiYo8,” 8oiC" a@p—a € | affaf@a,na,'a, (Ric@ 139 —39 | 39,3, 4@ 3@ I€Qaf:
3,13,£3F335%03, 3@ ®e| F€QPIQPAUIGYYFQ ASDM

a,18,£af33f%03, | 3@ ®3- | éSéQ«é,Vzé.f'é.fAé, 13,83,C3@RAf@af1a, af8aF 3@ Ee| ¢n°a@ -3, EaQIai

FWSM Version: 3.2(2)10
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inspect
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Technical Assistance
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Fixed
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Fixed
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[a,»a,af¥afasta,£(Security)] > [af+3,id,23,¢a, | 3, ©afaaf«(Firewall)] >

[4f-3,j3,038,¢4, | 8,0afhaf«cu+a@ az<a,'a,naffaf@/af«afa,;a,uafuasa, (Firewall Integrated
Switch/Router Services)] > [Cisco Catalyst

65003,-af°af%a,°af-a,ia,ra,ca, | 3,0afhaf«a,uafnasa,'afca, af¥afuasf«(Cisco Catalyst 6500

Series Firewall Services Module)] >
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URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A dvisory/cisco-sa-20110223-fwsm
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