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è„†å¼±æ€§ã�®ã�‚ã‚‹è£½å“�

Cisco 

IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ã€�NTPv4ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�—ã€�NTPã�®å‹•ä½œã�Œè¨å®šã�•ã‚Œã�¦ã�„ã‚‹å ´å�ˆã�«è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�§ã�¯ã€�NTPã�¯ãƒ‡ãƒ•ã‚©ãƒ«ãƒˆã�§ã�¯æœ‰åŠ¹ã�«ã�ªã�£ã�¦ã�„ã�¾ã�›ã‚“ã€‚

ãƒ‡ãƒ�ã‚¤ã‚¹ã�ŒNTPv4ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�—ã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã€�ã‚³ãƒžãƒ³ãƒ‰ãƒ©ã‚¤ãƒ³ã‚¤ãƒ³ã‚¿ãƒ¼ãƒ•ã‚§ã‚¤ã‚¹(CLI)ã�®ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ãƒ¢ãƒ¼ãƒ‰ã�§ã€�ã‚³ãƒžãƒ³ãƒ‰ntp

peer 127.0.0.1 version 

?ã‚’å…¥åŠ›ã�—ã�¾ã�™ã€‚å‡ºåŠ›ã�«ã‚ªãƒ—ã‚·ãƒ§ãƒ³ã�¨ã�—ã�¦ç•ªå�·4ã�Œå�«ã�¾ã‚Œã�¦ã�„ã‚‹å ´å�ˆã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯NTPv4ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�—ã�¦ã�„ã�¾ã�™ã€‚æ¬¡ã�®ä¾‹ã�¯ã€�NTPv4ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�™ã‚‹Cisco
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ã‚·ã‚¹ã‚³ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

Router#

configure terminal

Router(config)#

ntp peer 127.0.0.1 version ?

  <2-4>  NTP version number

 

æ¬¡ã�®ä¾‹ã�¯ã€�NTPv4ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�—ã�¦ã�„ã�ªã�„Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒªãƒªãƒ¼ã‚¹ã‚’å®Ÿè¡Œã�—ã�¦ã�„ã‚‹ã‚·ã‚¹ã‚³ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

Router(config)#

ntp peer 127.0.0.1 version ?

  <1-3>  NTP version number

 

ãƒ‡ãƒ�ã‚¤ã‚¹ã�«NTPã�Œè¨å®šã�•ã‚Œã�¦ã�„ã‚‹ã�‹ã�©ã�†ã�‹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã€�CLIã‚³ãƒžãƒ³ãƒ‰show

running-config | include 

ntpã€‚å‡ºåŠ›ã�‹ã‚‰æ¬¡ã�®ã�„ã�šã‚Œã�‹ã�®ã‚³ãƒžãƒ³ãƒ‰ã�Œè¿”ã�•ã‚Œã�Ÿå ´å�ˆã€�ã��ã�®ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚

 

ntp master <any following commands> 
ntp peer <any following commands> 
ntp server <any following commands> 
ntp broadcast client 
ntp multicast client

 



æ¬¡ã�®ä¾‹ã�¯ã€�NTP ç”¨ã�«è¨å®šã�•ã‚Œã�¦ã�„ã‚‹ã‚·ã‚¹ã‚³ 
ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

router#

show running-config | include ntp

ntp peer 192.168.0.12

 

æ¬¡ã�®ä¾‹ã�¯ã€�NTP ç”¨ã�«è¨å®šã�•ã‚Œã�¦ã�„ã�ªã�„ã‚·ã‚¹ã‚³ 
ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™ã€‚

 

<#root>

router#

show running-config | include ntp

router#

 

ã‚·ã‚¹ã‚³è£½å“�ã�§ç¨¼åƒ�ã�—ã�¦ã�„ã‚‹ Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹ã‚’ç¢ºèª�ã�™ã‚‹ã�«ã�¯ã€�ãƒ‡ãƒ�ã‚¤ã‚¹ã�«ãƒã‚°ã‚¤ãƒ³ã�—ã�¦ show 

version ã‚³ãƒžãƒ³ãƒ‰ã‚’ä½¿ã�£ã�¦ã€�ã‚·ã‚¹ãƒ†ãƒ  
ãƒ�ãƒŠãƒ¼ã‚’è¡¨ç¤ºã�—ã�¾ã�™ã€‚"Internetwork Operating System Software"ã€�"Cisco 
IOS Software" ã�‚ã‚‹ã�„ã�¯ã�“ã‚Œã‚‰ã�«é¡žä¼¼ã�™ã‚‹ã‚·ã‚¹ãƒ†ãƒ  
ãƒ�ãƒŠãƒ¼ã�«ã‚ˆã�£ã�¦ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ Cisco IOS 
ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�Œç¨¼åƒ�ã�—ã�¦ã�„ã‚‹ã�“ã�¨ã‚’ç¢ºèª�ã�§ã��ã�¾ã�™ã€‚ 
ã��ã�®å¾Œã‚�ã�«ã‚¤ãƒ¡ãƒ¼ã‚¸å��ã�Œæ‹¬å¼§ã�®é–“ã�«è¡¨ç¤ºã�•ã‚Œã€�ç¶šã�„ã�¦
"Version" ã�¨ Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚¨ã‚¢ 
ãƒªãƒªãƒ¼ã‚¹å��ã�Œè¡¨ç¤ºã�•ã‚Œã�¾ã�™ã€‚ä»–ã�®ã‚·ã‚¹ã‚³ 
ãƒ‡ãƒ�ã‚¤ã‚¹ã�§ã�¯ã€�show version 

ã‚³ãƒžãƒ³ãƒ‰ã�Œå˜åœ¨ã�—ã�ªã�‹ã�£ã�Ÿã‚Šã€�åˆ¥ã�®å‡ºåŠ›ã�Œè¡¨ç¤ºã�•ã‚Œã�Ÿã‚Šã�—ã�¾ã�™ã€‚

ä»¥ä¸‹ã�®ä¾‹ã�¯ã€�Cisco è£½å“�ã�«ã�¦ã€�IOSãƒªãƒªãƒ¼ã‚¹ 12.3(26) 
ã�Œç¨¼å‹•ã�—ã€�ã��ã�®ã‚¤ãƒ¡ãƒ¼ã‚¸å��ã�Œ C2500-IS-L 
ã�§ã�‚ã‚‹ã�“ã�¨ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™:

 

<#root>

Router#



show version

 Cisco Internetwork Operating System Software 
 IOS (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2) 
 Technical Support: http://www.cisco.com/techsupport 
 Copyright Â©) 1986-2008 by cisco Systems, Inc. 
 Compiled Mon 17-Mar-08 14:39 by dchih 
 
 <output truncated>

 

ä»¥ä¸‹ã�®ä¾‹ã�¯ã€�Cisco è£½å“�ã�«ã�¦ã€�IOSãƒªãƒªãƒ¼ã‚¹ 12.4(20)T 
ã�Œç¨¼å‹•ã�—ã€�ã��ã�®ã‚¤ãƒ¡ãƒ¼ã‚¸å��ã�Œ C1841-ADVENTERPRISEK9-M 
ã�§ã�‚ã‚‹ã�“ã�¨ã‚’ç¤ºã�—ã�¦ã�„ã�¾ã�™:

 

<#root>

Router#

show version

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc3) 
Technical Support: http://www.cisco.com/techsupport 
Copyright Â©) 1986-2008 by Cisco Systems, Inc. 
Compiled Thu 10-Jul-08 20:25 by prod_rel_team 
 
<output truncated>

 

Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®ãƒªãƒªãƒ¼ã‚¹å‘½å��è¦�å‰‡ã�®è¿½åŠ æƒ…å ±ã�¯ã€�htt
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ä»¥ä¸‹ã�®è£½å“�ã�¾ã�Ÿã�¯æ©Ÿèƒ½ã�¯ã�“ã�®è„†å¼±æ€§ã�®å½±éŸ¿ã‚’å�—ã�‘ã�¾ã�›ã‚“:

NTPv4ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�—ã�ªã�„Cisco IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ‡ãƒ�ã‚¤ã‚¹ •

Simple NTP(SNTP)æ©Ÿèƒ½ã�®ã�¿ã‚’ä½¿ç”¨ã�—ã�¦è¨å®šã�•ã‚Œã�ŸCisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ‡ãƒ�ã‚¤ã‚¹ 

•

Cisco IOS XE ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ •

Cisco IOS XR ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ •

ä»–ã�®ã‚·ã‚¹ã‚³è£½å“�ã�«ã�Šã�„ã�¦ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®å½±éŸ¿ã‚’å�—ã�‘ã‚‹ã‚‚ã�®ã�¯ç�¾åœ¨ç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�›ã‚“ã€‚
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ietf-ntp-ntpv4-proto-11ã�§æ–‡æ›¸åŒ–ã�•ã‚Œã�¦ã�„ã�¾ã�™

NTPv4ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�™ã‚‹Cisco 
IOSã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ãƒ‡ãƒ�ã‚¤ã‚¹ã�Œç‰¹å®šã�®NTPãƒ‘ã‚±ãƒƒãƒˆã‚’å�—ä¿¡ã�™ã‚‹ã�¨ã€�NTPå¿œç”ãƒ‘ã‚±ãƒƒãƒˆã�®ä½œæˆ�ä¸ã�«ã‚¯ãƒ©ãƒƒã‚·ãƒ¥ã�—ã�¾ã�™ã€‚NTPãƒ‘ã‚±ãƒƒãƒˆã�¯ä»»æ„�ã�®ãƒªãƒ¢ãƒ¼ãƒˆãƒ‡ãƒ�ã‚¤ã‚¹ã�‹ã‚‰é€�ä¿¡ã�§ã��ã€�èª�è¨¼ã�¯å¿…è¦�ã�‚ã‚Šã�¾ã�›ã‚“ã€‚NTPv4ã‚’ã‚µãƒ�ãƒ¼ãƒˆã�—ã€�NTPãƒ”ã‚¢èª�è¨¼ã�Œè¨å®šã�•ã‚Œã�¦ã�„ã‚‹Cisco
IOSãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ã€�ä¾�ç„¶ã�¨ã�—ã�¦è„†å¼±ã�§ã�™ã€‚NTPv4ãƒ”ã‚¢ç”¨ã�«ãƒ‡ãƒ�ã‚¤ã‚¹ã‚’æ˜Žç¤ºçš„ã�«è¨å®šã�™ã‚‹å¿…è¦�ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚ã�Ÿã�¨ã�ˆã�°ã€�æ¬¡ã�®ä¾‹ã�«ç¤ºã�™ã‚ˆã�†ã�«ã€�ã�™ã�¹ã�¦ã�®NTPãƒ”ã‚¢ã�Œãƒ�ãƒ¼ã‚¸ãƒ§ãƒ³2ã�¨ã�—ã�¦æ˜Žç¤ºçš„ã�«ãƒ©ãƒ™ãƒ«ä»˜ã�‘ã�•ã‚Œã�¦è¨å®šã�•ã‚Œã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯ã€�ä¾�ç„¶ã�¨ã�—ã�¦è„†å¼±ã�§ã�™ã€‚

 

<#root>

Router#

show running-config | include ntp

ntp peer 192.168.0.254 version 2 
ntp peer 192.168.0.1 version 2 
Router#

 

ã‚·ã‚¹ã‚³ã�«ã‚ˆã‚‹NTPã�®å®Ÿè£…ã�®è©³ç´°ã�«ã�¤ã�„ã�¦ã�¯ã€�æ¬¡ã�®ãƒªãƒ³ã‚¯ã�«ã�‚ã‚‹ã‚³ãƒ³ãƒ•ã‚£ã‚®ãƒ¥ãƒ¬ãƒ¼ã‚·ãƒ§ãƒ³ã‚¬ã‚¤ãƒ‰ã€ŒCisco
IOS and NX-OS Software - Performing Basic System 
Managementã€�ã‚’å�‚ç…§ã�—ã�¦ã��ã� ã�•ã�„ã€‚http://www.cisco.com/en/US/docs/ios/n

etmgmt/configuration/guide/nm_basic_sys_manage.html#wp1001170

ã�“ã�®è„†å¼±æ€§ã�¯ã€�Cisco Bug ID 
CSCsu24505(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�Šã‚ˆã�³CSCsv75948(ç™»éŒ²ãƒ¦ãƒ¼ã‚¶å°‚ç”¨)ã�¨ã�—ã�¦æ–‡æ›¸åŒ–ã�•ã‚Œã€�Common
Vulnerabilities and Exposures(CVE)IDã�¨ã�—ã�¦CVE-2009-
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!--- Configure trusted peers for allowed access 
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access-list 1 permit 171.70.173.55 
 
 

!--- Apply ACE to the NTP configuration 

 
 
ntp access-group peer 1
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!--- 

!--- Feature: Network Time Protocol (NTP) 

!--- 

 
 
access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD 
    INFRASTRUCTURE_ADDRESSES WILDCARD eq 123 
 
 

!--- Note: If the router is acting as a NTP broadcast client 

!---   via the interface command "ntp broadcast client" 

!---   then broadcast and directed broadcasts must be 

!---   filtered as well.  The following example covers 

!---   an infrastructure address space of 192.168.0.X 

 
 
access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD 
    host 192.168.0.255 eq ntp 
access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD 
    host 255.255.255.255 eq ntp 
 
 

!--- Note: If the router is acting as a NTP multicast client 

!---   via the interface command "ntp multicast client" 

!---   then multicast IP packets to the mutlicast group must 

https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsw79186
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsw79186
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_basic_sys_manage.html#wp1034942
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_basic_sys_manage.html#wp1034942


!---   be filtered as well.  The following example covers 

!---   a NTP multicast group of 239.0.0.1 (Default is 

!---   224.0.1.1) 

 
 
access-list 150 permit udp TRUSTED_SOURCE_ADDRESSES WILDCARD 
    host 239.0.0.1 eq ntp 
 
 

!--- Deny NTP traffic from all other sources destined 

!--- to infrastructure addresses. 

 
 
access-list 150 deny udp any 
    INFRASTRUCTURE_ADDRESSES WILDCARD eq 123 
 
 

!--- Permit/deny all other Layer 3 and Layer 4 traffic in 

!--- accordance with existing security policies and 

!--- configurations.  Permit all other traffic to transit the 

!--- device. 

 
 
access-list 150 permit ip any any 
 
 

!--- Apply access-list to all interfaces (only one example 

!--- shown) 

 
 
interface fastEthernet 2/0 
 ip access-group 150 in
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!--- Feature: Network Time Protocol (NTP) 
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access-list 150 deny udp TRUSTED_SOURCE_ADDRESSES WILDCARD 
     any eq 123 
 
 

!--- Deny NTP traffic from all other sources destined 

!--- to the device control plane. 

 
 
access-list 150 permit udp any any eq 123 
 
 

!--- Permit (Police or Drop)/Deny (Allow) all other Layer3 and 

!--- Layer4 traffic in accordance with existing security policies 

!--- and configurations for traffic that is authorized to be sent 

!--- to infrastructure devices 

!--- Create a Class-Map for traffic to be policed by 

!--- the CoPP feature 

 
 
class-map match-all drop-udp-class 
 match access-group 150 
 
 

!--- Create a Policy-Map that will be applied to the 

!--- Control-Plane of the device. 

 
 
policy-map drop-udp-traffic 
 class drop-udp-class 
  drop 
 
 

!--- Apply the Policy-Map to the 

!--- Control-Plane of the device 

 
 
control-plane 
 service-policy input drop-udp-traffic
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policy-map drop-udp-traffic 
class drop-udp-class 
police 32000 1500 1500 conform-action drop exceed-action drop
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ã�„ã�šã‚Œã�®å ´å�ˆã‚‚ã€�ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹æ©Ÿå™¨ã�«å��åˆ†ã�ªãƒ¡ãƒ¢ãƒªã�Œã�‚ã‚‹ã�“ã�¨ã€�ã�Šã‚ˆã�³ç�¾åœ¨ã�®ãƒ�ãƒ¼ãƒ‰ã‚¦ã‚§ã‚¢ã�¨ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®æ§‹æˆ�ã�Œæ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�§å¼•ã��ç¶šã��é�©åˆ‡ã�«ã‚µãƒ�ãƒ¼ãƒˆã�•ã‚Œã�¦ã�„ã‚‹ã�“ã�¨ã�®ç¢ºèª�ã‚’å��åˆ†ã�«è¡Œã�£ã�¦ã��ã� ã�•ã�„ã€‚æƒ…å ±ã�«ä¸�æ˜Žã�ªç‚¹ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�Cisco
Technical Assistance 
Centerï¼ˆTACï¼‰ã�¾ã�Ÿã�¯å¥‘ç´„ã‚’çµ�ã‚“ã�§ã�„ã‚‹ãƒ¡ãƒ³ãƒ†ãƒŠãƒ³ã‚¹ 
ãƒ—ãƒãƒ�ã‚¤ãƒ€ãƒ¼ã�«ã�Šå•�ã�„å�ˆã�›ã��ã� ã�•ã�„ã€‚

Cisco IOS ã‚½ãƒ•ãƒˆã‚¦ã‚§ã‚¢ã�®è¡¨ï¼ˆä¸‹æŽ²ï¼‰ã�®å�„è¡Œã�«ã�¯ã€�Cisco IOS 
ã�®ãƒªãƒªãƒ¼ã‚¹ 
ãƒˆãƒ¬ã‚¤ãƒ³ã�Œè¨˜è¼‰ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ç‰¹å®šã�®ãƒªãƒªãƒ¼ã‚¹ 
ãƒˆãƒ¬ã‚¤ãƒ³ã�«è„†å¼±æ€§ã�Œã�‚ã‚‹å ´å�ˆã�¯ã€�ä¿®æ£ã‚’å�«ã‚€æœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼ˆã�Šã‚ˆã�³ã€�ã��ã‚Œã�žã‚Œã�®äºˆæƒ³æ��ä¾›æ—¥ï¼‰ã�Œè¡¨ã�®ã€Œç¬¬
1 
ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã€�åˆ—ã�«è¨˜è¼‰ã�•ã‚Œã�¾ã�™ã€‚ã€ŒæŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã€�åˆ—ã�«ã�¯ã€�ã�“ã�®ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�Œä½œæˆ�ã�•ã‚Œã�Ÿæ™‚ç‚¹ã�§ç™ºè¡¨ã�•ã‚Œã�¦ã�„ã‚‹ã�™ã�¹ã�¦ã�®è„†å¼±æ€§ã�®ä¿®æ£ã‚’å�«ã‚€ãƒªãƒªãƒ¼ã‚¹ã�Œè¨˜è¼‰ã�•ã‚Œã�¾ã�™ã€‚ç‰¹å®šã�®åˆ—ã�«è¨˜ã�•ã‚Œã�¦ã�„ã‚‹ãƒªãƒªãƒ¼ã‚¹ã‚ˆã‚Šã‚‚å�¤ã�„ï¼ˆç¬¬
1 
ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã‚ˆã‚Šå�¤ã�„ï¼‰ãƒˆãƒ¬ã‚¤ãƒ³ã�«å�«ã�¾ã‚Œã‚‹ãƒªãƒªãƒ¼ã‚¹ã�Œç¨¼åƒ�ã�—ã�¦ã�„ã‚‹ãƒ‡ãƒ�ã‚¤ã‚¹ã�¯è„†å¼±ã�§ã�‚ã‚‹ã�“ã�¨ã�Œç¢ºèª�ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚è¡¨ã�®ã€ŒæŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹ã€�åˆ—ã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹ãƒªãƒªãƒ¼ã‚¹ã€�ã�¾ã�Ÿã�¯ã��ã‚Œã‚ˆã‚Šã‚‚æ–°ã�—ã�„ãƒªãƒªãƒ¼ã‚¹ã�«ã‚¢ãƒƒãƒ—ã‚°ãƒ¬ãƒ¼ãƒ‰ã�™ã‚‹ã�“ã�¨ã‚’æŽ¨å¥¨ã�—ã�¾ã�™ã€‚

ãƒ¡ã‚¸ãƒ£ãƒ¼ 

ãƒªãƒªãƒ¼ã‚¹
ä¿®æ£æ¸ˆã�¿ãƒªãƒªãƒ¼ã‚¹ã�®å…¥æ‰‹å�¯èƒ½æ€§

Affected 

12.0-Based 

Releases

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

è©²å½“ã�™ã‚‹ 12.0 ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

Affected 

12.1-Based 
First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

http://www.cisco.com/web/about/security/intelligence/coppwp_gs.html
http://www.cisco.com/web/about/security/intelligence/coppwp_gs.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html
http://www.cisco.com/go/psirt


Releases

è©²å½“ã�™ã‚‹ 12.1 ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

Affected 

12.2-Based 

Releases

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

å½±éŸ¿ã‚’å�—ã�‘ã‚‹ 12.2 ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

Affected 

12.3-Based 

Releases

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

è©²å½“ã�™ã‚‹ 12.3 ãƒ™ãƒ¼ã‚¹ã�®ãƒªãƒªãƒ¼ã‚¹ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

Affected 

12.4-Based 

Releases

First Fixed Releaseï¼ˆä¿®æ£ã�•ã‚Œã�Ÿæœ€åˆ�ã�®ãƒªãƒªãƒ¼ã‚¹ï¼‰ æŽ¨å¥¨ãƒªãƒªãƒ¼ã‚¹

12.4 è„†å¼±æ€§ã�ªã�—  

12.4GC è„†å¼±æ€§ã�ªã�—  

12.4JA è„†å¼±æ€§ã�ªã�—  

12.4JDA è„†å¼±æ€§ã�ªã�—  

12.4JDC è„†å¼±æ€§ã�ªã�—  

12.4JDD è„†å¼±æ€§ã�ªã�—  



12.4JK è„†å¼±æ€§ã�ªã�—  

12.4JL è„†å¼±æ€§ã�ªã�—  

12.4JMA è„†å¼±æ€§ã�ªã�—  

12.4JMB è„†å¼±æ€§ã�ªã�—  

12.4JX è„†å¼±æ€§ã�ªã�—  

12.4MD 12.4(22)MDã‚ˆã‚Šå‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�¯ã�ªã��ã€�è„†å¼±æ€§ã�¯12.4(22)MDã�§æœ€åˆ�ã�«å°Žå…¥ã�•ã‚Œã€�12.4(22)MD1ã�§æœ€åˆ�ã�«ä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚ 12.4(22)MD1

12.4MDA è„†å¼±æ€§ã�ªã�—  

12.4MR è„†å¼±æ€§ã�ªã�—  

12.4SW è„†å¼±æ€§ã�ªã�—  

12.4T

12.4(20)Tã‚ˆã‚Šå‰�ã�®ãƒªãƒªãƒ¼ã‚¹ã�«ã�¯è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

12.4(20)Tã�Šã‚ˆã�³12.4(20)T1ã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚è„†å¼±æ€§ã�¯æœ€åˆ�ã�«12.4(20)T2ã�§ä¿®æ£ã�•ã‚Œã�¦ã�„ã�¾ã�™ã€‚

12.4(22)Tã�«ã�¯è„†å¼±æ€§ã�Œå˜åœ¨ã�—ã�¾ã�™ã€‚è„†å¼±æ€§ã�¯12.4(22)T1ã�§æœ€åˆ�ã�«ä¿®æ£ã�•ã‚Œã�¾ã�—ã�Ÿ

12.4(24)Tã�«ã�¯è„†å¼±æ€§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚

12.4(20)T4

12.4(22)T3

12.4(24)T2ï¼ˆ2009å¹´10æœˆ23æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4XA è„†å¼±æ€§ã�ªã�—  

12.4XB è„†å¼±æ€§ã�ªã�—  

12.4XC è„†å¼±æ€§ã�ªã�—  



12.4XD è„†å¼±æ€§ã�ªã�—  

12.4XE è„†å¼±æ€§ã�ªã�—  

12.4XF è„†å¼±æ€§ã�ªã�—  

12.4XG è„†å¼±æ€§ã�ªã�—  

12.4XJ è„†å¼±æ€§ã�ªã�—  

12.4XK è„†å¼±æ€§ã�ªã�—  

12.4XL è„†å¼±æ€§ã�ªã�—  

12.4XM è„†å¼±æ€§ã�ªã�—  

12.4XN è„†å¼±æ€§ã�ªã�—  

12.4XP è„†å¼±æ€§ã�ªã�—  

12.4XQ è„†å¼±æ€§ã�ªã�—  

12.4XR è„†å¼±æ€§ã�ªã�—  

12.4XT è„†å¼±æ€§ã�ªã�—  

12.4XV è„†å¼±æ€§ã�ªã�—  

12.4XW è„†å¼±æ€§ã�ªã�—  



12.4XY è„†å¼±æ€§ã�ªã�—  

12.4XZ è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)

12.4(20)T4

12.4(22)T3

12.4(24)T2ï¼ˆ2009å¹´10æœˆ23æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4YA è„†å¼±æ€§ã�‚ã‚Š(æœ€åˆ�ã�®ä¿®æ£ã�¯12.4T)

12.4(20)T4

12.4(22)T3

12.4(24)T2ï¼ˆ2009å¹´10æœˆ23æ—¥ã�«å…¥æ‰‹å�¯èƒ½ï¼‰

12.4YB è„†å¼±æ€§ã�ªã�—  

12.4YD 12.4(22)YD1 12.4(22)YD1

12.4YE 12.4(22)YE1 12.4(22)YE1

ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã�¨å…¬å¼�ç™ºè¡¨
Cisco PSIRT 

ã�§ã�¯ã€�æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�«è¨˜è¼‰ã�•ã‚Œã�¦ã�„ã‚‹è„†å¼±æ€§ã�®ä¸�æ£åˆ©ç”¨äº‹ä¾‹ã‚„ã��ã�®å…¬è¡¨ã�¯ç¢ºèª�ã�—ã�¦ã�Šã‚Šã�¾ã�›ã‚“ã€‚

ã�“ã�®è„†å¼±æ€§ã�¯ã€�ã‚«ã‚¹ã‚¿ãƒžãƒ¼ã‚µãƒ�ãƒ¼ãƒˆã‚³ãƒ¼ãƒ«ã�®å‡¦ç�†æ™‚ã�«ã‚·ã‚¹ã‚³ã�«ã‚ˆã�£ã�¦ç™ºè¦‹ã�•ã‚Œã�¾ã�—ã�Ÿã€‚

URL

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090923-ntp

æ”¹è¨‚å±¥æ´

ãƒªãƒ“ã‚¸ãƒ§ãƒ³ 

1.0
2009å¹´9æœˆ23æ—¥ åˆ�ç‰ˆãƒªãƒªãƒ¼ã‚¹

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090923-ntp


åˆ©ç”¨è¦�ç´„

æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�¯ç„¡ä¿�è¨¼ã�®ã‚‚ã�®ã�¨ã�—ã�¦ã�”æ��ä¾›ã�—ã�¦ã�Šã‚Šã€�ã�„ã�‹ã�ªã‚‹ç¨®é¡žã�®ä¿�è¨¼ã‚‚ç¤ºå”†ã�™ã‚‹ã‚‚ã�®ã�§ã�¯ã�‚ã‚Šã�¾ã�›ã‚“ã€‚
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®æƒ…å ±ã�Šã‚ˆã�³ãƒªãƒ³ã‚¯ã�®ä½¿ç”¨ã�«é–¢ã�™ã‚‹è²¬ä»»ã�®ä¸€åˆ‡ã�¯ã��ã‚Œã‚‰ã�®ä½¿ç”¨è€…ã�«ã�‚ã‚‹ã‚‚ã�®ã�¨ã�—ã�¾ã�™ã€‚
ã�¾ã�Ÿã€�ã‚·ã‚¹ã‚³ã�¯æœ¬ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®å†…å®¹ã‚’äºˆå‘Šã�ªã�—ã�«å¤‰æ›´ã�—ã�Ÿã‚Šã€�æ›´æ–°ã�—ã�Ÿã‚Šã�™ã‚‹æ¨©åˆ©ã‚’æœ‰ã�—ã�¾ã�™ã€‚ 
æœ¬ã‚¢ãƒ‰ãƒ�ã‚¤ã‚¶ãƒªã�®è¨˜è¿°å†…å®¹ã�«é–¢ã�—ã�¦æƒ…å ±é…�ä¿¡ã�® URL 
ã‚’çœ�ç•¥ã�—ã€�å�˜ç‹¬ã�®è»¢è¼‰ã‚„æ„�è¨³ã‚’æ–½ã�—ã�Ÿå ´å�ˆã€�å½“ç¤¾ã�Œç®¡ç�†ã�—ã�Ÿæƒ…å ±ã�¨ã�¯è¦‹ã�ªã�•ã‚Œã�¾ã�›ã‚“ã€‚ã��ã�†ã�—ã�Ÿæƒ…å ±ã�¯ã€�äº‹å®Ÿèª¤èª�ã‚’å¼•ã��èµ·ã�“ã�—ã�Ÿã‚Šã€�é‡�è¦�ã�ªæƒ…å ±ã�Œæ¬ è�½ã�—ã�¦ã�„ã�Ÿã‚Šã�™ã‚‹å�¯èƒ½æ€§ã�Œã�‚ã‚Šã�¾ã�™ã€‚
ã�“ã�®ãƒ‰ã‚ãƒ¥ãƒ¡ãƒ³ãƒˆã�®æƒ…å ±ã�¯ã€�ã‚·ã‚¹ã‚³è£½å“�ã�®ã‚¨ãƒ³ãƒ‰ãƒ¦ãƒ¼ã‚¶ã‚’å¯¾è±¡ã�¨ã�—ã�¦ã�„ã�¾ã�™ã€‚



翻訳について
シスコは世界中のユーザにそれぞれの言語でサポート コンテンツを提供するために、機械と人に
よる翻訳を組み合わせて、本ドキュメントを翻訳しています。ただし、最高度の機械翻訳であっ
ても、専門家による翻訳のような正確性は確保されません。シスコは、これら翻訳の正確性につ
いて法的責任を負いません。原典である英語版（リンクからアクセス可能）もあわせて参照する
ことを推奨します。


