CiscoIOSY 7 NI T DEHOEBEICH (T
IPY Y NDOREEEH

T RINA 1 —ID : cisco-sa-20090325-ip CVE-2009-
ngh #1/.B B : 2009-03-25 00:00 0630

/N—>32 1.1 : Final

CVSSAOY :7.8

[E138 %€ : No Workarounds available

Cisco /X% ID : CSCsm27071

BARBICIDERIE. RFRICIDEXDFLAXLSLERTHY, REFEXEDODETH
BOEHENH2HEICE. RERNAIBELET,

BE

IPYTY NOABIZH TBHEB/BMICK Y, CiscolOS?Y T RIIFTAEMIE>TWVWS, HYIC
HMIEhEZ—EDOTCPIPNTY MIK2T, KDL BERNELUD ARSI B ET,

« RESNIEHEER, FLLVERFEEEY S IVOZHANZELITZ ARSI HYET,
s FNAADXEIAHEE D ARErHY)ET,

« TNAADOCPURERARNRBBICHE>TESBRENFHBYET,

s FNAAANVO—RIZD AR B XTI,

AR COMRBUICHRTZIYTINIITTYTTF—REVI—-ALTLERT,
COT RNAYUO TEREK, 0232 TR, VKO2AOBEARICOVTHALTWLWET,

DT RINAHF I,
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20090325-ip ToHAENTVWE T,

7 1 20095 3H25H MCisco I0OSEF 1 U T 1 7 RINAF /N2 RILABRIC IE8H M Security
Advisory " EFENTVWET, chsSOFT RNAHFURFTNT, CiscolOSY 7 NI I T DREEEMEIC
TRUFTBRDEDTT, EF RNAFUICRK, TOTRNAFVICRBETh-REEZEETD)
—ANRBBEEhTVET,

BERFAIXIRADVZVFRDESYTT,

« Cisco I0S cTCP®MDoSHEEs 4
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20090325-ctcp



%5B%5BPublication_URL%5D%5D
%5B%5BPublication_URL%5D%5D
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-ctcp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-ctcp
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:N/C:N/I:N/A:C/E:F/RL:OF/RC:C
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsm27071
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0630
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-0630

« CiscolOSY 7 RIJITNEBOEEICE T2IPYT Y NDOAEEEMH
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20090325-ip

* Cisco lOSY 7RI I T7ENAILIPERTE/NAILIPv6DiEEFEM
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20090325-mobileip

+ Cisco I0SY 7 N7 T 7 MSecure Copyl- & |+ 2R FEDHEFEHE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20090325-scp

+ Cisco I0SY 7 hJ T 7 MSession Initiation Protocoll— & [+ % DoShE 5514
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20090325-sip

« CiscolOSY 7RI IT7NEHOMEEICE THTHYRICHIENETCPY —7 2 ADMEEEMH
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20090325-tcp

e CiscolOSY 7 NI IT7DEHHMEEICH THHYICHIE n/ZUDP/NT Y NDRfSEMH
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20090325-udp

« Cisco I0SY 7 R T 7 ®WebVPN& & T'SSLVPN D iz 5514
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20090325-webvpn

HUHR
Bt sH2HMm

ZHTB/N—23>NDCiscolOSY 7RI ITHKVCisco lOSXEVY 7RI T T7ERITLTV
BTFNAATROVTND DHEBENRITENTVBIBEE, ChsOTFNAANFEEZTET
o HWEBEZITIHMEN TNAATENIIE2>TVIAESHOEROFMIIOVTR., CO7F
RINAH UG T, 20> a>azSsRBLTLSEETY,

» Cisco Unified Communications Manager Express

« Transport Layer Security(TLS) N T AR— KN TOSIPTF— RNV T A2 TF I TOHR
—b

s EXATHBITFVITEXT 1 THESIL

- 70OvY 2#ER%7OKNITJL(BEEP)

e XY RND—=UFRIVIIOAYMNAO—IHTTPEREEZ OF>

« EAPoUDP, Dot1x, 8 KRUMACTRRIENANAD LSO I—HZEQURLUA AL T B

« HTTPU X A L ¥ b %Z £/ ¥ % Distributed Director

* DNS(TCPE—R®MD& )

1)

SATHBMTRITENTWACiscoIOSY 7 R IITUU—AR, EBENFTNAALCOTA


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-ip
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-ip
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-mobileip
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-mobileip
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-scp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-scp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-sip
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-sip
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-tcp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-udp
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-webvpn
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20090325-webvpn

>~ LT, showversionIN > RERITITDEICKVHERTEE T, "Internetwork Operating
System Software", "Cisco I0S Software" 2 WV E NS ICEUT DI AT LA NFT—IZ&2T
FINAATCiscolOS V7 RITITHABBLTWSRLEEZHRTEET, TORBICAX—D
EZAFEMOBICR TSN, £V T "Version" & CiscolOS Y7 RIIT DU—ABHARREN
F9, MO ADFT/N1 AICIE Tshow versiony AN RABWA, BEBBDHANRREND
BENFBHYVET,

LTI, Cisco®mIZT, I0SUU—X 12.3(26) AEEIL. TD A X—T &N C2500-I1S-L
THA I EZRLTVET:

<f#froot>

Router#

show versi on

Cisco Internetwork Operating System Software

I0S (tm) 2500 Software (C2500-IS-L), Version 12.3(26), RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by cisco Systems, Inc.

Compiled Mon 17-Mar-08 14:39 by dchih

<output truncated>

ROFIE, CiscolOSY T RIITFT)I)—R12420)THHEBL. 41 X—2 KA C1841-
ADVENTERPRISEKO-MTH 2 &R %ZRLTVET,

<f#froot>

Router#

show versi on

Cisco IOS Software, 1841 Software (C1841-ADVENTERPRISEK9-M), Version 12.4(20)T, RELEASE SOFTWARE (fc:
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2008 by Cisco Systems, Inc.

Compiled Thu 10-Jul-08 20:25 by prod_rel_team

<output truncated>
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|IOS Reference Guide THERTZEET,
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ROHEREFE, COMRBUENFEEZITERA,
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+ Cisco 500 1) —XJ A ¥ L AExpress7 7 L ARA > ~
« Cisco Aironet 1250 > 1) —X

« Cisco Aironet 1240 AG > 1) —X

« Cisco Aironet 1230 AG > 1) —X

« Cisco Aironet 1200 > 1) —X

« Cisco Aironet 1140 >~ 1) —X

« Cisco Aironet 1130 AG > 1) —X

« Cisco Aironet 1100 > 1) —X

« Cisco Aironet 1500 > 1) —X

« Cisco Aironet 1400 > 1) —X

« Cisco Aironet 1300 > 1) —X

+ Cisco AP801 ( 8603 & 1880 ') —XISR)
» Cisco WMIC(Cisco 3200 MAR)

Cisco IOSE 7= ECisco IOSXEY 7RI I T TRESNETOMO AARRXHEET, 0
EEDHELES THD2ENERERERESATVEEA,

FHAM

COMBEDFENAZRIEERICE, COEIZADVTHATATLVRIHEEOVWThD K
JSFBTCPR—RESICHLT, TCP3VIANYRIIAVERETIRIHLENHBYET,

Cisco Unified Communications Manager Express

RDEREE. R BCisco Unified Communications Manager Expresst—E A ICx U THESS T

o

Certificate Authority Proxy Function(CAPF)H —/\A"SREE hTW %,

ROBIE, HEFHEDHBDCAPFH—NREZRLTVET,

capf-server

auth-mode null-string

cert-enroll-trustpoint root password 1 104DO00A061843595F
trustpoint-Tlabel cme_cert

source-addr 10.0.0.1

CAPFH—NIZERAE DT 7 )L NOTCPR— NE3804T 9,

CAPFH—/NOFFMIC DWW T, FCisco Unified Communications Manager Express System
Administrator Guideg



(http://www.cisco.com/en/US/docs/voice ip comm/cucme/admin/configuration/quide/cmeauth.html#wp10
BLTLSEZL,

TL7A#Z—H—EADEFIVTANTX-—ZAREEIhTWS,

TL7A#Z—H—EAOEF 17T 1/NT X—24H Tdevice-security-modes TEHREEN T\ D5
B, TOTNAAICRFEBENFFELET, XDOHIE, telephony-servicezF 21U T 1 /NT X —
ZOMEBEOHB3DNHRELERLTVWET,

ephone 1
device-security-mode encrypted

ephone 2
device-security-mode authenticated

ephone 3
device-security-mode none

FRENBDTCPR—KE, FL7AZ——ERREREIN> RO Tip source-address <address>
port <port-number>; TEZENET,

TL7A#Z—H—EAOEF1 VTN X—2OFMZDOVWTI., TCisco Unified

Communications Manager Express System Administrator Guidea
(http://www.cisco.com/en/US/docs/voice ip comm/cucme/admin/configuration/quide/cmeauth.html#wp10
BLTLSEZL,

JO—NIL7L 7 # Z—HY—ERXF izlkcall-manager-fallback 1¥ > RAFREE h TV 3,

2J'O0—/N)L7s Ttelephony-services &7zld "call-manager-fallbacky X > RAREEhTWD
CiscolOSOAY 74 F¥ 1L —>arik, ¥ 77> RAftelephony-service & 7= I call-manager-
fallbackA> 7 A ¥ 1L —232E—RTHIFEICHEBTT, A0OHE, REHEOHBIREET
LTVWET,

telephony-service
ip source-address 192.168.0.1 port 2011

FhlE

call-manager-fallback
ip source-address 192.168.0.1 port 2011
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EHENBTCPR—KNIE. Tip source-address <address> port <port-number>; REIN > RT
EEENET,

telephony serviced & U call-manager-fallback @& #(C DWW Tk, FCisco Unified
Communications Manager Express System Administrator Guidea
(http://www.cisco.com/en/US/docs/voice ip comm/cucme/admin/configuration/quide/cmesystm.html) & &

BLTSEZL,

TLSRZ2VAR—=RNTOSIPTF—RNDTASZTF I THR—-b

X SIPABMWETNAARZFERALTVSHEEKE.
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
20090325-sipT R¥ 1 X2 M TCisco Security Advisory: Cisco I0S Session Initiation Protocol
Denial of Service Vulnerabilitys £Z8BL TS E&E L\,

TLSRZVAR—KRENULIESIPTY— KD IAZTF I THR-RMAIREET A TVWAET/NA AL
FRESSMHAFELE T, ROHE, MEEOHIREZRLTVERT,

<tfroot>

voice service voip
sip
session transport tcp

tls

url sips

~E T -

<tfroot>

dial-peer voice 3456 voip
voice-class sip url sips
session protocol sipv2
session transport tcp

tls

TLSRZVAR—KRENUVIESIPTY— KD IA2TF VIO R-—MAELKHBETEIEOICE
 EBEFEITROREEZEALTINTANRA VN ZERETILEN HYVET,

sip-ua
crypto signaling default trustpoint example_trustpoint_name
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TLSRZ 2V AR—MBBEZN L IESIPTY— RO I AT F U THR—NTHEAENDT TN
DTCPR— KN IF5061T T,

Cisco IOS SIPF—KRJ I AT F VI IDTLSR T AR—MERAOYR—NOFMIZ OV TR
. http://www.cisco.com/en/US/docs/ios/12 4t/12 4t11/FeatTLS.htmlIlZ & % Cisco IOSY 7 hJ T
TUU—R124THBEEH A RZSBL TS EE LV,

X ATRBRITFITEXT1TESL

TINA A, DSP7 7 —LLBHEOXT A TERVTI T+ JBS{L(SRTP/TLS), £iki&
Skinny Call Control Protocol(SCCP)ZER T2 7 FAJERMO X172 T F V2 TH RV X
TATESETEREENATVSIES, RELOFEEZZTET,

ROBE, REEDHZD3DDELZDEFI1T7DSP7 7 —LREZRLTVET, iEHEP
SCCPRERE, R2BREICKMEDOIBI NI MBETIN. Chs DO EBHIILDI-OICERIE
nNTLERT,

<tfroot>

dspfarm profile 2 transcode
security

trustpoint 2851ClientMina
codec g71lulaw

codec g71lalaw

codec g729ar8

codec g729abr8

codec gsmfr

codec g729r8

codec g729br8

maximum sessions 3
associate application SCCP

<tfroot>

dspfarm profile 3 conference
security

trustpoint sec2800-cfb
codec g71lulaw

codec g71llalaw

codec g729ar8

codec g729abr8

codec g729r8

codec g729br8

maximum sessions 2
associate application SCCP


http://www.cisco.com/en/US/docs/ios/12_4t/12_4t11/FeatTLS.html

<tfroot>

dspfarm profile 5 mtp
security

trustpoint 2851ClientMina
codec g71lalaw

maximum sessions hardware 1
associate application SCCP

DSP7 7 —LLBLEDAXTFATHIOI T TV ITBESHIIEAENZTT7 2L NOTCPAR—bK
(*2443TT,

DSP7 7 —LASBHEETOXTFATEREITFITOBSICOVTOFEME, XY
IC®HP TCiscolOSY 7RI T TV —A12 4R BAB 45 RIMRa @
http://www.cisco.com/en/US/docs/ios/12 4t/12 4t15/itsdsp.htmlZSBL T &L,

ROEARF, "TTHOJEREBBOEF1TRITFIITEXT 4 THES{Ls OBEEEIS 3
YERLTHY), BBEHRETT (EAE. SCCPRE. FAVIETRE, T2BREIC I
DV ODDEBABETT ),

<tfroot>

I--- The following Tines show SCCP Telephony Control Application
I--- (STCAPP) security enabled at the system level:

stcapp ccm-group 1

stcapp security
trustpoint analog

stcapp security node

encrypted
stcapp

<-- output removed for brevity -->

dial-peer voice 5002 pots
service stcapp

I--- The following Tine shows the security mode configured on the
I--- dial peer.
security node

authenticated
port 2/1


http://www.cisco.com/en/US/docs/ios/12_4t/12_4t15/itsdsp.html

THFAJBREDOATATELCITF IV ITRESHICERAENZ T 7 #)LNOTCPAR— K
2443T9,

THAJERFEOAXATATEROITF I TBESACOFMMIODVTR, XU o70 T
Supplementary Services Features for FXS Ports on Cisco I0S Voice Gateways Configuration
Guide, Release 12.4T, ZZRL T<EE V),
http://www.cisco.com/en/US/docs/ios/voice/fxs/configuration/guide/fsxsecur.html,

Extensible Exchange Protocol(EXIPY® 7 O Y &

NZ > AR—K7'0OKJLE L TBIlocks Extensible Exchange Protocol(BEEP)Z R 9 % 5 E 1
N2 RELEFRTARINVY RICE, BBEAFELERT. XOPlIE. NETCONF over BEEPH
BEDMEFLEHREZRLTWET, SASLEFEAL ZENETCONF over BEEPICE eSS EELET

o

crypto key generate rsa general-keys
crypto pki trustpoint my_trustpoint
enrollment url http://10.2.3.3:80
subject-name CN=dns_name_of_host.com
revocation-check none

crypto pki authenticate my_trustpoint
crypto pki enroll my_trustpoint

Tine vty 0 15
netconf lock-time 60
netconf max-sessions 16

netconf beep initiator hostl 23 user my_user password
my_password encrypt my_trustpoint
reconnect-time 60

netconf beep listener 23 sasl userl encrypt my_trustpoint

FRENBTCPAR—KNIE, Tnetconf beep initiatory & KT Tnetconf beep listenery FREIN > R
TEEENET,

NETCONF over BEEPDOFFHHIC DWW T, XD VIZH B TCisco IOS Software Release 12.4T
feature guidea http://www.cisco.com/en/US/docs/ios/12 4t/12 4t11/htnetbe.htmi#wp1049404 % S
BLTLSEz W,

BEEP®4TIY > K Tbingds B& Tbingng. &Y, COMBHEARIEEhEEZICNUH
—ETh3TEEMENI HYET, R, chSOIAX ROETHERLET,

bingng device 192.168.0.1 23
bingd device 23
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XY RND—=OFRIvIa>OYNO—JLHTTPEREE 7’ O0F>

Network Admission Control (NAC ; Y RD—0F7 RZv 23> MNAO—)L ) HTTPREEREZ O
FONFBREENTVRTNARACEBBUEN FELET, TNA ANRBETHBD 202, 7R
Z7O0F2IIN—IANFEL, 1 2—TIAACERAEATVWRRBENF HVET,

RORETE, WAZTAFZIL—ILZ2HERLET,

ip admission name example-ap-rule-name proxy http

RDORETE, AIOFTERL EFRATOF NN ZA 2V E2—T I/ AICBERALTVET,

interface GigabitEthernet 0/0
ip admission example-ap-rule-name

ZYRNI—IFRIv2a>AY NO—IILNACHTTPRIE7OF Y ICEAEhBF7AILRND
TCPAR—NIE80T T,

Network Admission Control (NAC ; Y ND—UF7 RZv 23> MNAO—)L ) HTTPFEEEZ O
FOFMICDOVWTIE, FCisco I0S Security Configuration Guide, Release 12.44
(http://www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_net_admssn_ctrl_external_docbas
BLTLSEzW,

EAPoUDP, Dot1x, & KUMACREENA/NAD O DI —HFZEDMURLUE AL
7k

URLUR AL U FNEEENFBREENTVWRTNA RAICRKIBEUEFFELET, URLUA AL I MG
. EAP over UDP(EAPoUDP), Dot1x, & &k T*MACEREE/NA /NA(MAB)RREEX W Z AL THR—
REhTWET, URLUAALIREERF., Y—NETITS2EE, O—AHILICERENLZT7O
TP7ANELEERID—O—FPELTRETDEELTEET, MADKREICHBEN FELE
To RDVWTNADEREDT/NA RAIZEHEEANAFELET,

EAPoUDPICX T BURLU S A L 7 NEeED B ML

URLUS AL 7 MEER, X0oJO0-N)LA>74F21L -3V REFEALT
EAPOUDPICX L TEMICLE T,

ip admission name <EAPoUDP-rule-name> eapoudp



RDERETIE. BIOBITERL ZEAPOUDPIL—IIL&EA R —TIAAIZERALET,

ip admission name <EAPoUDP-rule-name>

Dot1x# K U'MABICX T HURLU S 1 L U MEEED B RL

DotIx&EMABDE S DURLU A A L U NEREICFRBEN DBV, ROLSBHFETERE M-
RADIUSH—/NEICURLUA AL 7 NAVRTAFELET,

url-redirect="http://example.com"
url-redirect="urlacl"

DotIxB KUOMABURLU A AL U NESEEN AA Y FTEEICEMETSICIE. RIEKE. XOEREE
MBETT, URLVDAALINADA 2V Z—T7 I A ABENREEHY EFEA. EEXNIC, 10X
— 7 I A AEDotIx MABRICERET A HEN HVET,

ip http {server | secure-server}
ip device tracking

EAPoUDP, Dot1x, 8 RUMABIZXN TR I—HF T EQURLUA AL IV NZHERAENDF7 2N
DTCPR— N F80H L V443T T,

EAPoUDP, Dot1x, 8 LUOMABICHTH1—HF T EDURLUA ALV MOFHICOWTE, T
Catalyst 4500 Series Switch Software Configuration Guide, 12.2(50)SGa

(http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/50sg/configuration/guide/dot1x.html#wy
BLTLSEz W,

HTTPU AR 4 L 7 b % £/ ¥ % Distributed Director

Distributed DirectorAHTTPU R ALV N AL TEREET N TVWBRHE. N1 AICHRBEN =
ELET, XOHIE, /EEOHDEREZRLTVET,

ip director ip-address 192.168.0.1



HTTPU A 4 L 2 N TDistributed DirectoriCffEFAE 377 # )L NOTCPR— NE53TT,

HTTPUXR A4 L o %&£ 9 % Distributed Director®5£#HIC DWW TIE.,
http://www.cisco.com/en/US/products/hw/contnetw/ps813/products tech note09186a00801fa9dd.shtml#t
MDistributed Director Configuration Example Overview; ZZ8B L T< &\,

DNS

Cisco I0S DNSHEBEN BB EE N T VB T/NA A EHEENFEEL T, #REDNS over
UDPREIZIFRESHEMEH Y EHA. TF/NALANDDNSover TCPRZ 714V 00T 1 IRIYT
C2O2VWTE, COTRNAMBUD TEEEK, 023> E23RLTLKESY, ROFICRTIN
DROVINDNFTNAAREICEETNTVBIEES, TOTFNA AICKEBEENA EELET,

ip dns server
ip dns primary example.com soa www.example.com admin@example.com
ip dns spoofing 192.168.0.1

DNSIZERAENhDF 7 # ) NOTCPR—KE53TT,

Cisco IOS DNSOFMIC DWW Tk, RDOUUIZH %S TCisco I0S IP Addressing Services
Configuration Guide, Release 12.45 ZZRBL TS &\,
http://www.cisco.com/en/US/docs/ios/ipaddr/configuration/quide/iad config dns ps6350 TSD Products (

C MAESEMHIE. Cisco Bug ID CSCsm27071 (B&I1—HERA)& L TXE{LEh, Common
Vulnerabilities and Exposures(CVE)ID& L TCVE-2009-06300E|V) HTS5NhTWVWE T,

2] 38 2R

COMRBHEICHTIROBEMRSERENATVERT,

A7 ZARNZ0F Y 7oA MA-IL VAL

XYRND—OZBBIBDRNT T4V IZEMTAHR_ERFLELEREETTS, 1 TFTARNTY
F¥ FNAREZ—TYRNELEFAITRNETRBEVWVNT TV IEHEL, TOLDIBRNTT
AVIORZXYND—VNDERTEMNTSEIEAIBET T, Infrastructure Access Control Lists
(IACLs) l&. XY RD—DEF1VFTAORARNTZITAATHY), BEOHRBHEICHT S
BETHDEABFICRBICE>TRIDRYND)—IEF1 VT A ZGAMITBDENTEET,
LA @ iACL @ 4ll&, Infrastructure access-list D —FpE& L TREETNBINXNETHY, 1 2TFA
RSOF+¥ IP7RLADCEHICEENZD IPT7RLAZEZFE DL TOMBEHEL £

<#root>
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!I--- Only sections pertaining to features enabled on the device
!--- need be configured.

J——-

!--- Feature: Cisco Unified Communications Manager Express

J——-

!--- CAPF server configuration

J——-

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 3804

J——-

I--- Telephony-Service configuration
!I--- The TCP port is as per the

i p source-address

port

telephony
!--- service configuration command. Example below 2999

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 2999

J——-

I--- Deny Cisco Unified Communications Manager Express traffic
I--- from all other sources destined to infrastructure addresses.

J——-

access-1list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 3804

access-1list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 2999

J——-

!--- Feature: SIP Gateway Signaling Support Over TLS Transport

J——-

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 5061



!--- Deny SIP Gateway Signaling Support Over TLS Transport
I--- traffic from all other sources destined to infrastructure
!--- addresses.

access-1list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 5061

[

!--- Feature: Secure Signaling and Media Encryption

[

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 2443

!--- Deny Secure Signaling and Media Encryption traffic from all
I--- other sources destined to infrastructure addresses.

access-1list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 2443

[

!--- Feature: Blocks Extensible Exchange Protocol (BEEP)
I--- The TCP port used is defined with the

netconf beep initiator

l--- and
net conf beep |istener

configuration
l--- commands. This example uses 3001

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 3001

I--- Deny BEEP traffic from all other sources destined to
!I--- infrastructure addresses.

access-1list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 3001

[

I--- Feature: Network Admission Control HTTP Authentication Proxy
I--- and

I--- Per-user URL Redirect for EAP over UDP, Dotlx and MAC

I--- Authentication Bybass

[



access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 80

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 443

[

!--- Deny Network Admission Control HTTP Authentication Proxy

I--- and
I--- Per-user URL Redirect for EAP over UDP, Dotlx and MAC
!--- Authentication Bybass traffic to infrastructue

[

access-1list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 80

access-1list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 443

[

I--- Features: Distributed Director with HTTP Redirects and DNS

[

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
INFRASTRUCTURE_ADDRESSES WILDCARD eq 53

!--- Deny Distributed Director with HTTP Redirects traffic and DNS
I-—-- from all other sources destined to infrastructure addresses.

access-1list 150 deny tcp any
INFRASTRUCTURE_ADDRESSES WILDCARD eq 53

I--- Permit/deny all other Layer 3 and Layer 4 traffic in
!--- accordance with existing security policies and configurations
I--- Permit all other traffic to transit the device.

access-1list 150 permit ip any any

I--- Apply access-1ist to all interfaces (only one example shown)

interface serial 2/0
ip access-group 150 in

R4 hAR—/Y— TProtecting Your Core: Infrastructure Protection Access Control Listsa (Z &,
TOECAJARNZIRBDA VT ZARNTIVFYREOHARTAVEHERENDEALEN BEHE
NTWET, ZOWhite Paperld, XOUVIETAFEFTEET,
http://www.cisco.com/en/US/tech/tk648/tk361/technologies white paper09186a00801a1a55.shtml



http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801a1a55.shtml

Z{SACL(rACL)

AEEOTSY N7 A —AICHWTIE. Cisco12000 1) —X(GSR) Tl 12.0(21)S2.

Cisco7500 & 1J —X Tl 12.0(24)S. Cisco10720 1) — ATk 12.031)S ® 10S YT RI I FIC
THR—RENTWVS Receive ACL £iBIRIER W E T, ZEACLIE, IL—h 7O YHHE
EBRNT T4V IODOEEEZTDHEIC, TEORTTAVINPSTNAAZREBELET, ZE ACL
&, TNANRESNLETFNAAOKERETBDEETICHE > TVWET, Cisco 12000, 7500, 10720
TRBEBRNZ 71V Receive ACLICKDHEZZITEHA, O, ATDO ACL OB
BVWTEEIPTRLA "any" FAVSHKTE, BIL—XOYEHZVRREIPT7 RLAD&KL
SRENET, FEACLERYNT—T EF1VTAORANTZIOTAIAREEZEZASNTEY
L CCTOREDHRBEOEREELE L TETTEL, BNEXYRND)—0 EF2 VT4 ANORH
MM LTERITAMEN BV ET, K74 hAR—/V— TGSR: Receive Access Control
Listsa Tk, FNAANDELHBRNT 714V 0 ZFBRILTHFITL, BEXLLEWNT Y hZETAN
THEBITZENTEET, ZDOWhite Paperlk, XDV IR TAFTEEXT,
http://www.cisco.com/en/US/tech/tk648/tk361/technologies white paper09186a00801a0a5e.shtml

XD receive path ACL X EFETEDRARDSDIDEDIBRATDORNT T4V I %FATHL
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<tfroot>

[

!I--- Only sections pertaining to features enabled on the device
!--- need be configured.

[

[

!--- Feature: Cisco Unified Communications Manager Express

[

[

[

I--- Permit CAPF server traffic from trusted hosts allowed to
I--- the RP.

[

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 3804

[

I--- Telephony-Service configuration

[

[

!I--- The TCP port is as per the

i p source-address


http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801a0a5e.shtml

port

telephony-service
!--- configuration command. Example below 2999

l-—— Permit Telephony-Service traffic from trusted hosts allowed
l--- to the RP.

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 2999

[

I--- Deny Cisco Unified Communications Manager Express
I--- traffic from all other sources to the RP.

[

access-1list 150 deny tcp any any eq 3804
access-1list 150 deny tcp any any eq 2999

[

!I--- Permit SIP Gateway Signaling Support Over TLS Transport
I--- traffic from trusted hosts allowed to the RP.

[

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 5061

[

!--- Deny SIP Gateway Signaling Support Over TLS Transport
I--- traffic from all other sources to the RP.

[

access-1list 150 deny tcp any any eq 5061

[

I--- Permit Secure Signaling and Media Encryption traffic
!I--- from trusted hosts allowed to the RP.

[

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 2443

[

!--- Deny Secure Signaling and Media Encryption traffic from
I--- all other sources to the RP.

[



access-1list 150 deny tcp any any eq 2443

[

!--- Feature: Blocks Extensible Exchange Protocol (BEEP)
I--- The TCP port used is defined with the

netconf beep initiator

l--- and
net conf beep |istener

configuration commands.
l--- This example uses 3001

l-——- Permit BEEP traffic from trusted hosts allowed to the RP.

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 3001

[

!--- Deny BEEP traffic from all other sources to the RP.

[

access-1list 150 deny tcp any any eq 3001

[

I--- Feature: Network Admission Control HTTP Authentication Proxy

I--- and
I--- Per-user URL Redirect for EAP over UDP, Dotlx and MAC
!I--- Authentication Bybass

| —

[

I--- Permit Per-user URL Redirect for EAP over UDP, Dotlx and MAC
!--- Authentication Bybass traffic from trusted hosts allowed to

!--- the RP.

| —

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 80

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 443

[

!--- Deny Network Admission Control HTTP Authentication Proxy
!I--- and

I--- Per-user URL Redirect for EAP over UDP, Dotlx and MAC
!--- Authentication Bybass traffic from all other sources to
I--- the RP.

[



access-1list 150 deny tcp any any eq 80
access-1list 150 deny tcp any any eq 443

[

I--- Features: Distributed Director with HTTP Redirects and DNS

[

[

I--- Permit Distribute Director and DNS traffic from trusted hosts
I--- allowed to the RP.

[

access-1list 150 permit tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 53

[

!--- Deny distributed director and DNS traffic from all other
!--- sources to the RP.

[

access-1list 150 deny tcp any any eq 53

[

!I--- Permit all other traffic to the RP.
!--- according to security policy and configurations.

[

access-1list 150 permit ip any any

[

I-—-- Apply this access 1list to the 'receive' path.

[

ip receive access-1list 150

Ak O=-L7L—=> RIS 2T
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<tfroot>

[

!I--- Only sections pertaining to features enabled on the device
!--- need be configured.

[

!--- Feature: Cisco Unified Communications Manager Express

[

I--- CAPF Server configuration

[

access-1list 150 deny tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 3804

[

!--- Telephony-Service configuration
I-—-- The TCP port is as per the

i p source-address

port

telephony-service
l--- configuration command. Example below 2999

access-1list 150 deny tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 2999

[

I-—- Permit Cisco Unified Communications Manager Express traffic
!I--- sent to all IP addresses configured on all interfaces of
!I--- the affected device so that it will be policed and dropped
!I--- by the CoPP feature

[

!--- CAPF server configuration

[

access-1list 150 permit tcp any any eq 3804

[

!--- Telephony-Service configuration

[



access-1list 150 permit tcp any any eq 2999

[

!--- Feature: SIP Gateway Signaling Support Over TLS Transport

[

access-1list 150 deny tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 5061

[

!I--- Permit SIP Gateway Signaling Support Over TLS Transport

I--- traffic sent to all IP addresses configured on all interfaces
I--- of the affected device so that it will be policed and

I--- dropped by the CoPP feature

[

access-1list 150 permit tcp any any eq 5061

[

!--- Feature: Secure Signaling and Media Encryption

[

access-1list 150 deny tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 2443

[

!I--- Permit Secure Signaling and Media Encryption traffic sent to
!--- all IP addresses configured on all interfaces of the affected

I--- device so that it will be policed and dropped by the CoPP
I--- feature

[

access-1list 150 permit tcp any any eq 2443

[

I--- Feature: Blocks Extensible Exchange Protocol (BEEP)
I--- The TCP port used is defined with the

netconf beep initiator

l--- and
net conf beep |istener

configuration commands.
l--- This example uses 3001

access-1list 150 deny tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 3001



J——-

I--- Permit BEEP traffic sent to all IP addresses configured
I--- on all interfaces of the affected device so that it
I-—- will be policed and dropped by the CoPP feature

J——-

access-1list 150 permit tcp any any eq 3001

J——-

I--- Feature: Network Admission Control HTTP Authentication Proxy
I--- and

I--- Per-user URL Redirect for EAP over UDP, Dotlx and MAC

I--- Authentication Bybass

J——-

access-1list 150 deny tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 80

access-1list 150 deny tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 443

J——-

I-—- Permit Network Admission Control HTTP Authentication Proxy
I--- and Per-user URL Redirect for EAP over UDP, Dotlx and MAC

!--- Authentication Bybass traffic sent to all IP addresses

I--- configured on all interfaces of the affected device so that it
I-—- will be policed and dropped by the CoPP feature

J——-

access-1list 150 permit tcp any any eq 80
access-1list 150 permit tcp any any eq 443

J——-

I--- Features: Distributed Director with HTTP Redirects and DNS

J——-

access-1list 150 deny tcp TRUSTED_SOURCE_ADDRESSES WILDCARD
any eq 53

J——-

I-—-- Permit Distributed Director with HTTP Redirects and DNS

I--- traffic sent to all IP addresses configured on all interfaces
I--- of the affected device so that it will be policed and dropped
I--- by the CoPP feature

J——-

access-1list 150 permit tcp any any eq 53

J——-

I--- Permit (Police or Drop)/Deny (Allow) all other Layer3 and
I--- Layer4 traffic in accordance with existing security policies
!I--- and configurations for traffic that is authorized to be sent



I--- to infrastructure devices

[

[

I--- Create a Class-Map for traffic to be policed by
!--- the CoPP feature

[

class-map match-all drop-tcpip-class
match access-group 150

[

!I--- Create a Policy-Map that will be applied to the
I--- Control-Plane of the device.

[

policy-map drop-tcpip-traffic

class drop-tcpip-class
drop

[

I-—-- Apply the Policy-Map to the
I--- Control-Plane of the device

[

control-plane
service-policy input drop-tcpip-traffic
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