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<#root>

Cisco | 0s
router#

show snnp group
groupname: test

security nodel :v3 auth

readview : vldefault writeview: <no writeview specified>
notifyview: <no notifyview specified>
row status: active

Cisco Cat S

5500-1 (enable) show snmp group

Security Mdel: v3

Security Name: userv3
Group Name: groupv3
Storage Type: nonvolatile
Row Status: active

Cisco | OS-XR

RP/@/RP@/CPU®:ios#show snmp group
groupname: test

security nodel : usm

readview : vldefault writeview: -



notifyview: vldefault
row status: nonVolatile
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l--- Permt SNWMP UDP 161 packets from
l--- trusted hosts destined to infrastructure addresses.

access-list 150 permit udp TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK eq 161

1--- Deny SNMP UDP 161 packets from all
I--- other sources destined to infrastructure addresses.

access-1list 150 deny udp any INFRASTRUCTURE_ADDRESSES MASK eq 161

l--- Permit/deny all other Layer 3 and Layer 4 traffic in accordance
l--- with existing security policies and configurations
l--- Permt all other traffic to transit the device.

access-list 150 permit ip any any
l--- Apply iACL to relevant interfaces

interface serial 2/0
ip access-group 150 in

af>af & vaf af SAfv.af afva€ZProtecting Your Core: Infrastructure Protection Access Control
Lits3 @39 839 a€@a,nafaf-af03a,'af af0a, af@affa; €¢€-3,¢3, a,»3,'af3,"af 3@ ®3,~3,28f%03fO?

F@"3Q@®ANHAS 5,naf afSafuafafhi€ €@r-id@®affara, a..."a983.. Y% i@8iQ@PiNi9™ait
8, 3Af3Af AfAfYVaf« Af—Af-afvAf: Af @aFa, 388,°

3,3af3af af afv.af «af—af -~afv.afiaf €afa, af’a,°(CoPP)a, ali ¢ a@—a@ | a€@aftaf@a,nd, 3@ 39 ®a; |
IOS 3,%af-af"a, | a,83,¢ affafrasiaa,’

12.0S3€12.25X3€ @ 12.255€ 9 12.3Ta€9 12.43€93€53,"3€° 12.4T 5 3€€CoPP
eOVYefd,'d,Naf @afhif a@—i@  3€,53Q%IO™EE, (RO TIQSA, 3633 2araf afafhaf«af—af~af
CoPP

3,/20Ya™ 3@« dR3QP—IEQr—C(5 39 B3, »3,af¥af a3, £afhaf@afs, afha@ " a,2aF3af5,£3,®4f

1--- Deny SNMP UDP traffic fromtrusted hosts to all |P addresses
1--- configured on all interfaces of the affected device so that
l--- it will be allowed by the CoPP feature


http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801a1a55.shtml

access-list 111 deny udp host 192.168.100.1 any eq 161

l--- Permit all other SNWP UDP traffic sent to all |IP addresses
1--- configured on all interfaces of the affected device so that it
l--- will be policed and dropped by the CoPP feature

access-list 111 permit udp any any eq 161

l--- Permt (Police or Drop)/Deny (Allow all other Layer3 and Layer4
l--- traffic in accordance with existing security policies and

1--- configurations for traffic that is authorized to be sent

l--- to infrastructure devices

l--- Create a Cass-Map for traffic to be policed by
l--- the CoPP feature

class-map match-all drop-snmpv3-class
match access-group 111

l--- Create a Policy-Map that will be applied to the
l--- Control -Plane of the device

policy-map drop-snmpv3-traffic
class drop-snmpv3-class
drop

l--- Apply the Policy-Map to the
l--- Control -Plane of the device

control-plane
service-policy input drop-snmpv3-traffic

5 S¢"5€@® CoPP 3@ ®43%43€83€@ a€@ "permit"
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policy-map drop-snmpv3-traffic
class drop-snmpv3-class
police 32000 1500 1500 conform-action drop exceed-action drop

COPPaOY ef 3@ ®e " a®33Q "aVx (" - d@®e0’ ¢ a9 «iPrie,i@ | 3@ €@ http://www.cisco.com

af "afoaf3a, affaf a,¢a, a,»alaafaf afafv.af«areaaf

UDPaf@afsaf 1613,'aVz¢" a@™a,«SNMPafa, +affaf s, 'seda €| éQTMé,<éf'é,£éf«é,¢'é,’é€0é...¥é§>é,Cé,‘
Access Control

Listia“tACLIYa>af af0©af3a, affaf a,¢a, a,»a,'a,2afaf afafuaf«afa, af 14 %oaf @ afia, afhi@®a €6f 34
tACL&@«3 @13, | é0®é©3g’°é0_§€05€Zéf§f©éf3a,,éffé.f‘é,Cé,‘é,»éﬂé,%ﬁéf‘éféf%éf«éfﬁﬂéJ
8Y/,-8E—4, -8, pAf%oa € ®e2~ae~Z

|OSAf taf €3,123,'3, ' SNMPv3&* @& " 14353, 3@°af—afO5,naf @4, af " 5@« AR3FQP ™A, -2 5@«
Guide to Harden Cisco IOS Devicesa€ @a@®a€EFortifying the Simple Network Management
Protocold€@a@®é ...3,'39,C..80 9—3€@ | @ QIO 3€°3€,3€ http://www.cisco.com/en/US/tech/tk648/tk3

Cisco 10S3€ 53, 3€3SAN-0Sa@®authPrivi€@®e " a®3
SNMPV3&f—A&f O3 caf @3, 8143, u5f-3,-3, 3 T8f 14 5@ %3 35" 36+3, 59 ' 30,59759,5 89 1%

Cisco |I0S5@ 83 € 3€QC®|c@Te€...3€ authPriv
SNMPV3aOY &f Vi, asig 8@ —39 | 39" 3O ®E>7E ;-8 20%035' 59«3 P TI O QI 9% ™IE authPriy
[0SeS—a€-aE-3,nafiaf1had, i@ 3@'3@83@™aE,

Cisco SAN-OSE@ 83 €@ €@ CRic@Te€...3€ snmp-server
global Enfor cePrive 4R84, 38f 28738 %08, 8l/2cC" 3@ —3 € | 3@ "3 QP76 €;C-3,200%085' 5@ «3 985 Q9@

Cisco SAN-

OS5 ®global Enfor cePriva, 33f 28f38f %o a@ ®e©3*¢ °a @ «a@ri€p, i@ | 3€ 3€€3€/Cisco MDS

9000 Family CLI Configuration

Guide:a€ € http://www.cisco.com/en/US/docs/storage/san_switches/mds9000/sw/rel _3_x/configuration/quides/cli_

VAP TORROVES S, ADVEE. . 3O ™3, A% IO GEQCRICO TS, CAF—aFE, £33, 555P3 @ ESNV
authPriva,' & if @ 3f%af 59 —3@ | 50,3, 30"53€ 5/(C°°930—30 | 50930 3630 ,3€,

éQOC”"a %a;oec-6€YA £

af @affaf af afua, at..a@®Ciscoaftaf@d,nd, 39 «3°73.. Y3839 €43, 135 3@ ®érlra rae-"2 56
Applied


http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6642/prod_white_paper0900aecd804fa16a.html
http://www.cisco.com/en/US/docs/ios/12_3t/12_3t4/feature/guide/gtrtlimt.html
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801afc76.shtml
http://www.cisco.com/en/US/tech/tk648/tk361/technologies_tech_note09186a0080120f48.shtml#fortify
http://www.cisco.com/en/US/docs/storage/san_switches/mds9000/sw/rel_3_x/configuration/guides/cli_3_3_1/snmp.html#wp1352055

Intelligenced @ ®af%oa,af¥afiafaf https.//sec.cloudapps.cisco.com/security/center/content/CiscoA ppliedMitig:
amb-20080610-SNMPv33,’ 3€,¢...80@—3€@ | i@ Q3@ 3©+3©,3€,

ac®axfee aepéa,2afaf " aq,,a,84,¢

8 CAf fAf—& °Bf ~Af Vif %03, oo 759 ™3 <& "3 3€ 3€ http://www.cisco.com/go/psirt
50 " SHECHEIO®F, C5f%03f93,55,95F°5,39.C.. 550—30 | 50396 FIO®EEEE SN 2>PFO 3@
3,%3F°3F¥a5 15, 3f85F%8, 0 QIO—i0 50 VIQ §6°39,3€,

59,3933, FIQ®S 8€73,3€93,Caffaf—3,°3F 343 %03 @ ™3 ,«eOYa™ 3@ «3 Q@3 TI3f;afCaf5¢
Technical Assistance

Centeri%a TACi%%03 @ %3 QY@ ¥, 3, cLued, 3839 ,4,afaPaf1a555%3,"
3f—afaf@a,nafE€af1hi«3953: 930,30 36>30 03 3630 ,3€,

Cisco |0S &, V:Af+4f 4, 14, 83, CA@®&] 1% 4 22 1%03 @ P3| E3 P «3€ 3€Cisco I0S

ER IQENREN RN ZE I

af af-3,03P 3@ Ee "e%%03@ 3, E3Q | 39,393 ™E,C%0' ARG O B®IfEaf G148,

3f af-3,035@«8,Ta1%+x€83Q@Ei€@,5,<3 3@ 3@ I€EQI; Prf], 3@ «3 £l @IQRIfAafaf143," TV
1
é(’_®&£%:50g_é.faé.faéf%é,1§€Qé’\—é@«é"Né%%oéQ'Q,GQQ%QQTM5€,§€G&Z"é¥"é.faé.faé.f%é,1é€05'
1

a;®axfe,"d@;affafrasna, ”,Aé,éé@ﬂéé,{f%%oéféi—-é,Héfé@«éQ«éé%é,CEé,(éfaéfaéf%é,1éQCEg" 144

afia,,af£afYa
Afeafaary.a,t
Affected
12.0-Based First Fixed Rele
Releases
12.0 &, TadY/+aE83@ 3@ —
12.0DA 8, 1&V/+oe85@ 23 @ —
12.0DB 12.0(2)DB



https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20080610-SNMPv3
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20080610-SNMPv3
http://www.cisco.com/go/psirt

12.0DC &, T8Vt 85€p,3,5(cee€8” Q3O ®3; PrEIQ 12.3T)
12.0(28)S1
12.0S 12.0(32)S5
12.0(33)S
12.0SC 12.0(7)SC
12.0SL &, T8t 85€p,3,5(cee€8" Q3P ®3; PRLIQ 12.09)
12.0SP &, T&Yto85€p,3,5(cee€8" Q3@ ®3; P2L3Q 12.09)
12.0ST &, T8Yo£55€p,3,5(cee€8" Q3P ®3; PRLIQ 12.09)
12.0SX &, T&Yto§5€p,3,5(cee€8" @39 ®3; P2LIQ 12.09)
12.0SY 12.0(32)SY1
12.0SZ 12.0(30)Sz4
12.0T 12.0()T
12.0W 8, T&/caeL859°a @ —
12.0WC 12.0(5)WC16
12.0WT &, T8/t o855 @ —
12.0XA &, T&Y/+ x£859 5 @ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_0S
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_0S
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_0S
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_0S

12.0XB 8, T&Y/at o853 @ —

12.0XC &, TaY/+ xE859 3 @ —

12.0XD 8, TVt o853 @ —

12.0XE 12.0(1)XE

12.0XF 12.0(2)XF1

12.0XG &, T8Yot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.2)
12.0XH &, T8Vt 85€p,3,5(cee€d" Q3P ®3; PRLIQ 12.2)
12.0XI 12.0(4)X 123,58, S3%. @ 3 @ ®af 35143, 59«3 &,13%+e€83Q Ta€,3,55€12.0(4)XI24;
12.0XJ &, T&Yto85€p,3,5(cee€8” QAP ®3; PRLIQ 12.2)
12.0XK &, T8Y/-ot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.2)
12.0XL &, TaYtot85€p,3,5(cee€8” QAP ®3; PRLIQ 12.2)
12.0XM &, TaY/c-aeE85€,3,5(e €S Q3@ ®3; ®eL i€ 12.0T)
12.0XN &, T8Yot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.2)
12.0XQ 8, T8Vtae£85€,3,5(re€s" 93O ®I,; P2F5€Q 12.07)
12.0XR &, T8Ytot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.2)



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_0T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_0T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2

12.0XS &, T8Yto£85€p,3,53€ P2 e€" QIO®I;®2fi@ 12.1E
12.0XV &, T8t 85€p,3,5(cee€8” Q3@ ®3; PrLIQ 12.0T)
12.0XW 8, Ta&/aL83e°a @ —
Affected
12.1-Based First Fixed Rele
Releases
12.1 &, T8/+aeE85€),3,5(ee€3" QA O ®3; PRf3 @ 12.2)
12.1AA &, TaY/c-aeE85€,3,5(e €S Q3P ®E; ®Rfi@ 12.2)
12.1AX &, T8Yot55€p,3,53€ @2 QIO PI; ®rFIQ 12.2EY
12.1AY &, T&Y o854, 3,S3€ Q2 e€ QIO ®I; ®rLI€ 12.1EA
12.1AZ &, T8Yto£85€p,3,53€ P2 e€" 9IO®I;®efi€ 12.1EA
12.1CX 12.1(7)CX 3,8, S&%o @ 3@ ®af 355143, 3@ «3@ 8,131+ e€85Q E3€,3,53€012.1(7)CXa»
12.1DA &, T8Yo£85€p,3,53€ @€ QIO ®I; ®2FI€ 12.2DA
12.1DB &, T8Vt §5€p,3,5(cee€8” Q3@ ®3; PRLIQ 12.3T)
12.1DC &, T8Y/t-ot85€p,3,5(cee€8” Q3O ®3; PrFIQ 12.3T)
12.1E 12.1(1)E2



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_1E
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_0T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2EY
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_1EA
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_1EA
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2DA
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3T

12.1EA 12.1(22)EA10

12.1EB & T8V ra£85€p,3,55€, TACG 9 «3953- 935,39 3, 9360°50 030 3636,
12.1EC 8, T8/t o£83€,3,53€ QP r €3 @ IOB®I; PrLf5€ 12.3BC
12.1EO 12.1(19)EO6

12.1EU 8, T8/c+oE83€p,3,5(e €8 @ 3@ ®I; ®efI @ 12.2S5G)
12.1EV 8, T8/c+oE83€,3,5(e €8 93 Q®A; ®efI @ 12.25V)
12.1EW 8, T8/t o£83€,5,53€ @ re€3 QIO BRI PRrLEIQ 12.2EW
12.1EX 8, T8Vt aeE85€),3,53€ QR e€ QIO PRI, PrfiQ 12.1E
12.1EY 8, T8/t o£83€,3,53€ Q9 rx€3 QIO BRI PRrLIQ 12.1E
12.1EZ 8, T8Vt aeE85€,3,53€ QR e€ QIO PRI, P2FIQ 12.1E
12.1GA 8, T8VtacE8a€),3,5(re€a" @ IO PRI, PRfiQ 12.0)
12.1GB 8, T8/c+oE83€,3,5(ee€8" 93 Q®A; ®efI @ 12.2)

12.1T 8, T8VtaeE85€p,3,5(re€a" QIO PRI, P2fiQ 12.2)



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3BC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2SG
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2SV
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2EW
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_1E
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_1E
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_1E
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2

12.1XA &, T8Ycot85€p,3,5(cee€8" Q3P P3; PREIQ 12.2)
12.1XB &, T8t 85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.2)
12.1XC &, T8Y/-o£85€p,3,5(cee€8" Q3P P3; PRFIQ 12.2)
12.1XD &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PRfIQ 12.2)
12.1XE &, 1aY/c-aeE85€p,3,S3€ @2 €3 QIP®3,®ef3@ 12.1E
12.1XF &, T8Ytot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.3)
12.1XG 8, T8VtacE§a€),3,5(re€a" 9 IO PRI, P2fi@Q 12.3)
12.1XH &, T8Ytot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.2)
12.1XI &, T&Yto85€p,3,5(cee€8” QAP ®3; PRLIQ 12.2)
12.1XJ &, T8Yot85€p,3,5(cee€8" Q3P ®3; P2FIQ 12.3)
12.1XK e, Ta/aoeL85Q 3 @ —

12.1XL &, T8Y/co£85€p,3,5(cee€8" Q3P ®3; PREIQ 12.3)
12.1XM &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.3)
12.1XN 8, TVt o853 @ —

12.1X0 &, T&Y/+ xE859 5 @ —



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_1E
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3

12.1XP &, T8Yot85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)
12.1XQ &, T8t 85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.3)
12.1XR &, T8Y/-o£85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)
12.1XS &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PRfIQ 12.2)
12.1XT &, TaY/c-aeE85€p,3,5(e €S Q3@ ®I; ®RfI@ 12.3)
12.1XU &, T8Ytot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.3)
12.1XV 8, T8VtacE§a€),3,5(re€a" 9 IO PRI, P2fi@Q 12.3)
12.1XW &, T8Ytot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.2)
12.1XX &, T&Yto85€p,3,5(cee€8” QAP ®3; PRLIQ 12.2)
12.1XY &, T8Yot85€p,3,5(cee€8" Q3P ®3; PREIQ 12.2)
12.1XZ &, T8Vt 85€p,3,5(cee€d” QAP ®3; PRLIQ 12.2)
12.1YA &, T8Y/co£85€p,3,5(cee€8" Q3P ®3; PREIQ 12.3)
12.1YB &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.3)
12.1YC &, T8Y/c-o£85€p,3,5(cee€8" Q3P ®3; PRFIQ 12.3)
12.1YD &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PREIQ 12.3)



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3

12.1YE 12.1(5)Y E63, "3, S8%. 9 3 @ ®afaf 8143, 4«3 &,Ta%+2€83 9 E3€,5,55€€12.1(5)YE6:
12.1YF &, T8t 85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.3)
12.1YG &, T8/t o855 @—
12.1YH &, T8Ytot85€p,3,5(cee€8” Q3P ®3; PREIQ 12.3)
12.1Y1 &, TaY/c-aeE85€p,3,5(e €S Q3@ ®I; ®RfI@ 12.3)
12.1YJ &, T8/ +aeE85€),3,53€ @2 e€3 QIO ®3; P2f3@ 12.1EA
Affected
12.2-Based First Fixed Rele
Releases
12.2 12.2(26¢)12.2(27¢)12.2(28d)12.2(29b) 12.2(40)
12.2B &, TaYo§5€p,3,5(cee€8” Q3@ ®3; PrLIQ 12.3T)
12.2BC &, T8Y/t-o£85€p,3,53€ @€ 939 ®3;®2efi€ 12.3BC
12.2BW &, TaYtot85€p,3,5(cee€8” Q3P ®3; PRLIQ 12.3)
12.2BY &, TaY/craeE85€,3,5(e €S Q3@ ®3; ®eL i€ 12.3T)
12.2BZ &, T8/ +ae£85€),3,S3€ @2 e€ QIO ®E; ®2fI€ 12.3X|
12.2CX 8, T8Vt aeE85€,3,53€ @ re€s @I ®I,; P2f5€ 12.3BC



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_1EA
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3BC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3XI
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3BC

12.2CY &, T8Y/to£85€p,3,53€ @€ QIO ®3;®efi€ 12.3BC
12.2CZ &, TaY/+ xE859 3 @ —

12.2(10)DA4
12.2DA

12.2(12)DA11
12.2DD 8, T8VtaeE85€,3,5(re€s 93O ®I,; P2F5€Q 12.37)
12.2DX &, TaYtot85€p,3,5(cee€8” Q3@ ®3; PReEIQ 12.3T)
12.2EU &, TaYo§5€p,3,5(cee€8” Q3P ®3; PRLIQ 12.25G)
12.2EW 12.2(18)EW712.2(20)EW4
122EWA | 12.2(20)EWA312.2(25)EWA112.2(25)EWA712.2(25)EWA8
12.2EX 12.2(35)EX
12.2EY 12.2(37)EY
12.2E7 &, T&Ytot85€,3,S3€ @2 e€" QIO ®I; ®2L3€ 12.2SEE
12.2FX &, T8Yo£85€p,3,53€ @€ Q939 ®3; ®rFI€ 12.2SEE



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3BC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_3T
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2SG
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2SEE
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20080610-snmpv3#12_2SEE

12.2FY &, T8Y/o£85€),3,53€ @€ 939 ®I; ®2FIQ 12.25EG
12.2FZ &, T8Ytot85€p,3,53€ @2 e€S" Q39 ®3; PRLIQ 12.2SE
12.21XA 8, T&Y/to£85€p,3,55€,1 2.2IXDEa@®ar»ae, @a@®afFEfaf14a, ' a@«c8»e|E
12.21XB &, T&Y/+ xE859 5 @ —

12.21XC 8, T&/aaL83e°a @ —
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