Cisco Unified Communications Web
af Mafyva, lae®cRic@tao®e, talitar€s

&, ¢af%oaf € a,na, faFraFlD : cisco-sa CVE-2007-
20071017-1PCC 5539

& @a...~é-<ae—Y¥ : 2007-10-17 16:00

if @afa, afsasf 1.1: Fina

CVS&4,14,%4,¢: 9.0

&76€¢¢- : No Workarounds available

Ciscoaf€ea,°ID:

B Yore&5@«ad,"a cef...a t3@ a€HPe+e?73P«a, a,«aZYe-ft3OPEGZA..., a1 a4
g, €| @

Unified Contact Center €53, 36> Intelligent Contact Management

ORIV, L1I"QPIQP«AY FEQWeb

af™mafa,'a@®af-af@afuaf alrcee”@a@ "3,'a, affaf—af ofe ! -af,afuaf«iva"Web

Viewi%%o4a,,, Web af™afld,'a@®e " a®saf,afaf«iv " Web
Admim’%%oaé,éO@é,QaeEa,Cé,“é,»éﬂé@@éi\?& 3@ 395,09 efhx€8i@EI@,.3,,Taltre85€(

5@ "3@®3,Caf%05f€@a,13,95f°5€ A€ https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurity A
sa-20071017-1PCC 5€84...-6-3¢+3, E5 @ 1 3€,dQ%IQP™MAE,

e02aY5" e €@
e, TaVtaE85@®a@,a,«e£%-3" @
2 aQRefLI"QI@ FEQ@Web

AFMEFE, 3@ ®Af-Af@AFEF dlhe @@ 5,15, aFaf—af Ofe! -af, af%afi% Web
Viewi%i%o03 9 59 ®3 @2£3,C5, 5,3, 539®37V3 53¢ 56°3,@,13%teE559 03V 3O—5Q%IO™

Cisco Unified Intelligent Contact Management Enterprisei’/a Unified | CM Ei%/4%o
Cisco Unified ICM Hostediva Unified | CMH1Y4%0

Cisco Unified Contact Center Enterprisei/a’ UCCEY4%o

Cisco Unified Contact Center HostediVa UCCHiY£%60

Cisco System Unified Contact Center Enterpriseiys SUCCEiY£60

& 3QRELVI"QIQ EQWeb af™Mafha,'d@®e " A®3AS,afhaf«i% " Web


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20071017-IPCC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20071017-IPCC
http://tools.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=CVSS:2.0/AV:N/AC:L/Au:S/C:C/I:C/A:C/E:F/RL:OF/RC:C
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5539
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5539

Admini%%o03 € 3@ ®3a @x£4,¢a, d,»a JI3OB®AZYS 3@ 3€%5,@, 1A+ €83 9«0 3L"IQP—39%I€
+ Cisco System Unified Contact Center Enterprisei’/a”SUCCEIY4%o

Administration

Workstationivs AWiYd60a€p «3,23538,'3f 3fhaf«a€+3, Ea@ Y3, 1235353, 3,85,C3@®af@afua, 3833,
Server 3@® Add or Remove Programs

3,!8,£3533f%03, | 3@ «C8»3cIQP—IQNIQP™IE,3V2+6Y,;5,'3Q—39'39 | 3,3,3 3@ I€95, 135, af
Cisco ICM Maintenance Release ICM 7.1(5) 3@ "€ "¢x°a €3, Ea @4 @™aE,

8, TaYrac€ss, 49 «a,"89839,39%36,,30"39 3G ECCR* QIO 3, EIHYeLLI"Q
E AP RENS"QPIQP FEQIQ"TO®If%03,3fYEfAfEf G982 7543, EIQ | 59,5, TaViteE8a4

 Cisco Unified Contact Center Express
 Cisco IP Contact Center Express

3@ "3O®E,Ta%1+>r€83 @203 "aQ@P™3 3 QP QIOB®I»-3O® Cisco
ef13"Qi@ (O¥AR IPRIQP Q"3 @LEQPriQlQPLriQ i, i9NieHa, a€

3@ "3Q®e,TaV+r€839EO’N"IQP™I I QPBIQ 3€€45,1,3faf3,)3,83,¢ af@afna, afsas
ICM 7.1(5) 8@ &E¢ " %af@a@—3@ | 3€,3,«(C°0°@x,"5Q;3QRLI"QPIQP dQ'IQIO™IE,

e©3¢ °

Cisco Unified ICME&€€ Unified ICMHA€€UCCES€€@UCCH3€€©3€53,"3€> SUCCE
3@ AEQ="| ¥, Af—afOAffaf af3,0afhaf 3@ ®3,"3, nafhaf 3983€,3,55€Q3"3,EA3, %08, 8V ¢""

Cisco Unified ICME&€€ Unified ICMH&€€UCCE3€@UCCHa€@3€ 53,363 SUCCE

dO®IY,3, aftd,£35,3f8a3@®4,1afaf"4,!4,83,¢ af@afua, af8af 7.1(5)

d@«3€@ 3€@Windows Active Directory

3f%0afi3,raf 3@ EA®3HOIQ 3, EIQ YS! 4143, 5«3, 3,3, Q@RLIQ %o OFf-3fMIf«IYPBRIQP-3
Active Directory af | 3f143,93€ 3€@a»»xe, @3 ®3,°afkhaf« 3,»af’a,;af% 3,03%3,"3,;4F°3,'a@®

Web View

Sf-af@afiuaf ef..d +3,8] (3O ™3, 39 "3@ IO TIQ83IQ 93,3, 3913 «363,559%3@™3€,Ciscc
SUCCE &,, Web Admin

af,af%haf«3€ 3Q®3 @2Ef,Ca, 4,»3,'3€«a,"5,312+éY:3,'4@9—3Q'3€QA,Caf—af3,+a1a, 385 " ©

d@"a@®e,Ta%+x€83€ a€@Cisco BugID
CSCs55686(c»&Eaf Af Vi, 18°, ¢ )a«& "e%%03 @3, E59 | 50,59 %IO™E,

D76 ¢C-



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCsj55686
https://sec.cloudapps.cisco.comRPF/register/register.do

ICM/IPCC Active Directory &7 &+03€p«3+73@—a€ | 3€,3939,, Active Directory
FQ83®3c%40I+3,E3€Y Windows af! 3143, 3@ «3€@Web View 353,363 Web Admin
5O®IQ,3f,af143f«5Q AQOPIRES... 39%5,C3, 8,73, 0IQ 3,750 °3,%03, EIQUIQO™IE, 376 C-
d,pafnaf@aeEa 8€a€@™a < Windows Active Directory
af%oafia,naf 3 @83a®35¢10a @3, EEQICM/IPCC Active Directory
6378+n3@®3,035,"3,035°3, 5@ «6-CEELE»" 59, %03, EIQYAS 4f 143,95 I€QEQO 139 +3@ ¢
Administration Workstation 3€ 3@ ®3,¢3, §,»3,"3,¢ " +3€@ 3@™3,<3@Y3, @3 «F€@Transit

ACL 3@ 3@O0a@®ASfa,£af«a,¢d,'aY2 (" A QP8IQQIOPNIO™AE,

TCP af @afaf 80 &,4%:¢" 3@ —3€ | 3€,3,« HTTP af4,+3ffaf 353,3€° TCP af@afuaf

443 3,3%:¢" a@—a3€ ,3€,3,« HTTPS

3f8,+3ffaf 3, /4@ | A@™35,Af 3, £3f«3,; 3@ F€94..¥855,C5,7 5,3,

af@a,nafaf a€a,%odf@asfaf af afaa, at..a@«Eé€%3. . ¥a@™a af afoaf-a,£affa, 3,/a; @& -3Q@™a,a
af@afra, afha@®I€Ef 3@ 3O —a@ af@affaf af aflka, a.. al"a@«at+é-a@+3,EA ;... | QA
af@arnas” 80 a,a%z¢" a@—a€ 3,3« HTTP afa,taffaf"a€@  TCP af@afiaf” 443

a,a%¢" dep—ae a€,a,< HTTPS

af'a,taffaf d@®afa,£3f«3,;8€ 3€@a/|é haQP’3Q@3,a, af0a,na,Cafaf 3€<d,%0d @B®ASf afOaSf 3£
3f1af@3,03,'3@®C 8% @I Q36— 39+5,E5,3;..8 | 93,5€,3,559%UIO™3E,

tACLA@«3@n3@, 3 | 3ORRO’ 3@ F€QIELAf afOAF S, 3ffaf 5,¢C5,4,»8,"3,°4FPaf afafhaf«afa, 4l

f @aSfaf af af%3,41...4@®Ciscoaftaf 93,13, 59« QOC" " 50 132 »-39®C- 08 Ec-3«5na
amb-20071017-IPCC)3,' 49.C.. 559 —3€ | 5@ @5 50+5€,5€,

a,®afxd@¢a,2afaf a,,4a,8a,¢

8 CAf fAf—3, °Bf ~8f Vif %03,  nos Z59 ™3 <& "3 3€ A€ hitp://www.cisco.com/go/psirt
5@ " SHECY3IQ®3F,Caf%03f@3,05,95f°5,3€.C..850—30 | €93 96 EiO®EEL2+°5 2’95 3®!
3,%3F°3F¥ 55145, 8f85%8, 0 QIO—30 5O VIO 36°39,3€,

59,3933, FIQ®3 3973, 3€93,Caffaf—a,°3F a4 %03 @™3,«eOYa™ 3@ «3 Q@3 TIPaf;afCaf5¢
Technical Assistance

Centerila TACi%%03@%3 @Y€ a¥'¢ 3, cuea, "a€83€,3,AafarartafS5,3,"
f—afaf@3,nafE€afha@ 3955 939,50 303093 3630 ,3€,

~ ~N AN I~ o~

8%afaf"a,383,¢

AfeafoarYa 1 af‘affaf & afiafeaftarSafs:

7.1(5) ICM7.1(5)_ES46|7.2(3)i%4°2007 & 12



http://www.cisco.com/en/US/tech/tk648/tk361/technologies_white_paper09186a00801afc76.shtml
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20071017-IPCC
https://sec.cloudapps.cisco.com/security/center/content/CiscoAppliedMitigationBulletin/cisco-amb-20071017-IPCC
http://www.cisco.com/go/psirt

oere A AAf YA, 1Yo

Contact Center 4€53,”3€° ICM af;afPaftafSasrta," 5,%af-3f5,15,85,(3€ 3€@x-i3€® URL
3€<3,%03f€3, | 2 afaf 143 %03 @ Ef A8 ™AE,

https:.//sec.cloudapps.cisco.com/support/downl oads/go/M DFT ree.x 2buty pe=CCiVa ¢ ™»&E2af iaf YA, T8°, ¢ Yo

4 QRESOC" " 4%EVEQ 8.~V @R "

Cisco PSIRT
G853 €@ F€Q@r0e-3,Caf%af¢a,ra, affa@«e "e1h%ei¢a,EIQ | i€, d,,TaV+trE83QRA, @rLI"OC

GQ"3QO®e,TAV+x€83Q A€QAE,«a,'a,caf2af 1 3,paf@afhaf a@®3a,pafaasa,’
af2a,” a,”3,"af 3@ ®e8fxe+°s 3@ «c™oe | Q-3 EIPVYE, IQBRIPEIQ™AE,

URL

https://sec.cl oudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20071017-1PCC

7

o' 1e", at¥ee

afeaf, afSar°

11 20084+ 4ae0s 255e—¥ | CSCs556865@ ®CVSSE,"3,%3,C 3 €, 3 @®afafa, a, /> e-°3€,

afeaf“a, AFSAf3| 2007 & 10 aeos 17

A %0 323525 V~1
1.0 B_¥ & @c%o"afasreasraa,

d'©¢" Q¢ .,

ae0ed, Caf %odf 3,03, 95°3@ ¢,i8, 98 %hIQP®S, IQPPIQP IQ—iQ IO 2QOIWIO—3€  3€53,55¢
e0e-3,Caf%03f 3,03, 33 ®ef...8 +t3€55, 493338, a@®a1i " Q@ «é-CAP™E @2 Erm IQPBE €
FONIGPYI€PE,3,'5,°5@ 20e-df%03, aF¥EfAFAf FQB®AT...305,8°" 4S5 Q5O —3 @ «antoae> TP —a€
a0e-d, Caf%oaf @ 4,08, 35 Q@@ 8081, 4R 3P «é-CAH—3@ | f..4 +6..95;i5€9® URL

3,CeQCYiQO—ICQIO -IPB®E»C2U%0a,, 2,9 33, 'e-1L39—39Y3 4@ FEPI " (vHhIQPTECRcO
3O "3Q®Af%03,Af¥aF3FAf GQ®eS..4 +t3@ 3€4,3,'5,°6f 13" @IQ®F, AP af%0af | AF143, 98,8 Vbl


https://sec.cloudapps.cisco.com/support/downloads/go/MDFTree.x?butype=cc
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20071017-IPCC
https://sec.cloudapps.cisco.com/security/center/cvssCalculator.x?version=2.0&vector=AV:N/AC:L/Au:S/C:C/I:C/A:C/E:F/RL:OF/RC:C

BERICDW\T

VZAARIMRFOI—HFITEFNZFNDOEETHR—b VT VY ERHEITZ/HIC, #HEAIC
LBBREMBEDET. FARF XY MEBRLUTVET. L. BREEOKMERTH -
TH, EMARICLDFROLS BRIEERIIERINT BA. X3, ChSEIRROIEHE®ICD

WTERNEEZEVWEEA. BETHZHEEBIR (VIS5 T7 I EATEE) bHHhETESRTS
CETEHRULIEY,



