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l--- Permt NHRP/GRE services fromtrusted hosts destined !--- to infrastructure addresses

access-list 150 permit 47 TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK
access-list 150 permit 54 TRUSTED_HOSTS MASK INFRASTRUCTURE_ADDRESSES MASK

I--- Deny NHRP/ GRE packets fromall other sources destined !--- to infrastructure addresses

access-list 150 deny 47 any INFRASTRUCTURE_ADDRESSES MASK
access-1list 150 deny 54 any INFRASTRUCTURE_ADDRESSES MASK

l--- Permit all other traffic to transit the device

access-list 150 permit IP any any

interface serial 2/0
ip access-group 150 in
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1--- Deny NHRP (I P protocol nunber 54) and GRE (I P protocol nunber 47) !--- traffic fromtrusted hosts t

access-list 111 deny 54 TRUSTED_ADDRESSES MASK any
access-1list 111 deny 47 TRUSTED_ADDRESSES MASK any

I 1--- Permt all other NHRP (1P protocol nunber 54) and GRE (I P protocol !--- nunber 47) traffic sent t
access-list 111 permit 54 any any
access-list 111 permit 47 any any

I I--- Permt (Police or Drop)/Deny (Allow) all other Layer3 !--- and Layer4 traffic in accordance with

class-map match-all drop-NHRP-class
match access-group 111

I I--- Create a policy map that will be applied to the control plane !--- of the affected device.

policy-map drop-NHRP-traffic
class drop-NHRP-class
drop

I I--- Apply the policy map to the control plane of the device !--- device. !
control-plane

service-policy input drop-NHRP-traffic
!
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policy-map drop-NHRP-traffic
class drop-NHRP-class
police 32000 1500 1500 conform-action drop exceed-action drop
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F@®af'af«af%oce-'3 € @239 d»" d@'e-"'2*FEQ(R|(@Tr-'2* 59« iPri®,i® dOBREO’(°IY
URL 3,3€,C...809—3€© | Q@O 3€°3€,3€, hitp://www.cisco.com/warp/public/620/1.html €,

Afia, AfEAfY. AfeAfoafyA,L

s Rxfexe d@ afPafrafna,'a@®a.. . ¥Ye%od @ ef

€082 a¢™a,< 12.0
af™Maf1a,'a@®afrasrasua,’

First Fixed
ReleaseiVs 4, @axLi€p+3, EdQYre€d™ @i 9RaFaFaf1a, 114 %o0

12.0 &, T8/ae£85€p,4,S; first fixed in 12.2(46) 12.2(
12.0DA 8, 1&/aeE 8593 @ —
12.0DB 8, T8YraE859 3@ —

12.4(

12.4(

12.4(

12.4(

12.0DC & 18Y/c-o£85€,3.5; first fixed in 12.3(14)T5 03-5

12.4(

12.4(

12.4(

12.4(

o o = o) = 12.0(

12.0S 12.0(32)S8; a©¢" a@ ef¥. a@° 21-Aug-07 1A

12.0SC 8, t&Y/a£85€,3,S; first fixed in 12.3(17a)BC 12.3(



http://www.cisco.com/warp/public/620/1.html

12.3(

12.0SL

&, T&Ytae£85€,3,S; first fixed in 12.0(32)S8; 8" ©O¢" 4@ &f2 492
21-Aug-07

12.0(
21-A

12.0SP

&, T&Vs+ae£85€,4,S; first fixed in 12.0(32)S8 §"©¢" 3@ &f12 32
21-Aug-07

12.0(
21-A

12.0ST

&, T&Vs+ae£85€,4,S; first fixed in 12.0(32)S8; 3°©O¢" 4@ &f): 5€°
21-Aug-07

12.0(
21-A

12.0SX

&, T&/s+ae£85€,4,S; first fixed in 12.0(32)S8; 3°©O¢" " 4@ &f): 5€°
21-Aug-07

12.0(
21-A

12.0SY

12.0(32)SY 4; §O¢" 3@ &f» 32 21-Aug-07

12.0(
367

12.0SZ

&, T&/s+a£85€,4,S; first fixed in 12.0(32)S8; 3°O¢"" 4@ &f): 5€°
21-Aug-07

12.0T

&, t&Y/a£85€,3,S; first fixed in 12.2(46)

12.2(

12.0W

én Té-l/dggéoaé 0_

12.0WC

e, t&/c-oeL889 3 @ —

12.0WT

én T&/ﬁ%§é@aé Q_

12.0XA

8, t&Y/a£85€,3,S; first fixed in 12.2(46)

12.2(

12.0XB

e, T&/c-oeL889 3 @ —




12.0XC &, T&Vs+a£85€,4,S; first fixed in 12.2(46) 12.2(
12.0XD &, T&Vs+ae£85€,4,S; first fixed in 12.2(46) 12.2(
12 OXE &, T&Vs+ae£85€,4,S; first fixed in 12.1(27b)E3; 8" O¢" "3 &fl:
a€? 10-Aug-07

12.0XF &, T8/ oL 8593 @ —

12.0XG &, T&Vs+ae£85€,4,S; first fixed in 12.2(46) 12.2(
12.0XH &, T&Y/tae£85€,3,S; first fixed in 12.2(46) 12.2(
12.0X| &, T&V/-ae£85€,5,S; first fixed in 12.2(46) 12.2(
12.0XJ &, T&Yae£85€,3,S; first fixed in 12.2(46) 12.2(
12.0XK &, T&V/ae£85€,4,S; first fixed in 12.2(46) 12.2(
12.0XL &, T&Vae£85€,3,S; first fixed in 12.2(46) 12.2(
12.0XM &, T8/ oL 8893 @ —

12.0XN &, T&Vae£85€,3,S; first fixed in 12.2(46) 12.2(
12.0XQ &, T&Yae£585€,4,S; first fixed in 12.2(46) 12.2(
12.0XR &, T&Vs+ae£85€,4,S; first fixed in 12.2(46) 12.2(
12.0XS &, T8/ oL 8593 @ —




12.0XV 8, T4/ +a£85@° 3@ —
12.0XW 8, T8YraL859 3@ —
80234 5@™a < 12.1 First Fixed 5

af™Mafra,'a@®afasfrasua,’

ReleaseiVs 4;@aefa€p+a, EaQ@Yre€d  ©aQ®aFafasfaa, %o

12.1 &, t&Y/a£85€,3,S; first fixed in 12.2(46) 12.2(
12.1AA 8, 1&/+ceE85€,3,S; first fixed in 12.2(46) 12.2(
12.1AX 8, T/ aeE859 3@ —
12.1AY &, &/ aeE859 3@ —
12.1AZ 8, T/ taeE859 5 @ —
12.1CX 8, 1&/+aeE85€,3,S; first fixed in 12.2(46) 12.2(
12.2(10)DA8 12.2(
12.1DA
12.2(12)DA12 12.2(
12.1DB 8, T8YraL859 3@ —
12.4(
12.4(
12.1DC &, T&Y/ecE85€,4,S; first fixed in 12.3(14)T5 12.4(
12.4(

03-S




12.4(

12.4(
12.4(
12.4(
12.1E 12.1(27b)E3; §O¢" 4@ &f%: €2 5-Mar-08
12.1EA 8, T8VtoE S35 @ —
12.1EB e, taY £S5 5 @ —
12.3(
12.1EC 8, 1&/+ae£85€,3,S; first fixed in 12.3(17a)BC
12.3(
12.1EO 8, T8VtoE 835 @ —
12.1EU 8, 1&/+ceE85,3,S; first fixed in 12.2(25)EWA10 12.2(
12.1EV &, T/ taeE859 3@ —
a@TM
5f—
12.2(
12.1EW 8, &Y a£85€,3,S; first fixed in 12.2(25)EWA10 12.2(
12.2(
12.2(

Oct-(




&, T8l/+aeE85€p,4,S; first fixed in 12.1(27b)E3; 8°O¢" " 36 &fl

121EX 3€° 5-Mar-08
12.1EY &, T8/ oL 8593 @ —
1o 1E7 &, T&Vae£85€,5,S; first fixed in 12.1(27b)E3; 3”O¢" " 3@ &fl

a@? 5-Mar-08
12.1GA &, T&Yae£85€,5,S; first fixed in 12.2(46) 12.2(
12.1GB &, T&Vs+a£85€,4,S; first fixed in 12.2(46) 12.2(
12.1T &, T&Vs+ac£85€,4,S; first fixed in 12.2(46) 12.2(
12.1XA &, T&Vs+ae£85€,4,S; first fixed in 12.2(46) 12.2(
12.1XB &, T8/ oL 8893 @ —
12.1XC &, T&Y/ae£85€,3,S; first fixed in 12.2(46) 12.2(
12.1XD &, T&Vs+ac£85€,4,S; first fixed in 12.2(46) 12.2(
12.1XE &, T8/ +aeE 8593 @ —
12.1XF &, T8/ oL 8893 @ —

12.3(

12.1XG &, T8/+ae£85€p,,S; first fixed in 12.3(17a) 12.3(

12.3(




12.3(

12.3(
12.3(
16-A
12.3(
16-A
12.1XH e, 1&/+aeE85€,3,S; first fixed in 12.2(46) 12.2(
12.1X1 8, 1&/+ce£85,3,S; first fixed in 12.2(46) 12.2(
12.3(
12.3(
12.3(
12.3(
12.1XJ &, T&Vs+a£85€,4,S; first fixed in 12.3(17a) 123
12.3(
16-A
12.3(
16-A
12.1XK 8, TaY/ o855 @ —
12.3(
12.3(
12.1XL 8, 1&/+ce£85€,3,S; first fixed in 12.3(17a) 12.3(
12.3(

12.3(




12.3(
16-A

12.3(
16-A

12.1XM

8, &Y/ a£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.1XN

én T§/¢%§ééaé 0_

12.1X0O

8, TaY-aeL85@ 25 @ —

12.1XP

8, 1&/+ae£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(
12.3(

12.3(
16-A

12.3(
16-A




12.1XQ

8, t&/+ae£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.1XR

8, &Y/ a£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.1XS

8, 1&/+ceE85€,3,S; first fixed in 12.2(46)

12.2(

12.1XT

8, t&Ya-a£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(

12.3(




12.3(

16-A
12.3(
16-A
12.1XU 8, TaY/ o855 €@ —
12.3(
12.3(
12.3(
12.3(
12.1XV 8, 1&/+ae£85€,3,S; first fixed in 12.3(17a) 123
12.3(
16-A
12.3(
16-A
12.1XW 8, 1&/+ae£85€,3,S; first fixed in 12.2(46) 12.2(
12.1XX 8, 1&/+aeE85€,3,S; first fixed in 12.2(46) 12.2(
12.1XY 8, 1&/+ae£85€,3,S; first fixed in 12.2(46) 12.2(
12.1XZ e, 1&/+aeE85€,3,S; first fixed in 12.2(46) 12.2(
12.3(
12.1YA 8, 1&/+ae£85€,3,S; first fixed in 12.3(17a) 12.3(

12.3(




12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.1YB

8, &Y/ a£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.1YC

én T§/¢%§5‘0aé Q_

12.1YD

8, t&/+ae£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(

12.3(

12.3(
16-A

12.3(
16-A




12.3(

12.3(
12.3(
12.3(

12.1YE 8, t&/+ae£85€,3,S; first fixed in 12.3(17a) 12.3(
12.3(
16-A
12.3(
16-A
12.3(
12.3(
12.3(
12.3(

12.1YF 8, &Y/ a£85€,3,S; first fixed in 12.3(17a) 12.3(
12.3(
16-A
12.3(
16-A

12.1YG 8, T18VtoE83Q 3 @ —

12.1YH 8, T8/ toE839 3@ —
12.3(

12.1Y1 8, &Y/ a£85€,3,S; first fixed in 12.3(17a) 12.3(

12.3(




12.3(
12.3(
12.3(
16-A
12.3(
16-A
12.1YJ 8, T8Y/at £S5 @ —
802815 a@™a, < 12.2 First Fixed ) s
aF™Maf%a, a9 ®aFaF a3, | ReleaseiVs 4, Pati@ d, Ea @ Ve e€d” @3 O ®aFafaF%a, 1% %o
12.2(26¢); §0¢" 2@ efY2 3€° 14-Aug-07
12.2(27c); §o¢" 4@ efY> 3€° 14-Aug-07
12.2 12.2(28d); §O¢" 4@ &fY: 32 14-Aug-07 12.2(
12.2(29b); ¥O¢" "4 efs €2 14-Aug-07
12.2(46)
12.4(
12.4(
12.4(
12.4(
12.28 &, 1Y/t o£85€,3,5; first fixed in 12.3(14)T5 03-5
12.4(
12.4(
12.4(
12.4(




12.3(

12.2BC 8, 1&/+ae£85@,3,S; first fixed in 12.3(17a)BC
12.3(
12.3(
12.3(
12.3(
12.3(
12.2BW &, t&/+ae£85€,3,S; first fixed in 12.3(17a) 12.3(
12.3(
16-A
12.3(
16-A
12.4(
12.4(
12.4(
12.4(
12.2BY & 18/c-a£55€,5,5; first fixed in 12.3(14)T5 03-5
12.4(
12.4(
12.4(
12.4(
10087 &, T&Vs+a£85€,4,S; first fixed in 12.3(7)X110a 3°©O¢" " 4@ &f%; 12.3(
' 392 21-Aug-07 aQ°
12.2CX 8, 1&Y/+ae£85€,3,S; first fixed in 12.3(17a)BC 12.3(




12.3(

12.3(

12.2CY 8, t&Y/+a£85€,3,S; first fixed in 12.3(17a)BC
12.3(

12.2CZ 8, T/ taeE859 5 @ —

12.2(10)DA8 12.2(
12.2DA
12.2(12)DA12 12.2(

12.4(
12.4(
12.4(
12.4(

12.2DD & 18/c-a£55€,5,5; first fixed in 12.3(14)T5 03-5
12.4(
12.4(
12.4(
12.4(
12.4(
12.4(
12.4(

12.2DX &, T&Y/ecE85€,4,S; first fixed in 12.3(14)T5 12.4(
03-S
12.4(

12.4(




12.4(

12.4(

12.2EU

&, T&/s+ae£85€,4,S; first fixed in 12.2(25)EWA10

a@TM

af—
12.2(
12.2(

12.2(

12.2(
Oct-(

12.2EW

8, &Y/ a£85€,3,S; first fixed in 12.2(25)EWA10

a@TM

af—
12.2(
12.2(
12.2(

12.2(
Oct-(

12.2EWA

12.2(25)EWA10

é@TM

5f—.
12.2(
12.2(
12.2(

12.2(
Oct-(

12.2EX

én T&/ﬁ%§é@aé Q_




12.2EY 8, T&/at £S5 @ —
12.2EZ 8, t&/aeE859 3 @ —
12.2FX 8, T&/ata£85Q 5 @ —
12.2FY 8, T8/st £S5 @ —
12.2FZ 8, T&Y/sto£85Q° 5 @ —
12.21XA 8, T8/st £S5 @ —
12.2I1XB 8, t&/to£83°3 @ —
12.21XC 8, T8Y/at £S5 @ —
12.21XD &, 18/ ceE859°5 @ —
12.2IXE 8, T8/st £S5 @ —
12.2JA 8, t&/caeE859 3 @ —
12.2JK 8, T&/s £S5 @ —
12.2MB &, T&/s+at85€,4,S; first fixed in 12.2(25)SW11 12.2(
12.2(15)MC2h
12.2MC 12.2(

12.2(15)MC2j




12.2(14)S19
12.2(18)S13 12.2(
12.2S
12.2(20)S14 12.2(
12.2(25)S13
12.2(
12.2(28)SB9 < aa
12.2SB EL2
12.2(31)SB6
12.2(
12.2(
12.2SBC & T8/ a€55€,3.S: first fixed in 12.2(31)SB6 a9°
12.2(
12.2SE 8, T4/ a£85@° 3@ —
12.2SEA 8, T4/ a£859° 3@ —
12.2SEB 8, T4/ o853 €@ —
12.2SEC 8, TaY/ L8525 @ —
12.2SED 8, T4/ o859 3@ —
12.2SEE 8, TaY/ L8525 €@ —
12.2SEF 8, T&Y/ £ 8533 @ —
12.2SEG 8, T8V o855 @ —




12.2(25)SG2; §O¢" 4@ fY: 49* 13-Aug-07

a@TM

af—

12.2(
12.2(31)SG2; §©¢" 4@ efls 32 13-Aug-07
12.2SG 12.2(
12.2(37)SG1; §O¢" "4 &f> 32 13-Aug-07
12.2(
12.2(40)SG; §O¢" 5@ efV2 462 24-0ct-07
12.2(
Oct-
é@TM
af—
12.2(31)SGA3 12.2(
12.2SGA
12.2(31)SGA4; &O¢" 4@ &fY 362 15-Oct-07 12.2(
12.2(
Oct-(
12.2SL &, &/ taE859 3@ —
. o s en) = 12.2(
12.2SM 12.2(29)SM2; &©¢" a€p ef¥. a@? 22-Aug-07 2o
a a
12.2S0 8, T/ taeE859 3 @ —
12.2SRA &, &/ aeE859 3@ —
12.2SRB 8, T/ taeE859 5 @ —
12.4(
12.2SU &, t&Y/a£85€,3,S; first fixed in 12.3(14)T5 12.4(

12.4(




12.4(

03-S
12.4(
12.4(
12.4(
12.4(
o~ o= o) = 12.2(

12.2SV 12.2(29)SV4; §O¢" 3@ ef: 362 14-Oct-07 2o°
d

12.2SVA &, T/ taeE859 39—

12.2SVC 8, T4/ a£859° 3@ —

12.2SW 12.2(25)SW11 12.2(

12.2SX 8, &Y/ a£85€,3,S; first fixed in 12.2(18)SXE4

12.2SXA &, t&Y-a£85€,3,S; first fixed in 12.2(18)SXE4

12.2SXB 8, &Y/ a£85€,3,S; first fixed in 12.2(18)SXE4 12.2(

12.2SXD 8, 1&/+ae£85€,3,S; contact TAC

12.2SXE 12.2(18)SXE4 12.2(

12.2SXF 8, T&/ o853 @ —

12.2SXH &, T/ t+aeE859 3@ —




12.2SY 8, t&Y/a£85€,3,S; first fixed in 12.2(18)SXE4
12.2(
12.257 8, T&/+ae£85,3,S; first fixed in 12.2(25)S13
12.2(
12.3(
12.3(
12.3(
12.3(
12.2T 8, 1&/+aeE85€,3,S; first fixed in 12.3(17a) 12.3(
12.3(
16-A
12.3(
16-A
12.2TPC 12.2(8)TPC10c; §©¢" &€ &fls 32 17-Aug-07 12.2(
12.2(
12.2U7 & 18/-a£85€,3.5: first fixed in 12.2(31)SB6 a9’
12.2(
12.2(
12.2V7 & 18/-0£85€,3.5; first fixed in 12.2(31)SB6 a9’
12.2(
12.3(
12.2XA 8, 1&/+ae£85€,3,S; first fixed in 12.3(17a) 12.3(

12.3(




12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.2XB

8, &Y/ a£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.2XC

&, T&/+ae£85€,3,S; first fixed in 12.3(14)T5

12.4(
12.4(
12.4(

12.4(
03-S

12.4(
12.4(
12.4(

12.4(




12.3(

12.3(
12.3(
12.3(
12.2XD 8, t&/+ae£85€,3,S; first fixed in 12.3(17a) 12.3(
12.3(
16-A
12.3(
16-A
12.2XE 8, T8Vt aeL83@ 3@ —
12.3(
12.2XF &, &Y/ +ae£85€,3,S; first fixed in 12.3(17a)BC
12.3(
12.3(
12.3(
12.3(
12.3(
12.2XG 8, 1&/+ae£85€,3,S; first fixed in 12.3(17a) 123
12.3(
16-A
12.3(
16-A
12.3(
12.2XH 8, &Y/ a£85€,3,S; first fixed in 12.3(17a)

12.3(




12.3(
12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.2XI

e, ta/c-oeL889 3 @ —

12.2XJ

8, T&Y/a-a£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(
12.3(

12.3(
16-A

12.3(
16-A

12.2XK

8, 1&/+aeE85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(

12.3(

12.3(
16-A




12.3(
16-A

12.2XL

8, &Y/ a£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.2XM

8, &Y/ a£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(
12.3(

12.3(
16-A

12.3(
16-A

12.2XN

8, 1&/+ae£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(

12.3(




12.3(

12.3(
16-A

12.3(
16-A

12.2XQ

8, &Y/ a£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.2XR

12.3(2)JA3

12.3(
12.3(
12.3(
12.3(
12.3(

12.3(
16-A

12.3(
16-A

12.2XS

8, 1&/+ae£85€,3,S; first fixed in 12.3(17a)

12.3(

12.3(




12.3(
12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.2XT

8, &Y/ a£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.2XU

8, 1&/+aeE85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(
12.3(

12.3(
16-A

12.3(
16-A




12.2XV

8, t&/+ae£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.2XW

8, &Y/ a£85€,3,S; first fixed in 12.3(17a)

12.3(
12.3(
12.3(
12.3(

12.3(

12.3(
16-A

12.3(
16-A

12.2YA

&, t&/+ae£85€,3,S; first fixed in 12.3(17a)
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